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HHiE MHE
|2 AMERICAS(H|HAl) BE Z2t2E M £ (cloud-sa.amp.sourcefire.com)
A Il I M S A E 0|E(.cisco.com)
CHAll 8 Wi 28R E M Z(cloud-sa.eu.amp.sourcefire.com)
ESAMM 13 ut HWE SAE FF= CHA| ot HE It MH E 74
AsyncOS 10.x 0|4}
AsyncOS 9.7.x 0|35}
2xfojA ol HI MEH(FireAMP Private Cloud)
Ct=S2 =rolgt|ct,

Mo ox

Y AN
>

ol EMolME AMP(Advanced Malware Protection)& AtE5t0i I1H SAE &= ntd HES O
X HE 2ot M £2 S45t10 A8 3HE S Cisco ESA(Email Security Appliance)& 7435t
= ol CHa AHEELIC.

HiE HE

File Reputation(Zt & BT F 2= ESAMM AMPE 28t 27H9| Bilojof & A& BRI ILICE. File
Reputation(Zt 2 WEH2 ESAE St ZF ot 9| % HEZEE 5’”K10P01 B e 26!
AMPZo| EEtRE 7|8t QEHZ|HA L:IIEO-IELOH M&EhL|Ct. OIE—|°|' A1 E HIE S Z ESA &#E|R=
oM mg XAHSSE AHEEtD BE|XHIF HolEt HAME MEF £ U&LICH File Reputation 22t
L E MH|AE= Amazon Web Services(AWS)HAM SARIELICEH O] EMol| ¥HE SAE 0|Fo0f
EHoH DNS #Z|& =33t ".amazonaws.com"0| LI 4E L|C}.

ESAS| F Hmi AMP &ilojo{E ot EAMULICE o] EA0lME CHEX| eh&LICt

EiZlof CHet SSL SAlME 7|EXeoz ZTE 32137% MEELICHMH[A | g
FEE 4432 LIS Z AR E £ ?AQLIEP REMIEH LIS 2 ESA AL MM, "oh Tt ma
Ql HMn MME XX SHAAIR.ESA L HEQT J.+E|x}'— Mg TS| Ao 1P =

S 21(32137 CH 443)01| CHEH E HAZAS &fCIE £ %QLIEL

7|2 AMERICAS(Zl|7HAl) Bt 21 E M #(cloud-sa.amp.sourcefire.com)


/content/en/us/support/security/email-security-appliance/products-user-guide-list.html

o HEO| ESANIM Eto|dlA 43t & Y| 7|2XMO R ol BE E2tRE M 0o CHsH
HEELCH

- AMERICAS(274Al)(cloud-sa.amp.sourcefire.com)

SAE 0|B "cloud-sa.amp.sourcefire.com"% DNS CNAME(CanonicaI Name Record) &l L|C}.
CNAME2 T2l O|F0| CtE EHelel HEUE XI5t Ol ArE[= DNSQ| El&A BZE |
&40|mM, O|= "canonical" THIQIILICE O] CNAMEO|| Q14T £E9| ¢IAEI SAE O|E2CtSTH ¢

£ & A&LICH

- ec2-107-22-180-78.compute-1.amazonaws.com(107.22.180.78)
- €C2-54-225-142-100.compute-1.amazonaws.com(54.225.142.100)
- €c2-23-21-208-4.compute-1.amazonaws.com(23.21.208.4)
- ec2-54-83-195-228.compute-1.amazonaws.com(54.83.195.228)
5 7HX| mtd FE M ME ALEo| FIHE Q& LT

. 0|3 (cloud-sa.amp.cisco.com)
& (cloud-sa.eu.amp.cisco.com)
0| £ M 25 o] EMo"EX i WE M S AE O|&(.cisco.com)" MMM CHE LICEH

O| A4 EE = nslookup #2|E A&E M X E X HE L2 0 AMERICAS cloud-sa-
amp.sourceflre.com CNAMEX ZAEl SAEE =0lg = /&L

-2 T AAHE

S dig cloud-sa.amp.sourcefire.com +short
cloud-sa-589592150.us-east-1.elb.amazonaws.com.
107.22.180.78

54.225.208.214

23.21.208.4

54.83.195.228

S nslookup cloud-sa.amp.sourcefire.com
Server: 208.67.222.222
Address: 208.67.222.222#53

Non-authoritative answer:

cloud-sa.amp.sourcefire.com canonical name = cloud-sa-589592150.us-east-1.elb.amazonaws.com.
Name: cloud-sa-589592150.us-east-1.elb.amazonaws.com

Address: 54.225.208.214

Name: cloud-sa-589592150.us-east-1.elb.amazonaws.com

Address: 54.83.195.228

Name: cloud-sa-589592150.us-east-1.elb.amazonaws.com

Address: 107.22.180.78

Name: cloud-sa-589592150.us-east-1.elb.amazonaws.com

Address: 23.21.208.4

AD:0l2{8t AELE HA0|X| 20 O BAER 7|EOZ ESA THYU B £
B sia] S1o Zi0l BarLict B0l 8 Am ol oln glo| WALIDE Fiml 2 ZoiE 4
&t
= .

1
30
m>
C
[ul

O| EFAF E0M IP X|2|1M 9| x|E &Holgt

- http://geoiplookup.net/ip/107.22.180.78
- http://geoiplookup.net/ip/54.225.208.214
- http://geoiplookup.net/ip/23.21.208.4

- http://geoiplookup.net/ip/54.83.195.228



http://geoiplookup.net/ip/107.22.180.78
http://geoiplookup.net/ip/54.225.208.214
http://geoiplookup.net/ip/23.21.208.4
http://geoiplookup.net/ip/54.83.195.228

MY o o HH 2 AE O|B(.cisco.com)

Cisco= 2016/ A8 E{ AMP& It HE MH|A0| CH3H ".cisco.com” 7[Et & E o2 N=&35H7|
AERHELICEH O] 7|SoMeE Tt HEo| AI2E = Ue B 2 AE 0| Y IP FATF U&LICH.

. cloud-sa.amp.cisco.com(S 0| - O|=)
. cloud-sa.eu.amp.cisco.com(& - Of & zH
. cloud-sa.apjc.amp.cisco.com(O} A|O} EHH
HEIHMH ZAE L 2 P FAE =0

3&=)

L=
o -

o =
015t 1 dig &= = nslookup #HE|E A&E &~ QU&L|C.

=0|(ol=2):

$ dig cloud-sa.amp.cisco.com +short
52.21.117.50
(ot YME).

$ nslookup cloud-sa.eu.amp.cisco.com
Server: 208.67.222.222
Address: 208.67.222.222#53

Non-authoritative answer:
Name: cloud-sa.eu.amp.cisco.com
Address: 52.30.124.82

OtAlo} Ef B (L E):

$ dig cloud-sa.apjc.amp.cisco.com +short
52.69.39.127

O| EtAF 201A IP X|2[X QIRIE &g = U&LICH

. http://geoiplookup.net/ip/52.21.117.50

. http://geoiplookup.net/ip/52.30.124.82

- http://geoiplookup.net/ip/52.69.39.127
34XH " sourcefire.com" EAE 0O|E 2 sA|E H=l0| gigLCt.

CHA| 3 Wi F21*E M &(cloud-sa.eu.amp.sourcefire.com)

EU 7|8t M& M 2 HIO|H MEE & EiEE 4-?'5-3H0|= &= EU(European Union) 7|8t 1124
o|FR, HERt=E EU 1H 5AE = EU B 2ERE HH E2 7127|255 ESAE #EE =
olal|Ch
AAEH .

- cloud-sa-eu.amp.cisco.com
- cloud-sa.eu.am.sourcefire.com
7|82 5 AE O|& "cloud-sa.amp.sourcefire.com"Zt OF&H7FK[Z2 ?_AE O|& "cloud-
sa.eu.amp.sourcefire.com"= CNAMEQIL|C}.O| CNAMEO| AZE Z0| HAHE SAE O|E2 LIS
oz g = UsLch

- ec2-54-217-245-97 .eu-west-1.compute.amazon.com(54.217.245.97)

.- €c2-54-247-186-153.eu-west-1.compute.amazon.com(54.247.186.153)

- €c2-176-34-122-245.eu-west-1.compute.amazon.com(176.34.122.245)


http://geoiplookup.net/ip/52.21.117.50
http://geoiplookup.net/ip/52.30.124.82
http://geoiplookup.net/ip/52.69.39.127

HE /3 0{AM EUROPEAN cloud-sa.eu.amp.sourcefire.com CNAMEO|| ¢1AEl S AEE &Ql5t1
dig £ nslookup #HZ|E A™AE = U&LICH

$ dig cloud-sa.eu.amp.sourcefire.com +short
cloud-sa-162723281.eu-west-1.elb.amazonaws.com.
54.217.245.97

54.247.186.153

176.34.122.245

$ nslookup cloud-sa.eu.amp.sourcefire.com
Server: 208.67.222.222
Address: 208.67.222.222#53

Non-authoritative answer:

cloud-sa.eu.amp.sourcefire.com canonical name = cloud-sa-162723281.eu-west-1.elb.amazonaws.com.
Name: cloud-sa-162723281.eu-west-1.elb.amazonaws.com

Address: 54.247.182.97

Name: cloud-sa-162723281.eu-west-1.elb.amazonaws.com

Address: 176.34.122.245

Name: cloud-sa-162723281.eu-west-1.elb.amazonaws.com

Address: 54.247.186.153

2 1:0|8{8t SAEE MA S AEJ} ofLH 0|28t EAEO|Tt 7|E504 ESA T T
cHEE XMEtstX| ot= 0| E&LICHES S AETVHO|D io| HAEIE R A Aute

& & &L

E

It
et
O| EtAI E0IM IP X|2|1HM {Ix|E & Qg = U&LILCH.

. http://geociplookup.net/ip/176.34.122.245

. http://qgeoiplookup.net/ip/54.247.186.153
. http://geoiplookup.net/ip/54.217.245.97

ESAMAM 18 ot W $AE &= CfA ol Wik 82l M
HE 74

It WE2 ESAS| GUI EE CLIOIA —TL Mg 5= Ql&LICH ol B0l Lt E 74 EAHlE CLI
agolde HoiELICh 2L GUIE S8l SYsh Bl X HEE M8F # ‘RAQthr(Secunty

Services(=2.2t MH|A) > File Reputatlon and Analysis(Z} & m”& ET E4) > Edit Global Settings(™
o &% HE)... > Advanced Settings for File Reputation(Z+ & %EF =A%)

AsyncOS 10.x 0|4

AsyncOS 10.x°| M2 7|52 &3l JLE}O|'=|I Lo St c (2T 0lA I B M) Fe 2
ot E 7|8 oty HE MHE A5 =S ESAE 7 8E = U&Lct.ol 4482 S5 AMP IO
of| 0| 40f| M= T 0|4 "Enter reputation cloud server pool(BE 22 E AH & 2/=])" ':F7 |§ At
85101 ZAE 0|F2 & HAIXIZI ZAIZIX| & LICHFTL 140' B MHE Zeto|d!l BE 2
otREE M5t ol *iﬁE O|Fol Cigt 37l 7| MBSt=F MENSHoF &FLICt

10.0.x O|AFS| Z42 CHA AMP LT MH{E TAS M ST SAE O|2T BT Z 7Y 7|2 2is)
of g & aLich

2E AVMP I HHeE 8¢
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7 7I& AHSELICH


http://geoiplookup.net/ip/176.34.122.245
http://geoiplookup.net/ip/54.247.186.153
http://geoiplookup.net/ip/54.217.245.97
/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf

MFkwEwWYHK0ZIzj0CAQYIK0ZIzj0DAQcDQgAEchIaplVgPuGibM2n3wj fhgqQzdzC9
WI1lz7QZ2Q7VesLe+A53TxYujeo7fCDKIJEQKrPjU6kI36PSZusObr9Cur/g==

0| 0ofl0i M= cloud-sa.eu.amp.sourcefirce.com 2 CHA| It WE MHE M™M= ol &
Ct.

0o

ol &L

myllesa.local > ampconfig

NOTICE: This configuration command has not yet been configured for the current cluster mode
(Machine 122.local).

What would you like to do?

1. Switch modes to edit at mode "Cluster Test_cluster".

2. Start a new, empty configuration at the current mode (Machine 122.local).

3. Copy settings from another cluster mode to the current mode (Machine 122.local).
[1]>

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

Adobe Portable Document Format (PDF)

Microsoft Office 2007+ (Open XML)

Microsoft Office 97-2004 (OLE)

Microsoft Windows / DOS Executable

Other potentially malicious file types

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

- CLUSTERSET - Set how advanced malware protection is configured in a cluster.

- CLUSTERSHOW - Display how advanced malware protection is configured in a cluster.

[]> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud

[2]>

Enter AMP reputation server hostname or IP address?
[1> cloud-sa.eu.amp.sourcefire.com

Do you want to input new public key? [N]> y
Paste the public key followed by a . on a new line
MFkwEwWYHKOZIzZzj0CAQYIKoZIZzj0DAQcDQgAEChIaplVgPuGibM2n3wjfhqaQzdzC9

WI1Z7QZ2Q7VesLe+A53TxYujeo7 £CDKIJEQKrPjU6kI36PSZusObr9Cur/g==

Enter cloud domain?

[a.immunet.com] >



Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [Y]>

Please make sure you have added the Amp onprem reputation server CA certificate in certconfig-
>CERTAUTHOROTIES->CUSTOM

Proxy server detail:

Server

Port

User

Do you want to change proxy detail [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private analysis cloud

[11>

7im|aaolM 7 Abgte FolELICH
AsyncOS 9.7.x 0|8}

AsyncOS 9.7.2-065 for Email Security2| C}& 040{| A= cloud-sa.eu.amp.sourcefire.com2| CHA| &
o ZE2tRE M 2 Al&ste ol =80l Eulch

my97esa.local> ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

Adobe Portable Document Format (PDF)

Microsoft Office 2007+ (Open XML)

Microsoft Office 97-2004 (OLE)

Microsoft Windows / DOS Executable

Other potentially malicious file types

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[]> advanced

Enter cloud query timeout?
[15]>

Enter cloud domain?
[a.immunet.com] >

Enter reputation cloud server pool?
[cloud-sa.amp.sourcefire.com]> cloud-sa.eu.amp.sourcefire.com

Do you want use the recommended reputation threshold from cloud service? [Y]>

Choose a file analysis server:



1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
[11>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [Y]>
Proxy server detail:

Server :

Port :

User :

Do you want to change proxy detail [N]>

Au|aefold HE Arg S FHAE LI

2zd0jA oed WE AH(FireAMP Private Cloud)

AsyncOS 10.x for Email Security0ll A A|ZE|= 2Z8|0|A Tt HE M (FireAMP Private
Cloud2t = g E A& LICEH

|—'|| ?{3.01 Cisco AMP Virtual Private Cloud O{Zc}0|HAE 58 B2, O|A HAIX| HE mtd
2 HE2 LIt FEREE TMME6HK| °f_T_' Iy HEeg A" = AsLich2=80|A oty HE
MHHE ALESE S 0{Z2I0|HAE FHFE{HESAAMES MBEM &= 2210 =Yoo "ut e HEt
ZE{al ol gl Ead &t xl-x°|.AIA|O

Cte& &l

Ol MM E AtEstod Zm|azfol4o] McHz 2 Sste x| & gLt

N SAE F= HI ZeRE MH EE ME EI File Reputation EZ{=S E2{H
A E735t0{ ESAM|M THZ! ZIMHE +5t0] £E 32137 EE= X E 443 ECfEE

0| ofloil A= cloud-sa.eu.amp.sourcefire.com 22IRE M & L ZE 443 AFEE |8t SSL 4
2 AL

Ol= AMP 210{| A ESAM| 7|EE[L|C}

Sun Mar 26 21:17:45 2017 Info: File reputation query initiating. File Name =
'contract_604418.doc', MID = 463, File Size = 139816 bytes, File Type = application/msword

Sun Mar 26 21:17:46 2017 Info: Response received for file reputation query from Cloud. File Name
= 'contract_604418.doc', MID = 463, Disposition = MALICIOUS, Malware = W32.8A78D308C9-95.SBX.TG,
Reputation Score = 99, sha256 =
8a78d308c96ff5c7158ecaldbca25f3546fae8515d305cd699eab2d2ef3c08745, upload_action = 2

A% 501 ESA X! 302 0] {3t HXH&LICH

1060 28.504624 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 74 51391
443 [SYN] Seqg=0 Win=16384 Len=0 MSS=1460 WS=64 SACK_PERM=1 TSval=198653388 TSecr=0
1072 28.594265 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TCP 74 443


/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf
/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf
/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf
/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf
/content/en/us/support/security/email-security-appliance/products-user-guide-list.html

51391 [SYN, ACK] Seg=0 Ack=1 Win=28960 Len=0 MSS=1380 SACK_PERM=1 TSval=142397924
TSecr=198653388 WS=256

1073 28.594289 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seg=1 Ack=1 Win=16384 Len=0 TSval=198653478 TSecr=142397924

1074 28.595264 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
Client Hello

1085 28.685554 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
51391 [ACK] Seg=1 Ack=437 Win=30208 Len=0 TSval=142397947 TSecr=198653478

1086 28.687344 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
Server Hello

1087 28.687378 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=437 Ack=1369 Win=15040 Len=0 TSval=198653568 TSecr=142397947

1088 28.687381 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
segment of a reassembled PDU]

1089 28.687400 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=437 Ack=1449 Win=14912 Len=0 TSval=198653568 TSecr=142397947

1090 28.687461 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
segment of a reassembled PDU]

1091 28.687475 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=437 Ack=2817 Win=13568 Len=0 TSval=198653568 TSecr=142397947

1092 28.687479 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
segment of a reassembled PDU]

1093 28.687491 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=437 Ack=4097 Win=12288 Len=0 TSval=198653568 TSecr=142397947

1094 28.687614 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
Window Update] 51391 443 [ACK]
1096 28.711945 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
Certificate

1097 28.711973 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=437 Ack=5151 Win=15360 Len=0 TSval=198653594 TSecr=142397953

1098 28.753074 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

1099 28.855886 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
Session Ticket, Change Cipher Spec, Encrypted Handshake Message

1100 28.855934 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=763 Ack=5433 Win=16128 Len=0 TSval=198653740 TSecr=142397989

1101 28.856555 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
Application Data, Application Data

1104 28.952344 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
Application Data, Application Data

1105 28.952419 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=949 Ack=5619 Win=16192 Len=0 TSval=198653837 TSecr=142398013

1106 28.958953 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
Application Data, Application Data

1107 29.070057 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
Application Data, Application Data

1108 29.070117 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=1183 Ack=5821 Win=16192 Len=0 TSval=198653951 TSecr=142398043

1279 59.971986 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
Encrypted Alert

1280 59.972030 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=1183 Ack=5858 Win=16320 Len=0 TSval=198684848 TSecr=142405768

1281 59.972034 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local
51391 [FIN, ACK] Seqg=5858 Ack=1183 Win=33280 Len=0 TSval=142405768 TSecr=198653951
1282 59.972044 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [ACK] Seqg=1183 Ack=5859 Win=16320 Len=0 TSval=198684848 TSecr=142405768

1283 59.972392 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
Encrypted Alert

1284 59.972528 myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
443 [FIN, ACK] Seqg=1220 Ack=5859 Win=16384 Len=0 TSval=198684848 TSecr=142405768
1285 60.062083 ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local

51391 [ACK] Seg=5859 Ack=1221 Win=33280 Len=0 TSval=142405791 TSecr=198684848
EDfEI2 ZE 4432 Sdll SAIFLICH ESA(my11esa.local)iM EAE

TCP 66 51391

SSL 502

TCP 66 443

TLSv1 1434

TCP 66 51391

TCP 146 [TCP

TCP 66 51391

TCP 1434 [TCP

TCP 66 51391

TCP 1346 [TCP

TCP 66 51391

TCP 66 [TCP

Seq=437 Ack=4097 Win=16384 Len=0 TSval=198653568 TSecr=142397947

TLSv1l 1120

TCP 66 51391

TLSv1 392

TLSv1 348 New

TCP 66 51391

TLSv1l 252

TLSv1l 252

TCP 66 51391

TLSv1 300

TLSv1 268

TCP 66 51391

TLSv1 103

TCP 66 51391

TCP 66 443

TCP 66 51391

TLSv1 103

TCP 66 51391

TCP 66 443

O|& ec2-176-34-122-



245.eu-west-1.compute.amazon.com £ SAELICEO| ZAE O|F2 IP £4 176.34.122.245;

S dig ec2-176-34-122-245.eu-west-1.compute.amazonaws.com +short
176.34.122.245

176.34.122.24592] IP A& cloud-sa.eu.amp.sourcefire.com2| CNAME & HB{/L|C}.

$ dig cloud-sa.eu.amp.sourcefire.com +short
cloud-sa-162723281.eu-west-1.elb.amazonaws.com.
54.217.245.200

54.247.186.153

176.34.122.245

Ol ool ME +FHE HE 22 E M 92! cloud-sa.eu.amp.sourcefire.comi| A S41€ X|H5t

T ERELCH

= -
T':X'“ 3H7§
O| MMMz HI|aelo|M EXNE sHasie ol A8 = Ue HEE MSELict.

U AL85t0] iE HAE

File Reputation 22t E0i| Ciet ZE B|H 4122 &olsti{H FHE BH ZEERE AH £l &
AE O|E8 AM83lT EE 32137 LE= X E 4430 C}

ﬁ J
ok
judl
s
|0
Hu
il
|>
[m
o
r

my97esa.local> telnet cloud-sa.amp.sourcefire.com 443

Trying 23.21.208.4...

Connected to ec2-23-21-208-4.compute-1.amazonaws.com.
Escape character is '"]°'.

~]

telnet> quit

Connection closed.

EUO CHEt @12 &Ql L E 4430 M &3

my97esa.local> telnet cloud-sa.eu.amp.sourcefire.com 443

Trying 176.34.113.72...

Connected to ec2-176-34-113-72.eu-west-1.compute.amazonaws.com.
Escape character is '"]'.

~]

telnet> quit

Connection closed.

EUO| CHEF 248 Q1 L E 321372 Sall d4E += eiE:

my97esa.local> telnet cloud-sa.eu.amp.sourcefire.com 32137

Trying 176.34.113.72...
telnet: connect to address 176.34.113.72: Operation timed out
telnet: Unable to connect to remote host
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AsyncOS 10.x O| &2 Al&dst= ESAM 371 7|18 L& M 37 7|18 2o{EHLt E=5t= o M
SYEX| ZHAFLICLBIH 7|2l LF 7t Zn|aelolM E24of E AIE LICE.

Do you want to input new public key? [N]> vy
Paste the public key followed by a . on a new line

MEAWEAYHK0ZIzjO0CAQYFK4EEAAEDLAAEATHPMkgCHO57gxeQK6aUKgmpgk+1AWOu
vxOkpuIl+gtfLICRijTx3Vh45

Failed to save public key
LR HMSH FHE CHA| A5t AAR.X|E2Q 2 Fof CiSHAM = Cisco k|0l 2|5t AL,

AMP 21 HE

ESAGM AMP 21 & = I TtY BE A2 Al X|[HE "SetR=0l|M ot FE 2{2|"7t EAIZE
x| =elgrLch.

Sun Mar 26 11:28:13 2017 Info: File reputation query initiating. File Name =

'billing_fax 271934.doc', MID = 458, File Size = 143872 bytes, File Type = application/msword
Sun Mar 26 11:28:14 2017 Info: Response received for file reputation query from Cloud. File Name
= 'billing fax_271934.doc', MID = 458, Disposition = MALICIOUS, Malware = W32.50944E2888-
100.SBX.TG, Reputation Score = 0, sha256 =
50944e2888b551f41f3de2fc76b4db57cb3cd28e718c9265¢c43128568916fe70f, upload_action = 2

Ol HIAIX|7}F ZAEIH #ElE 2H ESA FHAIMM SEHE 712 Kol 7 g& BE ZetRE A
H E0iM SEstx| E&LICH

Sun Mar 26 11:30:18 2017 Info: File reputation query initiating. File Name =

'billing_fax 271934.doc', MID = 459, File Size = 143872 bytes, File Type = application/msword
Sun Mar 26 11:30:18 2017 Info: Response received for file reputation query from Cache. File Name
= 'billing fax_271934.doc', MID = 459, Disposition = MALICIOUS, Malware = W32.50944E2888-
100.SBX.TG, Reputation Score = 0, sha256 =
50944e2888b551f41f3de2fc76b4db57cb3cd28e718c9265c43128568916fe70f, upload_action = 2
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The Warning message 1is:



amp The previously selected regional server cloud-sa.eu.amp.sourcefire.com is unavailable.
Server cloud-sa.amp.sourcefire.com has been selected as default.

Version: 11.0.0-028
Serial Number: 1111CEE15FF3A9F9A1111-1AAA2CF4A1A1L
Timestamp: 26 Mar 2017 11:09:29 -0400
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