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. ESA(Email Security Appliance) with AsyncOS 8.1 0|4}

- SMA(Security Management Appliance) with AsyncOS 8.0 O 4
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- SMAE Centralized Services(5Y &S 4! MH|A) -> Policy(®2), Virus and Outbreak
Quarantines(&%4, HI 0|24 2! Outbreak Z2|)0ll Ho|El QIEH|O|A W ZENM HZAE 2l
gt 7|[BMo 2 ZTEE= 70250| X2 ZE|At AL XKLL Ol ZEE HERES = YU&LICH



. ESAE Security Services(2 2t AH|A) -> Policy(™S "%) Virus(Ht 0|24 ) ! Outbreak
Quarantines(Outbreak ZAZ|)0l| Ho|El QIEH|O|A L ZEOM HAZAE s AIFLICH 7|[EXMe
2 ZEE 70250|X|2F 22X AHEXL7E Ol ZEE HFRE + U&LICH
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. ESA2 SMA 25 X|IHE ZE0|M =241 'cpq_listener'tteE S74% 2IALHE ZHA ELICEH
. O|2HEr 2lAE An|ad oM ZtdolMq = 5= U&LIct of:

<listener>
<listener_name>cpqg listener</listener_name>
<protocol>CPQ</protocol>
<interface_name>Incoming Mail</interface_name>
<port>7025</port>
<listen_queue_size>50</listen_queue_size>
<type>private</type>
<hat>
SRELAYED
RELAY {}
SBLOCKED
REJECT {}
RELAYLIST:
10.1.2.3
SRELAYED (Only select hosts can relay from this box)
ALL
SBLOCKED (Everyone else)
</hat>
<rat>
<rat_entry>
<rat_address>ALL</rat_address>
<access>ACCEPT</access>
</rat_entry>
</rat>
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. 2HAEE M8E & Security Services(E2 0F MH|A) -> Policy(ZAH), vlrus(tﬂolﬂ**) S
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ool 2 & o{Ezto|dAof CHal EXHSH ok ELICH (HEXZ > 1P oIE-|1H|0|/\ MEH)

. SMAO|= ESAZ HE 2 /e 7Yool Qe S¢F 22|AE HAIXKIE Z& 6=

o>

'the.cpq.release.host'2t= CHA ZHR| 7} Q& LICH. 'tophosts AE83t0q O|& &ele = A&
Ct. O|= 'hoststatus' EE= 'showre0|p|ents ot &7 A SSte e 2 EO|X| 8tom,

'deleterecipients'et Bf 7 E|AE S 20| gIX|EH, O] FA| 2HS5HX| &t 2 = U&LICH

- SMAQH ESA 72| SSH S0l = EA|7t %‘é —’r— U&LICE Oledet EXM7t E& HESRF 78t

Y e & ol&LICH o|& S01 CSCus296470 M SMALS| LIF T 247} Zr S5t x| ef&LICH
. Olz{8t EXls o2 MY 20i oHEEI7 0| FoHE EAIE|H, SMAE ME 25104

TLS/OIEAM
. 0= HEFO|E 2 E CPQ 1ZA2 TLSE ASSHH, [MEtAM 535t Zdn|asio|Mo| &g E =
g = A&l
- TLS @1Z0| d33sttitd a4 2 o= ClHtO|A T} =4l C|HFO|A 0| M Ciscoll 7|&E CPQ 21E A
E M85t JeX| g = 2lo{of gLt o{E2to|dA7t 9H A S E HAste < 0]
LRI UAE = A&LICH 230 CtE3 Zo| EAIELICH

- Ol EXl= ELiE HiE

Ea

Mon Apr 1 12:00:00 2014 Info: New SMTP DCID 123456 interface 10.0.0.2 address 10.0.0.1 port
7025

Mon Apr 1 12:00:00 2014 Info: DCID 123456 TLS failed: verify error: no certificate from
server

Mon Apr 1 12:00:00 2014 Info: DCID 123456 TLS was required but could not be successfully
negotiated
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New CPQ ICID 12345 interface Management (10.10.10.1) address 10.10.20.1 reverse dns host

unknown verified no

A& LICH of:grep "CPQ ICID" mail_logs
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Fri Sep 13 15:08:02 2013 Info: New SMTP DCID 12345 interface 10.10.20.1 address 10.10.10.1
port 7025


https://tools.cisco.com/bugsearch/bug/CSCus29647

Fri Sep 13 15:08:02 2013 Info: DCID 12345 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Fri Sep 13 15:08:02 2013 Info: Delivery start DCID 12345 MID 23456 to RID [0] to Centralized
Policy Quarantine

Fri Sep 13 15:08:02 2013 Info: Message done DCID 12345 MID 23456 to RID [0] (centralized
policy quarantine)

Fri Sep 13 15:08:07 2013 Info: DCID 12345 close

- Ch21 Z0| grepE ALE5t0{ ZEoof CHE AME ALE5t0] 0|22t O|HIEE &2 =+ &L
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