ESA(Email Security Appliance) % SMA(Security
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1. ESA0{ M Monitor(Z2 L|E{&!) > Spam Quarantine(&H ZH2|)& ME4ErL|C}

2. Spam Quarantine Settings(&® Z42| 447%) M 40{| A Enable Spam Quarantine(&H 22| &
o3} golgte MEistn flste de| d-™e M™Ect

Spam Quarantine Settings

Enable Spam Quarantine

3. Security Services(& ¢ AH|A) > Spam Quarantine(AH Z2))& MEYgrL|C}.

4. External Spam Quarantine(2/§ A Z2|)E At&stedi= B 7t ot Enable External
Spam Quarantine(2|% AH Z42| 45} &olgts MEISHR| et t= x| #elgtL|chotzh M
2 x).

External Spam Quarantine Settings

| Enable External Spam Quarantine
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Zg| ZE &3l 3 QIEjH oA 2| URL XA

1. Network > IP Interfaces& ME4EHLIC}H

=y s
0
Listeners
=SMTP Routes
DMS
Routing {iffe
SMTP Call-Ahead 1he

Bounce Profiles

SMTP Authentication
Incoming Relays .
Certificates
ZRL Sources

2. 2ol UM A5 3 Af
of M elgte MeistD 7|
HTTPAT 2/HE|
HTTPS

%E —
2 T EE X|MtHLE Zeol mat HAEE L

Spam Quarantine

4| Spam Quarantine HTTP IEE

4| Spam Quarantine HTTPS 33

w

. This is the default interface for Spam Quarantine £ 12t ME{EHL|C}.
4. "URL Displayed in Notifications(Z 20{| E A|Z|= URL)"0AM O{ZZI0|1AE F HRY 2IC|2
HE S Y HAE oo 22| XIHEEX| i & 7I2XMo 2 A|AH SAE O[&(cli:
sethostname)2 AIEELICH O] ofoflME 7|2 EAE O|F MEES XIYELICH
¥| This is the default interface for Spam Quarantine

Quarantine login and notfications wil! originate on this interface.

URL Displayed in Motifications:

@ Hostname

fexamples! Http Aspams. ol At 101,11 82F)
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This is the default interface for Spam Quarantine
Quarantine login and notifications will originate on this interface.

URL Displayed in Motifications:
' Hostname

'éllhttlls Afmyguarantine. myesa.com: 83
(exampies: b dspamurly, hp: /10,11, 2:82/7]

. & 1:0|5 oH
NAE SIEt 42|18 THsE B9 QEiTl0l20] ZHE QIR IP F4 EE LR P2 HEE
HEXT FAQI 28 P/} LB LICLSAE O|E2 AFE5HK] 2 % Z42 Hostname E2tC|2

HES MEE 4 IXIBH ofxt5] IP 420t Halol HNAY 2 U Lichol:
https://10.10.10.10:83 2 L|C}.
5. 17 Argte ME st B LI
6. 45, AH Zalof Cfet 2AE 0|82 XIHa
9|5 DNSE S3 3AE 0|82 Holg
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£ 3% LI5 DNS(Domain Name System) E=
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£ QIEX| &QIELIC} DNSE SAE O|IEEIP FA
JE Q3 22|XIof|H 22|65t SAET} DNSo1| L}E}t
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W77k R| O|F of|let 20| IP FAE F{EEI| H& HAMAELICH>nslookup
quarantine.mydomain.comZ32|0f| HMAE = JU=X| EQI57| 2|8 o[Foi & 22t X{of A
T8t URLE Oo|s¢&LICt

. https://quarantine.mydomain.com:83https://10.10.10.10:83

sk Cisco IronPort MESD (charg...

b4 ShareErmuser WebEx

e .
cISco IronPort Spam Quarantine

Enter your login information below. If you are
unsure what to enter, please contact vour
administrator.

Username: | |

Password: | |

Privacy Statement

ESAE 75104 AT B QEE OAAH ABE AT HE|Z OIS
OJMElE A WEE FHOE AWE AW HAIKIE Hal5H24H TS EHIE AR

1. ESA M Mail Policies(H & Z24) > Incoming Mail Policies(==4! H & EH2)E 2=
Default Policy(7|&2 =)o CH8t OtE|A ™ &g S 2|8LCt
2. A AZ|2 S E Positively Identified Spam == Suspect Spam2| 242 HEgL|Ct"

ol
jul
o
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Positively-Identified Spam Settings

Apply This Action to Message: | Spam Quarantine

Mate: IF focal and axternal quarantines are delfined, mai will ba sent to local guarantine.

Add Text to Subject: | prepend - [[sp,u,m]

Ik Advanced | Optional settings for custorm header and message delivery.,

Suspected Spam Settings

Emable Suspected Spam Scanning: Mo 2 Yas

Apply This Action to Message: || Spam Quarantine =

MNate! IF local and external quarantines are gelined, mai will be sent to local guaraniine.

Add Textto Subject: | prepend ~  [[SUSPECTED SPAM]

b Advanced | Optional settings for custom header and message delivery.
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1. 2} ESAOIM 22 ZAE|E HIEd3t8Hof & LICHMonitor(2 LIE]) > Quarantines(Z2|) & MEi gt
L|Ct.

2. ESA0{| A Security Services(®2 2o+ AZ{H|A) > Spam Quarantine(2® Z2[)& EH5t 7 Enable
External Spam Quarantine(2|5 AR Z{2| g#4dsh)2 E=2/gLict.

3. ESAE SMAQ| IP FAZE 7I2|7|2 A8 T EE X|HELICE7|EZL2 Port 60252{L|C}.

External Spam Quarantine Settings

¥ Enable External Spam Quarantine

Harme: Iaggiei_spam_quarantine
(&.g. spam_guarantine)

1P Address: | [14.2.30.004

Fart |a|:|25

Sefelist/Blocklist: | (7] Enable End User Safelist/Blocklist Feature

Blocklist Action: Quarantine

4. LE 60257} ESAOIA SMAZ Uid Qx| =QIELICH 0/ ZEE= ESA > SMAOIA ZEIE
AIXIE FIEHst| SIBF ZIILICE. Ol EE 60259] ESAOIM CLIOIA Y E|AES S5 2
olgt = Ql&LIct oiZol Ge|m FE SEZ RX[E/2 HE5H0F gfLCt.
tarheel.rtp> telnet 14.2.30.116 6025
Trying 14.2.30.116...

Connected to steelers.rtp.
Escape character is '"]°'.
220 steelers.rtp ESMTP

5. "Enable Quarantine Ports and Specify a Quarantine URL at the Interface"2} Z' 0| A& Z4Z|
of HMASES IP/IZAE O|ES FHEYeX] &olELICH

6. HIAIX|7t ESAUIM AT ZAZ|of| =& 5t= K| B QUEL|CH AT ZHE2[of HIAIX|7F EAIE[X] 22
™ L E 60250 A ESA > SMAL| AZ0]| EX|7t Yle = A&LICHOI™ BHA & X).
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. ESA0| M Monitor(2 L|E{2)) > Spam Quarantine(A® Z42)& MEHEFL|CH.
. SMAM| X Spam Quarantine(&® Z2|) MHO 2 0|S35t0 SUE EHHE - LCt
. Spam Quarantine(&¥ Z2))& 2 =|#fLct.

. Enable Spam Notification 2f 2I12tS MEHEFL|C}.

A WODN -

Spam Motifications

¥ Enable Spam Motification

5. 22| YRS MEstLICE
Motification Schedule: Monthly (Sent the st of each month 3t 12am)
weekly | Monday ¥ | (Sentat 12am)
® imon ®Tue ® wed ¥ Thu #® Fri ¥ sat # sun

12 1 2 3 4 5 £ 7 a8 9 10 ¥ 11 AM

12 1 2 3 4 5 = 793 o 10 11 PM

1. SMA EEE= ESAO| M System Administration(AIAE #2l) > LDAPE MEHEFL|CH.

2. LDAP A-IH-I Z2IEg Yulct,

3. Active Directory HHS 2 Q1B & &= QUEX|
EMstE|o] QUEX]| EHOISHMAIL.

AN -

4. Designate as Active Query(Bd RI2|2 X|&) =folats MEFL(C
+ Spam Quarantine End-User Authentication Query

Mame: Im\,rlrjap.isq _user_auth

FO|

—

ok

[ AT ARSI

b

|5 ALER 215 #HE(7t

ol

Designate as the active query

Cuery String: I(uid={u}}|

Email Attribute(s): Iman

5. HEIE HAESIZ{H E|AEE 2= LICH Match Positives 2150| g3 &g o|0lgLct



Test Query

Spam Quarantine End-User Authentication Query

Query Definition and Attributes*
Query String: (uid={u})

Email Attribute{s): mizil

*These items will be updated when the Update button befow is clicked.

Test Parameters

User Login: |sbayer@cisco.com

User Password: |esssssss

Run Test

Connection Status

Query results for host:192.168.170.101

Query (vid=sbayer) to server myldap (192.168.170.101:389)
email_attributes: [mail] emails: sbayer@cisco.com

Query (uid=sbayer) lookup success, (192.168.170.101:389) returned 1
results

first stage smtp auth succeeded. query: myldap.isg_user_auth results:
['cn=5tephan Bayer,ou=user,dc=sbayer,dc=cisco']

Bind attempt to server myldap (192.168.170.101:389)

BIND (uid=sbayer) returned True result

second stage smitp auth succeeded. query: myldap.isg_user_auth
Success: Action: match positive.

6. HE A2 MEsta HAUELICH

7. ESA0 X Monitor(2 LIE{3)) > Spam Quarantine(AH Z2))& MEHEL|CE SMAOIA Spam
Quarantine(A® Z42|) MHOZ 0|55t0{ S HHE $+&ELICH.

8. Spam Quarantine(AH Z2|)& & =gt

9. Enable End-User Quarantine Access(Z|& AtEAt A| HAM|A A8} =0IEHS ME L CY

10. End-User Authentication EELCH2 S50 LDAPE ME4ErLICEH



End-User Quarantine Access

Enable End-User Quarantine Access

End-User Authentication: (2) | | oap v

End users will be authenticated aoainst LO:
Login without credentizls can be configursd
messages, To configure an £nd User duths)

Hide Message Bodies: | [ Do not display message bodies to end-u

11. HE A E ME st 73l Lc

12. 2|F 21E 0| ESA/SMAO| =X| =elghLct.

13. O|Tof| & EHet KoM 7198t URLE 0|S35t01 Ae(of AMAE = UK =HQIFLIC.
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https://10.10.10.10:83

14. LDAP HAEeZ 2aQIgtLct. 0] 277t W45t External authentication LDAP profile( 2|5

O|& LDAP MEH}O')" *._‘"5” 3t End-User Quarantine Access(%|E AF& A 2| HMA)E

%“éif‘*l—ltr(ol CHA & X).
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1. AL KHE st AH Ao HMAE = U= AR AE S L F=X] =lFLct

2. Security Management Appliance | A<l Management Appliance(& 2| o{&z2}o|21A) >
Centralized Services(5 Y S 4| AH|£) > Spam Quarantine(2&H Z2|)& =48 L|Ct

3. Spam Quarantine Settings(A & Z{2| M) 4440 M Enable(&&2l) EE= Edit Settings(&d
HE)E St

4. Spam Quarantine Settings(AH 2| %) 49| Administrative Users(2 2| AtEXt) &30
M Local Users(2Z AF& X}, Externally Authenticated Users(215 215 AFE Xl EE= Custom
User Roles(AFE Rt K| ALE Rt 38 of CHet M= 213 & Z 2§t

5. AH ZAZ|of M HIAIX|E E1 HE[St7| It HMA HEHS 2oE ALSKE MEIFLICH

6. &els #=[gct
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At 2dgh ol Cis 2R st Z< o BEHAHIE S ELct
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