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S ssh-keygen -b 2048 -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/[USERID]/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/[USERID]/.ssh/id_rsa.
Your public key has been saved in /home/[USERID]/.ssh/id_rsa.pub.



The key fingerprint is:
00:11:22:77:f6:a9:1e:19:f0:ca:28:9¢c:f£f:00:11:22 [USERID]@hostname.com
The key's randomart image is:
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$ cat .ssh/id_rsa.pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDIgIW3DeGE83m+E/PLGzUFPalSoJz5F
t54W12wUS36NLxm4I04Xfrrb5bA97I+Z2A4YcB11l /HsFLZcoljAK4uBbmpY5kXg96A6WE

mIYMnl+nV2vrhrODgbcicEAdAMcQON3wWHXiEWacV+6u+F1HlonkSAIDEug6vind+bsbcP

Zz2u¥nx11l1xbVtGftbWVssBK3LKkFp9f0GwDiYs7LsXvQbTkixrECXgeSrr+NLzhUS5hf6

eb9Kn8xjytf+eFbYAslam/NEf19i4rjidelebWN+LnkdcE5eQ0ZsecBidXvOKNf45RIa

KgzF7joke9niLfpf2sgCTiFxg+gZz0rQludntknw [USERID]@hostname.com
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$ ssh admin@192.168.0.199
PR SR SR SRR R R EEE R EEE SRR SRR SRS
CONNECTING to myesa.local

Please stand by...
PR SR SRS R EE R EEE R EEE SRR SRS SRS

Password: [PASSWORD]
Last login: Mon Aug 18 14:11:40 2014 from 192.168.0.200
Copyright (c) 2001-2013, Cisco Systems, Inc.

AsyncOS 8.5.6 for Cisco C100V build 074

Welcome to the Cisco C1l00V Email Security Virtual Appliance
myesa.local> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
[1> new

Please enter the public SSH key for authorization.

Press enter on a blank line to finish.

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDJIgIW3DeGf83m+E/PLGzUFPalSoJz5F
t54W12wUS36NLxm4 I04Xfrrb5bA97I+ZA4YcB11l/HsFLZcoljAK4uBbmpY5kXg9 6A6WE
mIYMnl+nV2vrhrODgbcicEAAMcQN3wWHXiEWacV+6u+FlHlonkSAIDEug6vEnd+bsbcP
Zz2u¥nx1lllxbVtGEtbWVssBK3LkFp9£f0GwDiY¥s7LsXvQbTkixrECXgeSrr+NLzhU5Shf6



eb9Kn8xjytf+eFbYAslam/NEf19i4rjidelebWN+LnkdcE5eQ0ZsecBidXvORKNf45RJa
KgzF7joke9niLfpf2sgCTiFxg+qZ0rQludntknw [USERID]@hostname.com

Currently installed keys for admin:
1. ssh-rsa AAAAB3NzaClyc2EAA...rQludntknw ([USERID]@hostname.com)

Choose the operation you want to perform:

- NEW - Add a new key.

- DELETE - Remove a key.

- PRINT - Display a key.

- USER - Switch to a different user to edit.
[1>

myesa.local> commit
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myesa.local> exit

Connection to 192.168.0.199 closed.
robert@ubuntu:~$ ssh admin@192.168.0.199

R I I R S I S I S S S

CONNECTING to myesa.local
Please stand by...

R I I R I S I S S I S S

Last login: Mon Aug 18 14:14:50 2014 from 192.168.0.200
Copyright (c) 2001-2013, Cisco Systems, Inc.
AsyncOS 8.5.6 for Cisco C100V build 074

Welcome to the Cisco C1l00V Email Security Virtual Appliance
myesa.local>

Windows& ssh-keygen 0
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login as: admin

Using keyboard-interactive authentication.

Password: [PASSWORD]

Last login: Mon Aug 18 11:46:17 2014 from 192.168.0.201
Copyright (c) 2001-2013, Cisco Systems, Inc.

AsyncOS 8.5.6 for Cisco C100V build 074

Welcome to the Cisco C100V Email Security Virtual Appliance
myesa.local> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
[1> new

Please enter the public SSH key for authorization.

Press enter on a blank line to finish.

ssh-rsa AAAAB3NzaClyc2EAAAABJQAAAQEA]j6ReI+gqLU3W1uQAMUG0620B+tpdkjkgBn
5NfYc+qrtyB93stG3801T4s0zHnhuKJLTdwBg/JHAFUNO77BY+21GYGS27dMp3UTY /VuQ

T3jP8DmWKOa+8Mpc9ePdACBZplC4ct90roidUT3V3Fbl5M9rL8g4 /gonSi+7iFc9uOagqgDM

/h+RxhYeFdJLechMY5nNOadViFloRKGmV1tz3K9t0p+jEW519TJf+£15X6yxpBBDoONcaB9

JNwQ5v7vcIZBv+£1980cXDI9SNt08G0XaefyD2Vupht NASEHwx+f6eeA8ft1lmO+PgtgnAs

c2T+i3BAdC73xwML+1IG82zY51pudntknw rsa-key-20140818

Currently installed keys for admin:
1. ssh-rsa AAAAB3NzaClyc2EAA...51lpudntknw (rsa-key-20140818)

Choose the operation you want to perform:

- NEW - Add a new key.

- DELETE - Remove a key.

- PRINT - Display a key.

- USER - Switch to a different user to edit.
[1>

myesa.local> commit
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login as: admin

Authenticating with public key "rsa-key-20140818"

Last login: Mon Aug 18 11:56:49 2014 from 192.168.0.201
Copyright (c) 2001-2013, Cisco Systems, Inc.

AsyncOS 8.5.6 for Cisco C100V build 074

Welcome to the Cisco C1l00V Email Security Virtual Appliance
myesa.local>
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