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exanpl e. con> diagnostic

Choose the operation you want to perform
- RAID - Disk Verify Uility.

- DI SK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Wilities.

[1> network

Choose the operation you want to perform

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- SMIPPI NG - Test a renote SMIP server.

- TCPDUWP - Dunp ethernet packets.

[]1> tcpdump

- START - Start packet capture
- STOP - Stop packet capture
- STATUS - Status capture
- FILTER - Set packet capture filter
- I NTERFACE - Set packet capture interface
CLEAR - Renobve previ ous packet captures
[]>
2. QIE{H|0|A(Data 1, Data 2 B = Management)t ZE{E A& gFL|C}.
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exanpl e. conk tcpservices

System Processes (Note: All processes nay not always be present)

ftpd. main - The FTP daenobn

gi netd - The | NET daenon

interface - The interface controller for inter-process comunication
i pfw - The IP firewall

sl apd - The Standal one LDAP daenon

snt pd - The SNTP daenon

sshd - The SSH daenobn

sysl ogd - The system | oggi ng daenon

wi nbi ndd - The Sanmba Nanme Service Switch daenon

Feat ure Processes

euq_webui - @J for 1SQ
gui - QU process
her nes - MEA mail server
post gres - Process for storing and querying quarantine data
spl unkd - Processes for storing and querying Email Tracking data
COMVAND USER TYPE NODE NAME
post gres pgsql | Pv4 TCP 127.0.0. 1: 5432
interface r oot I Pv4 TCP 127.0.0.1: 53
ftpd. main r oot | Pv4 TCP 10.0.202.7: 21

gui root | Pv4 TCP 10. 0. 202. 7: 80



gui r oot | Pv4 TCP 10. 0. 202. 7: 443
gi netd r oot I Pv4 TCP 10. 0. 202. 7: 22

j ava r oot I Pv6 TCP [::127.0.0.1]:18081
her mes root I Pv4 TCP 10. 0. 202. 7: 25
her mes root I Pv4 TCP 10. 0. 202. 7: 7025
api _serve r oot | Pv4 TCP 10. 0. 202. 7: 6080
api _serve r oot | Pv4 TCP 127.0.0.1: 60001
api _serve r oot | Pv4 TCP 10. 0. 202. 7: 6443
ngi nx r oot I Pv4 TCP *:4431

ngi nx nobody I Pv4 TCP *:4431

ngi nx nobody I Pv4 TCP *:4431

j ava r oot | Pv4 TCP 127.0.0.1:9999
NETSTAT
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exanpl e. conP netstat

Choose the information you want to display:
Li st of active sockets.

State of network interfaces

Contents of routing tables.

Size of the listen queues.

Packet traffic information.

SAE

Example of Option 1 (List of active sockets)

Active Internet connections (including servers)

Proto Recv-Q Send-Q Local Address For ei gn Address (state)

tcp4 0 0 10.0.202.7.10275 10. 0. 201. 4. 6025 ESTABLI SHED

tcp4 0 0 10.0.202.7.22 10. 0. 201. 4. 57759 ESTABLI SHED

tcp4d 0 0 10.0.202.7.10273 a96-17-177-18. depl oy. stati c. akanai t echnol ogi es. com 80
TIME_WAI T

tcp4 0 0 10.0.202.7.10260 10. 0. 201. 5. 443 ESTABLI SHED

tcp4 0 0 10.0.202.7.10256 10. 0. 201. 5. 443 ESTABLI SHED

Example of Option 2 (State of network interfaces)

Show t he nunber of dropped packets? [N >y

Narre M u Net wor k Addr ess I pkts lerrs Idrop | bytes Opkts Cerrs
Qoytes Coll Drop

Data 1 - 10.0.202.0 10.0.202.7 110624529 - - 117062552515 122028093 -
30126949890 - -

Example of Option 3 (Contents of routing tables)

Routi ng tabl es

I nt ernet:

Destination Gat eway Fl ags Netif Expire
def aul t 10.0.202.1 UGS Data 1
10.0.202.0 I'i nk#2 u Data 1
10.0.202.7 I'i nk#2 UHS | 00

| ocal host . exanpl e. |ink#4 UH 1 00

Example of Option 4 (Size of the listen queues)



Current listen queue sizes (gl en/incgl en/ maxqgl en)

Proto Listen Local Address

tcp4 0/0/50 | ocal host . exanpl . 9999
tcp4 0/0/50 10. 0. 202. 7. 7025

tcp4 0/0/50 10.0.202.7.25

tcp4 0/0/15 10. 0. 202. 7. 6443

tcp4 0/0/15 | ocal host . exanpl . 60001
tcp4 0/0/15 10. 0. 202. 7. 6080

tcp4 0/0/20 | ocal host . exanpl . 18081
tcp4 0/0/20 10. 0. 202. 7. 443

tcp4 0/0/20 10.0.202.7.80

tcp4 0/0/10 10.0.202.7.21

tcp4 0/0/10 10.0.202.7. 22

tcp4 0/0/10 | ocal host . exanpl . 53
tcp4 0/0/208 | ocal host . exanpl . 5432

Example of Option 5 (Packet traffic information)

i nput nicl out put
packets errs idrops byt es packets errs bytes colls drops
49 0 0 8116 55 0 7496 0 0

HESRZ

diagnostic OF2H 2| network &t B2
DE HESYZ B FHAIE Z2{Al5tT,
T(AHE L= A2), SMTPPINGS AHR

27t S0 CHEE HMAE MBELICLO| SMS AL Stod
ARP FHA|2| LHEE EAISt1, NDP FHA|S| LHEE E A|St
5104 Y4 SMTP ¢1ZE EHIAEE &= Ql&LCH.

exanpl e. con> diagnostic

Choose the operation you want to perform

- RAID - Disk Verify Uility.

- DI SK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Wilities.

- RELOAD - Reset configuration to the initial manufacturer val ues.
- SERVICES - Service Uilities

[1> network

Choose the operation you want to perform

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache

- NDPSHOW - Show system NDP cache

- SMIPPI NG - Test a renote SMIP server.
TCPDUWP - Dunp et hernet packets.

[] >
ETHERCONFIG

[ etherconfig W2 A2 5tH QIE{H|O|A, VLAN, S & OIE{H|0|A MTU 27|, HE|FH

A =
= T

Z ARP 3|dlo| 2t e = 7{E0f CHEF 0|5 L MAC MEQ} 2HHEl R MME H1 & £+ ¢

&L|cH

= .

exanpl e. con> etherconfig



Choose the operation you want to perform
- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.
- LOOPBACK - View and configure Loopback.
- MIU - View and configure MrIU.
MULTI CAST - Accept or reject ARP replies with a nulticast address.

[]>

Efo|lACIRE
HA ZAE0 et HEST BEE EAFLICHEE traceroutes StLE O[4f 9| RQIE{H|O|A 0 IPv6
a7t FEE B BEE ASELICHL

exanpl e. conP> traceroute google.com

Press Grl-C to stop.

traceroute to googl e.com (216.58. 194. 206), 64 hops nax, 40 byte packets
1 68.232.129.2 (68.232.129.2) 0.902 ns

68.232.129. 3 (68.232.129.3) 0.786 ns 0.605 ns

2 139.138.24.10 (139.138.24.10) 0.888 nms 0.926 nms 1.092 ns

3 68.232.128.2 (68.232.128.2) 1.116 nms 0.780 ns 0.737 ns

4 139.138.24.42 (139.138.24.42) 0.703 s

208. 90. 63. 209 (208.90.63.209) 1.413 ns

139. 138.24.42 (139.138.24.42) 1.219 ns

5 svl -edge-25.inet. gwest.net (63.150.59.25) 1.436 nms 1.223 nms 1.177 ns
6 snj-edge-04.inet.gwest.net (67.14.34.82) 1.838 ns 2.086 ns 1.740 ns
7 108.170.242.225 (108.170.242.225) 1.986 ns 1.992 ns

108.170.243.1 (108.170.243.1) 2.852 ns

8 108.170.242.225 (108.170.242.225) 2.097 ns

108.170.243.1 (108.170.243.1) 2.967 ns 2.812 ns

9 108.170.237.105 (108.170.237.105) 1.974 ns

sf003s01-in-f14.1e100. net (216.58.194.206) 2.042 ns 1.882 s

PING

PingS AF23IH IP TA F= SAE 0|22
S OilO|EA| EE= AKXt 2tEE SHE M3 Fc

exanpl e. con> ping google.com

Press Grl-C to stop.

Pl NG googl e. com (216. 58. 194. 206) : 56 data bytes

64 bytes from 216.58. 194. 206: icnp_seq=0 ttl=56 time=2.095
64 bytes from 216.58. 194. 206: icnp_seq=1 ttl =56 time=1.824
64 bytes from 216.58. 194. 206: icnp_seq=2 ttl =56 time=2.005
64 bytes from 216.58. 194. 206: icnp_seq=3 ttl =56 time=1.939
64 bytes from 216.58. 194. 206: icnp_seq=4 ttl =56 time=1.868
64 bytes from 216.58. 194. 206: icnp_seq=5 ttl =56 time=1.963

33333 6

--- google.comping statistics ---
6 packets transmitted, 6 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 1.824/1.949/2.095/0.088 ms
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