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Central Hub

Tu0 - 10.0.0.1/24
Eth0/0 - 172.17.0.9

Tu0 - 10.0.0.8/24
Tul-10.0.1.8/24
Eth0/0 - 172.17.0.1
L0100-172.18.0.1

Tu0-10.0.0.16/24
Tu2-10.0.2.16/24
Eth0/0-172.17.0.5
Lo0-172,18.0.5

Hub 1 Hub 2
Tud Tuo
Dynamic tunnel
Tu0-10.0.1.11/24 [ . | i - Tu0-10.0.2.18/24
Eth0/0—-172.16.1.1 Eth0/0-172.16.2.1
Spoke 1 Spoke 2
192.168.11.0/24 192.168.18.0/24

1: ol offoil= HEm|azfolMdel e MMdpr Zefk|o{ /l&LICH

AN

= 5= (Hub0)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
1
hostname central_hub
1
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0



crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport

|
crypto ipsec profile profile-dmvpn

set transform-set transform-dmvpn

|
interface Loopbackl

ip address 192.168.1.1 255.255.255.0
|
interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp shortcut

ip nhrp redirect

ip summary-address eigrp 1 192.168.0.0 255.255.192.0
ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn
|

interface Ethernet0/0

ip address 172.17.0.9 255.255.255.252
|

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0

|

ip route 0.0.0.0 0.0.0.0 172.17.0.10

|

end

X3 1 FE(FHE 1)

ol
I

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname hub_1
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
|



crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport

|
crypto ipsec profile profile-dmvpn

set transform-set transform-dmvpn

|
crypto ipsec profile profile-dmvpn-1

set transform-set transform-dmvpn

|
interface Loopbackl

ip address 192.168.8.1 255.255.255.0

|
interface Loopbackl00

ip address 172.18.0.1 255.255.255.252

|

interface TunnelO

bandwidth 1000

ip address 10.0.0.8 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp authentication test

ip nhrp network-id 100000

ip nhrp nhs 10.0.0.1 nbma 172.17.0.9 multicast

ip nhrp shortcut

ip nhrp redirect

ip summary-address eigrp 1 192.168.8.0 255.255.248.0
ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn

|

interface Tunnell

bandwidth 1000

ip address 10.0.1.8 255.255.255.0

no ip redirects

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp redirect

ip summary-address eigrp 1 192.168.8.0 255.255.248.0
ip summary-address eigrp 1 192.168.100.0 255.255.252.0
ip tcp adjust-mss 1360

tunnel source Loopbackl00

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn-1

|

interface Ethernet0/0

ip address 172.17.0.1 255.255.255.252

|
router eigrp 1
network 10.0.0.
network 10.0.1.
network 192.168.8.0
|

ip route 0.0.0.0 0.0.0.0 172.17.0.2
!

0 0.0.0.255
0 0.0.0.255

end



|24 2 512 (5{E 2)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname hub_2
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
crypto ipsec profile profile-dmvpn-1
set transform-set transform-dmvpn
|
interface LoopbackO
ip address 172.18.0.5 255.255.255.252
|
interface Loopbackl
ip address 192.168.16.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.0.16 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp holdtime 360
ip nhrp nhs 10.0.0.1 nbma 172.17.0.9 multicast
ip nhrp shortcut
ip nhrp redirect
ip summary-address eigrp 1 192.168.16.0 255.255.248.0
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile profile-dmvpn
|
interface Tunnel2
bandwidth 1000
ip address 10.0.2.16 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 360
ip nhrp redirect



ip summary-address eigrp 1 192.168.16.0 255.255.248.0
ip summary-address eigrp 1 192.168.100.0 255.255.252.0
tunnel source Loopback0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn-1

1

interface Ethernet0/0

ip address 172.17.0.5 255.255.255.252

1

router eigrp 1
network 10.0.0
network 10.0.2
network 192.168.1

.0 0.0.0.255

.0 0.0.0.255

6.0

!

ip route 0.0.0.0 0.0.0.0 172.17.0.6
|

end

X|23 1 A F(Spoke1)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname spoke_1
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp keepalive 10
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
interface Loopbackl
ip address 192.168.11.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.1.11 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp nhs 10.0.1.8 nbma 172.18.0.1 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0



tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn
!

interface Ethernet0/0

ip address 172.16.1.1 255.255.255.252

!

router eigrp 1
network 10.0.0
network 10.0.1
network 192.168.1

.0 0.0.0.255

.0 0.0.0.255

1.0

!

ip route 0.0.0.0 0.0.0.0 172.16.1.2
!

end

X2 AZXFJ(AET 2)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname spoke_2
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp keepalive 10
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
interface Loopbackl
ip address 192.168.18.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.2.18 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp nhs 10.0.2.16 nbma 172.18.0.5 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile profile-dmvpn



interface Ethernet0/0

ip address 172.16.2.1 255.255.255.252
|

router eigrp 1

network 10.0.2.0 0.0.0.255

network 192.168.18.0
1

ip route 0.0.0.0 0.0.0.0 172.16.2.2
!

end

C|0|E{ 2! NHRP I{Z! 5 & 0|8l
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Central Hub

Hub 1 Hub 2
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5 Y CloJE| 12! 2.8
1EHAH. A2 3 10| M A|ZHE ICMP ping, CH4 = 192.168.18.10, &4 = 192.168.11.1

1. B2 X 3|= 192.168.18.1001| CH3l ==ELICt. of2fof|M 2 = UZ 0| CtE &= 10.0.1.8(5
g 19l Ed F4)uLct




2. Tunnel02] CHAF 192.168.18.1001 CHEH NHRP FHA| = 5|7t £ E|X|gF O] EtAH0|AME

32 4 gLtk

S22
o= =

3. NHRP 9HAI+ = CH2 &(0dl: Tunnel02] 10.0.1.8)0d| CH&H #=ZEILIC} of2foll EAIE CHE

20| &5 35 Mol uPLCE.
4. ICMP 01I=' LY W2 7|E L2 S5l 2 &(0: Hub1)2 2 MEFEL|CE.

<tfroot>

spoke_1#show i p route 192.168. 18. 10

Routing entry for 192.168.0.0/18, supernet

Known via "eigrp 1", distance 90, netric 5248000, type interna
Redi stributing via eigrp 1
Last update from 10.0.1.8 on Tunnel 0, 02: 30:37 ago
Routi ng Descriptor Bl ocks:
* 10.0.1.8, from10.0.1.8, 02:30:37 ago, via Tunnel O
Route netric is 5248000, traffic share count is 1
Total delay is 105000 mi croseconds, m nimum bandwi dth is 1000 Kbit
Rel i abi l'ity 255/255, m ni mum MU 1400 bytes
Loadi ng 1/255, Hops 2

spoke_l1#show i p nhrp
10.0.1.8/32 via 10.0.1.8

Tunnel 0 created 02:31: 32, never expire
static,
NBVA addr ess:

Type:

2EHA.

Fl ags:
172.18.0.1

52 10 £

ME

. A2 £3|= 192.168.18.1001| Cisf =~ ELICH CHS &2 10.0.0.1(81E 02| B =

used

CMP T{Z!

C}.

2. Hub12 2 x|™0| otL|=2 2 mjZ/o| SY3E DMVPN 222 = LHQ| C}E QIE{H 0|
5|o+o|= 5t22, Hub12 NHRPE Spoke 12 % &/2|C|2 M L|C},

3. SAlof o0& THZ!2 Hub0oi| HEELICH.

<#root>
*Apr 13 19: 06:07.592: NHRP: Send Traffic Indication via Tunnell vrf 0, packet size: 96

*Apr 13 19:06:07.592: src: 10.0.1.8, dst: 192.168.11.1
*Apr 13 19:06:07.592: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1

*Apr 13 19: 06: 07.592: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07.592: pktsz: 96 extoff: 68

*Apr 13 19:06:07.592: (M traffic code: redirect(0)

*Apr 13 19: 06: 07. 592: src NBMA: 172.18.0.1

*Apr 13 19: 06: 07.592: src protocol: 10.0.1.8, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07.592: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 592: 45 00 00 64 00 01 00 00 FE 01 1E 3C CO A8 0B 01
*Apr 13 19: 06: 07. 592: CO A8 12 0OA 08 00 Al C8 00 01 00

)L

N



3CHA|. 515 004 A £=AIEl ICMP THZ!

1. B2 Z3|= 192.168.18.1001| CHaH & ELICH CFHS &2 Tunnel02] 10.0.0.16(Hub22| E{'4
FA)Lct

2. 512 00| Z& X|0| ofL|= 2 mjZ!l0o| S LUt CIE{H|O|AE S5 S LE DMVPN 22+
Z ChA| ME E|o{oF 3122 §{E 02 NHRPE §1E 12 Sl 2AZ 3 12 M&SELICH

3. OlO|E &2 5= 22 M FLICH.

<tfroot>

*Apr 13 19:06:07.591: NHRP: Send Traffic Indication via TunnelO vrf 0, packet size: 96

*Apr 13 19:06:07.591: src: 10.0.0.1, dst: 192.168.11.1

*Apr 13 19:06:07.591: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19:06: 07. 591: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06: 07. 591: pktsz: 96 extoff: 68

*Apr 13 19:06:07.591: (M traffic code: redirect(0)

*Apr 13 19: 06: 07. 591: src NBMA: 172.17.0.9

*Apr 13 19:06: 07. 591: src protocol: 10.0.0.1, dst protocol: 192.168.11.1
*Apr 13 19:06: 07. 592: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 592: 45 00 00 64 00 01 00 00 FD 01 1F 3C CO A8 0B 01
*Apr 13 19: 06: 07. 592: C0 A8 12 OA 08 00 Al C8 00 01 00

ATHA|. $E 20| M $= A= ICMP THZ!

1. B2 Z3|= 192.168.18.1001| CH5H =& ELICH CHS &S Tunnel20i A1 10.0.2.18(Spoke22]
B =4)duct

2. 512 2= B2 X|H0| ofL|= 2 mfZl0o| SLE DMVPN 22+ E LHO| CHE QIE{HO|AZ ™
CHE|o{oF 312 2, 5| 2= 5{H 02 &5 AX 3 12 NHRPE ™M&&hLCt

3. Olo|E{ mjZlo| Ax 3 22 MEELICEH

<{froot>

*Apr 13 19: 06:07.592: NHRP: Send Traffic Indication via Tunnel O vrf 0, packet size: 96

*Apr 13 19:06:07.593: src: 10.0.0.16, dst: 192.168.11.1

*Apr 13 19:06:07.593: (F) afn: AF_IP(1), type: |1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 593: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07. 593: pktsz: 96 extoff: 68

*Apr 13 19:06:07.593: (M traffic code: redirect(0)

*Apr 13 19: 06: 07. 593: src NBMA: 172.17.0.5

*Apr 13 19:06: 07. 593: src protocol: 10.0.0.16, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07. 593: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 593: 45 00 00 64 00 01 00 00 FC 01 20 3C CO A8 0B 01

*Apr 13 19:06: 07. 593: CO A8 12 OA 08 00 Al C8 00 01 00



S5EHA|. Ax 3 20 M £=AIE ICMP THZ]

A2 X3|= 192.168.18.1001 CHSH =&t 2EHZ AZGE HEXIQULICH ICMP ™S CHES
Cts

= MY
NHRP 2 RHE 5 &
AZT A

1. 512 10{| A S%4%] 192.168.18.102 2 &8 NHRP 7t HMEE £ AIgtLICE

2.192.168.18.10/3201 CHEF E 2t X5t NHRP 7HA| &S 0| & ElL|CH.

3. A2 x3|= 192.168. 18.1001| CHEH =& ELICH CHS & Tunnel02] 10.0.1.8(31E 1)LICt

4. Tunnel0Q| CH= & 10.0.1.804| CH3H NHRP FHA| =37t - ELICH 50| YAz o535
AINE TS (A: E+LE*0| AUAS

5 AZF 12 J7|E AZIE S5l 512 101 192.168.18.10/320 CHEF NHRP £9Ql 238 x|
hub1 E{'d2 ®& 8|t

<#root>
*Apr 13 19:06: 07.596: NHRP:
Receive Traffic Indication via Tunnel O

vrf 0, packet size: 96
*Apr 13 19:06:07.596: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 596: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06: 07. 596: pktsz: 96 extoff: 68

*Apr 13 19:06:07.596: (M traffic code: redirect(0)

*Apr 13 19: 06: 07. 596: src NBMA: 172.18.0.1

*Apr 13 19: 06: 07. 596: src protocol: 10.0.1.8, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07. 596: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 596: 45 00 00 64 00 01 00 00 FE 01 1E 3C CO A8 0B 01
*Apr 13 19: 06: 07. 596: C0 A8 12 OA 08 00 Al C8 00 01 00

*Apr 13 19:06:07.596: NHRP: Attenpting to create instance PDB for (0x0)

<#root>
*Apr 13 19: 06: 07.609: NHRP:
Send Resol uti on Request via Tunnel O

vrf 0, packet size: 84
*Apr 13 19:06:07.609: src: 10.0.1.11, dst: 192.168.18.10
*Apr 13 19:06:07.609: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1

*Apr 13 19: 06: 07. 609: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07. 609: pktsz: 84 extoff: 52

*Apr 13 19:06:07.609: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 609: src NBMA: 172.16.1.1

*Apr 13 19: 06: 07. 609: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.609: (C 1) code: no error(0)
*Apr 13 19: 06: 07. 609: prefix: 32, mtu: 17912, hd_tine: 7200



*Apr 13 19: 06: 07. 609: addr _|l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

1. CHAF 192.168.18.1/3204| CHEt AL 3 19| NHRP &2l @& 0| £ AIE|A& LICt.

2. A2 X 3|=192.168.18.101 CHall =& ELICt. CHE &2 Tunnel02] 10.0.0.1(31E 0)LICH

3. 2lagA 2l o|ad|Ao Cigt NHRP UIEQI3 ID7} SUstH 24 = E71 2 X|&0| ot
L|C}.

4. NHRP 7HA| Z2|7} Tunnel02| CtE & 10.0.0.101 CHaH ™I, ¥ F0| YAL|D AE5 &
Zo| 7ts(E'do| /U=Z) =& LICH
5. Hub12 192.168.18.10/3201 CiEt NHRP &2l 2¥& 7|Z Ei'ds Sl 5152 022 HE &
ct
<#root>
*Apr 13 19: 06: 07. 610: NHRP:
Recei ve Resol ution Request via Tunnel 1
vrf 0, packet size: 84
*Apr 13 19:06:07.610: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 610: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06: 07. 610: pktsz: 84 extoff: 52
*Apr 13 19:06:07.610: (M flags: "router auth src-stable nat ", reqid: 3
*Apr 13 19: 06: 07. 610: src NBMA: 172.16.1.1
*Apr 13 19: 06: 07. 610: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.610: (C 1) code: no error(0)
*Apr 13 19: 06: 07. 610: prefix: 32, mtu: 17912, hd_time: 7200
*Apr 13 19: 06: 07. 610: addr _| en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0O, pref: O
*Apr 13 19: 06: 07. 610: NHRP:
Forwar di ng Resol uti on Request via Tunnel O
vrf 0, packet size: 104
*Apr 13 19: 06: 07.610: src: 10.0.0.8, dst: 192.168.18.10
*Apr 13 19:06:07.610: (F) afn: AF_IP(1), type: 1P(800), hop: 254, ver: 1
*Apr 13 19: 06: 07. 610: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06: 07. 610: pktsz: 104 extoff: 52
*Apr 13 19:06:07.610: (M flags: "router auth src-stable nat ", reqid: 3
*Apr 13 19: 06: 07. 610: src NBMA: 172.16.1.1
*Apr 13 19: 06: 07. 610: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.610: (C 1) code: no error(0)
*Apr 13 19: 06: 07. 610: prefix: 32, mtu: 17912, hd_time: 7200
*Apr 13 19: 06: 07. 610: addr _| en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0O, pref: O
320
1. NHRP 22l %2 x| 192.168.18.1/3201| Ci3H = Al|m, 3= 10 o3 T ELICH.

2. 82 = 3|= 192.168.18.101 CH3l = ELICI. CHE & Tunnel02] 10.0.0.16(31E 2)ILICH
3. 2lag|A 4l o|ad|Ao] Cigt NHRP UIEQR ID7} SUstH 24 =71 E2 XX 0| ot
L|C}.



4. NHRP 7| A| =3|7} Tunnel0Q| CF2 & 10.0.0.1601| CH&H =
AZH0| 7S (EH'E0| UR) IR & LILCH.
5. 512 02 192.168.18.1/320{ CHEF NHRP &¢l @&

fjo
N
A
il
1
o

<#root>

*Apr 13 19:06:07.611: NHRP:

Recei ve Resol ution Request via TunnelO

vrf 0, packet size: 104

*Apr 13 19:06:07.611: (F) afn: AF_IP(1), type: 1P(800), hop: 254, ver: 1
*Apr 13 19: 06:07.611: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.611: pktsz: 104 extoff: 52

*Apr 13 19:06:07.611: (M flags: "router auth src-stable nat reqid: 3

src NBMA: 172.16.1.1
src protocol: 10.0.1.11, dst protocol
(C1) code: no error(0)

*Apr 13 19:06: 07.611:
*Apr 13 19:06: 07.611:
*Apr 13 19:06: 07.611:

192.168. 18. 10

*Apr 13 19: 06:07.611: prefix: 32, mtu: 17912, hd_time: 7200

*Apr 13 19: 06:07.611: addr _| en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
*Apr 13 19:06: 07.611: NHRP:

Forwar di ng Resol uti on Request via Tunnel O

vrf 0, packet size: 124

*Apr 13 19:06:07.611: src: 10.0.0.1, dst: 192.168.18.10

*Apr 13 19:06:07.611: (F) afn: AF_IP(1), type: 1P(800), hop: 253, ver: 1

*Apr 13 19: 06:07.611: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.612: pktsz: 124 extoff: 52

*Apr 13 19:06:07.612: (M flags: "router auth src-stable nat reqid: 3

*Apr 13 19:06: 07. 612: src NBMA: 172.16.1.1

*Apr 13 19: 06:07.612: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.612: (C 1) code: no error(0)

*Apr 13 19: 06:07.612: prefix: 32, mtu: 17912, hd_time: 7200

*Apr 13 19: 06:07.612: addr _|en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

51H 2
1. NHRP 0l 232 4 192.168.18.10/3201 CHEt AXZ 3 10{|AM &= 00i 2o|s MEEL|C}
2. 42 = 3|= 192.168.18.100 CHall =&Y, CHE &2 Tunnel20i M 10.0.2.18(AZ3 2)
L|C}.
3. 2lag A 2l o|adAo CHet NHRP WIERIA ID7 SYstH 2ZH =27 S 2 X|™H0| o}
L|C}.
4. NHRP 7HA| Z3|7} Tunnel20ll M CHS & 10.0.2.1804| CHSH =&, 50| &7 4535
AZ0| 28 SULICHE'EO0] UR).
5. 81€ 2= 192.168.18.1/320{ CHEH NHRP &0l 2 Hg 7|&E B{dE Sl Ax 3 22 HE L
Ct
<f#froot>

*Apr 13 19:06: 07.613: NHRP

Recei ve Resol uti on Request via Tunnel O



vrf
*Apr-
*Apr-
*Apr-
*Apr-
*Apr-
*Apr-
*Apr-
*Apr-
*Apr-

*Apr

0, packet size: 124

13 19:06:07.613: (F) afn: AF_IP(1), type: IP(800), hop: 253, ver: 1

13 19: 06: 07. 613: shtl: 4(NSAP), sstl: O(NSAP)

13 19: 06: 07. 613: pktsz: 124 extoff: 52

13 19:06:07.613: (M flags: "router auth src-stable nat ", reqgid: 3

13 19: 06: 07. 613: src NBMA: 172.16.1.1

13 19: 06: 07. 613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

13 19:06:07.613: (C 1) code: no error(0)

13 19: 06: 07. 613: prefix: 32, mu: 17912, hd_tine: 7200

13 19: 06: 07. 613: addr _|l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
13 19: 06: 07. 613: NHRP:

Forwar di ng Resol uti on Request via Tunnel 2

vrf 0, packet size: 144
*Apr 13 19:06:07.613: src: 10.0.2.16, dst: 192.168.18.10
*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: 1P(800), hop: 252, ver: 1
*Apr 13 19: 06:07.613: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06:07.613: pktsz: 144 extoff: 52
*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3
*Apr 13 19: 06: 07. 613: src NBMA: 172.16.1.1
*Apr 13 19:06: 07. 613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.613: (C 1) code: no error(0)
*Apr 13 19: 06:07.613: prefix: 32, mu: 17912, hd_tine: 7200
*Apr 13 19:06: 07. 613: addr _|l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
AXA2
1. NHRP &0l @32 S%X| 192.168.18.1/3201| CH3H =AIE|H, 512 204 o|a B E LIct
2. 242 HAAE HER 321 192.168.18.100{ CHSH A= =3|7t =~ ElLIC}
3. A% 3 2= R X|HO0|H 192.168.18.10, I F At /2401 CHEt 2 SEH S A8 erLiCt
4. AX 3 2= NHRP 812 R HEE AL&50{ 10.0.1.11(AZ 3 1)0fl CHEH NHRP FHA| &5
2 &g
5, AXF 2F HAAEEQIE = AXF 19/ NBMA TAE VPN E{L2 AIRELICH S AX
3-Ax3 E{H0| HAELIC
6. 1H CIS AX 3 2= 192.168.18.10/2404| CHEF NHRP 20l SE2 ¥g W El 8™ B2
Sa AX I 12 MBI
<#root>
*Apr 13 19: 06: 07.613: NHRP: Receive Resol ution Request via Tunnel O vrf 0, packet size: 144
*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: |1P(800), hop: 252, ver: 1
*Apr 13 19: 06:07.613: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06:07.613: pktsz: 144 extoff: 52
*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3
*Apr 13 19: 06: 07. 613: src NBMA: 172.16.1.1
*Apr 13 19:06: 07. 613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.614: (C 1) code: no error(0)
*Apr 13 19: 06: 07. 614: prefix: 32, mu: 17912, hd_tine: 7200
*Apr 13 19: 06:07. 614: addr _| en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr

13 19: 06: 07.672: NHRP: Send Resolution Reply via Tunnel O vrf 0, packet size: 172



*Apr 13 19:06:07.672: src: 10.0.2.18, dst: 10.0.1.11
*Apr 13 19:06:07.672: (F) afn: AF_IP(1), type: |1P(800), hop: 255, ver: 1

*Apr 13 19:06:07.672: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06:07.672: pktsz: 172 extoff: 60

*Apr 13 19:06:07.672: (M flags: "router auth dst-stable unique src-stable nat ", reqid: 3
*Apr 13 19:06: 07. 672: src NBMA: 172.16.1.1

*Apr 13 19:06:07.672: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.672: (C 1) code: no error(0)

*Apr 13 19:06:07.672: prefix: 24, mu: 17912, hd_tine: 7200

*Apr 13 19:06:07.672: addr _l en: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 0O
*Apr 13 19:06: 07. 672: client NBMA: 172.16.2.1

*Apr 13 19:06:07.672: client protocol: 10.0.2.18

AT

1. NHRP &0l S22 SX E{d2 S8l CHAF 192.168.18.10, I F Al /2401 CHEt A 3 20 £
AEILICH

2.192.168.18.0/2401 CHEF NHRP 7HA| &= 0| O|A| next hop = 10.0.2.18, NBMA =
172.16.2.12 UO|o|EEL|CH

3. NHRP ZZ27} 192.168.18.10 HIE /3 2| RIBoA| F=7HEILICH next hop = 10.0.2.18.

<tfroot>

*Apr 13 19:06: 07.675: NHRP: Receive Resolution Reply via TunnelO vrf 0, packet size: 232

*Apr 13 19:06:07.675: (F) afn: AF_IP(1), type: IP(800), hop: 252, ver: 1

*Apr 13 19:06:07.675: shtl: 4(NSAP), sstl1: O(NSAP)

*Apr 13 19:06:07.675: pktsz: 232 extoff: 60

*Apr 13 19:06:07.675: (M) flags: "router auth dst-stable unique src-stable nat ", reqid: 3
*Apr 13 19:06:07.675: src NBMA: 172.16.1.1

*Apr 13 19:06:07.675: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.675: (C-1) code: no error(0)

*Apr 13 19:06:07.675: prefix: 24, mtu: 17912, hd_time: 7200

*Apr 13 19:06:07.675: addr_len: 4(NSAP), subaddr_Tlen: O(NSAP), proto_len: 4, pref: 0O
*Apr 13 19:06:07.675: client NBMA: 172.16.2.1

*Apr 13 19:06:07.675: client protocol: 10.0.2.18

*Apr 13 19:06: 07.676: NHRP: Adding route entry for 192.168.18.0/24 () to RIB

*Apr 13 19:06: 07.676: NHRP: Route addition to RI B Successfu

*Apr 13 19:06:07.676: NHRP: Route watch started for 192.168.18.0/23

*Apr 13 19:06: 07.676: NHRP: Adding route entry for 10.0.2.18/32 (Tunnel0) to RIB

*Apr 13 19:06: 07.676: NHRP: Route addition to RI B Successfu

<{froot>



spoke_l#show ip route 192.168.18.10
Routing entry for 192.168.18.0/24

Known vi a "nhrp"

, distance 250, metric 1
Last update from 10.0.2.18 00:09:46 ago
Routing Descriptor Blocks:

*

10.0.2.18

, from 10.0.2.18, 00:09:46 ago
Route metric is 1, traffic share count is 1
MPLS Tabel: none

CtE2 SlefLich

2t 1: Cisco CLI Analyzer(SSE! 20t 5
AnalyzerE At&3t0{ show HE £330 24412 SLICH.

AXF AXF EHHO| FFE|7| H(0: NHRP HIZ717| &5 E4A)

<ttroot>

spoke_1#show ip nhrp

10.0.1.8/32 via 10.0.1.8
Tunnel0 created 02:19:32, never expire
Type: static, Flags: used
NBMA address: 172.18.0.1

spoke_1#

spoke_1l#show ip route next-hop-override
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of Tast resort is 172.16.1.2 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.1.2
10.0.0.0/8 1is variably subnetted, 4 subnets, 2 masks
10.0.0.0/24 [90/5120000] via 10.0.1.8, 02:20:14, TunnelO
10.0.1.0/24 1is directly connected, TunnelO
10.0.1.11/32 1is directly connected, TunnelO
10.0.2.0/24 [90/6681600] via 10.0.1.8, 02:20:03, TunnelO
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

O nMNo


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do

C 172.16.1.0/30 1is directly connected, Ethernet0/0

L 172.16.1.1/32 1is directly connected, Ethernet0/0
172.25.0.0/32 is subnetted, 1 subnets
C 172.25.179.254 is directly connected, LoopbackO
D 192.168.0.0/18 [90/5248000] via 10.0.1.8, 02:20:03, Tunnel0 <<<< Sunmary route received from hub!:
D 192.168.8.0/21 [90/3968000] via 10.0.1.8, 02:20:14, TunnelO
192.168.11.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.11.0/24 is directly connected, Loopbackl
L 192.168.11.1/32 is directly connected, Loopbackl
spoke_1#

spoke_l#show dmvpn detail
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface TunnelO 1is up/up, Addr. is 10.0.1.11, VRF ""
Tunnel Src./Dest. addr: 172.16.1.1/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "profile-dmvpn"
Interface State Control: Disabled
nhrp event-publisher : Disabled

IPv4 NHS:
10.0.1.8 RE NBMA Address: 172.18.0.1 priority = 0 cluster = 0
Type:Spoke, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network

1172.18.0.1 10.0.1.8 UP 00:02:31 S 10.0.1.8/32

<<<< Tunnel to the regional hub 1

Crypto Session Details:

Interface: TunnelO
Session: [0xF5F94CC8]
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.18.0.1/500 Active

<<<<< Crypto session to the regional hub 1

Capabilities:D connid:1019 Tifetime:23:57:28
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.18.0.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.18.0.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 35 drop 0 1ife (KB/Sec) 4153195/3448
Outbound: #pkts enc'ed 35 drop 0 Tife (KB/Sec) 4153195/3448
Outbound SPI : OxACACB658, transform : esp-256-aes esp-sha-hmac
Socket State: Open



Pending DMVPN Sessions:

spoke_1#

Spoke-Spoke 5% Ef10| #AIEl £(of: NHRP H127}7| & 20| a8 72

<tfroot>

spoke_1#show ip nhrp

10.0.1.8/32 via 10.0.1.8
Tunnel0 created 02:24:04, never expire
Type: static, Flags: used
NBMA address: 172.18.0.1

10.0.2.18/32 via 10.0.2.18

<<<<<<<<<<< The new NHRP cache entry for spoke 2 that was |earnt
Tunnel O created 00:01: 41, expire 01:58:18
Type: dynamic, Flags: router used nhop rib

NBMVA address: 172.16.2.1

192.168.11.0/24 via 10.0.1.11
TunnelO created 00:01:26, expire 01:58:33
Type: dynamic, Flags: router unique local
NBMA address: 172.16.1.1
(no-socket)

192.168.18.0/24 via 10.0.2.18 <<<<<<<<<<<<< New NHRP cache entry forned for the renpte subnet behind sy

Tunnel 0 created 00:01: 41, expire 01:58:18
Type: dynamic, Flags: router rib

NBMVA address: 172.16.2.1
spoke_1#

spoke_1#sh ip route next-hop-override
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area



N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route,

H - NHRP

, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is 172.16.1.2 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.1.2
10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks

D 10.0.0.0/24 [90/5120000] via 10.0.1.8, 02:23:57, TunnelO

C 10.0.1.0/24 is directly connected, TunnelO

L 10.0.1.11/32 1is directly connected, TunnelO

D 10.0.2.0/24 [90/6681600] via 10.0.1.8, 02:23:46, TunnelO

H 10.0.2.18/32 is directly connected, 00:01:48, Tunnel 0
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.0/30 1is directly connected, Ethernet0/0

L 172.16.1.1/32 1is directly connected, Ethernet0/0
172.25.0.0/32 is subnetted, 1 subnets

C 172.25.179.254 is directly connected, LoopbackO

D 192.168.0.0/18 [90/5248000] via 10.0.1.8, 02:23:46, TunnelO

D 192.168.8.0/21 [90/3968000] via 10.0.1.8, 02:23:57, TunnelO
192.168.11.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.11.0/24 is directly connected, Loopbackl

L 192.168.11.1/32 is directly connected, Loopbackl

H 192.168.18.0/24 [250/1] via 10.0.2.18, 00:01:48

spoke_1#

spoke_1#sh dmvpn detail
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface TunnelO 1is up/up, Addr. is 10.0.1.11, VRF ""
Tunnel Src./Dest. addr: 172.16.1.1/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "profile-dmvpn"
Interface State Control: Disabled
nhrp event-publisher : Disabled

IPv4 NHS:
10.0.1.8 RE NBMA Address: 172.18.0.1 priority = 0 cluster = 0
Type:Spoke, Total NBMA Peers (v4/v6): 3

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network

1172.18.0.1 10.0.1.8 UP 00:05:44 S 10.0.1.8/32
2 172.16.2.1 10.0.2.18 UP 00:01:51 DT1 10.0.2.18/32



<<<< Entry for spoke2's tunne

172.16.2.1 10.0.2.18 UP 00:01:51 DT1 192.168.18.0/24

<<<< Entry for the subnet behind spoke2 that was | earnt

1172.16.1.1 10.0.1.11 UP 00:01:37 DLX 192.168.11.0/24

<<<< Entry formed for the |ocal subnet

Crypto Session Details:

Interface: TunnelO
Session: [0OxF5F94DCO]
Session ID: O
IKEv1l SA: Tocal 172.16.1.1/500 remote 172.18.0.1/500 Active
Capabilities:D connid:1019 Tifetime:23:54:15
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.18.0.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.18.0.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 8 drop 0 1ife (KB/Sec) 4153188/3255
Outbound: #pkts enc'ed 9 drop 0 1ife (KB/Sec) 4153188/3255
Outbound SPI : OxACACB658, transform : esp-256-aes esp-sha-hmac
Socket State: Open

Interface: TunnelO
Session: [OxF5F94CC8]
Session ID: O
IKEv1l SA: Tocal 172.16.1.1/500 remote 172.16.2.1/500 Active
Capabilities:D connid:1020 Tifetime:23:58:08
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.16.2.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.2.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 10 drop 0 1ife (KB/Sec) 4185320/3488
Outbound: #pkts enc'ed 10 drop 0 1ife (KB/Sec) 4185318/3488
Outbound SPI : OxCAD04C8B, transform : esp-256-aes esp-sha-hmac
Socket State: Open

Pending DMVPN Sessions:

flolM 2 = U 22 HZ) NHRP 7HA| &= 2| o|®

Local Flag(2Z Z21)= 0| 2tE{(0| 2FRE{7F MH|A)ol 22! L E T 0fl CHEF NHRP O{Z
52 LIEPHLICEH O] & =2 O] 2tRE7t 0| HEZ NHRP &2l Mo SEE m MMHEH ol ¥
HE MEEHCHE ZE NHRP = E9| E{d IP FAE K& 5= Ol AFSEILICEH o O|RZ 0] 2t
E{7} 0| 24 UES|F 0ol CHEt HMA HEHE2 4Al5IH(H o|4 Ol HERIZE ME|AE = 818)
'local' &= (ip nhrp M HE EA|)oi| LIYE 2 E #7Z4 NHRP =0 NHRP A|7{ HIA|X|& ELK
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<ffroot>

spoke_1#sh ip nhrp 192.168.11.0 detail
192.168.11.0/24 via 10.0.1.11
Tunnel0 created 00:01:01, expire 01:58:58
Type: dynamic, Flags: router unique

| ocal

NBMA address: 172.16.1.1

(no-socket)

Requester: 10.0.2.18

Request ID: 2

=X &
O Midol i LI OIM BME s Zsts Ol ASE 4 2= HEE MBELICH

21 debug BHE2 AFE 57| T Debug BHEM CHE 52 HEE & ZTSHAMAIL.

DMVPN EB{E 4 Elof= Cle & MZ 474 glojo{old EB{E4EI0| ZEE/LICE

. 2CH(NBMA E= B A=EXQIE) 22 & 2{0]0]
. IPsec & =3} B4 0]0f

. GRE Z{&3} glo|o]

. SM OBl ZZEE 0|0

A OWODN -

E{E2#+E Mol 2 HHEE A™dst= [o| E&LCH
<#root>
Il Enabl e nsec debug and | og tinmestanps

service timestamps debug datetime msec
service timestamps log datetime msec

'l To help correlate the debug output with the show comrand out puts

terminal exec prompt timestamp
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EXQIE) 2}
TAE pinge = U

= 2|M(NBMA EE&=
30|M {22 NBMA F

(AE 9| show ip nhrp E3). 0|E+§ ping2 DMVPN E{'d2 SdliAM7t otLlzt 22X IE{H|0|A
Tlo{of §LICH O] Yol 2 &S35tX| to™ 5 EHREQ AX 3 BtRE 49| gt
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show crypto isakmp sa detail
show crypto ipsec sa peer <NBMA-address-peer>
Olg{et CIH{1E & 2445}5104 IPSec &5 3t Bllojo] EXME sHAE = Q&LICh
<#root>
Il Use the conditional debugs to restrict the debug output for a specific peer
debug crypto condition peer ipv4 <NBMA address of the peer>
debug crypto isakmp
debug crypto ipsec
NHRP
AXIE 1/3 NHRP holdtime(AXZ3 Al) EE&= ip nhrp registration timeout <seconds> ZtOFCH
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show ip nhrp nhs detail
show ip nhrp traffic
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show ip nhrp <spoke-tunnel-ip-address>
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<tfroot>

I'l Enabl e conditional NHRP debugs

debug nhrp condition peer tunnel <tunnel address of the peer>
OR
debug nhrp condition peer nbma <nbma address of the peer>

debug nhrp
debug nhrp packet
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