Anyconnect/#4
2CHA| 2152

S8t 7

AN2E|= Ad A
e e
UE®I3 ctolofa® 9l AlLtE[R
Sy
Active Directory 743

Duo 74

Duo 15 ZTEA| AHT|Td0|M

Cisco ISE 74| 2{[0|4

Cisco ASA RADIUS/ISE 74| 2|0|M

Cisco ASA Remote Access VPN T4

EHAE

2x sz

xtodi H:Ij-

|

O] 2 MoM= ASA0] A&

AE 27 A
QT A

ChZ Fxof| cht X4

Al H
= L

ISE
HE|E C|HEZ|
Duo OHZ 2|7{|0]4

AEEIE

SRER-PN

ZEl AnyConnect 22}0|AE 0 CHEF 2EHA RIB 2
Duo Push S&oi CHal Mg

SHA|A VPN 22} 0|21 E 0 A

?I3H Active Directory & ISEQ} Duo

2AM AD 2! ISEQLQ]

L|CH.

foto Ao FEELICH

ASAC| RA VPN Z1I|1d|o|M
ASAS| RADIUS ZI|2dyo]M



Ol EMe| HE = Chg 2ZEY o A stESo{ HHE 7[8te =z FLICH

« Microsoft 2016 At

« ASA 9.14(3)18

* ISE Server 3.0

« Duo AMH

« Duo 2|5 ZEA[ ZE|R}

Ol EMol = 54 # 2382  ClHO|AE EOiZ A EER&LICEH o] EMo ALSE 2 E ClHt

=
OlaE Z7IstEl(7|2) Hu|adoMe 2 AR EIRELICH B HELIZT S 2 89 ZE
BE o HAXQ FE¥E 0|2l SXIStA|IZ| HHE LICH

0| 2 M0 AM = Cisco ASA(Adaptive Security Appliance)0ll 2133t AnyConnect 2201 E04| CH
3l AD(Active Directory) %! Cisco ISE(Identity Service Engine)2t2| Duo Push S& 2 2E7 @152
2 785t Yol chai A>-EErlct,

LI E®{3 Ctolo{az & AlLIE[2

CiscoISE
10.28.27101
Username e 1 L1---o |
: B d : .\/_*—" _:IIII[---O::
PN Hoadend ASA | Active Directory
4 A
AnyConnect 192.168.100.100 i 2 or RADIUS

Secure Mobility C D
Client =S v

Authentication Proxy ‘ v
I =

) "L 10.2817.107
. Windows or Linux

!5_-,5"6 ﬁﬂo.za.mm
" LY l‘\ J
6 I : - L
Aut l- 1 1
L Pus:::ac:u A Proxy Access to

i Qutbound Port 443HTTPS

T ]
5
< > -' r

e J
EA Y

https://duo.com/docs/ciscoise-radius

1. Cisco ISEO|| CHEH 7|&2 215 Al

2. Cisco ASA7} Duo 218 ZEAl0f 215 @™ M&

3. 7|2 QB 0| ME Active Directory £ RADIUSE AFEEHLICH.
4.Duo Q& TEA| 90| TCP ZE 4432 S5 Duo £ otof MEE


https://duo.com/docs/ciscoise-radius

5. Duo Security MH|AE &t 24t 215
6. Duo 218 ZEAI7} Q1B 82 =47
7. Cisco ISE HAM|A HEH FoiE

AR A H:

- Active Directory Admin(Active Directory Z2|At): O] ZM2 Duo 215 ZEA|7 7|2 2152
|5 Active Directory Mol HIQIEE = UEE CIHER| HEHSE AFSELICH

« Active Directory E|AE AFE X}

- Duo EZ Q152 ?[EH HIAE AFEXR}

Active Directory 74

Windows A7} Active Directory = H Q1 MH|A QL & 74 O|2] FM4E[0] U &LICH.

Py

S NPS(HE ST HH M &2 M7H/AASHoF B LICH & RADIUS AMHIAT 25

H) g
A B9 SEdto] 50l IS £ = JU&LIch

N 2 T.RADIUS £ 915 Z=A| BE|RIF S YU Active Directory A E A|ABRIO| A AL
7
s T AAE

2474 AN A VPN AL XEO| Q15 W AL R IDOH CifEt AD ZAT| 23 0l S $8stedd & 7| 2o

bl

ASA 2! Duo 2185 ZEA| MHOIM Hx|z2eio|ME £=&5tE4H HA{ Microsoft AHE{0|A{ O|2{EH =2
E NE MEE b= L £ ZE5HoF & LCt.

- TR O|&. Mol =Ml o|F &LICt. o] Zdx[Zaio|4 7t0|=0i A= agarciam.ciscoZt =
H 2! O| & L.

« MH IP/FQDN FAL|C} Microsoft A0 24Z46t= Ol AFRE|E IP A EE= FQDN.
FQDNE Al835t= 3 FQDNE 221521 ASA & Duo 215 ZHA| L{oll A DNS AHE
T8l ok gLCt.

o] ZAx|adjlo|M 7Fo|=0ll M O] Zt2 agarciam.cisco(10.28.17.107 2 & QIE)IL|CH.

« Mt ZE.LDAP MH|AO0|AM AIE35lE ZE. 7|EXoZ LDAP 2! STARTTLSE LDAPO|
TCP ZE 389Z AM23} 1 LDAP over SSL(LDAPS)2 TCP ZE 6362 AFS&fL|CH

« £ E CA.LDAPS EE= STARTTLSE Ar&35tE A< LDAPSH M AL 5t= SSL 1B Mol M
Wate ol AL Zl= R E CA7I 2 &Lt

215 Duo Auth ZE A| M| A LDAP AMEHof| HIQIEISE T A

EXE UBSH MEX X OES AMStE Ol AAS Ele A™YLCH

- 7|2 2 3 DN R 0lE)Y
a

|C}. Base DN Duo Auth ZE A|Q| ZEFX 0| Active
Directory0l| AH& X} Z4A4 4l QI ]

L
52 AlES TS X|AIRLICH

O| Zdxm|agyo|M 7to|=0iH R E M2l agarciam.cisco= 7|2 DN Z AFEE|H & DN



Duo-USERSQ!L|C}.

1. Al Duo AF2XHE F7}+5H24H Windows Serverti M 1% 3+EH2| Windows OFO|22 2 0[S 5104
o|0|x|oi EA|E CHZ Windows &2 =& Z=2gL|Ct.

Hecently added Windows Sereer

B MNotepad+ «+
giel PuTTYgen %

=

Eﬁ PSETP

Expand *

Most used i

Windows
. Duo Authentication Proxy Manager Adminestratn...

—

Command Prompt

|
g Snipping Toaol ";

Hemote
Wireshark m'

Haint

Google Chrome

Do Secunty

Google Chrome

Notepad = +

i

2. Windows & 2| =+ & 0| A Active Directory AF& X}t 2! Z

Active Directory Users and Computers(Active Directory A& &}




o

) SMHE #E 5D Users(AH&AH E2EHE O|SELICE

g a5ez AASELCH

rot

o| ZAZ|2 0|0l AH= Duo-USERS7} EX Q152 <

) v Sheateut Tooki
. T _ °

o Active Directory Users and Computers - o ®

4 15 » Control Parel » System and Secwrity » Adeninistrative Tools

= ~ = : File Action Veew Help
darne ¥P e — - ——
o Quick access o AR {0/ XEdE Em TaiaTd%R
Terrunal Siraced
[ Oeshio, * = ac
g Y iactive Dinectory Administrative Cener - A :“D;m:’“"“‘c“ Hame Type Description ~
& Downloads * 5 acthen Dirscsory Domaing and Trats 2 ﬁ.q‘mm“m < &Mm..m;n-.m Uer Buitin scenunt for ad.
% Documents 0N Actiel) e Kindo Buihin B agarciam User
& Puctures # Titocn Directory Sites and Senaces 2K | Computen B slanec e
KB 21 Domain Controliers &'"M"b el
leg L ForrignSecurityPrincipa R Aliowed RO Security Geoup... Members inthis group «.
Systerndl : Munbged Service Acou B Cer Publish_ Security Geoup...  Members of this group ..
R o | Users  l—— B Clemeable 0 Security Geoup.. Membars of this grevp b
= B+ Companent Senvices i Defauttiicen., User A uzer pcount manige.
; B Desizop & Comguter Management 2 Denied ROD._ Security Geoup... Members in this group c..
8 Documents 5 Connection Manager Adeninistraticn Kit B oniadming  Secunty Group.. DN Adminitisten Gron. | |
$ Downoass s Defragment and Giptimize Brives BB DestipdateP... Security Gooup... [ DING chents who are permitted to perfiom dyname: updates on bel
Domain Ad..  Security Group... Designated adminitrate..
= Downioads on Mac ';L mm-‘"p gm«unm.. mu:::ﬁmu:.. lenrhulmm and e
b Music - E R Domain Con... Security Geoup... Al domain controlien i
=1 Pictares il il e Gecuiity Geoup...  All domain quests
i Group Pobry Masagemsent & . Al domainusers
W Videos 1 nterrvet Information Senvces (85) Minager 7/ 16
= Lecal Dake [C5) 8, 09 Initiaster T8

privesl  Secuity Geoup..  Dengnated sdmanntrats..
R Ertevprise K. Security Geoup... Members of this growp ...
KE = * || B Ertevprine R Security Group... _Members of this arous ...

o DVDDrve D5 5550 7y Local Security Policy

£ Micresaft Azure Serices
78 ODBC Data Sources (32-bit) 8 hl
5 ODBC Data Sources (44-bi) GRS AN

i Metwork

3. 0lOIX|o| EAIE CHE AL R ECHE 0124 QEZ HESR 220stn A7 > ALSAE Meigt
it

] Active Directory Users and Computers - o o
File Action View Help

o AN /0 XEBS=E HO| VT TER

] Active Directory Users and Com|| Marne Type Description .
. 53'-'Ed."]Uﬂ_“‘-'5 &, Administrator  User Built-in account for ad...
% IS BOWICELCEED E;agan:lam User
% [ Builti
= Clc:lmmutgr: E,,alanal:l User
" P E;,aland'un User

21 Domain Controllers
% | ForeignSecurtyPrincipal:
» 1 Managed Service Accour

!:E‘.ﬁ.llnwed RO.. Security Group.. Members in this group .
H3 Cert Publish... Security Group... Members of this group ..

— sers K2 Claneable D... Sec writy Group... Members of this group t..,
Delegate Control... 0., User A user account manage..
Find... D.. Securty Group.. Membersin this group c...
— Mew 3 Computer
Al Tasks » Contact
View . Group
InetOrgPerson
SEDES misD5-EeyCredential
Export List misD5-ResourcePropertyList
Properties misD5-ShadowPrnncipalContainer
Help mslmaging-PSPs

S Enterprise MM Cueue Alias
= > | HR Enterprise
Create a new object...

4. M i~ ALE R Zoll M o] Af AFEXtol| CHEt ID &4 & XIFstn o|O|x|ofl EAIE HZ CHEE 2



2|7 LIk

MNew Object - User

& Create in: agarciam cisco/Users

First name: duovpn -‘—_ Initials:

Last name:

Full name: duovpn

|ser logon name:

duovpn| "q_ ({@agarciam cisco
User logon name (pre-Windows 2000):

AGARCIAM?, duovpn

on
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A
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50
FCC
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Mew Object - User %
& Create in:  agarciam cisco./Users -
o
AL
Passwaord: Tl -‘—
Confirm password: sssssnssnes +.
[] User must change passwonrd at next logon =
5
[ ] User cannot changs password [
[#] Password never expires "
[ ] Account is disabled 5
n
il
=
14
< Back Meot > Cancel l
i
A QBT AR FECS 18
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Duo 7+

1. Dudo &2| Z&oi 212lgLc}.

y ‘ r
| _.-"l- ' /| '.H"-._ _.-"-

Admin Login

Enter your admin credentials

i NN . oo

Log in as someone alse

Password

FEdEEEEEE R

Forgot password?

Confirm your identity

2. 21% 2ol M Users(AH8XHZ 0|S 3T Add User(ALERH :7HE 2&{¢Et
%

ALEXt o|&x LRIst= AHEXRL OIF

21245l 0 Add User(AFE R £71)



-.I' Q, Search for users, groups, applications, or devices

Dashboard
Dashboard > Users > Add User

Add User

Most applications allow users to enroll themselves after they complete primary authentication.

Applications Learn more about adding users [f

Device Insight

Policies

Single Sign-On

Users Username duovpn <4

Add User Should match the primary authentication username.
Pending Enroliments
Bulk Enroll Users

Import Users

Directory Sync

Add User

B MAMEX HHHMH EHREt 2E HEE H Zhof &=3gLct.




uasnooarg > USers » auovpn

Policies

Send Enrollment Email

Applications duovpn Logs

Single Sign-On

This user has not enrolled yet. See our enrollment documentation [ to learn more about enrolling users.
Users

Add User

Pending Enroliments
Bulk Enroll Users Username AUOVPN s
Import Users

Directory Sync
Username allases + Add a username alias

Bypass Codes Users can have up to 8 aliases.
Groups Optionally, you may choose to reserve using an alias number for a specific alias
(e.g., Username alias 1 should cnly be used for Employee ID).

Endpoints
2FA Devices

Full name test ypn user — l
Trusted Endpoints
Trust Monitor

Email o a1 BE.com ‘
Reports
Settings

Status @ Active —alf—

Require multi-factor authentication (default).
Need Help?
Chat with Tech Sup| ]
hat with Tech Support 5 Bypass
Email Support Allow users to skip two-factor authentication and log in with only a password. Passwordless authentication is not skipped.
Gall us at 1-855-366-2884
Disabled

Versioning Automatically deny access

Core Authentication Service:
D235.6 This controls the user's two-factor authentication process.
Admin Panel:

D235.6

Read Release Notes [

Groups You don't have any editable groups. Add one.
Account ID Groups can be used for management, reporting, and policy. Learn more about groups Cf
2810-8030-53
Deployment ID
DUOBS
Notes

Helpful Links
Documentation (£

User Guide [
For internal use.

Knowledge Base (5
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Phones

You may rearranga the phones by dragging and dropping in the table. Learn mone about activating a replacement phone £,

This user has no phones, Add one.

Endpoints

This user has no devices

Hardware Tokens

This usar has no hardware tokens. Add ona.

Bypass Codes

This user has no bypass codes. Add ona.

WebAuthn & U2F

Add Phone

Add Hardwara Tokan

Add Bypass Coda

Add Security Key



Daghboard > Users > duovpn > Add Phone

Add Phone

Learn more about Activating Duo Mobile 7.

Type ® Phone
Tablet
Phone number — B~ K UV Show extension field

Optional. Example: “+52 1 222 123 4567"

6. 212 Duo Admin(F2 Z2lxH Dol M Users(AFE RHZ 0|5 5t0d M AL ALE 22I8LICH



Dashboard
Daghboard > Users

Device Insight
Use rs Directory Sync | Import Users | Bulk Enroll Users

Policies

Applications

You have users who have not activated Duo Moblie. Click here to send them activation links.

G
Single Sign-On Need to activate a replacement phone? Learn more about Reactivating Duo Moblle (3.

Users

Add User 5 0 2 1 0 0

Pending Enroliments

Total Users Mot Enrolied Inactive Users Trash Bypass Users Locked Qut
Bulk Enroll Users
Import Users.
Select (0)v === Export ~ Q search

Directory Sync
By

Username = Mame Email Phones Tokens Status Last Lagin
Groups
Endpoints - 1 Active Mar 8, 2022 6:50 PM
2FA Devices

L] Active Mar 5, 2022 7:.04 PM

Trusted Endpaints

N 1 Active Mever authenticated

Trust Monitor

Reports @ - - = \com 1 Active Mever authenticated

Settings
Enm = m = E=g.com 1 Active Mar 5, 2022 7:16 PM

Phones
Add Phone
You may rearrange the phonas by dragging and dropping In the table. Learn more about activating a replacement phoma 5.

Alias Davice Platform Model Security Warnings

phone1 bl e paly | Androld 10 i

8. Generate Duo Mobile Activation Code(Duo Mobile 433t I = MA)E 22I&L|C}



4, earch for usars, groups, appllications, or devices

Dashboard
Dashboard &% sem @ — Activate Duo Mobile

Activate Duo Mobile

Davice Insight

Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile appl
mabile device or authenticate via Duo Push,

Single Sign-0On
Mote: Generating an activation code will iInvalidate any existing Duo Mobile credentials fc

Users

Groups Phone N L

Endpoints

2FA Davices Expiratian 24 hours w| after generation

Phones

Hardwara Tokens

WebAuthn & U2F e 8 Generate Duo Moblle Activation Code

9. MAHILE Sall XIAAE
HYU= XAAY &S 28

Dashboard > ¥ pn Faie0H SHE > Activate Dus Mobile

Activate Duo Mobile

Thiz form allows you to generate a new activation code for this phone's Duo Mobile applicatien. The Duo Mobile application allow:
mobile device or authenticate via Duo Push.

Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the r

Phone Lok SO e
Sond links via SMS
® Email =

Email e il BT SO ] —_—
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This is an automated email from Duo Security.

Your organization imvites you to set up Duo Mobile on your phone. You will find instructions from vour Duo

administrator below. If you have questions, please reach out to your organization's IT or help desk team,

This email will help you add your Cisco account to Duo Mobile on this device;

Just tap this link from + ™ g ™ 1 copy and paste it into Duo Mobile manually:

|
- - R_n
If you're not reading thisfrom+ m = ® mmmn Duo Mobile on your phone and secan
this barcode:

Don't have Duo Mobile yet? Install it first:

iPhone: https://itunes apple.com/us/app/duo-mobile/id422663827
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1.https://duo.com/docs/authproxy-reference 0l A Duo Auth Proxy Managerg Ct2 2 =510 A X|gf
L|C}.

ol
rr

S At 11:0| 2 Mol M= Duo Auth Proxy Manager?} Active Directory MH|IAE SAE
Windows Serveroll A x|E LIC}.

2. Duo Admin(F2 &2l) ol M Applications(0HZ Z2|7110|44)2 0|53t 1 Protect an
Application(oHZ2[A|0|M E5)E S2IFLIC.

- ' Q Search for users, groups, applications, or devices ' Cizco | ID: X" E-R =% alan
Dashboard

Dashboard > Applications
Device Insight = =

Apphcahons Protect an Appiication
Policies -
Applications
Pratect an

Manage your update to the new Universal Prompt
Single Sign-On . 3

experience, all in one place.
Users
Groups Get Started Get More Information (3

]

Endpoints

2FA Devices

Export v ), Search

Trusted Endpoints

3. dM E A|E01|A Cisco ISE Radius& & &LICH.
Protect an Application

Add an application that you'd like to protect with Due two-factor authentication,
You can start with a small *proof-of-concept” installation — it takes just a few minutes, and you're the only one that will see it, until you decide to add others.

Documentation: Getting Started Cf

Choose an application below to get started.

isd

Application Protection Type

o Akamal Enterprise Application Access 2FA Documantation CF Protect

.:II-'.‘._!'_:- Cisco ISE RADIUS f— 2FA Documantation L o


https://duo.com/docs/authproxy-reference
https://duo.com/docs/authproxy-reference

Successfully added Cisco ISE RADIUS to protected applications. Add another.

Dashboard > Applications > Cisco ISE RADIUS 1
Cisco ISE RADIUS 1

Follow the Cisco ISE RADIUS instructions 4.

Details
[_ SR R =T g Copy ‘

Integration key

Copy ‘

sesssssnsnnnsnse|\'Gho

Secret key
Don't write down your secret key or share it with anyone

Copy ‘

(E T E R Ly i a iy L

APl hostname

5. Duo Authentication Proxy Manager OHZ 2|7 0|2 &l& 3t Active Directory 22t0|1EQ}
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B Duo Authentication Preay Manager = ' %

Version:

IR

ation Proxy is running Up since: 3/5/2022, 9:23:04 AM

Authen Restart Semnvice Stop Service

Validation passed
Configuration has passed validation and is ready to be saved 1‘_—

Configure: authproxy.cfg Unsawved Changes Output

Running The Duo Authentication Proxy Connectivity Tool. This may take
s ral minu
=18.28.17.107 [info] Testing section "main' with configuratiom:
t =Admir rator [info]
ri= o 1S
in=DC=agarciam,DC=cisco 'log_max_size '28971528",
‘test_connectivity on_startup': "true'}
[radius_server_auto] ) n
[info] —-————————
[info] Testing section 'ad_client' with configuration:
. [infe] {'debug': "True',
17.101 *host': "1@.28.17.107°,
1= e PR ! "search_dn': 'DC=agarciam,DC=cisce",

v "

le=safe service_a unt_password': "secoes",
t=ad_client 'service_account_username': "Administrator'}
rt=1812
[info]
[info]

| validate Save Leamn how

Cisco ISE Z1I|1z|o|M

1. ISE &2| Z&oj 2a0lgL|ct.

2. Cisco ISE £42 &%l Administration(22/)2 2 0|58t CHS Network Resources(HIE 23 2
AA)E 2251 External RADIUS Servers(2/5F RADIUS ME{)E E=2IgFLICt

¥ Cisco ISE

Dashboard Administration

Recent Pages
Network Resources

srnal ldenti




= Cisco |ISE Administration - Network Resources

Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

External RADIUS Servers

M Description

4. Duo Authentication Proxy Manager0i| A At& E[= RADIUS ZHI|J3|O|Mo 2 Hl 7tE AT
Submit(M&)2 E=gLct

Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM

More
* Name DUO_NEW e
fiplon
y:

* Host IP 10.28.147.107
* Shared Secret e | a1 Show
Enable KeyWrap D o
* Key Encryption Key
* Message Authenticator Code Key
Key Input Format © ASCH () HEXADECIMAL
* Authentication Por 1812 (valid Range 1 to 65535)

Accounting Part 1813 (Valid Range 1 10 65535)

* Server Timeout 5 Seconds (Valid Range 1 1o 120)
clion Attempls 3 (Valid Range 1 to )
Radius ProxyF Expiration 300 (Dlvalid Range 1 to 600)

5. RADIUS Server Sequences(RADIUS MH{ A|#HA) RO 2 0|Sst Add(F7HE S =IgfLct

= Cisco IS Administration - Network Resources

Netwark Devices Matwork Device Groups Metwork Device Profiles Extarnal RADIUS Servers RADIUS Server Sequences

RADIUS Server Sequences

For Policy Exporl o 10 Administration > System > Backup & Restors > Policy Exporl Page

6. A|HAQ| O|E2 X|&5tD Al RADIUS Q|8 MHE &2dt = Nl&2 Zalghuct.



25 List > Mew RADIUS Server Sequence

RADIUS Server Sequence

General Advanced Attribute Settings

DUO_Sequence|

" Mame

Description

v User Selected Service Type

Select the set of external RADIUS servers to use to process requests. Servers are accessed in sequence until a response is r

o

Avallable salecied

DUD NEW =
DUD_ Radius
= q-

Remote accounting

| Local accounting

7. CHAIEE HFolM MAMo 2 o|s35ln M2 MEE Z2/8fLch

¥ Claen |55

Dashboard

Policy

Recerd Pegau
Padicy Sata Preding

LCllent Frovislosing
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8. RADIUS A|HAE 7|2 Mol gE&Lct.

Mo 2E 20l CHEt Duo AlEHAT MEE|E 2 7|2 EXo| ASELUICH

= . =
~ 1.0l &2
A SICFS © St Ctal Rl A Ol
Policy Sets Reset Policyset Hitcount

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits
-] [ LT L u Nam refa
[} ] Radius-NAS-Port-Type ECL) tual DUD_Sequance 22
2 Default Default policy set —— af M 5

[ .\\\
Allowed Protocols

Default Network Access

Proxy Sequence

Cisco ASA RADIUS/ISE 711|284/ 0|4

1. AAA Server groups(AAA MH{ Z1&)0i| A ISE RADIUS MHE T35t Configuration(Z4 1|22
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