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1Et74. SMAZ 0| 5t04 0|O|X|ofl EA|E! CHE System Administration(AlAE #2]) > SAML >
Download Metadata(H|EtC|O|E| CIR2E)E MEHELICE

Email Web

Centralized Services Network System Administration
SAML
SP Profile Name Entity ID Assertion Consumer URL Metadata Delete
MylLab_SAML sma.mexesa.com https://sma.mexesa.com:83/ | Download Metadata | iy

Opening ylb. SAML_metadatase x F

Add Identity Provider... |

) You have chosen to open:
No Identity Provider Profiles have been defined.

& Mylab_SAML_metadata.xml B
which is: XML file
from: https://10.31.124,137

Copyright & 2008-2015 Cisco Systems, Inc. All rights reserved. | Privacy Sta - . .
What should Firefox do with this file?

( )Qpen with | Notepad++ : a free (GNU) source code editor (d... *~

(@)5ave File i

(Do this automatically for files like this from now on.

OK Cancel
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<?xml version="1.0"?2>
<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:ocasis:names:tc:SAML:2.0:assertion"

xmlns:ds="http://www.w3.0org/2000/09/xmldsig§"

entitylID="sma.mexesa.com">

<SPSS0ODescriptor
AuthnRequestsSigned="false" WantAssertionsSigned="true"
protoceolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol™>

<KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds=" - igh">
<ds:XS09Data>
<ds:X509%Certificate>Bag Attributes

localKeyID: D5 4F B4 DA BC 91 71 5C 53 94 4A 78 EO 4A C3 EF C4 BD 4C 8D

friendlyName: sma.mexesa.com

subject=/C=MX/CN=sma.mexesa.com/L=CDMX/O=Tizoncito Inc/ST=CDMX/OU=IT Security

issuer=/C=MX/CN=sma.mexesa.com/L=CDMX/O=Tizoncito Inc/ST=CDMX/OU=IT Security

----- BEGIN CERTIFICATE-----
MIIDZTCCAkZ2gAWIBAWIJAOIXI35sNw2bMAOGCSQGSIbIDQEBCWUAMHIXCZATBGNY
BAYTAk1YMRCWFQYDVQQDDAS zbWEUbWV4 ZXNhLmNvb TENMASGA1 UEBWWEQORNWDEW
MBQGA1UECgWNVGl6b25jaXRvIELuYzZENMASGA1UECAWEQORNWDEUMBIGALUECWWL
SVQgU2V dXIpdHkwHhcNMTkwNJA1Mj EWNTUXWhcNMI AWNJAOM EWNTUXW ByMOsw
CQYDVQQGEWINWDEXMBUGALUEAWWOC21hLml 1eGVzYS59b20xDTALBGNVBACMBENE
TVgxFjAUBgNVBACMDVRpem9uY210byBJbmMxD TALBgNVEBAgGMBENETVgXFDASBGNV
BASMCOlUIFN1Y3VyaXRSMIIBIJANBgkghkiGOwOBAQEFAAOCAQBAMI IBCGKCAQEA
g7kzRmL114q9T1klcTIzo8cmscuSnRXFWlohFPecJgn/oHXEUKvUnWe+9cTIQ41X4
©3jbGCP75UD8GAdPczkuBxgAZgk r fgNLRBmopsxTFVWb5x68tVsTBGFNyvBWtd+Io
MVowJI9hSKjuTk SXuYHULBYox fPOLYZHHCODAVYKUPMAFi Ty49w) 6xn0O45tvpZPy 7B
cpWiawLlxAfUHVyvrc661Tblo0exG+hZ+A1S3B01+61mTNIF3IcGeGS/TEOChETX
glscUkOiMipnPEtAZey/ebyhlBEpH/WViINWZkMUY INVMIFg3+LkFBAsBB1Pm6YHL
L6KBW4VOEj 1njtmnC/EQIQIDAQABMAOGCSQGSIb3DQEBCWUAA4 IBAQBY 3vxNL7ib
emMTKSRP4hycUldé69z2xGQC5e2EeyhnRgHUZ 7F/ TEVONKORotFii200J6yGEOAWD
6+Bv) 6WSBp7TUoLyBdCxglyi+vK4Y/R2+iCv13pyaXkbf0QSIvYpzOgTxSjkxZm79
+ZI9QkekyCAMSNOOf1ZRrJ90GD5qoY1ZihuD 7NHmRE) 7LKHRKsFVgpKe t / t TXCH7
TEuB+0ogT7pvrTDJ/QoIKcvYkbXuZ30INVPxxKacjAVy/ZclXnPBGSMxeo27TECIQ
ix5aXRSxOMRRtD/T72FVRAsSgT3Ix1mBYqu/HTYyOBZonGM+isJHBhRZXSOMBL+459FY
PO1jBGSMZUWE
----- END CERTIFICATE-----
</ds:X508Certificate>
</ds:X509Data>
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<?xml version="1.0"2>
<EntityDescriptor xmlns="urn:ocasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"

4 xmlns:ds="http://www.w3.oxg/2000/09/xmldsig#"
e B entityID="sma .mexesa.com">
<SPSSODescriptor
AuthnRequestsSigned="false" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<KeyDescriptor use="signing">

<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:¥X509Data>
<ds:X509Certificate>
| | MIIDZTCCAk2gAWIBAWIJAOIXJI35sNw2bMAOGCSqGSIb3DQEBCWUAMHIXCZAIBGNY
14 BAYTAk 1YMRcwEFQYDVQQDDASZzBWEUbWV4 ZXNhLmNVETENMASGA1UEBWWEQORNWDEW
L MBQGA1UECgWNVGl6b25jaXRvIELIuYzENMASGALUECAWEQORNWDEUMBIGALUECWWL
SVQgU2VjdXJpdHkwHhcNMTkwNJA1M EWNTUXWhcNMj AwNAOMI EWNTUXWI ByMQsw
|7 | CQYDVQQGEWINWDEXMBUGA1UEAWWOc21hlmlleGVzYS53b20xDTALBGNVEBACMBENE
] TVgxFjAUBgNVEACMDVEpemSuY2 1 0byBJomMxDTALBgNVEAgMEENETVgx FDASBgNV
% | BASMCOLlUIFNLY3VyaXRSMIIBIJANBgkghkiGOwOBAQEFAAOCAQBAMI IBCgKCAQEA
: g7kzRmL114gq9T1klcTIzoBcmscuSnRXFWlohFPcJgn/oHXEUKvUNnWe+9cTIQ041X4
ojbGCPT5UjDBGAdPczkuBxgqAZgkr fgNLREmopsxTFVWb5x68 tVsTBGEFNyvBWtd+Io
MVowJI9hIKjuTkSXuYHULBYox f POLyzHHCbAVYKUPM4FiTy4dwi 6rnO4jtvpZP3 7B
23 cpWiawLlxAfUHVyvrc661Tblo0exG+hZ+AlS3B01+61lmTNIF3IcGeGS/TEOChETX
24 glScUk0iMipnPEtAZey/ebyhl BEpH/WViNwZkMU3 INVMIFQ3+LkFBASBB1PmMEYHL
L6KBW4VOEj 1njtmnC/EQIQIDAQABMAOGC SQGSIb3DQEBCWUAA4 IBAQBY 3vXNL7ib
emMTKSRP4hycUld69z2xGQC5e2EeyhnRgHUZ TF /TEVONkOROtFii200J6yGEOAWD
6+Bvj6wSBpTUoLyBdCxglyi+vK4Y /R2+iCvl3pyaXkbf0QSIvYpzOgTxSikxZm79
2 +2I5QkekyCAMSNOO£1ZRr J90GD5qoY1Z5huD TNHmRES 7TLKHRK s FVgpKe t / t TXCHT
29 TEuB+ogT7pvrTDJI/QoIKcvYkbXuZ30INVPxxKacjAVy /2c1XnPBGSMxeo2 7 TECIg
-' ixS5aXRSxOMRRtD/72FVRASgT3x1mBYqu/HTyOBZonGM+isJHBhRZXSOMBL+455FY
PO1jBGSMZUWE
</ds:X509Certificate>

13 </ds:X509Data>
14 </ds:KeyInfo>»
L </KeyDescriptor>
1€ ly <KeyDescriptor use="encryption">
L= <ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsigé">
3 ly <ds:X509Data>
19 <ds:X509Certificate>
MIIDZTCCAkZ2gAWIBAWIJAOIXI3SsNw2ZbMAOGCSgGSIbIDQEBCWUAMHIXCZAJBGNV
BAYTAk 1YMRcwFQYDVQQODDAS zbWEUbWV4 ZXNhLmNvbTENMA s GA1 UEBWWEQORNWDEW
MBQGA1UECgWNVGl6b25jaXRvIELuYzENMASGALUECAWEQORNWDEUMBIGALUECWWL
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Selact an opbon That tree wizard wil ues 10 0Dtan dats aboul the ming party

8 Wsicome

' mpot dats sbout the meiyng party published crime o on 3 IDcal network
@ Select Data Sourcs

Liner thea opfon to empond the necessary dals and cedficales from a mbyirg party arparizabon thal publishes
@ Corfigure Mulidacior &1 federston metadas online or on 8 local etwork

Autnerticasen Now?
Federabon metadals sddress host name or URL)
@ Choose lssuance
Authoszabon Rules
@ Readyto Add Tnat Examcle s corfoso com or Witos /‘www conloso com./apo
@ Frush ® oot dats ot the ehwg party from a e

Lse thes opion £ ampon the necessary daia and cenficales from 3 nebpng party crpancabon thal has

®&poned 11 feceahon metadata to a fie Ensure that th fie & from 3 usted souce  Tha wizard wall not
wahdabe The source of the file

Federaton metadata fie ocabon

2 CHS DSM chareila_sma_sami_metadata (1) | towse |

| Erter data sbout the relang party manualy
Linee Hes apon to marualy rpul the necessary dafa about T relyrg party orgarszation

[ cPevos || Net> || Cancel |

6= HECIOIH TS 3 Moz 7Hx2 = Mz HHE AZ GAX ER{AEoof CiE Sl Y
TEle TAst D ol0lK|of EAIE CHE S8 72| HES! > LDAP A4 M4 MEdgL|C}.

Select Rule Templale
g Select e lemplale (or the Caum nde Ihat you mant 10 Create om the folowr; bkt The descrptor provdes
@ Choose Rule Type detais sboul sach clam nue tempiste
@ Cordguee Clam Fuie Clarm rue terplate
[HLMM-n{h- v]
Tlawm rise [ermpiale e rpicr

Lnirg the Serd LDAF Apsbuse s Clamy rule inepiaie you can select avibutes from an LDAP stinbuie
store such aa Actree Direciory to send as ciasma to the rehang party. Mubple afsbutes may be sert as
mulipie clars from a snge nde usrg T rue hoe For exarple you o use the sue temgiate 1o crede
2 e thal wil exiract afisbute values for suthertcated usens fom Te Jepisytlame s teseohore Number
FAotree Drectory sivties and ther send those values as tae dfferent cutgong clares Tres rule may siso
b uped 1o persd 8l of e w5 roup membeshos 1 you wirt 1o orly sened ndedual roup
merberships L the Serd Group Membesig as & Cae rle feegisle

7EHA|. 2ol 72! 0|E 2| 0|& & X|™35 1 Attribute Store > Active Directory® ME{EHLICH.
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Configure Rule

Sepe You can configure fis nde 1o send the values of LDAP attibutes as clains. Select an atisbute store from
@ Choose Rule Type whuch to exdract LDAP aitrbutes  Speciy how the afinbutes will map to the outgoing clam types that wil be

g from the muie
@ Corfigure Claim Rule
O e mame

chareda_sma ]
Fude template Sand LDAP Assinutes as Clams
sense sore
Actve Deactory v)
Mapong of LDAP atirbutes 1o cutgong clam types:
iy P et Outgong Oam Type (Seect rtoe o addmam) |

v |EMakAdoesses 4 E Mol Adgres)

oFtA. o|O|x|ofl ZEAIE CHE Ol HEZ M AFEA x| 28I #3I2 BHELch

M-SR X1 el mElol Ftelof t= AFSAF XIE A LI

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Originallssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier

"] = "https://<smahostname>:83") ;



You can configure a custom clam rule, such as a rule that requires multiple incoming claims or that exiracts
claims from a SQL attribute store To configure a custom rule, type one or more optional conditions and an

issuance ststement usng the AD FS dlam rule language
Claim nule name:

Rule template  Send Clams Using a Custom Rule
Custom rule

c:[Iype ==
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress™]

=> issue (Iype =
"http://schemas.xmlsoap.org/ws/2005/05/1identity/claims/nameidentifier”,
Issuer = c.Issuer, Originallssuer = c.0Originallssuer, Value = c.Value,
ValueIype = c.Valuelype, Froperties
[*http://schemas.xmlscap.org/ws/2005/05/identity/claimproperties/format
"] = “"urn:casis:names:tc:SAML:l.l:nameid-format:emallAddress”™,
Properties
[*http://schemas.xmlscap.org/ws/2005/05/identity/claimproperties/spnane
qualifier®] = "heeps://dhl0é-eugl.rl.ces.cisco.com/"):
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lssuance Transform Rules | issuance Authorization Rules | Delegation Authonzation Rues |

The following transform rules specfy the claims that will be sent to the relying party

Order Rule Name Issued Clams
1 charella sma E-Mai Address
2 charella_custom_nule <See clam rule>
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