Secure Email2 Microsoft 365 T4

|:||_'|7=' K-I_I?I_
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Microsoft 365H A Cisco Secure Email2 & &lE|&= O|H[Q A%

CHAF K[oq

IAA|K|: OHHA E‘| ol
SMTP &=
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QlHteE o|HY HAE

Cisco Secure Email Gatewayoll M RELAYLIST 4%
LS g3t
Microsoft 3650{|A CESZ M|l A4%d

MY 52 F&! A

otRHI2E O|HA EHAE

ated Ay

Cisco Secure Email Gateway A% M

Secure Email Cloud Gateway 4393 A]

Cisco Secure Email and Web Manager A28
Cisco Secure Product &M

427K

Ol EMoiME QlHt2E 2l ol RHI2E O|HIY HME S

S&ste Zm|aelolM EAlol chal A Erct.
AMNH QT ALE

QLT A

CHS FAol Cist x|Al2 ERE D /o™ f&LICH

2|3l Microsoft 3652 Cisco Secure Emailz}

« Cisco Secure Email Gateway &= = Cloud Gateway
Cisco Secure Email Cloud Gateway &30 CiieF CLI(Command Line Interface) HAl[A



Cisco Secure Email Cloud Gateway > CLI(Command Line Interface) Access
* Microsoft 365
+ SMTP(Simple Mail Transfer Protocol)
« Domain Name Server -== DNS(Domain Name System)

Ol EME &Y AZEQRo] X St=H o HE2 = BHHEX| gh&LICt

O 2AO M= S5 24 81740| C|HIO|AS ECHE EHEIUALICH O] 2Mol| AHREl 2 Tt}
olaE X7|3HE(7|8) Hu|ladlolMez AI’S.*EI%QL—IEP X HEQIV EHE 501 HR BE
H3o| BAHAM QI W& E O|2| = K|sHA|Z| HEEFLICH.

HHE HE

Ol EM= 2Z8|0|A HO|E 0| E= Cisco 222 E HO|ER 0o AEE == JU&LICt

Cisco Secure Email 2|tz 22 Ko 2CIRE HO|EQ0| IP FA 4l 7|Et #t3d MEJ =
gELCE o470l EAIEl=E X 2o E, &0 s Z2H|X{JE 2= HOo|EH O|(ESAZt
T &h 2 Eetes oMY 2 & ZE|XHSMABIDE &) ol CHEt T MR HEE xﬂg—;r'— F_%_
st El ||J1|°'0| ESE‘HEP ‘L"Xla SR ZRAALE AR 2 7HK| D JUX| £ 2 B2, AMH|A 50l o=

M HE 2 Q! ol 9|5} & A| 2 ces-activations@cisco.com.


https://docs.ces.cisco.com/docs/ces-customer-cli-access

Your Cisco Cloud Email Security (CES) service is ready!

Organization Name: Nl BN = =
Start Date: 2022-09-09 05:09:04 America/Los_Angeles

Below you will find information about your login credentials and other important information regar
ding your CES. Please retain this email for future reference

MX Records for inbound email from Internet
« mxi. = B .iphmx.com

= mx2. mm " 1.iphmx.com

Your Cisco CES portals:
Email Security

hitps://dhmm" -esal.iphmx.com
Security Management
https://dhl B% -sma1.iphmx.com
End User Quarantine
https://dh' ™ -eug1.iphmx.com

Please sign in the portals with this user ID:

Username: sl
Password: w® "ol wm *

Note: We recommend changing your password after the initial login.

Hostname and IP addresses to be whitelisted(for Microsoft/Office365 and G-Suite u
sers):
Email Security:
m m.140.105
m.150.143
BN 143.186
—_32.98
Security Management:
157.91

If you are using a Cloud service such as Office365, G-Suite, etc., you should direct your o
utbound emails to the address below to have them scanned by Cisco Cloud Email Securit

.

Host and IP address used for outbound relay from Office365 and G-Suite:
ob1.hcmmm .iphmx.com

Include CES host and IP address in your SPF record:

v=spf1 exists:%{i}.spf.hca B .iphmx.com ~all
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18 IP7} Q& LICH Microsoft 365 MHM EEE IPEE SAE 0|2 AIEE £+ U&LICH

% H1: 41| 320|442 Microsoft 365 Exchange 2 £ 0l M SX|5HE Cll AlZHol AE|7| mEof A&E 2254 HlY 22 Hof
A

BHAESE 20| E2&LICH Mo{ ZE HE A0 MEEE{H 14|22 HEELICH

% Bt R0l IPFAE o Z2HIXIE 22t2E HO|EQ0|2| ~of HI2iELICH & S04 xxx.yy.140.105
xxx.yy.150.1143 = HIO|EL0[ 12| CIO|E] 1 QIE{H|O|A [P F 40|21, HOIEO] 22| HIOIE] 1 QIE{H|O|A 1P FAQILICH
Ho|ES0] 12| Cll0|Ef 2 QIE{H|O|A IP FAE xxx.yy.143.186 0|11, H|O|ER|0] 22| HIO|E] 2 CIE{H[O|A IPFAE lL|Ct
XxX.yy.32.98. 2t M4lof oi|O|E 2(' &1 QIE{H|O|A IP)of| CHEt HET7F Z & E[0o] /UK &f2 B2 Cisco TACOH 22|stod &3
of &7t ClOIE| 2 QIE{HIO|AE HoMA|R.

Secure Email 2 Microsoft 365 7144
Cisco Secure Email 0| A Microsoft 3652 £=4IE|E O|H Y M

A I
—'a

B 73 23

1]

«  Microsoft 365 Admin Center(https://portal.microsoft.com)0i] 2 2 QI8 L|Ct.

o 2% 070X Admin Centers.

+ 22| Exchange.

+ 2% Mol M Mail flow > Rules.

o MTE[+] 2 ddstedH S=IFLICH

+ EECI2 = EBypassspam filtering... 0l A MEdEHLCE,

+ M 73l9| 0|& 224 Bypass spam filtering - inbound email from Cisco CES.

o *O| FA ME. . 0fM Ct2 S MEIBILICE Thesender - IP addressisin any of these ranges or exactly matches.

1. Specify IP address ranges(IP £ 89| X|&) & ol M Cisco Secure Email 2 MX|of MSE IPFLAE FIHELICH
2. 28| OK.
+ *Ctg2 8., M 720 0|2 MEE|AELICH Set the spam confidence level (SCL) to... - Bypass spam filtering.

y
Ju
:


https://portal.microsoft.com

&l of:
. . . 3 . E T R s e )
Bypass spam filtering - inbound email from Cisco CES Enter in the IP address(es)
associated with your Cisco
Name: Secure Email Gateway/
[Bypass spam filtering - inbound email from Cisco CES I

Cloud Gateway
*Apply this rule if..
Sender's IP address is in the range... - | Tl 'E e m

| add condition

*Do the following...
Set the spam confidence level (SCL) to.. - | Bypass spam filtering
Mark specific messages with an 5CL
before they're even scanned by spam
filtering. Use mail flow rules to set the
spam confidence level (SCL) in
messages in EOR

| add action |

Except if..

| add exception |

Properties of this rule:

Priority:

Save ‘ | Cancel

+  Exchange Admin Centerod| 2ol l&L|CH.
o 2% H|FolM Mail flow > Connectors.
o M FAHYUEH [+] £ MM5iE{™ & E=/FLICH

»  Select your mail flow scenario H e oM CtS S MEHEFLICH

1. & Al: Partner organization

o £l Office365



« 22 Next.

« M AHYEQl 0|2 = LICt Inbound from Cisco CES.

o HslE B MHg gt
o« 22| Next.

o« Z28&| Usethesender's|P address.

« 22| Next.

»  Cisco Secure [+] Email B+ Malol ZA|EIPFAE 2501 Q=23FL(ct.

T

2| Next.

+ M= Reject email messagesif they aren't sent over Transport Layer Security (TLS).

By
Ju
zZ
g

iy
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:

7l ZHu|aaolMel of:



Inbound from Cisco CES
DR

Mail flow scenario

From: Partner organization

To: Office 365

MName
Inbound from Cisco CES
Status

On

Edit name or status

How to identify your partner organization

Identify the partner organization by verifying that messages are coming from these P
address ranges: il N & | [

Edit sent email identity

Security restrictions

Reject messages if they aren't encrypted using Transport Layer Security (TLS)

Edit restrictions

Cisco Secure Email 0| A Microsoft 3652 O|H| & A%
CH & x| of

Destination Controls(CH &} A|0{)9| TE EHIQlo| RHAM| AREE MEELICH 28 LIBo A2 EE MHE = UX|2 O|= Microsoft
o

=
36501 CHEt M2 1PO|H Microsofte] 24 X|X| ot WE 2o 25X et &Lt

« Zo|Eg|olo 2aQlEtLCt.
o EfM Mail Policies > Destination Controls.

o 22! Add Degtination.



1. Dedtination(CH&f): =HIQ! Ol &=

2. 8Al91Z2: 10

o AT x|CH HIAIXK] 2= 20

o TLSX|¥: Preferred

« Zu|ag|old #E AF&Commit Changes & ME3tE4H UI(ALE AL QIE{TH|0|2) 0| 2 % B2 S2IELICH

Destination Control Table(CH4 AM|o{ E|O|&) Z&E 2o F= of:

Destination Control Table Items per page

| Add Destination...  Import Table |
All

Domain IP Address Preference = Destination Limits TLS Support | DANE Support ~ | Bounce Verification * @ Bounce Profile Delete

10 concurrent connections,
your_domain_here.com Default 20 messages per connection, | Preferred Default Default Default ]
Default recipient limit

500 concurrent connections,
Default 1PvE Preferred 50 messages per connection, None MNone off Default
Mo recipient limit

| Export Table

* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.
~ DANE will not be enforced for domains that have SMTP Routes configured.

THZ HH 2 H o=

CH2o 2 =Ml CHH HY S £35S RAT(Recipient Access Table)& A& BrLICt.

|2 HY =Eof st 2lAaL{e] MK 0| 7|Hte &2 B|AL7} £ 41 ElAL, IncomingMail EE= MailFlowodl CH

« 22 Add Recipient.
+  Recipient Address Z=0f TH QIS FItgLct.

o 7| =] M= Accept.




o 22| submit.

+ UlCommit Changes 2| 2 % EE 22|5t0o{ ZI|TolM HE ALE S XMEELICH

RAT &=9| of:

Recipient Details
Order: !1

Recipient Address: () fwur_domain_here.com

Action: | [Accept v |
Bypass LDAP Accept Queries for this Recipient

Custom SMTP Response: @ Mo

QO | Yes

Response Code: | [25n

Response Text:

Bypass Receiving Control: (2 ® no

O Yes

SMTPEE

Cisco Secure Email ol A Microsoft 365 THIQIC 2 HUS MUY EE SMTP B2 E MAsLICH

. EFAM Network > SMTP Routes.
« 22| Add Route...

+  Receiving Domain(==41 ZHQl): ZHQ! 0|2 =dgtLct.

.
n
L)

Hat S AE: 22l Microsoft 365 MX BIZEE F7HELICE
o 22| submit.

+ UlCommit Changes 2| 2 E% Hg 22|5to{ Zm|Td)olM HE ALg S KMEELICH

SMTPZEZ M™%l of:



SMTP Route Settings

Receiving Domain: \2)  [your_domain_here.com

Destination Hosts: Priority (2 Destination (7 Port Add Row

|0 Ivnur_domain.mall.prnt 25 i}

(Hostname, IPvd or IPvG address. )

Qutgoing SMTP Authentication:  No outgoing SMTP authentication profiles are configured. See Network > SMTFP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.

DNS(MX HZE) &4

MX(Mail Exchange) il ZE #44

HAS S&ll THQI2 MHE =H|7F E|A&LICH DNS & 2|XHet &7 Cisco Secure Email Cloud QIAEIA
ol Ip 40 CHE MX BIZEE Ci

isco Secure Email Welcome Letterofl XM Z = CHz &HolgtL|c},

EE 8t Microsoft 365 2& 0 M MX Bl ZE Q| #4783 AEHE & olstL|Ct.

+  Microsoft 365 £ 2| £ & (https://admin.microsoft.com)oil 22 218rL|Ct
« EM Home> Settings> Domains.
« 7|2 =Rl ol S MEdELICH

o Z2!Check Hedlth.

Microsoft 3657F M9 42 E DNS & MX BIZEE = 3[6H= dof Cist $HAH MX BIZEE MS &Lt

‘ Microsoft 365 admin center Search

.| | I B

Domains > == m == com
Managed at Amazon Web Services (AWS) - Default domain

Remove domain Refresh

M5 records

Tio manage DMNS records for sesssssss com, go to your DNS hosting provider:

your domain by adding these DNS r rour domain registrar or
see all of its details and he expected

CHAME



https://admin.microsoft.com

% &1 0] ool A= DNS7H AWS(Amazon Web Services)ol| 2|5 EAEIE| 1 E2|E LIt B 2|Xt= DNS7F Microsoft 365 H|1H 2]
0

S

2ol 2AREE B9 B8 ZAELICH O30 22 ZIE FAIE = U&LICH "your_domain_herecomoll M BZEE

FItE g UXIsx| ZRHELCH 2AENM MyE BZET0{7|ofl EAIE R EQ UX|SH=X] FQgFLch BHAE x|
e MX BlZEE Microsoft 365 HHS 2 BIC|AMEE S XS0 FHEE BZEZ AT ELICH oA 5t 4 ERf=

35 E0{| M Cisco Secure Email Gateway 7} &M 7{E/L|C}.

e

HI2E O|H Y HIAE

Microsoft 365 At HY FAZ ELE= QHIRE HYUS E|AESLICH 23 CF2 Microsoft 365 ZAF MY gt T X|ghof| = &H&}

= = =

rir

x|

QIAEAA QL &7 XS Cisco Secure Email and Web Manager(SMAZFZLE ol M HIAIX| £Xo| MY ZaE &QlstL|ch

T =

SMAOIM HIY 23 27

SMAO]| 23918t L|C}(https://sma.iphmx.com/ng-login).

« 282! Tracking.
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<d Email and Web Manager Emall - Service Status Manitoring Tracking Quarantine 1 ? fo by
M300v

Message Tracking G~

3 Filters | 1 Messages

Remediate @ T
sl @

3 Deliver M coming Paicy Match Sender Group
eiivered 330714 13 Aug 2021 171 948 (GMT) Hiti--- - = =RRH BYPASS_SBRS

Sancer Racipiont Subject SBRS Score
sanden@testcom @ INBOUND EMAIL TEST Nene

Microsoft 3650l MY 23 27|

»  Microsoft 365 Admin Center(https://admin.microsoft.com)oll 21918t L|C},
¢ Expand Admin Centers.
« 22| Exchange.

o EFM Mail flow > Messagetrace.

*  Microsofte AME 7|2 Z7E MSELICH olE S0, AM R{2|IE AFSIZ S MEHEL|C
M essages received by my primary domain in the last day.

. SARO| TR AN ETE Ustn & 2

u

ot CHS Search It A ZAH7F EAIELICEH


https://sma.iphmx.com/ng-login
https://admin.microsoft.com

Message trace > Message trace search results
1 Home
A Recipients o~ L Export results 27 Edit message trace () Refresh Zitems | O Search
Mailbones
Groups Date (UTC-05:00) | Sender Recipient Subject Status
Resources 8/13/2021, 1:20 PM senderiiestcom B o INBOUND EMAIL TEST Dalwered

Contacts

= Mail flow ~

Message trace
Rubes

Remote domains
Accepted domains
Connectors

Algrts

Alert policies

Fa  Roles w

=

Migration

Microsoft 36501l A Cisco Secure Email 2 & A E|E 0O|H Y M3

Cisco Secure Email GatewayOl Al RELAYLIST 4%

Cisco Secure Email 8 MAIZ R ZSHAMAIL. £8F HO|EHO|E S5t ol RHRE HAIX| CHE EZ= QIE{H| 0| A7 X|HE LC}.

«  Ho|ESolol 2T lF L

o EFM Mail Policies> HAT Overview.

% D o2/ot2HteE HY 550 Cish 2lAaL{o] X 0|&2 7|82 2 2|AL{7} Outgoing Listener, OutgoingMail &£
= MailFlow-Extoll CHEF 2|A L4 Q1X| gL

1. O|&: RELAY_0365
2. 8% << MR D50 HIZE H7(20H MES 25 MAI2.>>

#: RELAYED

w
0
12

4. 22| submit and Add Senders.



« 2 A2 protection.outlook.com

A AT 2K S0l olE ol Al S0l (H)o] BRELICH

£ 2| submit.

+ UlCommit Changes o| 2 8% #EHE 223|504 | ol HE At S MY ELICH

Sender Group A 9| 0f:

Sender Group Settings

Name: RELAY_0365
Order: | 1
Comment: l From Microsoft 365 mail to Cisco Secure Email
Policy: . RELAYED
SBRS (Optional): . Not in use

External Threat Feed (Optional): None
For IP lookups only

DMS Lists (Optional): MNone
Connecting Host DNS Verification: None Included

<< Back to HAT Overview F E_Edlt Settings...

Find Senders that Contain this Text: (7) i Find
Sender List: Display All Ttems in List Items per page
| Add Sender...

All
Sender Comment Delete
.protection.outlook.com From Microsoft 365 mail to Cis,.. [j
| << Back to HAT Over\riew!
TLSE4Y

22| <<Back to HAT Overview.

CI20t 22 0|2 HY 58 HAE =/ LICt RELAYED.

Ol2i2 A3 E3to{ MME Security Features A T4 L|C}. Encryption and Authentication.

TLSO| B2 Ct22 MBI LICE Preferred.

£ 2] Submit.

UlCommit Changes 2| 2 E% #EH2 22I5t04 x| ol HE Al S MY ELICH



HY 222 Y3 Hu|aefolMef of:

Encryption and Authentication: TLs: | O use Default (0ff) O off @ Preferred O Required

TLS is Mandamw for Address List: | None
[] verify Client Certificate

SMTP Authentication: | (&) Use Default (0ff) (O off (O Preferred () Required

If Both TLS and SMTP Authentication are Require TLS To Offer SMTP Authentication
enabled:

Microsoft 3650 4] CESE H|¥ H7d

«  Microsoft 365 Admin Center(https://admin.microsoft.com)oll 2 1 @18tL|C}.
¢ Expand Admin Centers.

« 22| Exchange.

«  EM Mail flow > Connectors.

o MAHUEHE MMsted{H & S RIFLICH+.

+  Select your mail flow scenario B 2ol M CtS S MEf&rLCH.

1. gt Al: Office365

«  ={l:Partner organization

22 Next.
o« M FHEQ| 0|E 2 =ELICt Outbound to Cisco CES.

. 3t Ze MYe UL,

o Ol HHEE A A 3HAIZIELITN?:

1. MEH: Only when | have atransport rule set up that redirects messages to this connector.

22 Next.


https://admin.google.com

rir
fok
>

£ 2! Route email through these smart hosts.
EE

CES[+] &3 AMalo| MSE OtRHI2E IPF4

iy
Ju
:

iy
i

Office 3658 LHE L] Z %] At Y Mol AZ8tE4T o€ H| stjoF & LI7t?

1. MEH: Always use TL S to secur e the connection (recommended).
sFLICtAny digital certificate, including self-signed certificates.

. Meg

Next.

u
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Ol LEEFELICH

. EHOols
+ 22 Next
. SHE O|HY FA[+] & &=st1 OK
+ EVaidate 22t 54 HAIE AYE = UEE 8
 AEBEHECSZ S2FLIC Close
- ZEsave
g EH O30 Z2 &Lt

OtRH2E FHE{Q| of



Outbound to Cisco CES
® ) W

Mail flow scenario

From: Office 365

To: Partner organization

Mame
Outbound to Cisco CES
Status

On

Edit name or status

Use of connector

Use only when | have a transport rule set up that redirects messages to this connector.

Edit use

Route email messages through these smart hosts; 8 BT jphmx.com

Edit routing

Security restrictions

Always use Transport Layer Security (TLS) and connect only if the recipient’s email server
has a digital certificate.

Edit restrictions

Validation

Last validation result; Validation successful
Last validation time: 10/5/2020, 9:08 AM

Validate this connector


https://outlook.office365.com

1. Select sender location(2 &1RF 2| x| 1E4) Tdof M ChE S MEHEFLICH Inside the organization.

- 28 oK.

£Z2/ Moreoptions..

£t add condition € 225t F Hm ZH2 A ghuich

1. M= Therecipient...

o MEH: Isexternallinternal.
+  Select sender location(2t A1X} 2| x| A1EH) EHdol M CtS 8 ME4ELICH Outside the organization .

« 230K

O 5] =30l M CtS S MEIELICH Redirect the message to...

2. Outbound to Cisco CES Connector (Cisco CESZ OFHI2E)E MEHErL|C}

3.0K(EehE =2t

O MY ™22 SO7HM F R 2Hd g A lELIct

1. &4 Modify the message properties...

o 4= st the message header
o MAIX] Sll{ AH: X-OUTBOUND-AUTH.
« EZ2|0oK.

o 2t A mysecretkey.



st
S

% 1 Microsoftol A B HIAIXIE Y XI5t fI5H HIAIX|7F Microsoft 365 THIQIS [HE mH HIY x-5lC{of]l ARMZE X
£ A&LICH O] SiHE QB R ME L 7| Mo W7t L MHELICH

Microsoft 365 2F2 & F439] 04:



Qutbound to Cisco CES

Marme:
| Qutbound to Cisco CES

*Apphy this rule if.
X The sender is located.. ~|  Inside the organization

and

¥ The recipient is located... -| Qutside the organization
| add condition

*Do the following...
X Set the message header to this value.. - I Set the message header 'X-DUTBOUND-
AUTH: to the valfue ‘mysecretikey’
and
X Use the following connector., -r] Qutbound to Cisco CES
| addacion |
Except if.,

[ add exception '

Properties of this rule:
Priority:

o]

O Audit this rule with severity level
Mot specified = |

Choose a mode for this rule:

@ Enforce
O Test with Palicy Tips
O Test without Policy Tips
[ Activate this rule on the following date:
Fri 8/13/2021 = | | 1:30 PM L
[ Deactivate this rule on the following date:
Fri 8/13/2021 'l 1:30 PM v

O Stop processing more rules
O pefer the message if rule processing doesn't complete

Match sender address in message:
Header f;

[ Add to DLP policy
PCI - |

Comments:

ﬁ Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) or a RMS Online license
for each user mailbox. Learn more


https://docs.ces.cisco.com/docs/ces-customer-cli-access

office365_outbound: if sendergroup == "RELAYLIST" {
if header("X-OUTBOUND-AUTH") == "Amysecretkey$" {
strip-header ("X-OUTBOUND-AUTH") ;

} else {

dropQ;

}

}

o reun?|E StHEH Y ES MZ OHELICH

o MHAIXIEE[] & S&5tedH A

i
2
fjo
e
I
o
r
ini

*  Filters(ZE) Hw& SE5tcAM return 8 H S=2IFLICH

«  TEE Commit AASt0] | T 0|M0 HE ALY KMEELICH
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A3 RELAYLISTI} M E WEHO| 0|2 AESIMAIL. CHA| OB 22 7188 = @1, 2oilo] HA = MY
Ao et EH olE2 71E £ ?A%LIEL

OH

=
=

Microsoft 365 A MY FAMM 2 ZH Q! Bi= AR H ELiE ol RHRE HYS HIAERLICE Cisco Secure Email and Web
Managerol A HIAIX| XM ZHES 0] M5 H o RHIREZ BIREEIR =X &g 4= U&LICH

%ﬁ &1 Ho|E 0|2 TLS F4d(System Administration(A| A8 B2]) > SSL 74)1 Ot RHI2E SMTPO| AISEl= 5 E A



N =50t Cisco Best Practiceol M= e HArEHLICH

HIGH:MEDIUM:@STRENGTH:!aNULL:!eNULL:!LOW:IDES:IMD5:!EXP:!PSK:!DSS:!RC2:!RC4:! SEED:!ECDSA:!ADH:!IDEA:!I3DES:!SSLv2:!SS

HEHQl HE £50| of Al

> Email and Web Manager
M100V
MESSage 1 racKing " - - >~
Validate your RELAY Sender Group and Mail Flow Policy IP address from Microsoft 365

\ Remediate & Y

Email ~ Service Status Menitoring Tracking Quarantine L ? el

SECURE
&

4 Filters | 1 Messages

[J Message Details @

a
* MID Tima Outgoing Policy Match Sendor Group Sendor IP
o> Detvered 186371, 186372 13 Aug 2021 14:14:59 (GMT -04:00) > _eas RELAY_0365 = m50.175
Sender Recipant Subject SBRS Score
@ [ OUTBOUND EMAIL TEST MNone More Detalls
A HIAIR] MEAFEMore Details 2 22{H 22|51 A AL,
<d Emﬁ“ and Web Manager Email ~ Service Status Monitoring  Tracking Quaranting 1 ? 0 |t cECURE

« Back to Summary
Message Tracking

Message ID Header <MN2PR13MB4007C16BFIB26CFBID340654FBFAS@MNZPR13MBA007 . namprd 13, prod. outlook.com=

[l ity

Processing Details Envelope Header and Summary

Last State
Summary Dalivered
Messages 186371, 186372 Massnge
12 Aug 2021 Duegaing
MID
14:14:56 ) Incoming connection (ICID 405417) has sender_group: RELAY_O365, sender_ip: B B’ 59,175 and sbrs: not enabled 186371, 186372
14:14:50 ) Protweol SMTP interface Data 2 (191 [.57.36) on incoming connaction (ICID 405417) from sender IP W -59.175. Raverze DNS host mail- Time
drBnam21p2 175 sutbound_protection sutlook com varied yas. 13 Aug 2021 14:14:59 (GMT -04.00)
14:14:50 ) (ICID 405417) RELAY sender group RELAY_D385 match protection.outiook com SBRS not enabled country not enabled Sencler
14:14:59 @ ingy 1 (ICID 405417) TLS protocol TLSV1.2 cipher ECOHE-REA- AES256-GOM-5HAI8S. Rociplent
- = .
14:14:56 (@ Message 186371 Sender Domain: [l .com
14:14:59 ) Start message 186371 on incaming connection (ICID 405417). Sending Host Surmmary
14:14:59 ) Mossage 186371 engueusd on incoming connaction (ICID 405417} from Reverss DNS hostname
kil
14:14:59 ) Message 186271 direction; cwigaing drmBnam 21p21 75 cutbound protaction.o
Haok.com {vadified|
14:14:59 @ Message 186371 on incoming connection (ICID 405417) added reciplent (| NI WO ). : ! :
P address
11500 . Message 186371 containg message 1D header r59.175
"<MN2PR1IMBA00OTC 1 GBFIB2GCFAIDI40E54FEFABEMNIPR 1 IMBADDT,
SBRS Score
MNaong
[ 4
= olx|Z| Of = = .
x-&lE7F LxISHR| of = HIAIK| F=2Q| o Al:
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Message ID Header <MN2PR13MB40076A4BR9CA00EEACT B18D4FBFASEMNIPR13MB4007 namprd13.prod.outicok.com>
Processing Details

Summary

15:54:18 Incaming connection (ICID 137530} successiully accepted TLS protocol TLSv1.2 cipher ECDHE-RSA- AESI56-GCM-5HAIE4,

15:54:18 Massage 94011 Sander Domain: bea-demo,com
15:54:18 Start message $4011 on incoming connection (ICID 137530}
15:54:18 Message 34011 enqueved on incoming connection (ICID 137530) from NI RSN .

15:54:18 Message 24011 direction; oulgoing

L ]
L ]
[ ]
®
@
15:54:18 ) Message 34011 on incoming connection (ICID 137530 added recipient | k
L ]
L ]
L ]
L ]
L

15:54:19 Message 24011 contsing message ID header
"<MNZPR1IMB400T6AJBBICA00EEAC |61 EDIFBFASEMNZPR 1 IMB4007_nampad13.prod. outlook.com>",
1554019 Meszage 24011 original subject on Mjection: OUTBOUND MAIL 3:54PM POST-SECRET CHANGE
15:54:19 Message 34011 (7555 bytes] from - raady. \
15:54:19 Message B4011 has sender_group: RELAY_0365, sender_ip: @ 57,174 and stws: Qur s
15:54:18 Incoming coennection (CID 137530 lost, ” 2y
Wy L

15:54:19 (1) | Message $4011 aborted: Dropped by filter ‘office365_outbound'
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