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o| o|O|X|of EAIEl ZAXH, 5 7IX| CIE EEZX|0| MEE IP FTA X|Ho| o= CtS1t Z &L Ct.

LS A%|7} U= ASA + FirePOWER:
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ASAFirePOWER Default Gateway

Layer 2 \ ASA

inside —@ outside P
GigabitEthernet 1/2 GigabitEthernet 1/1 w !

10.0.0.1/24 IP via DHCF

Management PC 5
P

g‘l}_-__ wii
Management 11 GigabitEthernet 1/9 (internal)
No ASA IP address 10.1.0.1/24
FirePOWER IP address: Access Point IP address
10.0.0.254/24 10.1.0.254/24

LIS A%|7} @= ASA + FirePOWER:

ASAFirePOWER Default Gateway

\ ASA

inside —@ outside ey
GigabitEthernet 1/2 ' GigabitEthernet 11 3
10.0.0.1/24 & P via DHCP

MenaemaniEn: GigabitEthernet 1/3 | ]
10.2.0.1/24 It -
‘g‘Q‘: wifi
Management 1/1 GigabitEthernet 1/9 (internal)
No ASA IP address 10.1.0.1/24
FirePOWER IP address: Access Point IP address
10.2.0.254/24 10.1.0.254/24

7

Olgdet Btz ™M E 741 SEI0IAUEN HZEE E2& 70|22 AHE5101 ASAE R EE
sHfok &f LICH.
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off &

ot

127, ASAO] A QIE{HIO|A |P HI|T 8ol =

LHE (GigabitEthernet 1/2) Z! wifi(GigabitEthernet 1/9) QIE{HO|AE F45t0{ 7|E EZHoAM E
of 2k IP =48 AL E = U&LICEH O] oM LHE Z2I0|E &= 10.0.0.1/24 HEL|3F0] 919
H WIFI 22t0|ME £ 10.1.0.1/24 HE LT 0of JU&LICH.

asa(config)# interface gigabitEthernet 1/2
asa(config-if)# ip address 10.0.0.1 255.255.255.0

asa(config)# interface gigabitEthernet 1/9
asa(config-if)# ip address 10.1.0.1 255.255.255.0

:2(o| QlE{m|olA IP FAE #HESH 0| 17t EAIELICH ol & & LLich



Interface address is not on same subnet as DHCP poo
WARNI NG DHCPD bi ndi ngs cleared on interface 'inside', address pool renoved

2EtAH|. LIS ! wifi QIE{H0|A 2ol DHCP & A& =™ Euct

ASAZ 70| DHCP MHHZ Al835ted™ o| EHAI7F ZedfL|ct. CHE DHCP MEE AF835lo{ 2
CIO|MEN| IP FAE &8P 6lE B ASAO|A DHCPE 25| HIE A3t siiok Lict. olAl IP =

A XHEAHAS HEMoz 2 ASATF 22I0|HEN NMBstE 7IZE IP TA HRE vdAsH oF ghuct
CCOHS EE2 M IP A Helet URIstE M E2 M7

asa(config)# dhcpd address 10.0.0.2-10.0.0.100 inside
asa(config)# dhcpd address 10.1.0.2-10.1.0.100 wifi

EE3t DHCP E8 745 ASAQ| O|T DHCP AME{7t H|Z &5t | CHA| #A3tatof & LICt.

asa(config)# dhcpd enabl e inside
asa(config)# dhcpd enable wifi

DHCPE #HZst7| ol QB O|& IP FAE HESHK| o™ O S 27 7F WAL

asa(config)# dhcpd address 10.0.0.2-10.0.0.100 inside
Addr ess range subnet 10.0.0.2 or 10.0.0.100 is not the same as inside interface subnet
192.168.1.1

3EtA. LIF S WiFI DHCP Z2}0|¢Eo]| ZEE DNS MHHE X[ gfLiCt.

DHCPE S3ll IP 4 & €& I CHFE 2| 22t0|AE 0= DHCP MO0 A DNS AHHE & 3
OF &rL|Ct. ola{8t &L 10.0.0.25001 2= DNS MHHE ZE Zolo|HE| Z& 5T 2 ASAE
T/ EgLICt 10.0.0.2502 ISP M B 35t= LHE DNS MB{ E=E= DNS MHZ CH&ISHoF & L|Ct.

asa(config)# dhcpd dns 10.0.0.250 interface inside
asa(config)# dhcpd dns 10.0.0.250 interface wifi

4E+HH|. ASDM(Adaptive Security Device Manager) M A& 28 ASAM|IM HTTP 4
M x| ago|Mg =™ gLct

IP FA KMol HAEIco 2 LIE L WiFI HER/3 2| Z2I0|¢1E 7L ASAE &2|5t7| {5l
ASDMO]| HM|AE = UEF ASAO| CHEF HTTP YMAE +=75HoF g LIC}.

asa(config)# no http 192.168.1.0 255.255.255.0 inside
asa(config)# no http 192.168.10.0 255.255.255.0 wif
asa(config)# http 0.0.0.0 0.0.0.0 inside asa(config)# http 0.0.0.0 0.0.0.0 wifi

1ol a0l AE5HH LHR E= wifi 2IE{H|0|A 0| RE ZEt0|AE 7 ASDME

Soll ASAC| HMAE = QU&LICH HOF DY AHZM, FLO| HRIE MEE £ e et
O|HE =Rk X|&tsHok ErL|ct



5EtHl. WLAN 2&(2/E{H 0|A BVIM)HIM dMA ZOIE #E|E 98 elE{H oA IP
+=H:

asa# session w an consol e

ap>enabl e

Password: G sco

ap#configure term nal

Enter configuration commands, one per line. End with CNTL/Z
ap(config)#interface BVI1

ap(config-if)# p address 10.1.0. 254 255.255.255.0

6ErHl. WAPOIM 7| AHlo|Efo] &

WAP7} 24 MEHIO|M AR EIX| o2 2ZE EBEE MEE /RIS mhofsted™ of EA7F Ee
SLICH. Ol= ASA LiE QIE{H 0|A0] B2H0[RIE oM HTTPE S35 WAP GUIOH LA A3HE O T
o

ap(config)#i p default-gateway 10.1.0.1

7EtA. FirePOWER & #E| IP T4 (M AL

Ji)il

EE 8t Cisco FirePOWER(SFRO|2t L= & "';*% stoi= 8¢ ASAQ| & 2% Management1/1
°|E4u1|0|/\01|k| HMASHZ| Yl S IP = #8358l oF BfLICHASA Y SFREZES #Hs= &
Hg A™ste F 7K 7|12 75 AILPEIC’?P % L|Ct.

.I.L

1. ASA Management1/1 QIE{H|O| AT} LI AQ|x|0of (1 ZAE EZZ X|(YE 2 A|ZH HHAMO]
g3
2. |8 ALIX|7t gl EEEXI
ALkl ek CHS BHAI7F M- gLt

ASA Management1/1 2IE{H| O|A7} L AL|x[o| HEE F2:

L AL|x[of 257 Toif| ZF0i| MadE AlZFstD ASAMIAM BHHEE = JU&LICH o Az
O|¢4E ALEstE IP =471 10.0.0.25421 ASA LIF QE{H|o|A et SUFH HEL0| HiX[St0o{ IPE
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asa# session sfr console
Openi ng consol e session with nodul e sfr.
Connected to nodul e sfr. Escape character sequence is 'CTRL-~X .

Ci sco ASA5506Wv5.4.1 (build 211)
Sourcefire3D login: admin

Password: Sourcefire

<<Qutput Truncated - you will see a |arge EULA>>



Pl ease enter 'YES or press <ENTER> to AGREE to the EULA: YES

Systeminitialization in progress. Please stand by.

You nmust change the password for 'admin' to continue

Ent er new password

Confirm new password:

You nust configure the network to continue

You must configure at |east one of 1 Pv4 or |Pv6

Do you want to configure IPv4? (y/n) [y]: vy

Do you want to configure IPv6? (y/n) [n]: n

Configure I Pv4 via DHCP or nmnual |l y? (dhcp/ manual ) [nanual]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.0.0.254

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.0
Enter the IPv4 default gateway for the management interface []:

10.0.0.1

Enter a fully qualified hostname for this system [Sourcefire3D]: Cisco_SFR

Enter a comma-separated list of DNS servers or 'none' []: 10.0.0.250

Enter a comma-separated list of search domains or 'none' [example.net]: example.net
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy

Applying 'Default Allow All Traffic' access control policy.

T
o
o
il
il

7|2 AMA Mo{ YHO|SFR 220 MEL= ol ¥ & H 42 = U&
|

LICH

ASATH LIS A9Ix|ofl HZEIX| B2 HS:

LR AR 2H0= LR AQX|7 g1 = U&LICH Ol EEEX| FHM ZEI0[HE= Ut
Mo 2 WiFi 2IE{H|0|AE S35l ASAN| IZELICt O] A|LLE[20| M= Management1/1 IE{H| O]
AE CHE SE[X ASA QIE{H|O|A 0 R 4Z4510{ Q| AR|X[7t HR5tA| et B 9| ASA ¢l
E{H 0| AE S35 SFR ZE0f HMAE = Q&LCt

O| ofol = ASA GigabitEthernet1/3 21E{H| 0| A 2t Management1/1 RIE{H O|A AtO[of E2[Z Of
Sl 40| Qlofof EFLICE CHE2Z, ASA 2 SFR ZE0| HE 9| MEUI| /=T T8 O
ASA%H LHE = wifi 2IE{H| 0] A0 RIE Z2I0|HME EF 0 M SFROY| AMAE = U&LICH

ASA QIE{H|o|A F4:

asa(config)# interface gigabitEthernet 1/3
asa(config-if)# ip address 10.2.0.1 255.255.255.0
asa(config-if)# naneif sfr

INFO Security level for "sfr" set to 0 by default
asa(config-if)# security-1level 100
asa(config-if)# no shut



SFR ZE #/:

asa# session sfr consol e
Openi ng consol e session with nodul e sfr.
Connected to nodule sfr. Escape character sequence is ' CTRL-~X .

Ci sco ASA5506W v5.4.1 (build 211)
Sourcefire3D login: adnmn
Password: Sourcefire

<<Qutput Truncated - you will see a |arge EULA>>
Pl ease enter 'YES or press <ENTER> to AGREE to the EULA. YES

Systeminitialization in progress. Please stand by.

You nust change the password for 'admn' to continue.

Ent er new password:

Confirm new password:

You nust configure the network to continue.

You nust configure at |east one of |IPv4 or |Pv6.

Do you want to configure IPv4? (y/n) [y]: vy

Do you want to configure IPv6? (y/n) [n]: n

Configure IPv4 via DHCP or manual |l y? (dhcp/ manual) [nmanual]:

Enter an IPv4d address for the management interface [192.168.45.45]: 10.2.0.254
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.0
Enter the IPv4d default gateway for the management interface []: 10.2.0.1

Enter a fully qualified hostname for this system [Sourcefire3D]: Cisco_SFR Enter a comma-
separated list of DNS servers or 'none' []: 10.0.0.250 Enter a comma-separated list of search
domains or 'none' [example.net]: example.net |f your networking information has changed, you
will need to reconnect. For HTTP Proxy configuration, run 'configure network http-proxy'
Applying '"Default Allow All Traffic' access control policy.

D72 HMA Ko HHMO|SFR ZE0 ML= Ol E 2 ¥ 42 = Jsuct 2=
™ Ctrl + Shift + 6 +X(Ctrl* X)& =21 SFR 2 & CLIOIM Bo{Lt ASAZ CHA| OIS E = A&
LICt.

SFR ZAx|2do|M0] M Z|H ASAMIAM SFR #2| IP FAE ping& = QJo{of &fLCt,
asa$# ping 10.2.0.254

Type escape sequence to abort.
Sendi ng 5, 100-byte | CMP Echos to 10.2.0.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
asa#

QIE|H O|AE HBXOE pingd 4+ oiE B2 S2IN ooiy Mol T TBolM U HEHE 2ol
°FLJEf
= .

8EFA|. AP GUIOl 2dEsto{ R4 Ex|E &35t CHE WAP HI|agolMe dd
gfLCt.



O| Aol A tFE A|ZH 7}0|=0i M MHESH CHE HTTP GUIE E8l| WAPE Z2|g 4= e ¢Z0|
L040F EFLICH 5506WOIAM LIS HIEX =0l HAZ2E ECI0|HES| ¢ EEtR X0l WAP BVI QIE
Ho|AQ9| IP FAE BOtEHLE, A ZAL|22l|0|M2 Mt WAPL| SSIDO| 4Z2E = &L
Ct. of2f CLIE AtE5tX| tt= 8% ZEH0|1E 0| ASAL| Gigabit1/2 QIE{H| 0|A0f O|HH! 7H|0|E
2 oiZ45H{oF Lict.

CLIE AI83l0d WAPE F435tEdE A< ASAMAM CLIZ MM E AIESD O] oA ZAI|aBo|MHe
A28 £ Ql&LICH oA 5t 5506W 2! 5506W _5GhzEt= O|E 2| 7S SSID7F MAE|2 2
FM ZECI0o|¢EE AFE5Io{ WAPO| @145t o REAM|G| & ElE & U&LICt.

M3t & M ERNZo| 5 ST E GUIo| M AT SSID|
Ct

+HE IP HeE AS5teE B 4 VLANOI CHEt WAP CLI 7+

dot 11 ssid 5506W
aut henti cati on open
guest - node

dot 11 ssid 5506W 5Ghz
aut henti cati on open
guest - node

|

interface Dot 11Radi 00
|

ssid 5506W

!
interface Dot 11Radi ol
|

ssid 5506W 5Chz
|

interface BvVI1
i p address 10. 1. 0. 254 255. 255. 255.0

ip default-gateway 10.1.0.1
|

interface Dot 11Radi 00

no shut
|

interface Dot 11Radi ol
no shut

O] A|MEE UEHEQl BHAHE 350 WAP ZAI|2pio|ME 2R E = QU {0l A A4Ad5H
SSID0|| HZAE Zeto|HE 9| | HEFRK{0 A WAPO| HA| AT 4~ Qlo{0F EHL|CH HMA ZQIE
o| 7|2 A2 X} O|E L CiscoO|1 Ciscol| H|AHE 7} CHE X} cL|Ct,

Cisco ASA 5506-X Series 2 Az 7}0|=

http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/5506X/5506x-quick-start.html#pgfld-
138410

k= A|ZF ABHAMO| BA|E 192.168.10.2 CHA! 10.1.0.2542] IP FAE ALEdlofF & LICEH

74

At Hm|ago|M2 £330 Ux|sHoF FLchod: IP HYIE MA8RCtD 7t-Hstn, 2FHX| oo™
Z10f et CHAIE LI


/content/en/us/td/docs/security/asa/quick_start/5506X/5506x-quick-start.html#pgfId-138410
/content/en/us/td/docs/security/asa/quick_start/5506X/5506x-quick-start.html#pgfId-138410

ASA 7HI|agolM

OlE{m|O|A:

nTI2did=2
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rlo

L AQIRI7} gl ZROIE MR ELICH

asa# sh run interface gigabitEthernet 1/2

nterface G gabitEthernetl/2
nanei f inside

security-level 100

i p address 10.0.0.1 255.255.255.0

asa# sh run interface gigabitEthernet 1/3

!

interface GigabitEthernetl/3
nameif sfr

security-level 100

ip address 10.2.0.1 255.255.255.0

asa# sh run interface gigabitEthernet 1/9

nterface G gabitEthernetl/9
nanei f wfi

security-level 100

i p address 10.1.0.1 255.255.255.0
asa#

DHCP:

asa# sh run dhcpd

dhcpd auto_config outside **auto-config frominterface 'outside' **auto_config dns x.x.x.Xx
X.X.X.X <-- these lines will depend on your ISP **auto_config domain isp.domain.com <-- these
lines will depend on your ISP ! dhcpd address 10.0.0.2-10.0.0.100 inside dhcpd dns 10.0.0. 250
interface inside dhcpd enable inside ! dhcpd address 10.1.0.2-10.1.0.100 wi fi dhcpd dns
10.0.0.250 interface wifi dhcpd enable wifi ! asa#

HTTP:

asa# show run http

http server enable

http 0.0.0.0 0.0.0.0 outside
http 0.0.0.0 0.0.0.0 inside
asa#



Aironet WAP ZI|agy|o|Md(0d SSID Hu|2d|o|M gi:)

asa# session w an consol e

ap>enabl e

Password: Cisco

ap#configure term nal

Enter configuration conmands, one per line. End with CNTL/Z.

api#ishow configuration | include default-gateway

ip default-gateway 10.1.0.1

ap#show configuration | include ip route

iproute 0.0.0.0 0.0.0.0 10.1.0.1

ap#show configuration | i interface BVI|:i.p address 10

interface BVI1 i p address
10. 1. 0. 254 255. 255. 255.0

FirePOWER 2 & 7 &(L5 &X| )

asa# session sfr console

Openi ng consol e session with nodul e sfr.

Connected to nodul e sfr. Escape character sequence is 'CTRL-~X .
> show net wor k

[ System Information ]

Host nane : Cisco_SFR
Domai ns : exanpl e. net
DNS Servers : 10.0.0. 250
Managenent port . 8305

IPv4 Default route

Gateway : 10.0.0.1
[ ethO ]
State . Enabl ed
Channel s : Managenment & Events
Mode :
VDI / MDI X : Aut o/ MDI X
MTU ;1500

MAC Address : BO: AA: 77:7C:. 84: 10



Configuration : Manual

Address : 10.0.0.254

Netmask : 255.255.255.0

Broadcast : 10.0.0.255
---------------------- [ TPV J-----mmmmm e - -
Confi guration : Disabl ed

[ Proxy Information ]

State . Disabl ed
Aut henti cati on . Disabl ed
>

FirePOWER 2 & T4(LIE &% A|2l)

asa# session sfr consol e

Openi ng consol e session with nodul e sfr.

Connected to nodul e sfr. Escape character sequence is 'CTRL-"X .
> show net wor k

[ System Information ]

Host name : G sco_SFR
Domai ns : exanpl e. net
DNS Servers : 10.0.0. 250
Managenent port : 8305

IPv4 Default route

Gateway : 10.2.0.1
[ ethO ]

State . Enabl ed
Channel s : Managenment & Events
Mode :
VDI / MDI X : Aut o/ MDI X
Mru ;1500
MAC Addr ess : BO: AA: 77:7C:. 84: 10
---------------------- [ IPv4A ]-—-- e
Configuration : Manual
Address : 10.2.0.254
Netmask : 255.255.255.0
Broadcast : 10.2.0.255
---------------------- [ TPV J-----mmmmm e - -
Confi guration : Disabl ed

[ Proxy Information ]
State . Disabl ed
Aut henti cati on . Disabl ed




Cte& &elRiuic
Mx| ZZMAE 2R 5H7] 9/5 WAPO SHH2 ) QZEIIER| 2olshaied Che 8 S #EHLICH

1. EIAE S210|IEE ASA LIE QIE{T0]A0] 9475t T 25t IP 29| LHo 9l= DHCPE S
Sl ASAOIA IP FAE s AISt=X] & lgLICtH
2. 2EIOIMENM o EEIRKE AL 510 hitps://10.1.0.2542 2 O[St AP GUIO| AUAM|AE

= AKX FlgfLo

3. LIS 2c+0|¢E QI ASAO|A SFR ZH 2| QIE{H| O|AE pingdto{ SHIE 1ZEE = QIFLCt

oiz{ &M VLANS E DHCP #+4

An|azfo|MHolHE EFY FM VLANE AL Ste W2 7H-EELICH 5 M AP2| BVI(Bridge Virtual
Interface)= 0124 VLANOI| CHEt EZ|X|E M3 E = U&LICHASAN A DHCPL| 7 & [HF 0,
5506WE 0424 VLANO] CHEt DHCP MHE T 4d3t21™ Gigabit1/9 RQUE{H 0|A 0] 5+ QIE{H O|A
E ddstn Z QlE{m|o|A0] O|F2 RIHat oF g LICH O MMolM= 7|2 ZHI|asolMdE X735t
11 ASAE 0421 VLANO] et DHCP M2 d¥st= o 2R HI|Tn|ojdE MEsts Z2A|
AE CHLAEFLICE.

OK

1EH7l. Gig1/90llM 7|& DHCP Hu|agy ol A7

MX{ Gig1/9(wifi) QIE{H O|AM|A 7|& DHCP ZHI|22|o|ME A 7HE Lt

ci scoasa# no dhcpd address 10.1.0.2-10.1.0.100 w fi
ci scoasa# no dhcpd enable wifi

2. Gig1/92] Z VLANO| CHEH 59| QIE{H 0] A A4

BN A ZRIEO| Fd8F ZF VLANOI CHEH Gig1/92| 5t2| QIE{H|0|AE T8t of = LICH O] of x| 7
zjazfolMolMeE & 7Hel ot QB m0|AE FIHELICH

-Gig1/9.5 - nameif vian57} /20 VLAN 5 2 ME4 10.5.0.0/2401 sHE & LIC}.
-Gig1/9.30 - nameif vlan300| /20 VLAN 30 2 M= 10.3.0.0/2401 & &L|Ct.

MRIZ 047101l FAE VLAN 2 AELI0] A A EOIEof RIEE VLAN U ML LxlsHot &
LIt nameif X 5+9] QIEJHI0|A ## = AL X7 Metsts @ E Zi0| = £ AaLich 2 GUIE A
8510 UM A ZQIEE TS oM LT F0IM WE AT MHME HFSUAIR.

ci scoasa(config)# interface g1/9.5

ci scoasa(config-if)# vlan 5

ci scoasa(config-if)# nanmeif vlanb

ci scoasa(config-if)# security-level 100

ci scoasa(config-if)# ip address 10.5.0.1 255.255.255.0

ci scoasa(config-if)# interface g1/9.30

ci scoasa(config-if)# vlian 30

ci scoasa(config-if)# nameif vlan30

ci scoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.30.0.1 255.255.255.0



3EtAl. 2+ VLANOI| CHSH DHCP &8 x| gruct.

T &2 2 VLANO CHa E= O DHCP £& &&EfLICl.0] FE | 722 ASAOIM EXo] EE A
H|A g nameifE LI 28l 0F BILICL.VLAN 5 &/ 302 ALE35l= 0/ ol of A % + = A
ci scoasa(config)# dhcpd address 10.5.0.2-10.5.0.254 vl an5

ci scoasa(config)# dhcpd address 10.30.0. 2-10. 30. 0. 254 vl an30

ci scoasa(config)# dhcpd enabl e vl anb5

ci scoasa(config)# dhcpd enabl e vl an30

40 H. HHA ZQIE SSIDE #&5t1, HI|agolME M¥stn, ZES MEFEELICH

OFX|2o 2 ASAS| ZAL|2R|0|AM0| CHESIEE HMA ZOIEE FAI5H0F BHLICHHAMA ZOIE
O| GUI QIE{H|O|AE A3 ASA LHE(Gigabit1/2) RQIE{H|0|A 0| HAZAE EEI0|MHEE 6H
APOIAM VLANS 7 AE £ &LICH 2Lt CLIE AI8310{ ASA 2& MME S&ll APE A&
Cle 2EMoZ 9445104 APE ZE|siEds AL o] Am|ago|Me ,E:*!"E"i'OE A& 35t0{ VLAN 52t
3004 2712 SSIDE MME 4+ U&LICE o]l AL|ago|Me2 22 ZHI|azl|old ZEQS|AP 2
& LHo| A I=435HoF &Lt

dot 11 vl an-nane VLAN3O0 vl an 30
dot 11 vl an-nane VLANS vlan 5
1
dot 11 ssid SSI D VLAN3O

vl an 30

aut henti cati on open

nbssi d guest - node
1
dot 11 ssid SSI D VLAN5

vlan 5

aut henti cati on open

nmbssi d guest - node

nt erface Dot 11Radi 00
!

ssid SSI D VLAN3O

!

ssid SSI D VLAN5
nbssi d

nterface Dot 11Radi 00.5

encapsul ati on dot1Q 5

bri dge-group 5

bri dge-group 5 subscri ber-1oop-control
bri dge-group 5 spanning-di sabl ed

bri dge-group 5 bl ock-unknown-source
no bridge-group 5 source-|earning

no bridge-group 5 unicast-flooding

nterface Dot 11Radi 00. 30

encapsul ati on dot 1Q 30

bri dge-group 30

bri dge-group 30 subscriber-1| oop-control
bri dge-group 30 spanni ng-di sabl ed

bri dge-group 30 bl ock-unknown- source
no bridge-group 30 source-|earning

no bridge-group 30 unicast-fl ooding

nt erface Dot 11Radi ol
]

ssid SSI D_VLAN30
!



ssid SSI D_VLAN5
nbssi d

interface Dot 11Radi 0l1.5

encapsul ati on dot1Q 5

bridge-group 5

bri dge-group 5 subscri ber-1oop-contro
bri dge-group 5 spanning-di sabl ed

bri dge-group 5 bl ock-unknown-source
no bridge-group 5 source-|earning

no bridge-group 5 unicast-flooding

nterface Dot 11Radi ol. 30

encapsul ati on dot 1Q 30

bri dge-group 30

bri dge-group 30 subscriber-1oop-contro
bri dge-group 30 spanni ng-di sabl ed

bri dge-group 30 bl ock-unknown- source
no bridge-group 30 source-|earning

no bridge-group 30 unicast-fl ooding

nterface G gabitEthernet0.5
encapsul ati on dot1Q 5
bridge-group 5

bri dge-group 5 spanning-di sabl ed
no bridge-group 5 source-|earning

nterface G gabitEthernet0. 30
encapsul ati on dot 1Q 30

bri dge-group 30

bri dge-group 30 spanni ng-di sabl ed
no bridge-group 30 source-|earning

nterface BvVI1
i p address 10.1.0.254 255.255.255.0
p default-gateway 10.1.0.1

nt erface Dot 11Radi 00

no shut
1

interface Dot 11Radi ol
no shut

O] A|I&olAs{ ASA & APS| Et2| Z1x|arl/o/4d0] 2t 2 E[o{of 5fH ASA= VLAN 5 & 3001 CHzt
DHCP A{b{ &S EfLICt. AP0 A{ write memory FEE At&5H0{ ZE/a ) 0[S HEEH & 244
ZX|7F 0715] QU= B2 CLIOA] reload BHEE AFE301 APE CtA| 2=8fof gfL|Ct a2} M2
MY EISSIDOM IP TLE A5t B FIF 2ol ER351 X[ 2h&Lict.

ap#write memory

Building configuration...

[OK]

ap#reload

Proceed with reload? [confirm]

Writing out the event log to flash:/event.log ...

A ASACIHIO|AE CHA| R2EE E 7t GI&LICHTIE MS HMA ZRIERCHA| 2
=3sHok gt

APS| MZE7} 22 E|H wifi EE LT HIEF 2 2EI0|ME A|AE0{|AM AP GUIO| 215l ok &
LicH detdo 2 AP7t 2t816| M2 E|= o of 22 0| AZILICH O] EFA|of A LBl EFAE %
&35toi WAP AI|ago|ME 22 & + JU&LICH

Cisco ASA 5506-X Series iF2 A|Z 7}0|=



http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/5506X/5506x-quick-start.html#pgfld-
138410

24| st

ASA ©1Z4d Ep{EAEIS x7| HI|aFo|MS 95t 7'|O|I:l§ ol EMo| HRIE BloffLIct 2E
EtAI7t SHI 2 A 2R E|F=K] = Rl52{H™ verify L configuration MM B R SHAAIL.
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