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1. ASDMS €11 wizards > VPN Wizards > Site-to-site VPN Wizard.
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',h Lita-to-site WPMN Cormection Setup Wizard =

Steps Feer Device [dentfication
1. Introduction This step lets you identifiy the paer WP dewvioe by i6s 1P address and the niterface used to access the peer.
2. Peer Dewvice
Tdentification Pear IF Addrass: |192.168. 1.1

3, Traffic te protect

4, Senurty WP Access Interface: | oussda =
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Sheps Traffic to protect
1. Tnsraductien This step keta vou identify $he local network and remate network between which the traffic ks to be protected wsing TPser endryption,
2. Peer Devicr Tdsntificatio :

Local Metworks  |10.2.2.0_24 [

1. Traffic to protect
4, Sacunty Rzsole Mebwork: |10.1.1,0_24 E

5. AT Exempt
& Summary

5. Security(22t) HO|X|0M A S ] 7|1E +HRLICHYZE B0 Lx|5H0F &). 22 Next B
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Slepy eyl
1. Infreduction Tris abep lets ywou secure the selected trafic

2, Poor Devics Tdentificatio

3. Trafic to prabect f H

4 rity A58 uses the pre<harsd kew antersd hers o sothenboais this desace wath the pesr. A500M il s=lect commion IKE and 1S80F ssounty parsmetsrs for
oy that vl alow sunnel establishment. Tt recommended that this option B also selected when configurng the remote peer,

5. HAT Exempt

&, Sumsary Pre-ghared Key: seeme

L 1 Custipmized Configuration

ouw can use pre-shared key or dighs cerbScale for suthenbica®on with e pee devdoe. You can g e bure the dads enorypbion algonthms ASDR
selected for you,
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[ Site-to-site WP Connection Setin Wizar] W E—

ST
Here i the summary of the configuration.

Isame=

=l summary
Peer Devic= IP Address
WPN Access Inserface

Frotected Traffic

ERE Vension ilovwed
=1 Authenticytion Methiod

Value

192168, 1.1

oustside

Local Metwork: 1002 20024
Remote Hebsors 101 1.0/2%
EE version 1 .and IKE version 2

IKE wi Uz pre-shared key
IHE v Use pre-shared key when bcal device acress the peer
Ui pre-chare key when pesr device sotess e loca devie
=1 Encryption Policy
Perlecl Forward Sececy (PFS) Drsbiled
= KE vl
IKE Palicy pre-share-g=c-ala
ESP-AES-133-5HA, ESP-AES- 1ZE-MI0 5, ESP-AFS-192-CHA, ESP-AES-192-MD5,
[Peec Propossl ESP-AES-255 -5HA, E3P -AES-256-H05, ESP-TDES -5HA . ESP-3DESHDS,
ESF-DES-SHA, E57-DES-HDS
“ITREv2
IKE Paficy
IFaec Proposesl ACS5356, AES 192, AES, 30ES, DES

) [ ErRETs -

CLIE 83l 4
H0q| CHSH A&k},

0| M Mofl A& CLIE S35l IKEv1 IPsec Site-to-Site E{'d2 FAsHe W

ASA HT1 8.4 o|dof Cli3 ALO|E B 71

ASA H7T 8.4 0|40l HE IKEv1 & IKEv2(Internet Key Exchange version 2)0 CHEt X|¢40] =&
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1. 2|7 QIE{H|0|A 0| M IKEVIE & d3tetedH CLIO CHE FE S U™

crypto ikevl enable outside

He{™ ASALL 2t E{ Z4T| 1 21[0]4M 0 Cisco E AT A

2. sl Al @15, Diffie-Hellman 12, £ 2l &5 3l0f AFE 21 2|E/HHE XHo|5t= IKEvI

O, L-Oy
M Mgt

crypto ikevl policy 1
!The 1 in the above command refers to the Policy suite priority
(1 highest, 65535 | owest)


http://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113597-ptn-113597.html#topic1N400024
http://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
http://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html

aut henti cation pre-share
encrypti on aes

hash sha

group 2

lifetine 86400

IPsec E ofgiol E{d 2 &S BHED T|of IP F4 L EE A SR 718 FEFLICL

tunnel -group 192.168.1.1 type ipsec-I|2I

tunnel -group 192.168.1.1 ipsec-attributes

i kevl pre-shared-key cisco

! Note the I KEvl keyword at the beginning of the pre-shared-key command

2EHAH|(IPsec)
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obj ect network 10.2.2.0_24
subnet 10.2.2.0 255.255.255.0
obj ect network 10.1.1.0_24
subnet 10.1.1.0 255.255.255.0

access-list 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_ 24

. TS(Transform Set)& T4 gfLICt o] MHollE 7IH=7t Z g Elofof BLIC Kevi. #1724 =

oz SYEH TSE d-dsHok g LICH

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnac

Cle A A7) &= ot 535 oHe L AISHL|C}

o IP Fozt el ECfEE X ete MOl HMA SETSME ALl PFS(Perfect Forward
Secrecy) M - HIO|E{E E 5 517| QI8 A2 El= ME2 Diffie-Hellman 7| 42 A ghL|ct
(2EHAIZH AIEHE|7| Hof FZ 0| PFSE & 43}l ok &f).

. QF ClEmo|A0 53 ME MIELICH

crypto map outside_map 20 match address 100

crypto map outside_map 20 set peer 192.168.1.1

crypto map outside_map 20 set ikevl transformset mnyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

NAT oi| 2]

VPN E2HZlof CH2 NAT 7£/0] MR /x| o =X| &l
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nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static
10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-I|ookup

D ofz] MEUS ASStE B2 BE A4 UOHY MEUS ZEsts A 18

04 NAT T 20l A AtE st oF ELICt.

obj ect-group network 10.x. x.x_SOURCE
net wor k- obj ect 10.4.4.0 255. 255.255.0
net wor k- obj ect 10.2.2.0 255.255.255.0

obj ect network 10. x. x. x_DESTI NATI ON
net wor k- obj ect 10.3.3.0 255.255.255.0
net wor k- obj ect 10.1.1.0 255.255.255.0

nat (inside,outside) 1 source static 10.x.x.X_SOURCE 10. x. X. Xx_SOURCE desti nati on
static 10.x.x.x_DESTI NATI ON 10. x. x. x_DESTI NATI ON no- proxy-arp route-|ookup
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ALO|E BO| MA| 712 Cit5xt Z&LCh

crypto ikevl enable outside

crypto ikevl policy 10
aut henti cation pre-share
encryption aes

hash sha

group 2

lifetime 86400

tunnel -group 192.168.1.1 type ipsec-|2|
tunnel -group 192.168.1.1 ipsec-attributes
i kevl pre-shared-key cisco

I'Note the | KEvl keyword at the begi nning of the pre-shared-key comand.

obj ect network 10.2.2.0_24
subnet 10.2.2.0 255.255.255.0
obj ect network 10.1.1.0_24
subnet 10.1.1.0 255.255.255.0

access-list 100 extended permt ip object

10.2.2.0_24 object 10.1.1.0_24

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnac

crypto map outside_map 20 match address 100
crypto map outside_map 20 set peer 192.168.1.1
crypto map outside_nap 20 set ikevl transformset nyset

crypto map outside_map 20 set pfs
crypto map outside_map interface outside

nat (inside,outside) 1 source static 10. 2.

2.0_24 10.2.2.0_24 destination static

10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-I|ookup
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ASA BT 8.2 O[30l CHEH AbO|= A 74
Ol A4440{ A= ASA EHTH 8.2 OI5H01l CHSH AOI= AB TSt ol CisH AIetLICt
1EH7H(ISAKMP)

1EHA| A mzefofMof CHal ChE BAIE 2t 2 & LICH

1. 2|5 QIE{H 0| A 04 A ISAKMP(Internet Security Association and Key Management
Protocol)E & A&6t240 CLIof| CHS WS =2dgtL|ct.

crypto isakmp enable outside
23 048] Tl IKE(IKEv1 X IKEv2)E ] 0|4 X|E|X| e 2 1EHAIE 2t Zx 57| 25l
ISAKMP 7} AHEElL|CH.

2. 1EHHE YEStE O A8 E 1 E|B/HMEE HolstE ISAKMP HAg gHEL|CH

21 o] of|d| ZAx|2BiolMAHIME Keve A 9.xOIM CHE 2 2 CHAIE 1sakmp.
crypto i saknp policy 1

aut henti cation pre-share

encrypti on aes

hash sha

group 2

lifetinme 86400

3. A 37 7|18 AHE5t0{ I|o] IP FA(RF IP F4 5515)01 CHEH B O &2 MEL|ct.

tunnel -group 172.16.1.1 type ipsec-12I
tunnel -group 172.16.1.1 ipsec-attributes
pre-shar ed-key cisco

2EtAH|(IPsec)
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access-list 100 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

2. M8 7tset 2E gEst A olld dnE|Eol 2 E TSE HoFLICHASE EXMole 25
E7FQUF). O E Zol FFHE [t SYeHx| gelghct

crypto i psec transformset nyset esp-aes esp-sha-hnac

3. CS 7A QAE m3tsi= ot 535 42 s |}
o] IP FABA ESHTIS T atshs HOlE AMA SETSHOIEIE 25517 Qs ALSElS
M Diffie-Hellman 7| 4 & M435l= PFS A (MEH ALE). Phase 27} A|EHE[2{EH &0
PFSE &/d3tsifol gfLICt.

4. 2|F QlE{Ho|A0| & 53t WS MSELICH



crypto map outside_map 20 set peer 172.16.1.1
crypto map outside_map 20 match address 100
crypto map outside_map 20 set transformset nyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

NAT of|2|

NAT AAtolAM M 2E EBEE HolstE HMA SES YEELICH of HHMME 8T
af Hl

CHall Holgt HM|A S 51t Hz st

access-list nonat line 1 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

ofE] MELIS ALBSHE B SUR ANA S0l CHE

fijo

FIHerch.

access-list nonat line 1 extended permt ip 10.3.3.0 255.255.255.0
10.4.4.0 255.255.255.0

rlo

BMA SF2 CHZ 0 Z 0] NATEE E7H AFS ELICH

nat (inside) 0 access-list nonat

&1 07| M 'inside'= ASA7H HMA S5 Ux[ets ESEE Al5ts LR
O|§& LtEtLICH

ME T 2

ALOIE AS| MA| 712 Ch&xt Z &L

crypto isakmp enable outside
crypto i saknp policy 10

aut hentication pre-share
encryption aes

hash sha group 2

lifetinme 86400

tunnel -group 172.16.1.1 type ipsec-12|
tunnel -group 172.16.1.1 ipsec-attributes
pre-shar ed-key cisco

access-list 100 extended permt ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0
crypto i psec transformset nyset esp-aes esp-sha-hnac

crypto map outside_map 20 set peer

crypto map outside_map 20 match address 100
crypto map outside_map 20 set transformset nyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

access-list nonat line 1 extended permit ip 10.1.1.0 255.255.255.0
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10.2.2.0 255.255.255.0

nat (inside) O access-list nonat

ot

08 PMe B0l MBEE S8 ANS Holsts ol AL ELICH 0|3 HAL Eig 181}
A =

E MA2 ASA0| HolEl EM0AM 7K 2E internal E._E QI8 MM #2|5t= external 2 &
g9 Mol5t7| {lall AHE =l EELICE.

group-policy SITE A internal

21 I8 MMM 0i2] S48 HolE 4+ gLt Jhs# BE 54 S22 Cisco ASA
5500 Series HH 5.22] Selected ASDM VPN Configuration Procedures2| Configuring Group
Policies MM & FHZ5HMAI2.

28 E e By

O| vpn-tunnel-protocol Eg% 0|E4%|_|' AE'USI% 7;|'<‘E§'3|'|O|’ 3|'E E-IL-E-l %’%% 4 'IE L—|E-|' O| O‘HO'IM‘II_
IPsecO| A& ElLICtH

vpn-tunnel - protocol ?

group-pol i cy node conmands/ opti ons:

I PSec | P Security Protocol |2tp-ipsec L2TP using | PSec for security
svc SSL VPN dient

webvpn WebVPN

vpn-tunnel -protocol ipsec - Versions 8.2 and prior
vpn-tunnel - protocol ikevl - Version 8.4 and |ater

HI2 -_rL 5l01 & HEN(EDE H3)E RXIStD CIREIX| A5 & = J&LCH ol SME T
Ao"5|'E=| vpn-idle-timeout Eg Z,tg -E-% AP%éHOI’ E}'L—|E|' :LE_|x| OJ'OI:'._:' ,t% noneé E‘|"é-|0| JcE'll:l'l EI’

2&/x| k&Lt

o& S™ Ch31t Z &L

group-policy SITE_A attributes

vpn-idle-tineout ?

group-pol i cy node conmands/ opti ons:

<1-35791394> Number of minutes

none | Psec VPN. Disable timeout and allow an unlimited idle period;

O| default-group-policy tunnel group2| general attributes Ot2Hof U= BHE2 MHE E'Hol CHEF EH
MM MHHEE FAISH] fa A8 K= 28 HMS HolgfLich 38§ MMM Holghx| g2 SM
off ciEh 7|82 dE2 MY 7|8 38 8™ 7H XS LCt.


/content/en/us/td/docs/security/asa/asa72/asdm52/selected_procedures/asdmproc/asdm_grp.html
/content/en/us/td/docs/security/asa/asa72/asdm52/selected_procedures/asdmproc/asdm_grp.html

tunnel -group 172.16.1.1 general -attributes
defaul t-group-policy SITE_A

Ct&2 &elghuCh
21|28 0| 40| MCHZ &S 3Ho x| HelsteH of Mol MZE HEE A ELIC
ASDM

ASDMOIAM E{'d AEE 2243 Monitoring > vPN. MEBElE MEE Cl=210 Z4&LCh
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show crypto ikevl sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 192.168.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE
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show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 I KE Peer: 172.16.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE
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ol show crypto ipsec sa I:'c=>|ac=>||_ |0'| 7"0‘” __rl.7<5| sec SA A|°|'|—||:-|' |°:|§_§|' = E‘lL'E-'S |—'||Eo-|3-
10.1.1.02+ 10.2.2.0 Ztoll E2E= E2f=l0of| EHoH IP &2~ 192.168.1. ‘IJ—P 172.16.1.1 AtO|of| S EL|

Ch QHI2E Y ot RHt2E ECHEE 2l 25 & 2712 ESP SAE & Qg = &Lt
AH(Authentication Header)= AH SA7} Q1o O 2 A E|X| ot&L EP.

ALO|E B(5515) S0l M 25t AT @|olMe &olstedd S HHS cLiof 238fLct.

interface: FastEthernetO
Crypto map tag: outside_map, local addr. 172.16.1.1
local ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 192.168.1.1

PERM T, flags={origin_is_acl,}

#pkts encaps: 20, #pkts encrypt: 20, #pkts digest 20

#ipkts decaps: 20, #pkts decrypt: 20, #pkts verify 20

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. failed: O,

#ipkts deconpress failed: 0, #send errors 0, #recv errors O

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.16.1.1

path nmtu 1500, nedia ntu 1500

current outbound spi: 3D3

i nbound esp sas:

spi: 0x136A010F(325714191)
transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 3442, flow.id: 1443, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

replay detection support: Y

i nbound ah sas:

i nbound pcp sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x3D3(979)
transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 3443, flow_.id: 1444, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

replay detection support: Y

out bound ah sas:

out bound pcp sas

o)
T

I
d
ok

|24
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interface: FastEthernetO
Crypto map tag: outside_map, local addr. 192.168.1.1
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
current_peer: 172.16.1.1
PERM T, flags={origin_is_acl,}
#pkts encaps: 20, #pkts encrypt: 20, #pkts digest 20
#pkts decaps: 20, #pkts decrypt: 20, #pkts verify 20
#pkts conpressed: 0, #pkts deconpressed: 0O



#pkts not

conpressed: 0, #pkts conpr. failed: O,

#pkts deconpress failed: 0, #send errors 0, #recv errors O
local crypto endpt.: 192.168.1.1, remote crypto endpt.: 172.16.1.1
path mu 1500, media ntu 1500
rent outbound spi: 3D3
i nbound esp sas:
: Ox136A010F(325714191)
transform: esp-aes esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 3442, flow_id: 1443, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

cur

spi

1V size:

8 bytes

repl ay detection support: Y
i nbound ah sas:
i nbound pcp sas:
i nbound pcp sas:
out bound esp sas:
: 0x3D3(979)
transform: esp-aes esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 3443, flow_id: 1444, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

spi

1V size:

8 bytes

repl ay detection support: Y
out bound ah sas:
out bound pcp sas

= e e

B Aol *|X|E & Qleted™ ChS debug BHE LUZELICH

- debug crypto ikevl 127 (1 E|'7=||)
- debug crypto ipsec 127 (2EHA))

CHS 2 CIHI £349 ™A of &iLCh.

| PSEC( crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC( crypt o_map_check) - 3: Checking crypto map outsi de_map 20: natched.

Feb 13 23:48:56 [|I KEvl DEBUQ Pitcher: received a key acquire nmessage, spi 0x0
| PSEC( crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC( crypt o_map_check) - 3: Checking crypto map outsi de_map 20: natched.

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, IKE Initiator: New Phase 1, Intf NP

| de

ntity Ifc,

| KE Peer 192.168.1.1 |ocal Proxy Address 10.2.2.0, renote Proxy

Address 10.1.1.0, Crypto nmap (outside_map) Feb 13 23:48:56 [IKEvl DEBUG I P =

192
192
Feb
ver
Feb

.168.1.1,
.168.1.1,
13 23:48:

constructing | SAKMP SA payl oad Feb 13 23:48:56 [I KEvl DEBUG | P =
constructing NAT-Traversal VID ver 02 payl oad
56 [IKEvl DEBUG I P = 192.168.1.1, constructing NAT-Traversal VID

03 payl oad

13 23:48:

56 [IKEvl DEBUG I P = 192.168.1.1, constructing NAT-Traversal VID



ver RFC payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing Fragnentation VID +
ext ended capabilities payl oad

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 172

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + SA (1) + VENDCR (13) + VENDOR (13) + NONE (0) total
length : 132

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. , Received Fragnentation VID

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, |KE Peer included |IKE
fragnentation capability flags: Miin Mde: True Aggressive Mde: True

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, constructing nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing G sco Unity

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing xauth V6

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Send 10S VID

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, Constructing ASA spoofing I CS
Vendor | D payl oad (version: 1.0. capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Send Altiga/C sco VPN3000/Ci sco
ASA GW VI D

processi ng SA payl oad

Cakl ey proposal is acceptable
processi ng VID payl oad

Recei ved NAT-Traversal ver 02 VID
, processing VID payl oad

PR R RR R PR
R = S S

n o

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing NAT-Di scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing NAT-Di scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304
Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing | SA KE payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUG ?I P = 192.168. 1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. , Received Cisco Unity client VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. processi ng VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. Recei ved xauth V6 VID

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. , processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. , Processi ng VPN3000/ ASA spoofi ng
I OS Vendor |D payload (version: 1.0.0, capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received Altigal/ G sco

VPN3000/ Ci sco ASA GW VI D

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
1

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Connection landed on tunnel_ group
192.168.1.1

Feb 13 23:48:56 [IKEvl DEBUF! Group = 192.168.1.1, IP = 192.168.1.1, Cenerating

e N e e
N



keys for Initiator...

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, constructing
I D payl oad

Feb 13 23:48:56 [IKEvl DEBUG ! Group = 192.168.1.1, IP = 192.168.1.1, constructing
hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Constructing | OS keep alive

payl oad: proposal =32767/ 32767 sec.

1

Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/3/10 ns

ci scoasa# Feb 13 23:48:56 [| KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1,
constructing dpd vid payl oad

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1, Automatic NAT
Detection Status: Remote end is NOT behind a NAT device This end is NOT behind
a NAT device

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, processing

I D payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1,

ID_| PVA_ADDR I D received 192.168.1.1

Feb 13 23:48:56 [| KEvl DEBUQG G oup
processi ng hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Processing | COS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 23:48:56 [| KEvl DEBUQG G oup
VI D payl oad

Feb 13 23:48:56 [I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, Received

DPD VI D

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Connection |anded on tunnel _group
192.168.1.1

Feb 13 23:48:56 [I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, Cakley

begi n qui ck node

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1, IKE
Initiator starting QW nmsg id = 4c073b21

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1], PHASE 1 COMPLETED
Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Keep-alive type for this connection: DPD
Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Starting P1
rekey timer: 73440 seconds.

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Di rection: inbound

SPI : 0x03FCODBY

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

192.168.1.1, IP = 192.168.1. 1,

192.168.1.1, IP = 192.168.1.1, processing

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
I KE got SPI from key engi ne: SPI = 0x03fc9db7

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
oakl ey constucting qui ck node

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
constructing bl ank hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,



constructing | PSec SA payl oad

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
constructing | PSec nonce payl oad
Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing proxy ID

Feb 13 23:48:56 [IKEvl DEBUG]Group
Transmitting Proxy Id:

Local subnet: 10.2.2.0 mask 255.255.255.0 Protocol 0 Port 0

Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0

Feb 13 23:48:56 [| KEvl DECCDE] G oup = 192.168.1.1, IP = 192.168.1.1,

IKE Initiator sending Initial Contact

Feb 13 23:48:56 [| KEvl DEBUG Group = 192.168. 1.1,

IP = 192.168.1.1, constructing gm hash payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1,

IP =192.168.1.1, IKE Initiator sending 1st QM pkt: msg id = 4c073b21

Feb 13 23:48:56 [IKEv1]IP = 192.168. 1.1, |KE_DECCDE SENDI NG Message (mnsgi d=4c073b21)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +

NOTI FY (11) + NONE (0) total length : 200

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168. 1.1, |KE_DECCDE RECElI VED Message (msgi d=4c073b21)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 172

192.168.1.1, IP 192.168.1.1,

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processi ng hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processi ng SA payl oad

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processi ng nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

processing | D payl oad

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1,
I D_| PV4_ADDR_SUBNET | D received--10. 2. 2. 0- - 255. 255. 255. 0

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

processing | D payl oad

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1,
I D_| PV4_ADDR_SUBNET | D received--10. 1. 1. 0--255. 255. 255. 0

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

| oading all |PSEC SAs

Feb 13 23:48:56 [I KEvl DEBUG G oup = 192.168.1.1, IP
Generating Quick Mbde Key!

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
NP encrypt rule |l ook up for crypto map outside_map 20 matchi ng ACL
100: returned cs_i d=6ef246d0; encrypt_rul e=752972d0;

t unnel Fl ow_r ul e=75ac8020

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
Generating Quick Mde Key!

| PSEC. New enbryoni c SA created @ 0x6f0e03fO0,

SCB: 0x75B6DD00,

Di rection: outbound

SPI : 0x1BAOC55C

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

| PSEC. Conpl et ed host OBSA update, SPI 0Ox1BAOC55C

| PSEC. Creating outbound VPN context, SPI 0Ox1BA0C55C

Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI : 0x1BAOC55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00000000

192.168.1. 1,



SCB : 0x0B47D387

Channel : Ox6ef 0a5c0

| PSEC. Conpl et ed out bound VPN context, SPI 0x1BAOC55C

VPN handl e: 0x0000f 614

| PSEC. New out bound encrypt rule, SPI 0x1BA0C55C

Src addr: 10.2.2.0

Src mask: 255.255.255.0

Dst addr: 10.1.1.0

Dst mask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: O

Use protocol: false

SPI: 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt rule, SPI 0x1BAOC55C

Rule I D: 0x74elc558

| PSEC. New out bound permit rule, SPI 0x1BAOC55C

Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol : 50

Use protocol: true

SPI: Ox1BAOC55C

Use SPI: true

| PSEC. Conpl et ed outbound permit rule, SPI 0x1BAOC55C

Rul e I D: 0Ox6f0dec80

Feb 13 23:48:56 [IKEvl DEBUG]Group = 192.168.1.1, IP = 192.168.1.1], NP encrypt rule
look up for crypto map outside_map 20 matching ACL 100: returned cs_id=6e£24640;
encrypt_rule=752972d0; tunnelFlow_rule=75ac8020

Feb 13 23:48:56 [IKEvl] Group = 192.168.1.1, IP = 192.168.1.1, Security negotiation
conplete for LAN-to-LAN Group (192.168.1.1) Initiator, Inbound SPI = 0x03fc9db7,
Qut bound SPI = 0x1baOc55c

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, oakley
constructing final quick node

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1, IKE Initiator
sending 3rd QM pkt: msg id = 4c073b21

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECCDE SENDI NG Message (mnsgi d=4c073b21)
with payloads : HDR + HASH (8) + NONE (0) total length : 76

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, |IKE got a KEY_ADD
msg for SA: SPI = Ox1lbaOc55c

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Direction: inbound

SPI : 0x03FCIDB7

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp



Lifetime : 240 seconds

| PSEC. Conpl et ed host |BSA update, SPI 0Ox03FCODB7

| PSEC. Creating inbound VPN context, SPI 0x03FCODB7
Fl ags: 0x00000006

SA : 0x75298588

SPI : 0x03FCODB7

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0Ox0000F614

SCB : 0x0B4707C7

Channel : 0x6ef 0a5cO

| PSEC. Conpl eted i nbound VPN context, SPI 0x03FCODB7
VPN handl e: 0x00011f 6¢c

| PSEC. Updating out bound VPN cont ext 0x0000F614, SPI Ox1BA0OC55C
Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI : 0x1BA0C55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00011F6C

SCB : 0x0B47D387

Channel : 0x6ef 0a5cO

| PSEC. Conpl et ed out bound VPN context, SPI 0x1BAOC55C
VPN handl e: 0x0000f 614

| PSEC. Conpl et ed out bound inner rule, SPI O0x1BA0C55C
Rul e I D: 0x74elc558

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x1BA0C55C
Rul e 1 D: 0x6f0dec80

| PSEC. New i nbound tunnel flow rule, SPI 0x03FCODB7
Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0

Dst nmask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: O

Use protocol: false

SPI: 0x00000000

Use SPI: false

| PSEC. Conpl eted i nbound tunnel flow rule, SPI 0x03FC9DB7
Rul e I D: 0x74elb4a0

| PSEC. New i nbound decrypt rule, SPI 0x03FCODB7
Src addr: 192.168.1.1

Src mask: 255.255. 255. 255

Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: 50

Use protocol: true

SPI: 0x03FCODB7

Use SPI: true



| PSEC. Conpl eted i nbound decrypt rule, SPI 0x03FC9DB7
Rul e I D: 0x6f0de830

| PSEC. New i nbound pernit rule, SPI 0x03FCODB7

Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255

Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI : 0x03FCODB7

Use SPI: true

| PSEC. Conpl eted i nbound pernmit rule, SPI O0x03FCODB7
Rul e I D: 0Ox6f0de8d8

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP
recei ved KEY_UPDATE, spi 0x3fc9db7

Feb 13 23:48:56 [ KEvl DEBUG Group = 192.168.1.1, IP
P2 rekey tinmer: 24480 seconds.

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1, PHASE 2
COMPLETED (msgid=4c073b21)

192.168.1.1, Pitcher:

192.168.1.1, Starting

E'd Aol ?|X|E & lett{™ LIS debug B

fjo
I°
o
ok
-
o

- debug crypto isakmp 127 (1EH7])
- debug crypto ipsec 127 (2EHA))
CtE& ClHa &9 ™A od Lct.

Feb 13 04:19:53 [IKEvl]: |IP = 172.16.1.1, |KE_DECCDE RECElI VED Message (msgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
NONE (0) total length : 172

Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16. Recei ved Fragmentation VID

Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16. | KE Peer included | KE fragmentation
capability flags: Main Mde: True Aggressive Mde: True

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing | KE SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: IP = 172.16.1.1, IKE SA Proposal # 1, Transform # 1
acceptable Matches global IKE entry # 1

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing | SAKMP SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.1.1, constructing NAT-Traversal VID ver
02 payl oad

processi ng SA payl oad

Cakl ey proposal is acceptable
processi ng VID payl oad

Recei ved NAT-Traversal ver 02 VID
processi ng VID payl oad

Recei ved NAT-Traversal ver 03 VID
processi ng VID payl oad

Recei ved NAT-Traversal RFC VID
processi ng VID payl oad

PEPRPPRPERPREREPERERPE
PRPRRPPPRRPPEPRR



Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, constructing Fragnentation VID +

ext ended capabilities payl oad

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, | KE_DECODE SENDI NG Message (msgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 132
Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECODE RECElI VED Message (nsgid=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing | SA KE payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received G sco Unity client VID

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received xauth V6 VID

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Processi ng VPN3000/ ASA spoofing |1 OS
Vendor | D payload (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received Altigal/C sco VPN3000/ G sco
ASA GW VI D

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processi ng NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processi ng NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing C sco Unity VID payl oad
Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing xauth V6 VID payl oad
Feb 13 04:19:53 [IKEvl DEBUF: IP = 172.16.1.1, Send IOS VID

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, Constructing ASA spoofing | OS Vendor
I D payl oad (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Send Altiga/ C sco VPN3000/Ci sco

ASA GW VI D

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.
Feb 13 04:19:53 [IKEvl DEBUG: IP = 172. , conmputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172. , constructing NAT-D scovery payl oad

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1
Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Generating keys
for Responder. ..

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (mnsgid=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message (msgi d=0) with
payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)

total length : 96

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

I D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: Goup = 172.16.1.1, IP = 172.16.1.1, |1D_|I PV4_ADDR

ID received 172.16.1.1

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Conputing

hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Processing | OS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

VI D payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Received DPD VID
Feb 13 04:19:53 [IKEvl1l]: Group = 172.16.1.1, IP = 172.16.1.1, Automatic NAT Detection
Status: Remote end is NOT behind a NAT device This end is NOT behind

a NAT device

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1

AN
©

, constructing NAT-D scovery payl oad

=
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Feb 13 04:19:53 [IKEvl DEBUF: G oup = 172.16.1
constructing | D payl oad

Feb 13 04:19:53 [IKEvl DEBUF: G oup = 172.16.1
constructing hash payl oad

Feb 13 04:19:53 [IKEvl DEBUF: G oup = 172.16.1
Conputing hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUF: G oup = 172.16.1

constructing dpd vid payl oad
Feb 13 04:19:53 [IKEv1]:
payl oads :
total length : 96

Feb 13 04:19:53 [IKEvl]:
Feb 13 04:19:53 [IKEv1]:

Group

IP =172.16.1.1,

172.16.1.1, IP
IP = 172.16.1.1, Keep-alive type for this connection:

.1,

.1,

.1,

.1,

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1,

rekey timer: 82080 seconds.

Feb 13 04:19:53 [I KEvl DECODE] :
4c073b21

Feb 13 04:19:53 [IKEv1]:
(msgi d=4c073b21) with payl oads :
ID (5) + NOTIFY (11) + NONE (0) total

Feb 13 04:19:53 [IKEvl DEBUG: G oup
processi ng hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: G oup
processi ng SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: G oup
processi ng nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: G oup

processing | D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: Goup = 172.16.1.1,

IP =172.16.1.1,

length :
172.16.1

172.16.1
172.16.1

172.16.1

IP =172.16.1.1, |

200
.1,

.1,

.1,

.1,

IP =172.16.1.1,
IP =172.16.1.1,
IP =172.16.1.1,

IP =172.16.1.1,

| KE_DECODE SENDI NG Message (nsgi d=0) with
HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)

172.16.1.1, PHASE 1 COMPLETED
DPD

IP =172.16.1.1, Starting P1

KE Responder starting Q4 nsg id

| KE_DECODE RECEI VED Message
HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +

IP =172.16.1.1,
IP =172.16.1.1,
IP =172.16.1.1,
IP =172.16.1.1,

IP =172.16.1.1,

I D_| PV4_ADDR_SUBNET | D received--10. 2. 2. 0- - 255. 255. 255. 0

Feb 13 04:19:53 [ KEv1]:

Goup = 172.16.1.1,

IP = 172.16.1.1, Received renpte |IP

Proxy Subnet data in |ID Payl oad: Address 10.2.2.0, Mask 255.255. 255. 0,

Protocol 0, Port O
Feb 13 04:19:53 [IKEvl DEBUG: G oup
processing | D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: G oup
I D_| Pv4_ADDR _SUBNET I D received--10.1
Feb 13 04:19:53 [IKEv1]:

Goup = 172.16.1.1,

172.16.1

1.

.1,

172.16.1.1,
0--255. 255. 255. 0
|P = 172.16.1.1, Received | ocal

IP =172.16.1.1,

IP =172.16.1.1,

I P

Proxy Subnet data in |ID Payl oad: Address 10.1.1.0, Mask 255.255. 255.0,

Protocol 0, Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
notify payl oad

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, QM IsRekeyed ol d sa
not found by addr

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Static Crypto Map
check, checking map = outside_map, seq = 20...

Feb 13 04:19:53 [IKEvl1l]: Group = 172.16.1.1, IP = 172.16.1.1, Static Crypto Map
check, map outside_map, seq = 20 is a successful match

Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, IKE Remote Peer
configured for crypto map: outside_map

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: Group = 172.16.1.1, IP = 172.16.1.1], IPSec SA
Proposal # 1, Transform # 1 acceptable Matches global IPSec SA entry # 20

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, I KE requesting SPI!

| PSEC. New enbryoni c SA created @ O0xAB5C63A8,

SCB: OxABD54E98,
Direction: inbound

SPI 0x1BA0C55C
Session | D: 0x00004000
VPI F num : 0x00000001
Tunnel type: |2]

.1.1, Constructing | OS keep alive payl oad:



Protocol : esp

Lifetine : 240 seconds

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, |KE got SPI
from key engine: SPI = 0Ox1lbaOc55c

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, oakley
constucting qui ck node

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
bl ank hash payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
| PSec nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
proxy ID

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Transmitting
Proxy Id:

Renmot e subnet: 10.2.2.0 Mask 255.255.255.0 Protocol O Port O

Local subnet: 10.1.1.0 nmask 255.255.255.0 Protocol O Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
gm hash payl oad

Feb 13 04:19:53 [IKEvl DECODE]: Group = 172.16.1.1, IP = 172.16.1.1, |KE Responder
sending 2nd QM pkt: msg id = 4c073b21

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE SENDI NG Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +
ID (5) + NONE (0) total length : 172

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + NONE (0) total length : 52

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
hash payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, loading all

| PSEC SAs

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
Qui ck Mode Key!

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, NP encrypt
rule l ook up for crypto nap outside_map 20 matching ACL 100: returned

cs_i d=ab9302f 0; rul e=ab9309b0

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Generating
Qui ck Mode Key!

| PSEC. New enbryoni c SA created @ 0xAB570B58,

SCB: 0xABD55378,

Di rection: outbound

SPI : 0x03FCODB7

Session | D: 0x00004000

VPI F num : 0x00000001

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

| PSEC. Conpl et ed host OBSA update, SPI 0Ox03FCODB7

| PSEC. Creating outbound VPN context, SPI 0x03FCODB7

Fl ags: 0x00000005

SA : OxAB570B58

SPI : 0x03FCODB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00000000

SCB : 0x01512E71

Channel : 0xA7A98400

| PSEC. Conpl et ed out bound VPN context, SPI 0x03FC9DB7

VPN handl e: 0x0000F99C

| PSEC. New out bound encrypt rule, SPI O0x03FCODB7

Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0

Dst mask: 255.255.255.0

172.16.1.1, Generating



Src ports

Upper: O
Lower: O
O : ignore
Dst ports
Upper: O
Lower: O
O : ignore

Protocol: O

Use protocol: false

SPI: 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt rule, SPI 0x03FCODB7

Rul e I D: OxABD557B0

| PSEC. New out bound permit rule, SPI 0x03FCODB7

Src addr: 192.168.1.1

Src mask: 255. 255. 255, 255

Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI : 0x03FCODBY

Use SPI: true

| PSEC. Conpl et ed out bound permit rule, SPI 0x03FC9DB7

Rul e I D: OxABD55848

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, NP encrypt rule
| ook up for crypto map outside_nap 20 matching ACL 100: returned cs_i d=ab9302f 0O;
rul e=ab9309b0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Security negotiation
conplete for LAN-to-LAN Group (172.16.1.1) Responder, |nbound SPI = 0OxlbaOc55c,
Qut bound SPI = 0x03f c9db7

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, IKE got a
KEY_ADD nmsg for SA: SPI = 0x03fc9db7

| PSEC. Conpl et ed host | BSA update, SPI 0Ox1BAOC55C

| PSEC. Creating i nbound VPN context, SPI 0x1BAOC55C

Fl ags: 0x00000006

SA : OxAB5C63A8

SPI : 0x1BAOC55C

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0x0000F99C

SCB : 0x0150B419

Channel : 0xA7A98400

| PSEC. Conpl et ed i nbound VPN context, SPI 0Ox1BA0C55C

VPN handl e: 0x0001169C

| PSEC. Updating out bound VPN cont ext 0x0000F99C, SPI 0x03FCODB7
Fl ags: 0x00000005

SA : OxAB570B58

SPI : 0x03FCIDB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x0001169C

SCB : 0x01512E71

Channel : 0xA7A98400

| PSEC. Conpl et ed out bound VPN context, SPI 0x03FC9DB7

VPN handl e: 0x0000F99C



| PSEC. Conpl et ed out bound inner rule, SPI 0x03FCODB7
Rul e I D: 0xABD557B0

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x03FCODB7

Rul e 1 D: 0xABD55848

| PSEC. New i nbound tunnel flow rule, SPI 0x1BAOC55C
Src addr: 10.2.2.0

Src mask: 255.255.255.0
Dst addr: 10.1.1.0

Dst nmask: 255.255.255.0
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: O

Use protocol: false
SPI: 0x00000000

Use SPI: false

| PSEC. Conpl eted i nbound tunnel flow rule, SPI 0x1BAOC55C

Rul e I D: OxABBD98A8

| PSEC. New i nbound decrypt rule, SPI 0x1BAOC55C
Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI: Ox1BAOC55C

Use SPI: true

| PSEC. Conpl eted i nbound decrypt rule, SPI 0x1BAOC55C
Rul e I D: OxABD55CBO

| PSEC. New i nbound pernit rule, SPI 0x1BAOC55C
Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI: Ox1BAOC55C

Use SPI: true

| PSEC. Conpl eted i nbound pernmit rule, SPI Ox1BAOC55C
Rul e I D: OxABD55D48

Feb 13 04:19:53 [IKEvl DEBUG: G oup
KEY_UPDATE, spi 0x1lbaOc55c
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP

172.16.1.1, IP

172.16.1.1, Pitcher: received

172.16.1.1, Starting P2 rekey



tinmer: 27360 seconds.
Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, PHASE 2 COMPLETED
(msgid=4c073b21)



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



