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1. 82 22 MA435HE4H class-map class_map_name & % o/2dst |Cf 2elA H AE] 7
g gtsted HALE H|gdstE EiE 2 AlYEste o AFSELCHE 0| oo M A8 El=E 2
EHA B2 tep_bypassJLIC}.

ASA(confi g) #class-map tcp_bypass

2. 2eiA ¥ LM 2 A s EEfEE XIH35HE{™ match parameter BE 2 134
Modular Policy FrameworkE AtSE [ 22 M8 EcfE 2 AHEHs7| <
£ M838tedH class-map 71I/220/41 2 E 04| M match access-list B2 At
2 0| 7t 4ol of Lt

ASA(confi g) #class-map tcp_bypass
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ASA(confi g- cmap) #match access-list tcp_bypass
# D:tcp_bypass= O| 00| A AIBE|l= HAMA SEO| o|FLICH Ao ECfEIE X|Hst=
dhedof CHEH XEMIBH LI 2 Cisco ASA 5500 Series Configuration Guide2| Identifying Traffic
(Layer 3/4 Class Map) MM & X5t AAIL.

3. WM W FII5HHLE XIHE Seia Y EcHlol CHal =3 &S g st= 2 g(o|O
A2 E’é%kﬁ#“* policy-map name @& S 238 L|CH Modular Policy Framework& A8

St 4 &Y Z1m/ado/4 2E0|M policy-map B&(type 7|HE Q0))E AFHE 3109 Layer

3/4 %EHA 'f!.'(class-map t£ £ class-map type management @) 2 A& 3t Ei T of| Z
= gt of oflofl A ’8"—*.' Q42 tcp_bypass_policy&JLIC}H.

ASA( conf i g- cmap) #policy-map tcp_bypass_policy

4. MY E ZeiA Yitep_bypass)2 B Y(tcp_bypass_policy)oll 8 5to] Seia U EiZiof
zroi2 &Chet 4 QIE 2 XA o F [ 770/A R EO0| A class W& 2 1248t L|Ct. 0] o of A

SaiA M tep_bypass@ILICE.

ASA(confi g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass

5. TCP &El| 23| 7|s& #48stedH Foh4 Z/1/250/4 2 =04 M set connection
advanced-options tcp-state-bypass B& S =23erL(Ct O] BH2 T 8.2(1)0H ZUEIRE
LICt ZefA Hu/zho/MBE = B 8 AHu/ 780/ REM HMAE 5= QU&LICHCTH

AN EH
= o &=x).

ASA( conf i g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass
ASA(confi g- pmap- c) #set connection advanced-options tcp-state-bypass
6. service-policymap name [ global 212 | interface intf= 1% Z1Z/22/0/M 2E0i|AM 2 E 2
E{mo|& = Te QIE{Ho|A0|AM HA Mg TAUX o 2 SHsteteiH HEE AFSELICH
MH|A HA S HIE H3tsiz{™ 0 BHE 2| no EAIE APQ“LIEP QIE{mH o[ A0l HA RS
& M3} 5H2{™ service-policy @E2 U= LICglobal 7|HEE= £ E QIE{HO|A0] HAH S
&5t interface 7| X =& otLt2| QIE{H 0| A0 HA RS X L|CH otLES| 719 &Y
Bt SHEELICH B H o] A0 M T HA S M 2|stE{™ siiE QBT O[A0 MH|A Al
g & A&LIchZ elE{mojAol HA S StLtE MHEE = JU&LICLHE EH OIS
L|C}
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ASA( conf i g- pmap- c) #service-policy tcp_bypass_policy outside

ASA10|M TCP &Ell 22| 7|50l CiEh ZHm[zeolMel of= ChEa Z&Lct

I -—— Configure the access 1list to specify the TCP traffic
! -—— that needs to by-pass inspection to Iimprove the performance.

ASAl(confi g) #access-1list tcp_bypass extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0 255.255.255.0

!-—— Configure the class map and specify the match parameter for the
I-—— class map to match the interesting traffic.

ASAl(confi g)#class-map tcp_bypass
ASAl(confi g- cmap) #description "TCP traffic that bypasses stateful firewall™
ASAl(confi g- cmap) #match access-list tcp_bypass

!-—— Configure the policy map and specify the class map
!-—- inside this policy map for the class map.
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ASAl(confi g- cmap) #policy-map tcp_bypass_policy
ASAl(confi g- pmap) #class tcp_bypass

!--- Use the set connection advanced-options tcp-state-bypass
l--- conmand in order to enable TCP state bypass feature

ASAl(confi g- pmap-c) #set connection advanced-options tcp-state-bypass

!--- Use the service-policy policymap name [ global | interface intf ]

1--- conmand in global configuration node in order to activate a policy map
1--- globally on all interfaces or on a targeted interface.
ASAl(confi g- pmap- c) #service-policy tcp_bypass_policy outside

! --- NAT configuration

ASAl(confi g) #object network obj-10.1.1.0

ASAl1(confi g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0
ASAl(confi g- net wor k- obj ect ) #nat (inside, outside) static 192.168.1.0

ASA20| M TCP & Ef 22| 7|S0oll Cigh Zmaefo[Me| o= ChExt Z&Lict

!--- Configure the access 1list to specify the TCP traffic
!--- that needs to by-pass inspection to improve the performance.

ASA2(confi g) #access-1list tcp_bypass extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0 255.255.255.0

!--- Configure the class map and specify the match parameter for the
!--- class map to match the interesting traffic.

ASA2(confi g) #class-map tcp_bypass
ASA2( confi g- cmap) #description "TCP traffic that bypasses stateful firewall"

ASA2( confi g- cmap) #match access-list tcp_bypass

!-—- Configure the policy map and specify the class map
!--- inside this policy map for the class map.

ASA2( confi g- cmap) #policy-map tcp_bypass_policy
ASA2( confi g- pmap) #class tcp_bypass

!--- Use the set connection advanced-options tcp-state-bypass
l--- conmand in order to enable TCP state bypass feature

ASA2( confi g- pmap- c) #set connection advanced-options tcp-state-bypass

!--- Use the service-policy policymap name [ global | interface intf ]

1--- conmand in global configuration node in order to activate a policy map
l1--- globally on all interfaces or on a targeted interface.

ASA2( confi g- pmap- c) #service-policy tcp_bypass_policy outside

!--- NAT configuration

ASA2(confi g) #object network obj-10.1.1.0

ASA2( confi g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0
ASAl(confi g- net wor k- obj ect ) #nat (inside, outside) static 192.168.1.0

ALzl 2
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192.168.1.0/24 192.168.2.0/24

192.168.1.10/24 192.168.2.2

PC: 192.168.2.10
DG:192.168.2.1

TCP dEf 22| 7|52 Fdstc{H OIS B A E 2t =& LCH
1. TCP AALE R2[5fof st= ECi=E & st7| 2loll access-listE ‘d & LICH

ASA(confi g) #access-1ist tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0

2. 24 2g MMH35tE4™ class-map class map _name BEE 2/278fL/Cf. A S AEL 7|
dh &hstE] ZHALE HIZ2-GstE Eof=E AH5H= O AFSELLCHED:O| oM AFEElE 2
e A T2 tcp_bypassLICH
ASA(confi g)#class-map tcp_bypass

3. 2ciA Mol Y A= EBiEE X524 match parameter &2 1248 LICH Modular
Policy Framework& A€ M ZFdE MY Eci=ES AlEet7| <lsH @
o{H oA M A g0l 2 =0l A match access-list HES AFSELICHCIS2 o 24
of of lLct.

ASA(confi g) #class-map tcp_bypass
ASA(confi g- cmap) #match access-list tcp_bypass

£ T:tcp_bypass= O| 040 M A El= HMA SFO| o|F L cH 4 U= ERfEE XYt
= Yol Chgt XEMISH LI& 2 Cisco ASA 5500 Series Configuration Guide2| Identifying
Traffic (Layer_3/4 Class Map) MME RT3 AAIL.
4. G W FII5H L XIHE ZelAa Y EefEof EHOH e e d™ste YA Yeolo|
UF)2 HEStEA™ policy-map name FHEE =AFLICH.Modular Policy FrameworkE A+&

AAE
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St B9 & Z11/250/4 2 =M policy-map B (type 7| E Q10)S AL 5104 Layer
3/4 224 HM(class-map EE class-map type management B)2 2 Algd st E 7 Zlof =]

= Bt of ool M 3"—'1 2 tcp_bypass_policy@JLICH.

ASA(confi g- cmap) #policy-map tcp_bypass_policy

5 MdE e Y(tep_bypass)2 B2 W(tep_bypass_policy)ol| &5
Y2 gL E = UL E policy-map Z1LZ[TZE0/4 RE0|M class BHEE =3 LICt. 0] of of
M EcHA M2 tcp_bypass?=l L{ct.

ASA( conf i g- cmap) #policy-map tcp_bypass_policy
ASA( confi g- pmap) #class tcp_bypass

6. TCP &El 23| 7|58 #435}ste{H FoHA 711/ 0/4 2 =04 M set connection
advanced-options tcp-state-bypass F&E S =23gfL|Ct. O] BH2 HT 8.2(1)0| A =

tod 2eia M Eei=o

LICH e Zo/zeo/fH Re = F& 2 Zu/7200/4 REO0|M AMAE = U&LICHTH

2 of &x).

ASA(confi g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass
ASA(confi g- pmap-c) #set connection advanced-options tcp-state-bypass

7. service-policymap_name [ global &!21 | interface intf] 2 2% Z1I/25)0/A4 ZEHM ZE °._|

E{m|o|A = CHe QIE{H o|A0M HA ME MAX oz &5t & UELICEMH[A
2 HIZdstetcdH 0| BEL2| no BAIE AFSELICH BT 0| A0 HA ZEr S Ed3

™ service-policy B2 248tLICt global 7|¥EE ZE QIE{H|0|A0] A s —1%3P_T’_
interface 7| =& 5tLto| CIE{H| O|A M| T HA S M FL|Ct 5Ll Tef Akl
ChQIE{H O] A0 M 73 HA S K ol5tE{™ sliT QIE{m| 0|0 A‘IHIA Hig 7‘—1%%* —’F— A
gLtz QlE{Ho|A0] 2 WZ SLIDH M8 = USLICHLHE SH Chsut

ASA( conf i g- pmap- c) #service-policy tcp_bypass_policy inside
8. ASAL| EZi=lof| CHall S Yet ESt =& & ST LICL.

ASA(confi g) #same-security-traffic permit intra-interface

CHS2 ASAL| TCP el 23| 7|s0ofl CHer Zx|efolMef of &iL|Ct.

!--- Configure the access 1list to specify the TCP traffic
!--- that needs to bypass inspection to improve the performance.

ASA(confi g) #access-1ist tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0

!--- Configure the class map and specify the match parameter for the
!--- class map to match the interesting traffic.

ASA(confi g)#class-map tcp_bypass
ASA(confi g-cmap) #description "TCP traffic that bypasses stateful firewall"

ASA(confi g- cmap) #match access-list tcp_bypass

!--- Configure the policy map and specify the class map
!--- inside this policy map for the class map.

ASA(confi g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass

! -—- Use the set connection advanced-options tcp-state-bypass



l--- conmand in order to enable TCP state bypass feature
ASA(confi g- pmap- c) #set connection advanced-options tcp-state-bypass

!--- Use the service-policy policymap name [ global | interface intf ]

1--- conmand in global configuration node in order to activate a policy map
1--- globally on all interfaces or on a targeted interface.

ASA( conf i g- pmap- c) #service-policy tcp_bypass_policy inside

!-—- Permit same security level traffic on the ASA to support U-turning

ASA(confi g) #same-security-traffic permit intra-interface

Ct&& &lghct.
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USLICLX|HE HAA &

1

ASA( confi g) show conn
1 in use, 3 nbst used
TCP tcp 10.1.1.1:49525 tcp 172.16.1.1:21, idle 0:01:10, bytes 230, flags b

X &

Ol ZIsol CHEt EH X
StAAIL.

7 B2 eI UBAel o1 B S HEE 08 BME A X

. CLI 2/ ASDME AtE8H ASA TiZ! ZHx{ 4|2 d|o|M of

FI.TCP HE 23| (42 ol =X &2 ARHHt0| RA0| SX|ZX| ef&LICH

F HIAIX|

TCP &Ell 23| 7|50| &d3tEl 20| ASAM|AM 0] 27F MAIX|E EAIRLICH

%PIX|ASA-4-313004:Denied ICMP type=icmp_type, from source_address oninterface
interface_name to dest_address:no matching session

AEf 78 ICMP Z|s0o ofsf F7HE 2ok HAL [ E0il ASA0|A ICMP(Internet Control Message
Protocol) THZ!'2 AFAI g LICH O[248F HIAIX|= YEtH o2 ASAE &l o|0| MEE RES 0fZ 2
% 210| ICMP of| 2 S& E = ASA0| X HHE TCP, UDP = ICMP A1t 2t240] gi= ICMP
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2 F MAIXIILICH

O| 7Is 2l H|&d3H(F 42 Ell0|= 0l Type 301 CHEF ICMP EfF2F &= Q)7 27153522 TCP
FA

)
HEl 23| 7|50| E98E A0 ASAE O] EOE EAIFLICLOE{LI TCP &Ef 23| 7|50|
ZHt2H| & SELch

CHS HIAIXIZ7E ZEAZIX] BE =5 sted™ Chs EES gL

host nane(confi g) #no logging message 313004
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