FIPS7I & 43lE Z< AnyConnect & 33} gt 1
ol& 2F +8

Ol EMoM= ALV} FIPS X 2 &8t 2T 2|ES X[ste HE0| = ASA(Adaptive
Security Appliance)0l FIPS(Federal Information Processing Standard) X|¢d 2ZI0|HEE A5}
0 Q1% £ gi= Ol ol CHa MHELICH

HiE HE

IKEv2(Internet Key Exchange Version 2) @14 E dHst= S JHA|Xt= Z[o{of| A o{fE X|eHS
2het £ QIEX| L X| RS2 Z JHAIRME A MM IKE HIAIX|7F T&E i o4 DH(Diffie- HeIIman)
ILE% AZEX| =Fslof gLICt. Of —’Tséoﬂ ANEEl=DH IE2 YetMo 2 FHEDH I8
SoM X M| DH 2 &LICH O CHE 7HAIXte F=&FE IL—E-Ol |ZH°F 7| ol & 74|“9P7<|':'F
BE .=.9| A S5 mlofol E-HLICH J22{H m|o{7t FHE 2SO0/ ¥ ZEZE ERCHEDH

ETE |_-IE—I|'|% #‘ AAAL“:"

.CH&l 220 I‘P_*Eﬂ X|etE A
£ A83dtod & Hmi MIAIX[e| 7| Tl Ol H
£0| 7tg F|of ol M 7t Zet
RO 7t 7+E 2 DHE MEistod =7
FXI2F O|F HIAIX|ofl A oiIE?i'Eoil ofsff ME4E

22I0|MEQ| B AFSRITF A IKE HA =
2aE EM 20| YaLict olzi o9 2 E
= Jlabe o) 2210l E| A 2EE FO)
JEoz MUEUALICH matM 2atoldlEs 2

501 718 ©2 BlAAE AToHE 18

OEso=z X'Igl-ol'l_l[___l..

o

L o||

H :U=
T M
L I
]Hﬂl

\I JH]

mo I-
x
ju

]I

&1: 0| S22 DHIAEE 71 28 Aol 7HE gt ZWe 2 FE8F AnyConnect HHEH 3.0
Zcto|AEet CHELICH

T2iLt == ol A Ho|Egolol TAE DH 1B Yxlshs FaH0|HET} ik 2= 0| ¢ win|
DH I8 & +i=het TSI} m2kA ASAT}CI o8t DH 1B 8 Fu# 12, o= BolM ol o
3t DH 1B S ASE 4 2S0lT ET5HD S0/l XIHEIT sl=I=of 74T 743

of et DH :L-E—% A& gLt

O| SZ 2 Cisco {1 ID CSCub92935E& Sofl 2E2I0|HENM +TEUE |_||:+ Ol H 9| =7 A}
0| U ZE EC0|ME HH2 JEAER B I DH 2 &0| LHYEE[= =AM E B2 gFLch.
Je2qLt H|-Suite B 7+|0I59AI0I9+°| A5 Bt EXME LIS 2I6H 7HE %Fﬂ DH 2 &(HI-FIPS 2
EE I8 YFIPS 2E8 27H)2 S 52| M 2{of U&LICt

1R BE(1A BE, 24t BE S)0| 7MY et 57 EH 7MY e ms=2 2 LIEECH ofF


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub92935

A 5tH Eb M 3§ 0| HX{(21, 20, 19), MODP(Modular Exponder) Z1&(24, 14, 5, 2)0|
a1 ol Ut

El: Ho|Eol7t S Mol 02 DH AES 2 T+ME|T IE 1(5E& FIPS ZE2| 274
)0l ZF & B ASAE O of¢t 2 &S = LICt ol Exl= Ho|ESolol| T4 & *cj’i*OH

DH & 18F Z&A|7|= ZALct oH—FP—I Yo ode{ 2 E0| FEEIRXRIB 2F 10| 2
TIX| et 2 32 7td Zde 250l MEELICH ol § SH 2 24 &L

- IKEv2 74012514 24 1920 212 HHEE ASA H™ 9.0(ME 2 B)ollA 18 10] oi & CH

= ME{FELICEH

- IKEv2 H%0] 2514 24 1920 212 MM E ASA HT 9.0(MZ = B)oIAM 218 210] of A CH

= ME{FELICEH

- IKEv2 H20[ 12514 24 19 20 212 MHE ASA B 9.0(suite B)oll A E2H0|1E 7} FIPS

o2 MHE B2 18 27t o4 THE MEELICH

- IKEv2 &=40| 5 14 24 19 20 212 A%l ASA Version 9.0(Suite B)oI A EIAEE Z2}0|¢A

EJFIPS EEZ MME Z I8 210] of AtCHE MESEL|CTH
- IKEv2 H&0[ 125 142 MHE ASA HH™ 8.4.4(H|B)0{ A 18 10| G| §CHE ME4ELIC.

- IKEv2 &240| 2 5 142 A=l ASA BT 8.4.4(HIB)OI A 12 147} ofl AtCH= AMEdEL|C}.

=4

Io
Hu
-
0x
inu
r
Ll

ASAE CHg IKEv2 H2

crypto i kev2 policy 1
encrypti on aes-gcm 256
integrity nul

group 20

prf sha384 sha
lifetinme seconds 86400
crypto i kev2 policy 10
encrypti on aes-192
integrity sha

group 5 2

prf sha

lifetinme seconds 86400
crypto i kev2 policy 20
encrypti on aes
integrity sha

group 5 2

prf sha

lifetinme seconds 86400
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The cryptographic algorithns required by the secure gateway do not match those supported by
AnyConnect .
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Pl ease contact your network adm nistrator.
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| KEv2- PROTO 2: Recei ved Packet [From 192.168. 30.5: 51896/ To 192. 168. 30. 2: 500/

VRF i 0: f 0]

Initiator SPI 74572B8D1BEC5873 - Responder SPI 0000000000000000 Message id: O
I KEv2 I KE_SA I NI T Exchange REQUESTI KEv2- PROTO 3: Next payl oad: SA, version

2.0 Exchange type: IKE_SAINT, flags: I N TIATOR Message id: 0, length: 747

Payl oad contents:

SA Next payl oad: KE, reserved: 0x0, |length: 316

| ast proposal : 0x2, reserved: 0x0, |ength: 140
Proposal: 1, Protocol id: IKE, SPl size: 0, #trans: 15 last transform O0x3
reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CGCM

last transform Ox3, reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CGCM

last transform Ox3, reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CGCM

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA512

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA384

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA256

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHAl

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: None

last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_1024_MODP/ G oup 2
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_521_ECP/ Group 21
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_384_ECP/ Group 20
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_256_ECP/ Group 19
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_2048_ MODP_256_ PRI ME/ Group 24
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_2048_MODP/ G oup 14
last transform Ox0, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_1536_MODP/ G oup 5
| ast proposal : 0x0, reserved: 0x0, length: 172
Proposal : 2, Protocol id: IKE, SPl size: 0, #trans: 19 last transform 0x3
reserved: 0x0: length: 12

type: 1, reserved: O0x0, id: AES-CBC

last transform Ox3, reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CBC

last transform Ox3, reserved: 0x0: length: 12



type: 1, reserved: 0x0, id: AES-CBC

last transform Ox3, reserved: 0x0: length: 8

type: 1, reserved: 0x0, id: 3DES

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA512

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA384

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA256

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHAl

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: SHA512

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: SHA384

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: SHA256

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: SHA96

last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_1024_MODP/ G oup 2
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_521_ ECP/ Group 21
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_384_ECP/ Group 20
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_256_ECP/ Group 19
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_2048_ MODP_256 PRI ME/ Group 24
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_2048_MODP/ G oup 14
last transform Ox0, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_1536_MODP/ G- oup 5
KE Next payload: N, reserved: 0x0, length: 136

DH group: 2, Reserved: 0xO
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N Next payload: VID, reserved: 0x0, length: 24
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I KEv2 received all requested SPIs from CIMto respond to a tunnel request.

| KEv2- PROTO-5: (64): SM Trace-> SA: | _SPI =74572B8D1BEC5873 R_SPI =E4160C492A824B5F
(R) Msgl D = 00000006 CurState: R _VERI FY_AUTH Event: EV_OK RECD_| PSEC _RESP

| KEv2- PROTO 2: (64): Processing | KE_AUTH nessage

IKEv2-PROTO-1: Tunnel Rejected: Selected IKEv2 encryption algorithm (AES-CBC-192)
is not strong enough to secure proposed IPsec encryption algorithm (AES-GCM-256).
| KEv2- PROTO-1: (64): Failed to find a matching policy

| KEv2- PROTO 1: (64): Received Policies

ESP: Proposal 1. AES- GCM 256 AES- GCM: 192 AES- GCM 128 None Don't use ESN



ESP: Proposal 2: AES-CBC 256 AES-CBC-192 AES- CBC- 128 3DES SHA512 SHA384 SHA256 SHA96
Don't use ESN

| KEv2- PROTO-1: (64): Failed to find a matching policy
| KEv2- PROTO-1: (64): Expected Policies:
ESP: Proposal 0: AES-GCM 256 SHA384 Don't use ESN

| KEv2- PROTO-5: (64): Failed to verify the proposed policies
| KEv2- PROTO-1: (64): Failed to find a matching policy
Ct2nt 22 e0lo| xgtoz Qlaf| 90| Alujghuch.
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