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O 2 CELCH.
WLEO| T

=
Al A
IKEV2O M AR E|= THZ] 18 Z 2 MA S IKEVIOIAM AFR E|= 7 PE Mo
IKEv10| M= 6742 uH7'° -‘rLé,_Phase1 etk 371e| iZlo 2 4 E I Phase2 I
stH FEE|0] Q& LICH IKEv2 T & 7pgdxQ]L|Ct.
El: xPOI o o2 W T2 AMAof CHE XEAIEE LY IKEv2 THZ! ISt L Z2EZ £F [
HZE E %H;. |2

I8 ElE ClHa

C2 5 ClHa = IKEV20! AFEELC}

debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127
g|
| Mo ME ASA1(initiator) 2 ASA2(responder)0dl CHEF Z4I|22{0|M Q] o & M S &Lt

ASA ZAI|ago|M

ASA1
interface G gabitEthernet0/0

namei f out si de
security-level O
ip address 10.0.0.1 255.255.255.0

interface G gabitEthernet0/2

namei f inside
security-level 100
i p address 192.168. 1.2 255.255.255.0
crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 nmd5
access-list 12l _list extended pernmit ip host 192.168.1.1
host 192.168. 2. 99
access-list 12l _list extended permt ip host 192.168.1.12
host 192. 168. 2. 99
outside_map 1 match address 12| _|ist
10.0.0.2
i kev2 ipsec-proposa

map
map

AES256

crypto i de_

crypto outside_map 1 set peer
crypto map outside_map 1 set

crypto map outside_map interface outside
crypto i kev2 policy 1
encrypti on aes- 256

integrity sha
group 2

prf sha

lifetine seconds 86400


https://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

crypto i kev2 enabl e outside

tunnel -group 10.0.0.2 type ipsec-1|2I

tunnel -group 10.0.0.2 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 |l ocal -authentication pre-shared-key *****

ASA2

interface G gabitEthernet0/1
namei f outsi de

security-level 0O

i p address 10.0.0.2 255.255.255.0

interface G gabitEthernet0/2

narei f inside

security-level 100

ip address 192.168.2.1 255.255.255.0

crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 nd5

access-list |12l _list extended permt ip host 192.168.2.99

host 192.168.1.1

access-list 12l _list extended permt ip host 192.168.2.99

host 192.168.1.12

crypto map outside_map 1 match address |12l _|ist
crypto map outside_map 1 set peer 10.0.0.1
crypto map outside_map 1 set ikev2 ipsec-proposal
crypto map outside_map interface outside

crypto i kev2 policy 1
encryption aes-256
integrity sha

group 2

prf sha

lifetinme seconds 86400

crypto i kev2 enabl e outside

tunnel -group 10.0.0.1 type ipsec-|2I

tunnel -group 10.0.0.1 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 |l ocal -authentication pre-shared-key *****

ClH

O| MM M= ASA1(initiator) &
O L HAIX| AHof CHa A& ErL|ct.

E'd g

ASA12 I|0{ ASA 10.0.0.201| CHEt 2f 3} ACL(Access Control List)t x|t =

SA dH&E AlErELICH

| KEv2- PLAT-3: attenpting to find tunnel
group for IP: 10.0.0.2

ASA2(responder) E{'d %

Al
o,

5t SA(Security Association) C|H

mo
4>
=
Q'I_l
kI



| KEv2- PLAT-3: napped to tunnel group 10.0.0.2
usi ng peer |IP

| KEv2- PLAT-3: ny_auth_nethod = 2

| KEv2- PLAT-3: supported_peers_auth_nethod = 2

| KEv2- PLAT-3: P1 1D =0

| KEv2- PLAT-3: Translating IKE_ID AUTO to = 255

| KEv2- PLAT-3: (16) tp_nane set to:

| KEv2- PLAT-3: (16) tg_nanme set to: 10.0.0.2

| KEv2- PLAT-3: (16) tunn grp type set to: L2L

| KEv2- PLAT-5: New i kev2 sa request admitted

IKEv2-PLAT-5: Incrementing outgoing negotiating
sa count by one

MEE|= 0 |A|x|°|7<7|w% IKE_SA_INIT 2 L|C}. o248t HIAIX|=
A5tD =AE W EHSHH DH(Diffie-Hellman) m &2 &stL|Ct

ASA1Zt ZHRAEl AI|aefo|M2 oSt Z&Lch

crypto ikev2
policy 1
encryption
aes- 256
integrity sha
group 2
prf sha
lifetine seconds
86400
crypto ikev2
enabl e
out si de

Tunnel G oup
mat chi ng the
identity nane
s present:

t unnel - gr oup
10.0.0.2
type ipsec-| 2l
t unnel - gr oup
10.0.0.2
i psec-attributes
i kev2
r enot e-
aut hentication
pr e- shar ed- key
* %k k k%
i kev2
| ocal -
aut hentication
pr e- shar ed- key

*kk k%

O| ExchangeOl CHet C|HH £32 CtES1 Z &Lt

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 Cur State: |IDLE Event: EV_IN T_SA

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: | _BLD INIT
Event: EV_CET_| KE_PQLI CY
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| KEv2- PROTO-3: (16): Getting configured policies
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000
(1) Msgl D = 00000000 CurState: |_BLD INIT
Event: EV_SET_PCLI CY
IKEv2-PROTO-3: (16): Setting configured policies
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_CHK_AUTH4PKI
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_GEN DH KEY
IKEv2-PROTO-3: (16): Computing DH public key
| KEv2- PROTO 3: (16):
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_NO _EVENT
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_OK RECD DH PUBKEY_RESP
| KEv2- PROTO-5: (16): Action: Action_Null
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_GET_CONFI G_MODE
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958

O CHS ASAI2 CHS 2 Z 856t IKE_INIT_SA THZ! 2 R ghLct.
- ISAKMP SIC(SPI/HHZT/E B T)

. SAI1(IKE 7HAIR}7} X|dstE &

ol

3l 2t g

Iy

)

KEi(7HAIXFS] DH 274 7| %)

- N(Z7I|X}F Nonce)

R_SPI =0000000000000000 (1) Msgl D = 00000000
CurState: |_BLD INIT Event: EV_BLD MG

| KEv2- PROTO 2: (16): Sending initial message

| KEv2- PROTO-3: Tx [L 10.0.0.1:500/R 10.0.0. 2: 500/ VRF i 0:f 0]
m_id: 0x0

| KEv2- PROTO 3: HDR[ i : DFA3B583A4369958 -
r: 0000000000000000]

| KEv2- PROTO 4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 0000000000000000

| KEv2- PROTO 4: Next payl oad: SA, version: 2.0

| KEv2- PROTO 4: Exchange type: IKE_SA INIT,
flags: INITIATOR

| KEv2- PROTO 4: Message id: 0x0, length: 338

sA Next payl oad: KE, reserved: 0xO,
| ength: 48

| KEv2- PROTO-4: | ast proposal: 0x0, reserved: 0xO,
| ength: 44 Proposal: 1, Protocol id: IKE,
SPl size: 0, #trans: 4

| KEv2- PROTO- 4: | ast transform Ox3, reserved: 0xO:
I ength: 12 type: 1, reserved: 0x0, id: AES-CBC



| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 2, reserved: 0x0, id: SHAl

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96
| KEv2- PROTO- 4: |ast transform Ox0, reserved: 0xO:

Il ength: 8 type: 4, reserved: 0xO,
id: DH GROUP_1024_MODP/ Group 2
KE Next payload: N, reserved: 0xO
| ength: 136
DH group: 2, Reserved: 0xO
19 65 43 45 d2 72 a7 11 b8 a4 93 3f 44 95 6¢ b8
6d 5a fO f8 1f f3 d4 b9 ff 41 7b 0d 13 90 82 cf
34 2e 74 e3 03 6e 9e 00 88 80 5d 86 2c 4c 79 35
ee e6 98 91 89 f3 48 83 75 09 02 f1 3c bl 7f f5
be 05 f1 fa 7e 8a 4c 43 eb a9 2c 3a 47 c0 68 40
f5 dd 02 9d a5 b5 a2 a6 90 64 95 fc 57 b5 69 e8
b2 4f 8e f2 a5 05 e3 ¢7 17 f9 c0O e0 c8 3e 91 ed
cl 09 23 3e e5 09 4f be la 6a d4 d9 fb 65 44 1d
N Next payload: VID, reserved: 0xO0,

| ength: 24
84 8b 80 c2 52 6¢c 4f c7 18 08 b8 ed! 52 af a2 f4
d5 dd d4 f4
vID Next payload: VID, reserved: 0xO,
| ength: 23

43 49 53 43 4Af 2d 44 45 4c 45 54 45 2d 52 45 41
53 4f 4e
VID Next payload: VID, reserved: 0x0, |ength: 59

43 49 53 43 4f 28 43 4f 50 59 52 49 47 48 54 29
26 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32
30 30 39 20 43 69 73 63 6f 20 53 79 73 74 65 6d
73 2c 20 49 6e 63 2e
VID Next payl oad: NONE, reserved: 0x0, length: 20
40 48 b7 6e bc e8 85 25 e7 de 7f 00 d6 c2 d3

17 O ASA10IM IKE_INIT_SA THZ! g & & LCH.

| KEv2- PLAT-4: SENT PKT [ KE_SA I NI T]
[10. 0. 0. 1] : 500- >[ 10. 0. 0. 2] : 500

ASA2E IKEV_INIT_SA TI{Z!2 = AlgL|Ct.

| KEv2- PLAT-4: RECV PKT [ KE_SA INIT]
[ 10. 0. 0. 1] : 500- >[ 10. 0. 0. 2] : 500
I ni t SPI =0xdf a3b583a4369958 RespSPI =0x0000000000000000
M D=00000000

ASA2E siiE Z|o{of CHEr SA MEE AlIEELICH

| KEv2- PROTO- 3: Rx [L 10.0.0.2:500/R
10.0.0.1: 500/ VRF i 0:f0] m.id: 0xO

| KEv2- PROTO 3: HDR[ i : DFA3B583A4369958 -
r: 0000000000000000]

| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 0000000000000000

| KEv2- PROTO 4: Next payl oad: SA, version: 2.0

| KEv2- PROTO 4: Exchange type: IKE_SA INT,
flags: I NI TIATOR

| KEv2- PROTO 4: Message id: 0x0, length: 338

| KEv2- PLAT-5: New i kev2 sa request admtted



IKEv2-PLAT-5:
sa count by one

Incrementing incoming negotiating

SA Next payl oad: KE, reserved: 0x0O, length: 48

| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 44 Proposal: 1, Protocol id: IKE, SPlI size
#trans: 4

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 8 type: 2, reserved: 0x0, id: SHAl

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: |last transform Ox0, reserved: 0xO:
Il ength: 8 type: 4, reserved: 0xO,
id: DH GROUP_1024_MODP/ Group 2

KE Next payload: N, reserved: 0xO0, 136
DH group: 2, Reserved: 0xO
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI
Msgl D = 00000000 Cur State: |DLE
Event: EV_RECV_INT
| KEv2- PROTO- 5: (16): SM Trace->

SA: | _SPI =DFA3B583A4369958 R _SPI
ASA2= IKE_INIT HIA|XIE & elstn AMelgLct.

| engt h:

=27C943C13FD94665 (R

=27C943C13FD94665 (R

1. ASA10 M XMEB5tE ¥E53 MEZS MEESHLICT

2. AHX DH H| Z|E Al4HEFLICE

3. EE8t O] IKE_SAO]| CHall 2 E 7|7 mfME £ Q= SKEYID 2t AHXteLICH Clgol 2 2
E HAIXIC| FIHE Melst RE SIC7F 5st|n QSELICH 58t L FAMNES0| A
8Ll 7= SKEYIDOM|IM oM e ctSat Z &L Ch

SK_e= & 530l ArSELICH

SK_a= 2150 AASELICt

SK_d7} ot z|0o4 CHILD_SAsOil CHEt 71 7| RHZ mhAol| AFZELICH 2t

O| SK_e® SK_a7Zl A& EIC.

ASA29} rEEl | ago|M2 oS Z&LCh

crypto ikev2
policy 1
encryption
aes- 256
integrity sha
group 2
prf sha
lifetime seconds
86400
crypto ikev2
enabl e
out si de

Tunnel G oup
mat ching the
identity name

ol chall W



is present:

t unnel - gr oup
10.0.0.1
type ipsec-1 2l

t unnel - gr oup
10.0.0.1
i psec-
attributes

i kev2 renote-
aut hentication
pr e- shar ed- key
*k k k%

i kev2 | ocal -
aut hentication
pr e- shar ed- key

*kkk*k

Msgl D = 00000000 CurState: R INT Event: EV_VERI FY_MSG
| KEv2- PROTO- 3: (16): Verify SA init message
| KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 Cur State: R INT Event: EV_I NSERT_SA
KEv2- PROTO 3: (16): Insert SA
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RINT
Event: EV_GET_|KE_POLI CY
KEv2- PROTO 3: (16): Getting configured policies
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R INT Event: EV_PROC_MSG
KEv2- PROTO 2: (16): Processing initial message
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RINT
Event: EV_DETECT_NAT
KEv2- PROTO 3: (16): Process NAT discovery notify
KEv2- PROTO-5: (16): No NAT found
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RINT
Event: EV_CHK_ CONFI G_MODE
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RBLD INT
Event: EV_SET_POLICY
KEv2- PROTO- 3: (16): Setting configured policies
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RBLD INT
Event: EV_CHK_AUTH4PKI
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RBLD INT
Event: EV_PKI _SESH OPEN
KEv2- PROTO-3: (16): Opening a PKlI session
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RBLD INT
Event: EV_GEN DH KEY



| KEv2- PROTO 3: (16): Computing DH public key

| KEv2- PROTO 3: (16):

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_NO _EVENT

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_OK RECD DH PUBKEY_RESP

| KEv2- PROTO-5: (16): Action: Action_Null

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_GEN _DH SECRET

| KEv2- PROTO 3: (16): Computing DH secret key

| KEv2- PROTO 3: (16):

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLDINT
Event: EV_NO _EVENT

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_OK RECD DH SECRET_RESP

| KEv2- PROTO-5: (16): Action: Action_Null

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958_SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_GEN_SKEYI D

| KEv2- PROTO 3: (16): Generate skeyid

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_GET_CONFI G_MODE

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958

R_SPI =27C943C13FD94665 (R) Msgl D = 00000000
CurState: R BLD INIT Event: EV_BLD MSG

3% CHR ASA2E ASA10IM =415t IKE_SA_INIT 1 8Hoi| CHEF responder HIA|X|E

o| {Zlol= chgol Z&EuLct.
- ISAKMP SIC(SPI/HHZT/E B 1)
- SAr(IKE 8E X7t MEISIE 2335 dTEIF)
. KEr(responder2| DH &7l 7| Zt

- SEX =4

ClHO £32 o3 &L

| KEv2- PROTO 2: (16): Sending initial message

| KEv2- PROTO- 3: | KE Proposal : 1, SPI size: O
(initial negotiation),

Num transforns: 4

AES- CBC SHA1 SHA96 DH_GROUP_1024_MODP/ Group 2

| KEv2- PROTO-5: Construct Vendor Specific Payl oad:
FRAGVENTATI ONI KEv2- PROTO- 3:
Tx [L 10.0.0.2:500/R 10.0.0.1:500/VRF i0:f0] m.id: OxO

RFASH
To-d

LICH



| KEv2- PROTO 3: HDR[i: DFA3B583A4369958 - r: 27C943C13FD94665]
| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C1l3FD94665
| KEv2- PROTO 4: Next payl oad: SA, version: 2.0
| KEv2- PROTO 4: Exchange type: IKE_SA INT,
flags: RESPONDER MSG RESPONSE
| KEv2- PROTO 4: Message id: 0x0, length: 338
SA Next payl oad: KE, reserved: 0x0O, length: 48
| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 44 Proposal: 1, Protocol id: IKE, SPlI size: O,
#trans: 4

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 8 type: 2, reserved: 0x0, id: SHAl

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: | ast transform Ox0, reserved: 0xO:

Il ength: 8 type: 4, reserved: 0xO,
id: DH GROUP_1024_MODP/ Group 2

KE Next payload: N, reserved: 0x0, |ength: 136

DH group: 2, Reserved: 0xO
ASA2= responder HA|X|E ASA10] &Lt

| KEv2- PLAT-4: SENT PKT [ KE_SA I NI T]
[10.0.0. 2] : 500->[ 10. 0. 0. 1] : 500 1| ni t SPI =0xdf a3b583a4369958
RespSPl =0x27¢943c13f d94665 M D=00000000

ASA12 ASA2Z2EE| IKE_SA_INIT &+ IiZ!2 £=AlghL|C}

| KEv2- PLAT- 4: RECV PKT
[ KE_SA I NIT]
[10.0. 0. 2] : 500- >
[10.0.0. 1] : 500
I ni t SPI =0xdf a3b583a4369958
RespSPI =0x27¢943c13f d94665
M D=00000000

ASA27t Heh §0{ ZZ M[A0f CHEF EtO|HE AlZfEfLICH

| KEv2- PROTO-5: (16):
SM Tr ace->
SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R)
Msgl D = 00000000
Cur State: | N T_DONE
Event: EV_DONE

| KEv2- PROTO- 3: (16):
Fragmentation is
enabl ed

| KEv2- PROTO-3: (16): Gisco
Del et eReason Notify
i s enabl ed

| KEv2- PROTO-3: (16): Conpl ete
SA init exchange

| KEv2- PROTO-5: (16):
SM Tr ace->
SA: | _SPI =DFA3B583A4369958



R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000
Cur State: | N T_DONE
Event: EV_CHK4_ROLE

| KEv2- PROTO- 5: (16):
SM Trace->
SA: | _SPl =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000

CurState: | N T_DONE Event:
EV_START_TMR

| KEv2- PROTO 3: (16): Starting
timer to wait for auth
message (30 sec)

| KEv2- PROTO- 5: (16):
SM Tr ace- >
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000
Cur State: R WAI T_AUTH

Event: EV_NO _EVENT

ASA1E SES #90l5t T #{ 2|3}
1. JHAIKt DH HIY 7|7} HAHEILICH,

2. JHA|Xt SKEYID7} M A3={L|C}.
ClHO &8i2 s Z&Lch

| KEv2- PROTO-3: Rx [L 10.0.0.1:500/R 10.0.0.2: 500/ VRF i 0:fO0]
m.id: 0x0
| KEv2- PROTO 3: HDR[i: DFA3B583A4369958 - r: 27C943C13FD94665]
| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943Cl3FD94665
| KEv2- PROTO 4: Next payl oad: SA, version: 2.0
| KEv2- PROTO 4: Exchange type: IKE_SA INT,
flags: RESPONDER MSG- RESPONSE
| KEv2- PROTO 4: Message id: 0x0, length: 338

SA Next payload: KE, reserved: 0xO, |ength: 48

| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
I ength: 44 Proposal: 1, Protocol id: IKE, SPlI size: O,
#trans: 4

| KEv2- PROTO- 4: | ast transform O0x3, reserved: O0xO:
length: 12 type: 1, reserved: 0x0, id: AES- CBC

| KEv2- PROTO- 4: | ast transform O0x3, reserved: O0xO:
I ength: 8 type: 2, reserved: 0x0, id: SHAlL

| KEv2- PROTO- 4: | ast transform O0x3, reserved: O0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: | ast transform O0x0, reserved: 0xO:

| ength: 8 type: 4, reserved: 0xO,
id: DH GROUP_1024_MODP/ Group 2

KE Next payload: N, reserved: 0x0, length: 136
DH group: 2, Reserved: 0x0

| KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: | _WAIT_INT
Event: EV_RECV_INT

| KEv2- PROTO-5: (16): Processing initial message



| KEv2- PROTO 5:
SA: | _SPI
Msgl D = 00000000 Cur State: |_
Event: EV_CHK4_NOTI FY

| KEv2- PROTO-2: (16): Processing initial

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665
Msgl D = 00000000 CurState: |_PROCINT
Event: EV_VERI FY_MSG

| KEv2- PROTO 3: (16): Verify SA init message

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665
Msgl D = 00000000 CurState: |_PROCINT
Event: EV_PROC_MSG

| KEv2- PROTO 2: (16): Processing initial message

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665
Msgl D = 00000000 CurState: |_PROCINT

(16): SM Trace->
=DFA3B583A4369958 R _SPI =27C943C13FD94665
PROC_INIT

()

message

()

()

()

Event: EV_DETECT_NAT
| KEv2- PROTO- 3: (16): Process NAT di scovery notify
| KEv2- PROTO - 3: (16): NAT-T is disabled
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: |_PROCINT
Event: EV_CHK NAT_T
| KEv2- PROTO 3: (16): Check NAT discovery
| KEv2- PROTO- 5: (16): SM Trace->

SA |_SPI
Msgl D = 00000000 Cur State: |

=DFA3B583A4369958 R _SPI =27C943C13FD94665
_PROC INIT

()

Event: EV_CHK_ CONFI G_MODE
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000000
CurState: INIT_DONE Event: EV_CGEN DH SECRET
| KEv2- PROTO 3: (16): Computing DH secret key
| KEv2- PROTO 3: (16):
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000000
CurState: |INIT_DONE Event: EV_NO EVENT
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000000
CurState: INIT_DONE Event: EV_OK_RECD DH SECRET_RESP
| KEv2- PROTO-5: (16): Action: Action_Null
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000000
CurState: |INIT_DONE Event: EV_GEN_SKEYID
| KEv2- PROTO 3: (16): Generate skeyid
| KEv2- PROTO- 5: (16): SM Trace->

SA: | _SPI =DFA3B583A4369958 R_SPI
Msgl D = 00000000 Cur State: | NI T_DONE Event:
| KEv2- PROTO- 3: (16): Fragnentation is enabled
| KEv2- PROTO-3: (16): Cisco Del eteReason Notify is enabl ed

ASA 7to| IKE_INIT_SA 1 &o| 2t 2 [} &LICY.

=27C943C13FD94665 (1)
EV_DONE

| KEv2- PROTO 3: (16): Conplete SA init exchange
ASA12 IKE_AUTH &2 A&t @

CtSo| =& EL|CH.

PIE HO|ZEEE

A5t AlE!

ZtstLICH IKE_AUTH THZ!ofl&



- ISAKMP S|l (SPI/HHT/ZE1 1)

- IDi(7H AR} ID)

. 215 Ho|REE

- SAI2(IKEv12| 2CHAH| B48t ME mEtn RAHSE SAE AlE)

- TSi & TSr(initiator &' responder EZ{E ME47|)

.’EI'_L TSi 2 TSroll= Z2t et s 5t ERlEE MY/ 416t 7| {8t initiator & responder?| 4
A 3 E’“XI FA7F ZEE[0] JUELICH T4 Hele Y HRIE 27 2E ESfZ0| H
=] |5

e XEELch Mgto] SEAA 618 7tst B¢ SUE TS HOIZEE B &L
Ct.
L2t 3 M CHILD_SA= E 2|7 mZ! 1t UR|5H= proxy_ID 4ol CHaH LTt

ASA11} ZRAEl ZAu|agfo|Me chSat 24 &Lt

crypto ipsec
i kev2
i psec- proposa
AES256
protocol esp
encryption
aes- 256
protocol esp
integrity
sha-1 nmd5

access-1list
121 list
ext ended
pernmt ip
host 10.0.0.2

| KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 Cur State: |_BLD AUTH Event: EV_GEN_AUTH

| KEv2- PROTO-3: (16): Generate ny authentication data

| KEv2- PROTO- 3: (16): Use preshared key for id 10.0.0.1
key len 5

| KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 Cur State: |_BLD AUTH
Event: EV_CHK_AUTH TYPE

| KEv2- PROTO 3: (16): Get ny authentication nethod

| KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 Cur State: |_BLD AUTH
Event: EV_OK AUTH GEN

| KEv2- PROTO 3: (16): Check for EAP exchange

| KEv2- PROTO-5: (16): SM Trace->



SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 Cur State: |_BLD AUTH
Event: EV_SEND AUTH
| KEv2- PROTO 2: (16): Sending auth message
| KEv2- PROTO-5: Construct Vendor Specific Payl oad:
Cl SCO- GRANI TE
| KEv2- PROTO- 3: ESP Proposal: 1, SPI size: 4
(1 PSec negoti ati on),
Num transforms: 4
AES-CBC  SHA96 MD596
| KEv2- PROTO-5: Construct Notify Payl oad: | N TI AL_CONTACT
| KEv2- PROTO-5: Construct Notify Payl oad: ESP_TFC_NO_SUPPORT
| KEv2- PROTO-5: Construct Notify Payl oad: NON_FI RST_FRAGS
| KEv2- PROTO-3: (16): Buil ding packet for encryption;
contents are:
VID Next payload: 1D, reserved: 0x0, length: 20

dd a3 b4 83 b7 01 6a 1f 3d b7 84 1la 75 e6 83 a6
I DI Next payl oad: AUTH, reserved: 0x0, length: 12
Id type: |Pv4 address, Reserved: 0xO0 0xO

47 01 01 01
AUTH Next payl oad: SA, reserved: 0xO, length: 28
Aut h net hod PSK, reserved: 0x0, reserved 0xO
Aut h dat a&col on; 20 bytes
sA Next payload: TSi, reserved: 0x0, |ength: 52
| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 48 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 4

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: MD596

| KEv2- PROTO- 4: |last transform Ox0, reserved: 0xO:

Il ength: 8 type: 5, reserved: 0x0, id:

Tsi Next payload: TSr, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payl oad: NOTIFY, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
| KEv2- PROTO- 3: Tx [L 10.0.0.1:500/R 10.0.0.2: 500/ VRF i 0:f0]
m.id: Ox1
| KEv2- PROTO 3: HDR[i: DFA3B583A4369958 - r: 27C943C13FD94665]
| KEv2- PROTO 4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C1l3FD94665

| KEv2- PROTO 4: Next payload: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: IKE_AUTH, flags: INITIATOR
| KEv2- PROTO 4: Message id: 0x1, length: 284

ENCR Next payload: VID, reserved: 0x0, |ength: 256
Encrypt ed dat a&col on; 252 bytes

ASA12 IKE_AUTH TiZ! 2 ASA20{ & LICH.

| KEv2- PLAT-4: SENT PKT [ | KE_AUTH|



[ 10. 0. 0. 1] : 500- >[ 10. 0. 0. 2] : 500
I ni t SPI =0xdf a3b583a4369958 RespSPI =0x27c943c13f d94665
M D=00000001

ASA2= ASA10M o] THZ!E +AlgFLICH

| KEv2- PLAT-4: RECV PKT [ | KE_AUTH|
[10. 0. 0. 1] : 500- >[ 10. 0. 0. 2] : 500
I ni t SPI =Oxdf a3b583a4369958 RespSPI =0x27¢943c13f d94665
M D=00000001

ASA2= HEH 204 E}O|HE £ X|5t1 ASA10{A] 22 215 O|o|E{E
ASA11} Het5| ZH2 A& Q15 ClO|E{E MM ELCt.

ASA22} #EAEl | Teo|M2 Ct St Z&Lch

crypto ipsec
i kev2
i psec-
pr oposal
AES256
protocol esp
encryption
aes- 256
protocol esp
integrity
sha-1 md5
Cla &2 el 24

| KEv2- PROTO-3: Rx [L 10.0.0.2:500/R 10.0.0. 1: 500/ VRF i 0: 0]
m.id: Ox1
| KEv2- PROTO- 3: HDR[ i : DFA3B583A4369958 - r: 27C943Cl3FD94665]
| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943Cl3FD94665
| KEv2- PROTO 4: Next payload: ENCR, version: 2.0
| KEv2- PROTO 4: Exchange type: |KE _AUTH, flags: |N TIATOR
| KEv2- PROTO-4: Message id: Ox1, length: 284
| KEv2- PROTO 5: (16): Request has nmess_id 1;
expected 1 through 1 REAL Decrypted packet:
Dat a&col on; 216 bytes
| KEv2- PROTO- 5: Parse Vendor Specific Payl oad: (CUSTOM VID
Next payload: IDi, reserved: 0x0, |length: 20

dd a3 b4 83 b7 01 6a 1f 3d b7 84 l1a 75 e6 83 ab
IDi Next payload: AUTH, reserved: 0x0, |length: 12
Id type: |Pv4 address, Reserved: 0x0 0x0

47 01 01 01
AUTH Next payl oad: SA, reserved: 0xO, |length: 28
Aut h net hod PSK, reserved: 0x0, reserved 0x0
Aut h dat a&col on; 20 bytes
sA Next payload: TSi, reserved: 0x0, |length: 52

| KEv2- PROTO- 4: | ast proposal : 0x0, reserved: O0xO,
| ength: 48 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 4

| KEv2- PROTO- 4: |last transform O0x3, reserved: O0xO:
length: 12 type: 1, reserved: 0x0, id: AES CBC

| KEv2- PROTO- 4: |last transform O0x3, reserved: O0xO:

length: 8 type: 3, reserved: 0x0, id: SHA96
| KEv2- PROTO- 4: |last transform O0x3, reserved: O0xO:



I ength: 8 type: 3, reserved: 0x0, id: MD596
| KEv2- PROTO- 4: |ast transform Ox0, reserved: 0xO:
Il ength: 8 type: 5, reserved: 0x0, id:
Tsi Next payload: TSr, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payl oad: NOTIFY, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
Cur State: R WAI T_AUTH Event: EV_RECV_AUTH
| KEv2- PROTO-3: (16): Stopping tiner to wait for auth
nessage
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
CurState: R WAIT_AUTH Event: EV_CHK NAT_T
| KEv2- PROTO 3: (16): Check NAT discovery
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
CurState: R WAIT_AUTH Event: EV_PROC_|ID
| KEv2- PROTO- 2: (16): Recieved valid paraneteres in
process id
| KEv2- PLAT-3: (16) peer auth nmethod set to: 2
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
Cur State: R WAI T_AUTH
Event: EV_CHK_ | F_PEER_CERT_NEEDS TO BE_FETCHED FOR_
PROF_SEL
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
CurState: R WAI T_AUTH Event: EV_CET_POLI CY_BY_PEERI D
| KEv2- PROTO-3: (16): Getting configured policies
| KEv2- PLAT-3: attenpting to find tunnel group for
ID: 10.0.0.1
| KEv2- PLAT-3: nmapped to tunnel group 10.0.0.1 using
phase 1 ID
| KEv2- PLAT-3: (16) tg_nanme set to: 10.0.0.1
| KEv2- PLAT-3: (16) tunn grp type set to: L2L
| KEv2- PLAT-3: ny_auth_nethod = 2
| KEv2- PLAT-3: supported_peers_auth_nethod = 2
| KEv2- PLAT-3: P1 1D =0
| KEv2- PLAT-3: Translating |KE_ID AUTO to = 255

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _WAI T_AUTH
Event: EV_SET_PCLI CY
| KEv2- PROTO-3: (16): Setting configured policies
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _WAI T_AUTH
Event: EV_VERI FY_POLI CY_BY_PEERI D
| KEv2- PROTO-3: (16): Verify peer's policy
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
CurState: R WAI T_AUTH Event: EV_CHK CONFI G_MODE
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)



Msgl D = 00000001 Cur State: R _WAI T_AUTH
Event: EV_CHK_AUTH4EAP
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _WAI T_AUTH
Event: EV_CHK POLREQEAP
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_CHK_AUTH TYPE
| KEv2- PROTO 3: (16): Get peer authentication method
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_GET_PRESHR_KEY
| KEv2- PROTO- 3: (16): Get peer's preshared key for 10.0.0.
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_VERI FY_AUTH

| KEv2- PROTO-3: (16): Verify authentication data
| KEv2- PROTO-3: (16): Use preshared key for id 10.0.0.1,
key len 5
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_GET_CONFI G_MODE
| KEv2- PLAT-2: Build config node reply: no request stored
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_CHK4_IC
| KEv2- PROTO-3: (16): Processing initial contact
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_CHK REDI RECT
| KEv2- PROTO-5: (16): Redirect check is not needed,
skipping it
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_PROC_SA TS
| KEv2- PROTO- 2: (16): Processing auth nmessage
| KEv2- PLAT-3: Sel ector received from peer is accepted
IKEv2-PLAT-3: PROXY MATCH on crypto map
outside map seq 1
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_NO _EVENT
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_OK _RECD | PSEC RESP
| KEv2- PROTO- 2: (16): Processing auth nmessage

ASA2E CI2 € Z&sE IKE_AUTH IZ!S ™M&ELICH
- ISAKMP SIC(SPI/HHZT/E B T)
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| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_MY_AUTH METHCD

| KEv2- PROTO-3: (16): Get ny authentication nethod

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_GET_PRESHR_KEY

| KEv2- PROTO-3: (16): Get peer's preshared key for 10.0.0.

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_GEN_AUTH

| KEv2- PROTO-3: (16): Generate mny authentication data

| KEv2- PROTO- 3: (16): Use preshared key for id 10.0.0. 2,
key len 5

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_CHK4_SI GN

| KEv2- PROTO-3: (16): Get ny authentication nethod

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_OK AUTH GEN

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_SEND AUTH

| KEv2- PROTO- 2: (16): Sending auth nmessage

| KEv2- PROTO- 5: Construct Vendor Specific Payl oad:
Cl SCO- GRANI TE

| KEv2- PROTO 3: ESP Proposal: 1, SPI size: 4 (IPSec
negoti ation),

Num transforms: 3
AES-CBC  SHA96

| KEv2- PROTO-5: Construct Notify Payl oad:
ESP_TFC_NO_SUPPORTI KEv2- PROTO- 5:

Construct Notify Payl oad: NON_FI RST_FRAGSI KEv2- PROTO 3:

(16):
Bui | di ng packet for encryption; contents are:
VID Next payload: I1Dr, reserved: 0x0, length: 20
25 ¢9 42 c1 2c ee b5 22 3d b7 84 1a 75 e6 83 a6
IDr Next payl oad: AUTH, reserved: 0xO0,
length: 12 1d type: |Pv4 address, Reserved: 0x0 0xO0

|8t initiator 2 responder2| £
=

|
g HRE 2= ZE Eci=Eo| B



51 01 01 01

AUTH Next payl oad: SA, reserved: O0xO,

I ength: 28 Auth method PSK, reserved: 0x0, reserved 0x0
Aut h dat a&col on; 20 bytes
SA Next payload: TSi, reserved: 0xO,

| ength: 44 | KEv2- PROTO 4: | ast proposal: 0xO,

reserved: 0x0, length: 40

Proposal : 1, Protocol id: ESP, SPlI size: 4, #trans: 3

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: |last transform Ox0, reserved: 0xO:

Il ength: 8 type: 5, reserved: 0x0, id:

Tsi Next payload: TSr, reserved: 0xO,
I ength: 24 Num of TSs: 1, reserved 0x0, reserved O0x0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payl oad: NOTIFY, reserved: 0x0,
I ength: 24 Num of TSs: 1, reserved 0x0, reserved O0x0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
NOTI FY( ESP_TFC_NO_SUPPORT) Next payl oad: NOTI FY,
reserved: 0x0, length: 8 Security protocol id: |KE,
spi size: 0, type: ESP_TFC_NO_SUPPORT
NOTI FY( NON_FI RST_FRAGS) Next payl oad: NONE, reserved: 0xO,
I ength: 8 Security protocol id: IKE, spi size: O,
type: NON_FI RST_FRAGS
| KEv2- PROTO 3: Tx [L 10.0.0.2:500/R 10.0. 0. 1: 500/ VRF i 0: f 0]
m.id: Ox1
| KEv2- PROTO 3: HDR[i: DFA3B583A4369958 - r: 27C943C13FD94665]
| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C1l3FD94665
| KEv2- PROTO 4: Next payl oad: ENCR, version: 2.0
| KEv2- PROTO 4: Exchange type: | KE_AUTH, fl ags:
RESPONDER MSG- RESPONSE
| KEv2- PROTO 4: Message id: 0x1, length: 236
ENCR Next payload: VID, reserved: 0x0, |ength: 208
Encrypt ed dat a&col on; 204 bytes

ASA2= IKE_AUTH m{Zloj Ciet 8&& M& gLt

| KEv2- PLAT-4: SENT PKT [ | KE_AUTH|
[10. 0. 0. 2] : 500- >[ 10. 0. 0. 1] : 500
I ni t SPI =0xdf a3b583a4369958 RespSPI =0x27c943c13f d94665
M D=00000001

ASA10| ASA2ERE| 8E& £=4AIELICH

| KEv2- PLAT- 4:
RECV PKT [ I KE_AUTH|
[10.0.0. 2] : 500- >
[10.0.0. 1] : 500
I ni t SPI =0xdf a3b583a4369958
RespSPI =0x27¢943c13f d94665

M D=00000001

ASA2:= SA Cl|O|E{H|0|A(SAD)Ol| &5

fijo

A IErLCH.



| KEv2- PROTO- 5: (16):
SM Tr ace- >
SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_K

| KEv2- PROTO-5: (16): Action:
Action_Null

| KEv2- PROTO- 5: (16):
SM Tr ace- >
SA: | _SPl =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_PKI_SESH CLOSE

| KEv2- PROTO-3: (16): d osing
the PKI session

| KEv2- PROTO- 5: (16):
SM Tr ace- >
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_I NSERT_I KE

| KEv2- PROTO 2: (16):
SA created;
inserting SA into database

ASA12 o| I{Z! 2| 215 H|o|HE &l & %28t CHZ 0] SAE SADO & lgfLict

| KEv2- PROTO- 3: Rx [L 10.0.0.1:500/R 10.0.0.2: 500/ VRF i 0:f0]
m.id: Ox1

| KEv2- PROTO- 3: HDR[i: DFA3B583A4369958 - r: 27C943C13FD94665]

| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C1l3FD94665

| KEv2- PROTO 4: Next payl oad: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: | KE_AUTH,
fl ags: RESPONDER MSG RESPONSE

| KEv2- PROTO 4: Message id: 0x1, length: 236

REAL Decrypted packet: Dat a&col on; 168 bytes

| KEv2- PROTO-5: Parse Vendor Specific Payl oad: (CUSTOM VID
Next payload: IDr, reserved: 0xO, length: 20

25 ¢9 42 c1 2c ee b5 22 3d b7 84 1la 75 e6 83 a6
IDr  Next payl oad: AUTH, reserved: 0x0, length: 12
Id type: |Pv4 address, Reserved: 0xO0 0xO

51 01 01 01
AUTH Next payl oad: SA, reserved: 0x0, length: 28
Aut h net hod PSK, reserved: 0x0, reserved 0x0
Aut h dat a&col on; 20 bytes
SA Next payload: TSi, reserved: 0x0, length: 44
| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 40 Proposal: 1, Protocol id: ESP, SPlI size: 4,
#trans: 3

| KEv2- PROTO- 4: | ast transform Ox3, reserved: 0xO:
I ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: | ast transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: | ast transform Ox0, reserved: 0xO:

Il ength: 8 type: 5, reserved: 0x0, id:



TSi Next payl oad: TSr, reserved: O0xO,
I ength: 24 Num of TSs: 1, reserved 0x0, reserved O0x0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr  Next payl oad: NOTIFY, reserved: 0x0,
I ength: 24 Num of TSs: 1, reserved 0x0, reserved O0x0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
| KEv2- PROTO-5: Parse Notify Payl oad:
ESP_TFC_NO_SUPPORT NOTI FY( ESP_TFC_NO_SUPPORT)
Next payl oad: NOTIFY, reserved: 0x0, |ength: 8
Security protocol id: IKE spi size: O,
type: ESP_TFC_NO_SUPPCRT
| KEv2- PROTO-5: Parse Notify Payl oad:
NON_FI RST_FRAGS NOTI FY( NON_FI RST_FRAGS) Next payl oad:
NONE, reserved: 0x0, length: 8
Security protocol id: IKE spi size: O,
type: NON_FI RST_FRAGS
Decrypt ed packet: Dat a&col on; 236 bytes
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
CurState: |_WAIT_AUTH Event: EV_RECV_AUTH
| KEv2- PROTO-5: (16): Action: Action_Null
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_CHK4_NOTI FY
| KEv2- PROTO-2: (16): Process auth response notify
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_PROC_MSG
| KEv2- PLAT-3: (16) peer auth nmethod set to: 2
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: |_PROC_AUTH
Event: EV_CHK_ | F_PEER_CERT_NEEDS TO BE_FETCHED
FOR_PROF_SEL
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: |_PROC_AUTH Event: EV_CET_POLI CY_BY_PEERI D
| KEv2- PROTO-3: (16): Getting configured policies
| KEv2- PLAT-3: connection initiated with tunnel
group 10.0.0.2
| KEv2- PLAT-3: (16) tg_nanme set to: 10.0.0.2
| KEv2- PLAT-3: (16) tunn grp type set to: L2L
| KEv2- PLAT-3: ny_auth_nethod = 2
| KEv2- PLAT-3: supported_peers_auth_nethod = 2
| KEv2- PLAT-3: P1 1D =0
| KEv2- PLAT-3: Translating |KE_ID AUTO to = 255
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: |_PROC AUTH Event: EV_VERI FY_PCLI CY_BY_PEERI D
| KEv2- PROTO-3: (16): Verify peer's policy
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC AUTH Event: EV_CHK AUTH TYPE
| KEv2- PROTO 3: (16): Get peer authentication method
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC AUTH Event: EV_GET_PRESHR KEY
| KEv2- PROTO-3: (16): Get peer's preshared key for 10.0.0.2
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958



R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_VERI FY_AUTH

| KEv2- PROTO-3: (16): Verify authentication data

| KEv2- PROTO- 3: (16): Use preshared key for id 10.0.0. 2,
key len 5

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC AUTH Event: EV_CHK_EAP

| KEv2- PROTO 3: (16): Check for EAP exchange

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_CHK CONFI G_MCDE

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC AUTH Event: EV_CHK | KE_ONLY

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC AUTH Event: EV_PROC_SA TS

| KEv2- PROTO- 2: (16): Processing auth nmessage

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur St ate: AUTH DONE Event: EV_OK

| KEv2- PROTO-5: (16): Action: Action_Null

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur St ate: AUTH DONE Event: EV_PKI _SESH CLOSE

| KEv2- PROTO-3: (16): d osing the PKI session

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur St ate: AUTH _DONE Event: EV_|I NSERT_I KE

| KEv2- PROTO 2: (16): SA created; inserting SA into
database

O|A| E{'= 0] ASA10] CHaH & &3tELICH

CONNECTION
STATUS: UP...
peer: 10.0.0. 2:500,
phasel_id: 10.0.0.2
| KEv2- PROTO-5: (16):
SM Trace- >
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (1)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_REG STER _SESSI ON

O|X| E{'20] ASA20] CHaH & &stELICH

CONNECTION
STATUS: UP...
peer: 10.0.0. 1: 500,
phasel_id: 10.0.0.1
| KEv2- PROTO-5: (16):
SM Tr ace->
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_REG STER _SESSI

ON
21 responder E{'d2 YA 0 2 initiator E{'ECt HX{ M5 E LCH



IKEv2 S & T2 M|AE= ASA10{|A] ErA8sFL|C}.

| KEv2- PLAT-3: (16)
connection
auth hdl set to 15
| KEv2- PLAT- 3: AAA conn
attribute retrieva
successful |y queued
for register session
request.
| KEv2- PROTO 3: (16):
| KEv2- PROTO-5: (16):
SM Tr ace- >
SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_NO _EVENT
| KEv2- PLAT-3: (16) idle
ti meout set to: 30
| KEv2- PLAT-3: (16) session
ti meout set to: O
| KEv2- PLAT-3: (16) group
policy set to
Df It G pPolicy
| KEv2- PLAT-3: (16) class
attr set
| KEv2- PLAT-3: (16) tunnel
protocol set to: 0x5c
| KEv2- PLAT-3: I Pv4 filter
I D not configured
for connection
| KEv2- PLAT-3: (16) group
| ock set to: none
| KEv2- PLAT-3: IPv6 filter ID
not configured
for connection
| KEv2- PLAT-3: (16)
connection attribues
set valid to TRUE
| KEv2- PLAT-3: Successfully
retrieved conn attrs
| KEv2- PLAT-3: Session
registration after conn
attr retrieva
PASSED, No error
IKEv2-PLAT-3:
CONNECTION STATUS:
REGISTERED...
peer: 10.0.0. 2:500,
phasel_id: 10.0.0.2

IKEv2 S& T2 M|AE ASA20{| A grAistL|Ct.

| KEv2- PLAT-3: (16)
connection
auth hdl set to 15

| KEv2- PLAT- 3: AAA conn
attribute retrieva
successful ly queued for
regi ster session request.



| KEv2- PROTO 3: (16):

| KEv2- PROTO- 5: (16):
SM Tr ace- >
SA: | _SPl =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_NO _EVENT

| KEv2- PLAT-3: (16) idle
ti meout
set to: 30

| KEv2- PLAT-3: (16) session
ti meout
set to: O

| KEv2- PLAT-3: (16) group
policy set to
Df I t G pPol i cy

| KEv2- PLAT-3: (16) class
attr set

| KEv2- PLAT-3: (16) tunnel
protocol set to: 0x5c

| KEv2- PLAT-3: IPv4 filter ID
not configured
for connection

| KEv2- PLAT-3: (16) group
| ock set to: none

| KEv2- PLAT-3: IPv6 filter ID
not configured
for connection
attribues set
valid to TRUE

| KEv2- PLAT-3: Successfully
retrieved conn attrs

| KEv2- PLAT-3: Session
registration after conn
attr retrieval PASSED,
No error

IKEv2-PLAT-3:

CONNECTION STATUS:
REGISTERED...
peer: 10.0.0. 1:500,

phasel_id: 10.0.0.1

3¢l SA CItH

E
E
|0
H1J
jul
o
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- KEi(7|-14 Al'®) - CREATE_CHILD_SA 2%0i= CHILD_SAO! CHEt ME H|ZME Bt &
Mot 2 st7| ol 7+ DH w#hof| CHEr KE HOo|2=7t MEiMo = T ot + Ql&LICH
SA0| CHE DH 50| Z&El 32 KEi= 7hAIA7L SR +8E Rz o dste 252

C

RA0{0F B LICH HE F&5tMH CREATE_CHILD_SA W 0| MI{st T CHE KEIR

sHoF g L|ct,

- N(Notify payload, 4154 AL&}) - Notify Payload
IKE IL|0{2 ™M&35t= ol AFSELICH Notify Payload( & H O]
RLYEO| HRE|= O|RE XYY, ME WEH(IKE RF0| ot 2F
HIAIX[O| LFEFLE BEAMRL 7|S 2 LIEHLHHL 9| ol0I8 - =
CREATE_CHILD_SA 10| IKE_SA7} o}l $4xH| SAQ| 7|E CIA| A

S of A7 W AE| HED Ze HE HOlEE

EL- O
E)= S HAIK|(YHxoR
g 2187| 9lsH) £ o2

ol
AA
M3ste A2 REKEY_SA

782l 2|= NHO|ZE& CHA| =4 E SAE Al'EalioF B LICt. O] CREATE_CHILD_SA 1 &

O| 34X SAE E|7|5t x| fo T N HO|ZEE M=k

- TSi X TSr(Ad=H ALE): SA7F MM E ECi=E ME4TIE &
192.168.1.122t 192.168.2.99 AtO|of| R{&L|Ct.

C}=2 & CREATE_CHILD SA C|HH &24QlLc}.

| KEv2- PLAT-5: | NVALI D PSH HANDLE

| KEv2- PLAT-3: attenpting to find tunnel group
for IP: 10.0.0.1

| KEv2- PLAT- 3: nmapped to tunnel group 10.0.0.1
usi ng peer IP

| KEv2- PLAT-3: ny_auth_nethod = 2

| KEv2- PLAT- 3: supported_peers_auth_nethod = 2

| KEv2- PLAT-3: P1 ID =0

| KEv2- PLAT-3: Translating IKE ID AUTOto = 255

| KEv2- PLAT-3: (226) tp_nanme set to:

| KEv2- PLAT-3: (226) tg nanme set to: 10.0.0.1

| KEv2- PLAT-3: (226) tunn grp type set to: L2L

| KEv2- PLAT- 3: PSH cl eanup

| KEv2- PROTO-5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R _SPI =A75B9B2582 AAECB7
(1) Msgl D = 00000001 Cur State: READY
Event: EV_INIT_CREATE_CHILD

| KEv2- PROTO-5: (225): Action: Action_Null

| KEv2- PROTO-5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R _SPI =A75B9B2582 AAECB7
(1) MsglD = 00000001 CurState: CHILD_I_INIT
Event: EV_IN T_CREATE CH LD

| KEv2- PROTO-5: (225): Action: Action_Null

| KEv2- PROTO-5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R _SPI =A75B9B2582 AAECB7
(1) Msgl D = 00000001 CurState: CH LD I_IPSEC
Event: EV_IN T_CREATE CH LD

| KEv2- PROTO 3: (225): Check for |PSEC rekey

| KEv2- PROTO-5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R _SPI =A75B9B2582 AAECB7
(1) Msgl D = 00000001 CurState: CH LD I_IPSEC
Event: EV_SET | PSEC DH GRP

| KEv2- PROTO 3: (225): Set IPSEC DH group

| KEv2- PROTO-5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R _SPI =A75B9B2582 AAECB7
(1) Msgl D = 00000001
CurState: CHI LD | | PSEC Event: EV_CHK4 PFS

| KEv2- PROTO 3: (225): Checking for PFS configuration

| KEv2- PROTO-5: (225): SM Trace-> SA

gfLCt.



| _SPI =FD366326E1FED6FE R_SPI =A75B9B2582AAECB7
(1) Msgl D = 00000001 CurState: CH LD I _IPSEC
Event: EV_BLD MsG

| KEv2- PROTO 2: (225): Sending child SA exchange

| KEv2- PROTO- 3: ESP Proposal: 1, SPlI size: 4
(I PSec negotiation), num transforns: 4
AES- CBC SHA96 MD596

| KEv2- PROTO 3: (225): Buil ding packet for encryption;
contents are:
sA Next payload: N, reserved: 0xO, length: 52

| KEv2- PROTO 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 48 Proposal: 1, Protocol id: ESP,
SPl size: 4, #trans: 4

| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:

length: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: MD596

| KEv2- PROTO-4: | ast transform O0x0, reserved: 0xO:
Il ength: 8 type: 5, reserved: 0x0, id:

N Next payload: TSi, reserved: 0x0, |length: 24

2d 3e ec 11 e0 c7 5d 67 d5 23 25 76 1d 50 0d 05

fa b7 fO 48

Tsi Next payload: TSr, reserved: 0x0, |ength: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0

TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535

start addr: 192.168.2.99, end addr: 192.168.2.99

TSr Next payl oad: NONE, reserved: 0xO, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0

TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0, end port: 65535

start addr: 192.168.1.12, end addr: 192.168.1.12

| KEv2- PROTO 3: (225): Checking if request will fit in
peer wi ndow

| KEv2- PROTO-3: Tx [L 10.0.0.2:500/R 10.0. 0. 1: 500/ VRF i 0: f 0]
mid: 0x6

| KEv2- PROTO 3: HDR[ i : FD366326E1FEDGFE -
r: A75B9B2582AAECB7]

| KEv2- PROTO-4: | KEV2 HDR i spi: FD366326E1FEDGFE -
rspi: A75B9B2582AAECBY

| KEv2- PROTO 4: Next payl oad: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: CREATE_CHILD_SA,
flags: INITIATOR

| KEv2- PROTO 4: Message id: 0x6, length: 180

ENCR Next payl oad: SA, reserved: 0x0O, length: 152

Encrypt ed dat a&col on; 148 bytes

ASA2= O| TiZ!E M&stn SEHE 7ICHEILICH

IKEv2-PLAT-4: SENT PKT
[CREATE_CHILD_SA]
[ 10.0.0.2]:500->
[10.0.0. 1] : 500
I ni t SPI =0xf d366326e1f ed6f e
RespSPI =0xa75b9b2582aaech?
M D=00000006

| KEv2- PROTO- 5: (225):



SM Trace->

SA: | _SPI =FD366326E1FEDGFE

R_SPI =A75B9B2582AAECB7 (1)

Msgl D = 00000006

CurState: CHLD I _WAIT
Event: EV_NO _EVENT

ASA10| TiZ!E 4 alEfLict

| KEv2- PLAT- 4:
RECV PKT [CREATE_CHILD_SA]
[10.0.0.2]:500->
[10.0.0. 1] : 500
I ni t SPI =0xf d366326e1f ed6f e
RespSPI =0xa75b9b2582aaecbh?
M D=00000006

| KEv2- PROTO 3: Rx
[L 10.0.0.1:500/R
10. 0. 0. 2: 500/ VRF i 0: f 0]
m.id: Ox6

7 CHS ASA12 ASA20{ M O Z&Hst THZ!E ISt

| KEv2- PROTO- 3: HDR[i: FD366326E1FEDGFE -
r: A75B9B2582AAECB7]

| KEv2- PROTO 4: | KEV2 HDR ispi: FD366326E1FEDGFE -
rspi: A75B9B2582AAECB7

| KEv2- PROTO 4: Next payl oad: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: CREATE_CHI LD_SA,
flags: INITIATOR

| KEv2- PROTO 4: Message id: 0x6, |length: 180

| KEv2- PROTO- 5: (225): Request has nmess_id 6;
expected 6 through 6
REAL Decrypted packet: Dat a&col on; 124 bytes
SA Next payload: N, reserved: 0x0, length: 52

| KEv2- PROTO 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 48 Proposal: 1, Protocol id: ESP,
SPlI size: 4, #trans: 4

| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
I ength: 12 ype: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
I ength: 8 type: 3, reserved: 0x0, id: MD596

| KEv2- PROTO-4: | ast transform O0x0, reserved: 0xO:
Il ength: 8 type: 5, reserved: 0x0, id:

N Next payload: TSi, reserved: 0x0, length: 24

2d 3e ec 11 e0 c7 5d 67 d5 23 25 76 1d 50 0d 05

fa b7 fO 48

Tsi Next payload: TSr, reserved: 0x0, |ength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS | PV4A_ADDR RANCGE, proto id: 0O, length: 16
start port: 0O, end port: 65535

start addr: 192.168.2.99, end addr: 192.168.2.99

TSr Next payl oad: NONE, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS | PV4A_ADDR RANCGE, proto id: 0O, length: 16
start port: 0O, end port: 65535

start addr: 192.168.1.12, end addr: 192.168.1.12



Decrypt ed packet: Dat a&col on; 180 bytes
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R _SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 Cur State: READY
Event: EV_RECV_CREATE_CHI LD
| KEv2- PROTO-5: (225): Action: Action_Null
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R _SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 CurState: CH LD RINT
Event: EV_RECV_CREATE_CHI LD
| KEv2- PROTO-5: (225): Action: Action_Null
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 CurState: CH LD RINT
Event: EV_VERI FY_MSG
| KEv2- PROTO- 3: (225): Validating create child nessage
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R _SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 urState: CHILD RINT
Event: EV_CHK_CC TYPE

O|X| ASA10{ A CHILD_SA If §._ 1| CHet 3|&12 2HdEhL|Ct 0|7d2 CREATE_CHILD_SA S& &L
Ct. CHILD_SA m{Z!lol= YitMo = ChZ 0| e ELIcH

- SA HDR - version.flags 2! exchange & 0| Z&ElLIC}H

- Nonce Ni(41EH AtEh) - CHILD_SA7t 7| et YR E MYE= 49 F ¢ KE HO|2=2}
nonceE = LHX| 2fofok &Lt

.SAHO|IREE

- KEi(Z|, A& Al&) - CREATE_CHILD_SA %2 CHILD_SA0]| CHsH ME H|LUMHE 2t 243
stA 2% 37| 30 =71 DH m&hof Ci$t KE HO|ZEE ME{Mo = T & & 4 Ql&LCt
SAO|| CtE DH O E0| Z & E B2 KEi= 7HAIA7L SE XL £2te JWo 2 ofdstE O82
RA0{of BfL|CH &2 £&6H CREATE_CHILD_SA m&to| AlulisiH CHE KEIE CHA| A|E
&t oF & L|Ct.

- N(Notify payload, 4124 ALE) - Notify PayloadeE 2/ =74 & A Metnt 22 HE H|o|EeHE

IKE Z|o{2 H&35HE Ol AL EILICH Notify Payload(2 & HIO|ZE)E S& HAIX|(YEHHo =2
QHO| HEEL|E 0|RE X|HE), HE TEHKE QMo e 2FE 2157 fldl) == CHE
A

HIAIX[Of| LFEFLE BEAMR 7|S 2 LIEHLHHL &9l ol0I8 - =
CREATE_CHILD_SA I &0| IKE_SA7} ot $4xl SAL| 7|E CHA| M
F89| 2|E N HOo|REE = CHA| U= EI SAE AlHEsH{oF & LCt. O] CREATE_CHILD_SA
0| 4% SAEZ 2|7|5IX]| ejgm N H 0|2 = E M2FsHoF &hL|C},

. TSI B TSr(A=4 A8 - SATH MAE EBHT! Me47|E EAIFLICH 0| B9 3AE
192.168.1.122} 192.168.2.99 AtO|oi| RU&LICE.
Clia S2ie ohent 2Lt

| KEv2- PROTO 3: (225): Check for create child
response nessage type

| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FED6FE R_SPI =A75B9B2582AAECB7 ( R)
Msgl D = 00000006 Cur State: CHI LD R | PSEC



Event: EV_PROC_MSG
| KEv2- PROTO 2: (225): Processing child
SA exchange
| KEv2- PLAT-3: Sel ector received from peer
i s accepted
| KEv2- PLAT- 3: PROXY MATCH on crypto nap
outside_map seq 1
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDGFE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
Cur St at e: CHILD_R_IPSEC Event: EV_NO _EVENT
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDGFE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000005
CurState: EXIT Event: EV_FREE_NEG
| KEv2- PROTO-5: (225): Del eting negotiation context
for peer message ID: 0x5
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDGFE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
CurState: CH LD R | PSEC
Event: EV_OK _RECD | PSEC_RESP
| KEv2- PROTO-5: (225): Action: Action_Null
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDGFE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
Cur State: CH LD R | PSEC Event: EV_PROC_MSG
| KEv2- PROTO 2: (225): Processing child SA exchange
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 ( R)
Msgl D = 00000006 Cur St at e:
CH LD _R | PSEC Event: EV_SET_| PSEC DH GRP
| KEv2- PROTO 3: (225): Set IPSEC DH group
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDGFE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
CurState: CH LD R I PSEC Event: EV_OK
| KEv2- PROTO 3: (225): Requesting SPI from | PSec
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDGFE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
CurState: CH LD R WAIT_SPI Event: EV_OK GOTI_SPI
| KEv2- PROTO-5: (225): Action: Action_Null
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDGFE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
Cur State: CH LD R BLD MSG Event: EV_CHK4_PFS
| KEv2- PROTO 3: (225): Checking for PFS configuration
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDGFE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
CurState: CH LD R BLD MSG Event: EV_BLD MSG
| KEv2- PROTO 2: (225): Sending child SA exchange
| KEv2- PROTO- 3: ESP Proposal: 1, SPlI size: 4
(I PSec negoti ation),
Num transforms: 3
AES- CBC SHA96
| KEv2- PROTO 3: (225): Buil ding packet for encryption;
contents are:
SA Next payload: N, reserved: 0x0, |length: 44
| KEv2- PROTO 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 40
Proposal : 1, Protocol id: ESP, SPI size: 4,
#trans: 3



| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
| ength: 12

type: 1, reserved: O0x0, id: AES-CBC

| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
l ength: 8

type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO-4: | ast transform 0xO0,
reserved: 0x0: length: 8

type: 5, reserved: 0x0, id:

N Next payl oad: TSi, reserved: 0x0
| ength: 24

b7 6a c6 75 53 55 99 ba df ee 05
18 la 27 a6 cb
01 56 22 ad
Tsi Next payload: TSr, reserved: 0x0
| ength: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS | PVA_ADDR RANGE, proto id: O,
| ength: 16
start port: 0, end port: 65535
start addr: 192.168.2.99,
end addr: 192.168.2.99
TSr Next payl oad: NONE, reserved: 0xO,
| ength: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS | PVA_ADDR RANGE, proto id: O,
| ength: 16
start port: 0O, end port: 65535
start addr: 192.168.1.12, end addr: 192.168.1.12

| KEv2- PROTO 3: Tx
[L 10.0.0.1:500/R 10.0.0.2: 500/ VRF i 0: f0]
mid: 0x6
| KEv2- PROTO-3: HDR[ i : FD366326E1FEDGFE -
r: A75B9B2582AAECB7]
| KEv2- PROTO-4: IKEV2 HDR i spi: FD366326E1FEDGFE -
rspi: A75B9B2582AAECBY
| KEv2- PROTO 4: Next payl oad: ENCR, version: 2.0
| KEv2- PROTO 4: Exchange type: CREATE_CHILD_SA,
flags: RESPONDER MSG-RESPONSE
| KEv2- PROTO 4: Message id: 0x6, length: 172
ENCR Next payl oad: SA, reserved: O0xO,
| ength: 144
Encrypt ed dat a&col on; 140 bytes

ASA10iM SEE EHLICH

| KEv2- PLAT- 4. SENT PKT
[CREATE_CHILD_SA]
[10.0.0. 1] : 500- >
[10.0.0.2]:500
I ni t SPI =0xf d366326e1f ed6f e
RespSPI =0xa75b9b2582aaecbh?
M D=00000006

ASA27} THZ!E = AIFFLICE.

IKEv2-PLAT-4:
RECV PKT [CREATE_CHILD_ SA]
[10.0.0. 1] : 500- >



[10.0.0.2]:500

I ni t SPI =0xf d366326e1f ed6f e
RespSPI =0xa75b9b2582aaech?7
M D=00000006

| KEv2- PROTO 3: Rx
[L 10.0.0.2:500/R
10. 0. 0. 1: 500/ VRF i 0: f 0]
m.id: 0x6

O|X| ASA20 M IiZIE & It LICt.

| KEv2- PROTO 3: HDR[i: FD366326E1FEDGFE -
r: A75B9B2582AAECB7]

| KEv2- PROTO-4: | KEV2 HDR i spi: FD366326E1FEDG6FE -
rspi: A75B9B2582AAECB7

| KEv2- PROTO 4: Next payload: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: CREATE_CHILD_ SA,
flags: RESPONDER MSG-RESPONSE

| KEv2- PROTO 4: Message id: 0x6, length: 172

REAL Decrypted packet: Dat a&col on; 116 bytes

sA Next payload: N, reserved: 0x0, length: 44

| KEv2- PROTO 4: | ast proposal : 0x0, reserved: 0x0,
I ength: 40 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 3

| KEv2- PROTO 4: |ast transform O0x3, reserved: 0xO:
length: 12 type: 1, reserved: 0x0, id: AES- CBC

| KEv2- PROTO 4: |ast transform O0x3, reserved: 0xO:
length: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO 4: |ast transform 0xO,
reserved: 0x0: length: 8 type: 5, reserved: 0x0, id:

N Next payload: TSi, reserved: O0xO,
I ength: 24

b7 6a c6 75 53 55 99 5a df ee 05 18
la 27 a6 cb
01 56 22 ad
Tsi Next payload: TSr, reserved: 0x0
I ength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS | PV4_ADDR RANGE, proto id: O
I ength: 16
start port: 0, end port: 65535
start addr: 192.168.2.99
end addr: 192.168.2.99
TSr Next payl oad: NONE, reserved: 0xO,
I ength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS | PV4_ADDR RANGE, proto id: O
I ength: 16
start port: 0, end port: 65535
start addr: 192.168.1.12
end addr: 192.168.1.12

Decrypt ed packet: Dat a&col on; 172 bytes

| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FED6FE R _SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur St at e:
CH LD | _WAIT Event: EV_RECV_CREATE_CHILD

| KEv2- PROTO-5: (225): Action: Action_Null

| KEv2- PROTO-5: (225): SM Trace-> SA. | _SPlI =FD366326E1FEDG6FE



R_SPI =A75B9B2582AAECB7 (1) Msgl D = 00000006
Cur St at e: CHILD_I_PROC Event: EV_CHK4_NOTI FY
| KEv2- PROTO 2: (225): Processing any notify-nmessages
in child SA exchange
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R _SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur State: CHI LD |_PRCC
Event: EV_VERI FY_MSG
| KEv2- PROTO- 3: (225): Validating create child nessage
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R _SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur State: CHI LD |_PROCC
Event: EV_PROC_MSG
| KEv2- PROTO 2: (225): Processing child SA exchange
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (
I) Msgl D = 00000006 CurState: CH LD_I_PROC
Event: EV_CHK4_PFS
| KEv2- PROTO 3: (225): Checking for PFS configuration
| KEv2- PROTO 5: (225): SM Trace-> SA
| _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur State: CHI LD |_PROCC
Event: EV_CHK_| KE_REKEY
| KEv2- PROTO 3: (225): Checking if | KE SA rekey
| KEv2- PROTO 5: (225): SM Trace-> SA
| _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur State: CHI LD |_PROCC
Event: EV_GEN_LOAD | PSEC
| KEv2- PROTO 3: (225): Load | PSEC key materi al
| KEv2- PLAT-3: PROXY MATCH on crypto map outside_map seq 1
| KEv2- PLAT-3: (225) DPD Max Tinme will be: 10
| KEv2- PLAT-3: (225) DPD Max Tinme will be: 10

ASA12 0| 52| SA =52 SADO| & grLct.

| KEv2- PROTO 5: (225):
SM Trace- >
SA: | _SPI =FD366326E1FEDG6FE
R_SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006
Cur St at e: CHILD_R_DONE
Event: EV_K

| KEv2- PROTO 2: (225):
SA created; inserting
SA into database

| KEv2- PROTO-5: (225):
SM Tr ace- >
SA: | _SPI =FD366326E1FEDG6FE
R_SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 Cur St at e:
CHILD_R_DONE
Event: EV_START_DEL_NEG TMR

ASA2LE 0| 5+2| SA 8= 2 SADOY AfelstLict.

| KEv2- PROTO- 5: (225):
SM Trace->
SA: | _SPI =FD366326E1FED6FE
R _SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006



Cur St at e: CHILD_I_DONE
Event: EV_K

| KEv2- PROTO 2: (225):

SA creat ed;
inserting SA into database

Eig &0l

ISAKMP(Internet Security Association and Key Management Protocol) 2! IPSec E{'d 741|212 0|
ME 2 lste{™ o| Mo KIS E HEE AFS LY.

ISAKMP

[T

ISAKMPE & 2l5l2{d O HH S =g,

show crypto isakmp sa det

ASA1

ASA19| E=42 Ct3 1t Z&LCt

ASAl(confi g)#show cry isa sa det
There are no | KEvl SAs

| KEv2 SAs: Session-id: 99220, Status: UP-ACTIVE, | KE count:1, CHI LD count:?2

Tunnel -id Local Renpte Status Role
1889403559 10.0.0.1/500 10.0.0. 2/ 500 READY RESPONDER

Encr: 3DES, Hash: MD596, DH G p:2, Auth sign: PSK, Auth verify: PSK
Lifel/Active Tine: 86400/ 195 sec

Session-id: 99220

Stat us Description: Negotiation done

Local spi: A75B9B2582AAECB7 Renote spi: FD366326E1FEDGFE
Local id: 10.0.0.1

Renote id: 10.0.0.2

Local req ness id: 14 Renote req nmess id: 16

Local next ness id: 14 Renpte next ness id: 16

Local req queued: 14 Renote req queued: 16

Local window. 1 Renpte wi ndow. 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

Child sa: local selector 192.168.1.12/0 - 192.168. 1. 12/ 65535
renpote sel ector 192.168.2.99/0 - 192.168. 2. 99/ 65535

ESP spi in/out: 0x8564387d/0x8717aba

AH spi in/out: 0x0/0x0

CPl in/out: 0x0/0x0

Encr: AES-CBC, keysize: 256, esp_hmac: SHA96

ah_hmac: None, conp: | PCOV_NONE, node tunnel

Child sa: local selector 192.168.1.1/0 - 192.168.1.1/65535
renote sel ector 192.168.2.99/0 - 192.168. 2. 99/ 65535

ESP spi in/out: 0x74756292/ 0xf0d97b2a

AH spi in/out: 0x0/0x0

CPl in/out: 0x0/0x0

Encr: AES-CBC, keysize: 256, esp_hmac: SHA96

ah_hmac: _NONE,, conp: |PCOVP_NONE, node tunnel



ASA2(confi g) #show cry isa sa det

There are no | KEvl SAs

| KEv2 SAs:

Session-id: 99220, Status: UP-ACTIVE, |KE count:1, CHI LD count:2

Tunnel -id Local Renot e St at us Rol e
472237395 10. 0. 0. 2/ 500 10. 0. 0. 1/500 READY I NI TI ATOR
Encr: 3DES, Hash: MD596, DH G p:2, Auth sign: PSK, Auth verify: PSK
Life/ Active Tine: 86400/ 190 sec
Session-id: 99220
Status Description: Negotiation done
Local spi: FD366326E1FEDGFE Renot e spi: A75B9B2582AAECB7
Local id: 10.0.0.2
Renote id: 10.0.0.1

Local req ness id: 16 Renote req ness id: 13
Local next ness id: 16 Renote next ness id: 13
Local req queued: 16 Renote req queued: 13
Local wi ndow 1 Renot e wi ndow. 1

DPD configured for 10 seconds, retry 2
NAT-T is not detected
Child sa: local selector 192.168.2.99/0 - 192.168. 2.99/65535
renote selector 192.168.1.12/0 - 192.168. 1. 12/ 65535
ESP spi in/out: 0x8717a5a/ 0x8564387d
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conp: | PCOW_NONE, npde tunne
Child sa: local selector 192.168.2.99/0 - 192.168. 2.99/65535
renote selector 192.168.1.1/0 - 192.168. 1.1/ 65535
ESP spi in/out: Oxf0d97b2a/0x74756292
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conp: | PCOVW_NONE, npde tunne

IPSec

ATH

IPSec2 = Qlsted™ Chg HES UM LICH

show crypto ipsec sa

ASA1

ASA1°| £342 Ct31F Z&LCt.

ASAl(confi g) #show cry ipsec sa
interface: outside
Crypto map tag: outside_map, seq num 1, local addr: 10.0.0.1

access-list 12l _list extended permt ip host 192.168.1.1
host 192.168. 2. 99



| ocal ident (addr/mask/prot/port):
(192.168. 1. 1/ 255. 255. 255. 255/ 0/ 0)
renote ident (addr/mask/prot/port): (
192. 168. 2. 99/ 255. 255. 255. 255/ 0/ 0)
current _peer: 10.0.0.2

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 3, #pkts conmp failed: O,
#pkts deconp failed: O

#ipre-frag successes: 0, #pre-frag failures: O,
#fragnents created: O

#PMIUs sent: 0, #PMIUs rcvd: O,
#decapsul ated frgs needi ng reassenbly: 0

#send errors: 0O, #recv errors: O

Il ocal crypto endpt.: 10.0.0.1/500, renote crypto endpt.
10. 0. 0. 2/ 500

path mu 1500, ipsec overhead 74, nedia mu 1500

current outbound spi: FODI7B2A

current inbound spi : 74756292

i nbound esp sas:
spi: 0x74756292 (1953850002)

transform esp-aes-256 esp-sha-hmac no conpression

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 137990144, crypto-map: outside_map

sa timng: remaining key lifetime (kB/sec): (4008959/28628)
IV size: 16 bytes

replay detection support: Y

Anti replay bitnmap:

0x00000000 0x0000000F

out bound esp sas:
spi: OxFOD97B2A (4040784682)

transform esp-aes-256 esp-sha-hmac no conpression

in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4147199/28628)
1V size: 16 bytes

repl ay detection support: Y
Anti replay bitmap:

0x00000000 0x00000001

Crypto map tag: outside_map, seq num 1, local addr: 10.0.0.1

access-list 12l _list extended permt ip host 192.168.1.12
host 192.168. 2. 99

| ocal ident (addr/mask/prot/port): (
192.168. 1. 12/ 255. 255. 255. 255/ 0/ 0)

renote ident (addr/mask/prot/port):
(192. 168. 2. 99/ 255. 255. 255. 255/ 0/ 0)

current _peer: 10.0.0.2

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 3, #pkts conp failed: O,
#pkts deconp failed: O

#pre-frag successes: 0, #pre-frag failures: O,
#fragnents created: O

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing
reassenbly: 0

#send errors: 0, #recv errors: O



| ocal crypto endpt.: 10.0.0.1/500, renote crypto
endpt.: 10.0.0.2/500

path mu 1500, ipsec overhead 74, nmedia mu 1500

current outbound spi: 08717A5A

current inbound spi : 8564387D

i nbound esp sas:
spi: 0x8564387D (2237937789)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4285439/28734)
1V size: 16 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F
out bound esp sas:
spi: 0x08717A5A (141654618)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4055039/28734)
1V size: 16 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ASA2

ASA2°| £342 31t Z&LCt.

ASA2(confi g) #show cry ipsec sa
interface: outside
Crypto map tag: outside_map, seq num 1, local addr: 10.0.0.2

access-list 12l _list extended permt ip host 192.168.2.99 host
192.168.1. 12

| ocal ident (addr/mask/prot/port):
(192. 168. 2. 99/ 255. 255. 255. 255/ 0/ 0)

renote ident (addr/mask/prot/port):
(192.168. 1. 12/ 255. 255. 255. 255/ 0/ 0)

current_peer: 10.0.0.1

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 3, #pkts conp failed: O,
#pkts deconp failed: 0O

#pre-frag successes: 0, #pre-frag failures: O,
#fragnents created: O

#PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs needing
reassenbly: 0

#send errors: 0, #recv errors: O

| ocal crypto endpt.: 10.0.0.2/500, renote crypto
endpt.: 10.0.0.1/500

path mu 1500, ipsec overhead 74, nmedia nmtu 1500

current outbound spi: 8564387D

current inbound spi : 08717A5A

i nbound esp sas:
spi: 0x08717A5A (141654618)



transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4193279/28770)
1V size: 16 bytes repl ay detection support: Y
Anti replay bitmap
0x00000000 0x0000000F
out bound esp sas:
spi: 0x8564387D (2237937789)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4055039/28770)
1V size: 16 bytes repl ay detection support: Y
Anti replay bitmap
0x00000000 0x00000001

Crypto map tag: outside_nap, seq num 1, |local addr: 10.0.0.2

access-list 12l _list extended permt ip host 192.168.2.99
host 192.168.1.1

| ocal ident (addr/mask/prot/port): (
192. 168. 2. 99/ 255. 255. 255. 255/ 0/ 0)

renote ident (addr/mask/prot/port):
(192. 168. 1. 1/ 255. 255. 255. 255/ 0/ 0)

current _peer: 10.0.0.1

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 3, #pkts conp failed: O,
#pkts deconp failed: O

#ipre-frag successes: 0, #pre-frag failures: O,
#fragments created: O

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing
reassenbly: 0

#send errors: 0, #recv errors: O

|l ocal crypto endpt.: 10.0.0.2/500, renote crypto
endpt.: 10.0.0.1/500

path mu 1500, ipsec overhead 74, nedia mu 1500

current outbound spi: 74756292

current inbound spi : FOD97B2A

i nbound esp sas:
spi: OxFOD97B2A (4040784682)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4285439/28663)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap
0x00000000 0x0000000F
out bound esp sas:
spi: 0x74756292 (1953850002)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4331519/28663)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap
0x00000000 0x00000001



show crypto isakmp sa @Eo| £33t 5 £232 X3 35t= show crypto ikev2 sa BH2| &3
T Eolg &= it

| KEv2 SAs:
Session-id: 99220, Status:UP-ACTIVE, | KE count:1, CH LD count:?2

Tunnel -id Local Renot e St at us Rol e
1889403559 10. 0. 0. 1/ 500 10. 0. 0. 2/ 500 READY  RESPONDER
Encr: 3DES, Hash: MD596, DH G p:2, Auth sign: PSK, Auth verify: PSK
Life/ Active Tine: 86400/ 179 sec
Child sa: local selector 192.168.1.12/0 - 192.168.1.12/65535
renote selector 192.168.2.99/0 - 192. 168. 2. 99/ 65535
ESP spi in/out: 0x8564387d/0x8717a5a
Child sa: local selector 192.168.1.1/0 - 192.168.1.1/65535
renote selector 192.168.2.99/0 - 192. 168. 2. 99/ 65535
ESP spi in/out: 0x74756292/ 0xf0d97b2a
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