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#& Add IPsec Site-to-Site Connection Profile

| Basc | Priority: B
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Tunnel group
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& Warning ﬁl

ASDM rceived messages below when one or more of the commands befow were sent o the A58, [CF]
fi\"l., means success, [ERROR] means Faikore, [TMFO] means information and [WARNING] means warming

[WaRNING ] Bunnel-group Mew-525-YPN bype ipsec-l2]
L2L tunnelgroups that have mames whidh are not an TP
address may only be used iF the bunnel authentication
rethod is Digkal Certificates andjior The peear &
configured to use Agoressive Mode

[OK] tumnekgroup Mew-525-YPN psec-atbrbutes
tunniel-group Mew-5254Ph ipsec-atiribubes

[OK] pre-shared-kay #®ketdsnes

[OK] isakmp keepalve threshold 10 retry 2

1. Configuration(7*4J) > Site-to-Site VPN > Advanced(ZZ&) > Crypto Maps(& = 3} &) Z 0|&
gt Ot 2R 2535 YMS MESt D Edif(+=™)E FE/E LT
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#% Fdit IPzec Rule

Tunnel Palicy {Crypto Map) - Basic E_Tmn'é'i:ﬁiw'i';‘rytm Map) - Advanced | Traffic EL-E-:H::E_

Interface: outside Policy Type:  static Friority: |1
Transfaorm Sets
[eep. ppe.1 0.5
Transform Set ko Be Added: ESP-SES-123-5HA
|ESP-AES-128-MDS v|

Peer Settings - Optaonal for Dynsmie Crypto Map Ertdes

The Connection Ty is applcabde bo static bunned policies onby, Uni-directional connection bype policins are used
For Lid-to-LAN redundancy. Tunned policies of the "Originate Only” connection bype may spedfy upto 10

redundant pesrs,
Conmachon Trpe: badirectional e
IP Address of Pesr to Be Added: 200, 700,200,200
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&% Edit IPzec Rule

Tunned Palicy {Crypho Map) - Basic In.nnel Policy (Crypho Map) - .ﬂ.dv-:n:ed Traffic Selection

Interface: outside Palcy Twpe: ctatic Prioeity: 1 |

Transform Sets

Transform Set ko Be Added: [ESP-AES-128-5HA

!ESP-IIEE-] 2a-MDia W
L

Peer Sethings - Optional for Dynamic Crypba Map Entries

The Conmaction Type is applicable to skatic tunnel polides onby, Uni-directional conmection bype poficies are used
Fior Ladkto-LAM redundancy. Tunned polides of the 'Originate Only® connection type may specify up to 10

redundant pesrs,
Connechon Type: bidiractional W |
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