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1. policy-map global policy B3& Al&$rL|Ct.

ASA(confi g) #policy-map global_policy

2. class inspection_default B A& gL|C}.
ASA( conf i g- pmap) #class inspection_default

3. inspect FTP HHEE A& grLCt.

ASA(confi g- pmap- c) #inspect FTP
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ASA(confi g) #show running-config

ASA Version 8.4(1)

!

host nane ASA
donai n- nane corp. com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes

!
interface Ethernet0/0

narei f Qutside

security-level O

ip address 192.168. 1.2 255.255.255.0

nterface Ethernet0/1

narei f | nside

security-level 100

p address 10.1.1.1 255.255.255.0

nterface Ethernet0/2

nanei f DVZ

security-level 50

ip address 172.16.1.12 255.255.255.0

nterface Ethernet0/3
no nanei f

no security-Ieve

no i p address

nterface Managenent 0/ 0

no nanei f

no security-Ieve

no i p address

!

!--—- Output is suppressed. !--- Permit inbound FTP
control traffic. access-list 100 extended permit tcp any
host 192.168.1.5 eq ftp

!'--- Permit inbound FTP data traffic. access-list 100
extended permit tcp any host 192.168.1.5 eq ftp-data
1

!--—- Object groups are created to define the hosts.
object network DMZ

host 172.16.1.5

object network DMZ-out

host 192.168.1.5
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!--- Configure manual NAT nat (DMZ,outside) source
static DMZ DMZ-out
access-group 100 in interface outside
cl ass-map inspection_default

mat ch defaul t-inspection-traffic

!

!

policy-map type inspect dns preset_dns_map

par anet er s

nmessage- | ength maxi mum 512

policy-map global_policy
class inspection_default

i nspect dns preset_dns_map
inspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdncp

1
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
pronpt host nane cont ext
Crypt ochecksum 4b2f 54134e685d11b274ee159e5ed009
end
ASA(confi g) #

HEE TCP ZENMFTP ZEEF HA 74

HEZE TCP ZEO| L3t FTP Z2EEZ AME CIE 7 o2 T HE £ USLICHXXXXE M
ZE H3 2 ChA|)

access-list ftp-list extended permt tcp any any eq XXXX
!

class-map ftp-class

mat ch access-list ftp-list
!
policy-map gl obal policy
class ftp-class
inspect ftp
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1. policy-map global_policy BE 2 A& gfLICt.
ASA( confi g) #policy-map global_policy

2. class inspection_default W& A& grL|C}.
ASA( confi g- pmap) #class inspection_default

3. inspect TFTP HAEE AT LICH

ASA( conf i g- pmap- c) #inspect TFTP

Zu|agol4 of

x| O|& 1

ASA(confi g) #show running-config

ASA Version 8.4(1)
!
host nane ASA
domai n- nane corp.com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes
!
interface Ethernet0/0
namei f Cut si de
security-level O
i p address 192.168. 1.2 255.255.255.0

nterface Ethernet0/1

nanei f | nside

security-level 100

p address 10.1.1.1 255.255.255.0

nterface Ethernet0/2
nanei f DVZ
security-level 50
ip address 172.16.1.12 255.255.255.0

nterface Ethernet0/3
no nanei f

no security-1|evel

no i p address

nt erface Management 0/ 0

no nanei f

no security-1|evel

no i p address

!

!--- Output is suppressed. !--- Permit inbound TFTP
traffic. access-list 100 extended permit udp any host
192.168.1.5 eq tftp

!

!--- Object groups are created to define the hosts.
object network DMZ

host 172.16.1.5

object network DMZ-out

host 192.168.1.5
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!--- Configure manual NAT nat (DMZ,outside) source
static DMZ DMZ-out
access-group 100 in interface outside
cl ass-map inspection_default

mat ch defaul t-inspection-traffic

!
!
policy-map type inspect dns preset_dns_map
par anet er s

nmessage- | ength maxi mum 512

policy-map global_policy
class inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
inspect tftp
i nspect sip
i nspect xdntp
!

!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
pronpt host nane cont ext
Crypt ochecksum 4b2f 54134e685d11b274ee159e5ed009

end
ASA(confi g) #

CtS& &QlIgtL|Ct.

An|apjo|lHME HEXMo 2 +~&3HE{H show service-policy B S A &FLICH EBF show

service-policy inspect ftp BEZ2 AAESHAEt E22 FTP AR A|8HEHL|C.

ASA#tshow service-policy inspect ftp
d obal Policy:
Servi ce-policy: global_policy
Cl ass-map: inspection_default
I nspect: ftp, packet 0, drop O, reste-drop O
ASA#
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