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hostname/context (config-if) #ip address active_ addr netmask standby standby_ addr

Of ofofl M= 7|2 ASAL| context10f CHEt 2|F RIE{H[O|A T CEot ZHo| M ELICEH
ASA/contextl (config) #ip address 172.16.1.1 255.255.255.0
standby 172.16.1.2

Context22| B
ASA/context2 (config) #ip address 192.168.2.1 255.255.255.0
standby 192.168.2.2

cteEE gety Ze 3 22| & QlE{HojA o AL ol BH2 Z+ 2 MIOIAOH CHet QIE
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) LAN 7|gF ZHo} = x|E &AsletLct.

hostname (config) #failover lan enable

g 7|18 fRHE X[HEE L.
hostname (config) #failover lan unit primary

Yol =& @2 E RIYELICH

hostname (config) #failover lan interface if name phy if

Ol i M= QIE{mH|O0|A O] 32 LAN 7|8 Eol ZX| QIE{H|0|AZ ALEELICE.

ASA (config)#failover lan interface LANFailover ethernet3

if_name Q=& phy if 212 X|Ge QEmo|lA0| =2| O|§E EFELICH phy_if 2l+=
Ethernet1l Z2 E2|X ZE O|§ E&= O|T0f 43 Ethernet0/2.3 §2| 5+2f QIE{H| 0|
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hostname (config) #failover interface ip if name ip_addr mask standby ip addr

O| |l E= 10.1.0.12 HEIE IP FAZ, 10.1.0.22 Z0H =X| QIE{H| O|A 04 CHEH AEHHIO]
IP FAE AFSELICH
ASA (config) #failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2
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1. (PIX 22 o{Z 2o A0i B S{E) LAN 7|2t Zoff x| & steruct.

hostname (config) #failover lan enable

2. ol =x| 2B 0|AE HolgfLIc 7|& R0l A4S A SUer dHE ASELICLYE
of ZX| QIE{H0|&Z ASEY QEH 0|AE X|HELICH

hostname (config) #failover lan interface if name phy if

ASA (config)#failover lan interface LANFailover ethernet3

if_name Q=& phy_if 212 X|d8 QIE{H[o]A 0] =2| O|F2 Y& LICH phy_if Ql~=
Ethernet1t Z2 EEZ|% ZE 0|§ = O|T0f| e Ethernet0/2.3 S2| 5t¢ 2IE{H|0|&
7t E £ QU&LICH ASA 5505 Adaptive Security Appliance™| M phy_ife VLANS K| & L|ct
o Zx| YZ0f HE|Z U ABKHO| 1P FAES BEELIC

hostname (config) #failover interface ip if name ip_addr mask standby ip addr

ASA (config) #failover interface ip LANFailover 10.1.0.1
255.255.255.0 standby 10.1.0.2

AT Fol Tx| QIEHOIAE TAIE I 7IR RUIM Y8 WD SUsHH 0 BHS U
ILICHCHZ| IP FAE M IP FAQ SUSH MEUlof Qlo{ofF gFL|CE ABHIO| FA MHEU!
OtA3E AlEe L7t giaLIch QIE{Ho|AE &5t efLICt

hostname (config) #interfacephy if

hostname (config-if) #no shutdown

3.0l g8 EX f4e=z X|™HELCh

hostname (config) #failover lan unit secondary

&3 0] B ofFol YT 2 TAEHKI B2 B2 VIR R0 X2 KIHEDE MY ALY
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hostname (config) #failover
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hostname (config) #copy running-config startup-config
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hostname#no failover active group group_id
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7|2 ASA - Context1 71Z|12 0|4

ASA/contextl (config) #show running-config
Saved

ASA Version 7.2(3)

1
hostname contextl
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface inside_contextl
nameif inside
security-level 100
!--- Configure the active and standby IP's for the
logical inside !--- interface of the contextl. ip
address 192.168.1.1 255.255.255.0 standby 192.168.1.2
!
interface outside_contextl
nameif outside
security-level 0
!--- Configure the active and standby IP's for the
logical outside !--- interface of the contextl. ip
address 172.16.1.1 255.255.255.0 standby 172.16.1.2
!
passwd 2KFQnbNIdI.2KYOU encrypted
access-list 100 extended permit tcp any host 172.16.1.1
eq www
pager lines 24
mtu inside 1500
mtu outside 1500
monitor-interface inside
monitor-interface outside
icmp unreachable rate-limit 1 burst-size 1
asdm image flash:/asdm-522.bin
no asdm history enable
arp timeout 14400
static (inside,outside) 172.16.1.1 192.168.1.5 netmask
255.255.255.255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.1.3 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00




timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
no snmp-server location
no snmp-server contact
telnet timeout 5
ssh timeout 5
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global _policy global
Cryptochecksum:00000000000000000000000000000000
: end

7|E ASA - Context2 Z1I|ad|0|M

ASA/context2 (config) #show running-config
Saved

ASA Version 7.2(3)

1
hostname context2
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface inside_context?2
nameif inside
security-level 100
!--- Configure the active and standby IP's for the
logical inside !--- interface of the context2. ip
address 192.168.2.1 255.255.255.0 standby 192.168.2.2
!
interface outside_context2
nameif outside
security-level 0
!--- Configure the active and standby IP's for the




logical outside !--- interface of the context2. ip
address 172.16.2.1 255.255.255.0 standby 172.16.2.2
!
passwd 2KFQnbNIdI.2KYOU encrypted
access-list 100 extended permit tcp any host 172.16.2.1
eq www
pager lines 24
mtu inside 1500
mtu outside 1500
monitor-interface inside
monitor-interface outside
icmp unreachable rate-limit 1 burst-size 1
asdm image flash:/asdm-522.bin
no asdm history enable
arp timeout 14400
static (inside,outside) 172.16.2.1 192.168.2.5 netmask
255.255.255.255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.2.3 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
no snmp-server location
no snmp-server contact
telnet timeout 5
ssh timeout 5
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global _policy global
Cryptochecksum:00000000000000000000000000000000
: end

7|8 ASA

ASA (config) #show running-config




Saved

ASA Version 7.2(3) <system>

!

!--- Use the firewall transparent command !--- in
global configuration mode in order to !--- set the
firewall mode to transparent mode.

firewall transparent
hostname ASA
enable password 8Ry2YjIyt7RRXU24 encrypted
no mac-address auto
!
interface Ethernet0
!
interface Ethernet0.1
vlian 2
!
interface Ethernet0.2
vlian 4
!
interface Ethernetl
!
interface Ethernetl.1l
vlan 3
!
interface Ethernetl.2
vlan 5
!
!--- Configure "no shutdown" in the stateful failover
interface as well as !--- LAN Failover interface of both
Primary and secondary ASA/PIX. interface Ethernet2
description STATE Failover Interface
!
interface Ethernet3
description LAN Failover Interface
!
interface Ethernet4
shutdown
!
interface Ethernetb5
shutdown
!
class default
limit-resource All O
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5

ftp mode passive

pager lines 24

failover

failover lan unit primary

! --— Command to assign the interface for LAN based
failover failover lan interface LANFailover Ethernet3
!--- Configure the Authentication/Encryption key
failover key ****%*

failover link stateful Ethernet2

!--- Configure the active and standby IP's for the LAN
based failover failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2

failover interface ip stateful 10.0.0.1 255.255.255.0
standby 10.0.0.2




failover group 1

failover group 2
secondary

no asdm history enable

arp timeout 14400

console timeout 0

admin-context admin
context admin
config-url flash:/admin.cfg

context contextl
allocate-interface Ethernet0.1 inside_contextl
allocate-interface Ethernetl.l outside_contextl
config-url flash:/contextl.cfg
join-failover-group 1

context context2
allocate-interface Ethernet0.2 inside_context2
allocate-interface Ethernetl.2 outside_context2
config-url flash:/context2.cfg
join-failover-group 2

prompt hostname context
Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
: end

HZE ASA

ASA#show running-config

failover

failover lan unit secondary

failover lan interface LANFailover Ethernet3

failover key ****x

failover interface ip LANFailover 10.1.0.1 255.255.255.0
standby 10.1.0.2

CtS& &QlIgrL|Ct.

show failover B2 Al

O MMM = show failover B E2§0f| CHSH MBIt 2
&to] ol ZX| HEHE g = J&LICH

7|18 ASA

ASA (config-subif) #show failover

Failover On

Cable status: N/A - LAN-based failover enabled
Failover unit Primary

Failover LAN Interface: LANFailover Ethernet3 (up)

Unit Poll frequency 15 seconds, holdtime 45 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maximum

L5104 A show failover 232 A}
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Version: Ours 7.
Group 1 last failover at:
Group 2 last failover at:

2(3), Mate 7.2(3)
06:12:45 UTC Jan 17 2009

06:12:43 UTC Jan 17 2009

This host: Primary
Group 1 State: Active
Active time: 359610 (sec)
Group 2 State: Standby Ready
Active time: 3165 (sec)
contextl Interface inside (192.168.1.1):
contextl Interface outside (172.16.1.1):
context2 Interface inside (192.168.2.2):
context2 Interface outside (172.16.2.2):
Other host: Secondary
Group 1 State: Standby Ready
Active time: 0 (sec)
Group 2 State: Active
Active time: 3900 (sec)
contextl Interface inside (192.168.1.2): Normal
contextl Interface outside (172.16.1.2): Normal
context2 Interface inside (192.168.2.1): Normal
context2 Interface outside (172.16.2.1): Normal
Stateful Failover Logical Update Statistics
Link stateful Ethernet2 (up)
Stateful Obj xmit xerr rcv rerr
General 48044 0 48040 1
sys cmd 48042 0 48040 1
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP tbl 2 0 0 0
Xlate_Timeout 0 0 0 0
Logical Update Queue Information
Cur Max Total
Recv Q: 0 1 72081
Xmit Q: 0 1 48044

EZX ASA

ASA (config) #show failover

Failover On

Cable status: N/A - LAN-based failover enabled
Failover unit Secondary

LANFailover Ethernet3

Failover LAN Interface: (up)

Unit Poll frequency 15 seconds, holdtime 45 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maximum

Version: Ours 7.2(3), Mate 7.2(3)

06:12:46 UTC Jan 17 2009
06:12:41 UTC Jan 17 2009

Group 1 last failover at:
Group 2 last failover at:

This host: Secondary

Group 1 State: Standby Ready
Active time: 0 (sec)

Group 2 State: Active
Active time: 3975 (sec)



contextl Interface inside (192.168.1.2): Normal
contextl Interface outside (172.16.1.2): Normal
context2 Interface inside (192.168.2.1): Normal
context2 Interface outside (172.16.2.1): Normal
Other host: Primary
Group 1 State: Active
Active time: 359685 (sec)
Group 2 State: Standby Ready
Active time: 3165 (sec)
contextl Interface inside (192.168.1.1): Normal
contextl Interface outside (172.16.1.1): Normal
context2 Interface inside (192.168.2.2): Normal
context2 Interface outside (172.16.2.2): Normal
Stateful Failover Logical Update Statistics
Link stateful Ethernet2 (up)
Stateful Obj xmit xerr rcv rerr
General 940 0 942 2
sys cmd 940 0 940 2
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP tbl 0 0 2 0
Xlate_Timeout 0 0 0 0
Logical Update Queue Information
Cur Max Total
Recv Q: 0 1 1419
Xmit Q: 0 1 940
=2 S = . (=3 =
AEHE 221524 show failover state WIS AL EFLICH
7|2 ASA
ASA (config) #show failover state
State Last Failure Reason Date/Time
This host - Primary
Group 1 Active None
Group 2 Standby Ready None
Other host - Secondary
Group 1 Standby Ready None
Group 2 Active None
====Configuration State===
Sync Done
====Communication State===
Mac set
BxX g
ASA (config) #show failover state
State Last Failure Reason Date/Time
This host - Secondary
Group 1 Standby Ready None
Group 2 Active None
Other host - Primary



Group 1 Active None
Group 2 Standby Ready None

====Configuration State===
Sync Done - STANDBY
====Communication State===

Mo x| {9 IP FAE & 2152124 show failover interface A& AIS &

ASA (config) #show failover interface

interface stateful Ethernet?2
System IP Address: 10.0.0.1 255.255.255.0
My IP Address : 10.0.0.1
Other IP Address : 10.0.0.2

interface LANFailover Ethernet3
System IP Address: 10.1.0.1 255.255.255.0
My IP Address : 10.1.0.1
Other IP Address : 10.1.0.2

HE QU

ASA (config) #show failover interface

interface LANFailover Ethernet3
System IP Address: 10.1.0.1 255.255.255.0
My IP Address : 10.1.0.2
Other IP Address : 10.1.0.1

interface stateful Ethernet2
System IP Address: 10.0.0.1 255.255.255.0
My IP Address : 10.0.0.2
Other IP Address : 10.0.0.1
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LHoﬂ}d show monitor-

& 54 QEmo|AoM &Ei ZLIEIRE Ed3tsied™ 22 41|32 0l 2 =0{ A monitor-

interface WP S AIE&FLICH.

monitor-interface <if name>

7|18 ASA

ASA/contextl (config) #show monitor-interface
This host: Secondary - Active
Interface inside (192.168.1.1): Normal
Interface outside (172.16.1.1): Normal
Other host: Secondary - Standby Ready
Interface inside (192.168.1.2): Normal
Interface outside (172.16.1.2): Normal

HZX ASA
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ASA/contextl (config) #show monitor-interface
This host: Secondary - Standby Ready
Interface inside (192.168.1.2): Normal
Interface outside (172.16.1.2): Normal
Other host: Secondary - Active
Interface inside (192.168.1.1): Normal
Interface outside (172.16.1.1): Normal
I Mol x| IP FAE U2ASHK| &L 2™ show failover HZO| IP FA0{ CHSH 0.0.0.02 2 EA|
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hostname (config) #show running-config failover

2 E failover BZ0| ZAIELICH CE HAHEAE BE0|M AAEE RAL E2 A& £

—_— =20 O
show running-config failover B Z & LICt. show running-config all failover &2 21233
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hostname (config) #no failover active group group_id
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hostname (config) #failover active group group_id
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hostname#failover active group group_id
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hostname#no failover active group group_id
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hostname#failover active
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hostname (config) #no failover

CHE|E/AEHHIO| 4 0i| A B oH ZX|E HIE3}t5tE RHAIZHE MH7H K| ZF RK19| HE|E L AEMHIO|
AEf7F R RIELICH o|E E0{ ARHHIO| RS2 7| REZ X2 27
SHX| et&LICH ABHIO| RIS HE|E MENZ BrEE{TH(E o =X|7}
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Failover message decryption failure. Please make sure both units have the
same failover shared key and crypto license or system is not out of memory
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