ASA/PIX:DHCP MHE Al2735t0{ ASDM #HI|
to|ME AF235HE IPsec VPN E210|HE 4
X o

HE2|3 Ctolo{7 24

274 H M| A VPN(IPSec) 74
CLIE AtE3t0{ ASA/PIX T4
Cisco VPN 2¢c}t0|1E ZHu|T2{o|M
Ct=2 2olstL|Ct.

show &

=Xl 1A

2ot o4 X[27]

=Xl siZE HH

MECIHI £

oy

vl

0| 2 Mo M= DHCP AMB{7} ASDM(Adaptive Security Device Manager) 5= CLIE AI&3l01 2 E
VPN 220|2E0i| 22I0|HE IP L E MBS Cisco 5500 Series ASA(Adaptive Security
Appliance)E TA35tE ol CHa MHEELICHASDM E#txo|n AFE 57| 42 & 718 22|
RIE{H|O|AE Sall MAHIMel =Fo| Eot #E| ¥ ZLIHZE MBS ELICHCisco ASA Z1x[12| 0|4
o| & 2 £|H Cisco VPN SZI0|HEE ALE35t0{ & 0l8t = Ql&LCH.

Cisco VPN Client(4.x for Windows)2+ PIX 500 Series Security Appliance 7.x 7t2| 2174 HA[A
VPN 244 & A 35t2{™ Windows 2003 IAS RADIUSE A& 3= PIX/ASA 7.x 2! Cisco VPN
Client 4.x(Active Directory™| Ci3H) 915 ZAm| T2 |0|M o & =AM AI2. 272 VPN ECH0|HE At
8 Xt= Microsoft Windows 2003 IAS(Internet Authentication Service) RADIUS ME{E A+8 35104
Active Directory0l CH3l| @15 & LICt.

& & Q15 (Xauth)2 I8l Cisco VPN Client(4.x for Windows)2t PIX 500 Series Security Appliance
7 x(ACS H{% 3.2)& AF&35}04 Cisco VPN Client(4.x for Windows) ZF #73 M| A VPN @122 A
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X5t248 PIX/ASA 7.x 2! Cisco VPN Client 4.xE 2 XA A2,
AN F ALE

LT ME

O] EMoME ASA7I 2F3| X5 £0|1 Cisco ASDM & CLIOIAM HI|ado|Me HZAE £+
& F8E|o] ok 7HEELICH.

#F1: ASDM EE= PIX/ASA 7.x0 CH8F HTTPS HMA S{E 2 EX5HAAI2.ASDM EEE=
SSH(Secure Shell)o{| A C[H}O|AE HASE FdE = UL E 5tE{™ Inside_Z! Outside Interface
Configuration Example2| SSHE A& &LCt.

ASEls FE 24

Mol E= g AZEQ o X st=9o{ HHE 7[gte = FLict

ol

HO

. Cisco Adaptive Security Appliance Software 7% 7.x 0|4}

- Adaptive Security Device Manager 7™ 5.x 0|4

. Cisco VPN Client Version 4.x 0|4t
Ol EMo| HE= S & #7329 C|H0|AE EOE HYEIREGLICEO| EMO| AIEEI EEC
OlAE= Z7IstEI(ZI2) IOt 0|Me 2 AIRE|RFELICELHR HEXHZIL &8 52 81, 2E

HHPo{o| FAHQI J&FE Ol2| SKIsHAIZ| BEEFLICEH
B ME
Ol ZAZ|28|o|442 Cisco PIX Security Appliance & 7.x O| 40 ME AFSE 4= Ql&LCH

E7| 13

mjo
mok
|__|
9'|_|
>
>
X0

2 4] &0l ChEt REAIEH LIS Cisco 71% &l E7| R4

HiE HE

HE M A VPN2 ZHHY Q1Fd0] ZE| 9| HE R F 0l et etHA Qs of st= 27 At 2 siiEg
LICH 2 HF Y AFEXtE PColl AR|E VPN 22t0|ME AZEQ|0{E ALSsto] Hot A E UEE

= UA&LICLVPN 2EI0|ME = O2fet 2HE = st & T HE &Y AIO|E C|Hto[A0i| CHE o

A2 AIETELICE Ol ool B AFO|E ClHIO|A = X =3 ME ALE5t= ASA 5500 Series
Adaptive Security Appliance &/ L|LC}.

Hot o{E2t0o|dA F4 e ME BidE Sall At LIEQI3 9| 2|40 ZEI0|UEE AT
S P FAE TAED SEH0IMET A WEXT 0 BN HAT M HEst T2 sof Bt
E3 Z2Lo|QIE0] FTE|S M IP FAB MAIHLICHAA HEYZ 0| 012 Blaso] BEE P
F4E VPN 22|90 57} ofL|El HESRIZ 2te| Hetel AR L|Ch et of7[0M IP FAE
HEstE 39, 2Ci0|UEV HE JEZQIERZ XS e + Q5 ot AHE HERHZ T4 X|IE
HAHM MEE = A= IP FLE o0[ELICH

=8
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ol MMofM= o]l EAol| HBE 7|sE Fste QEE MIELICHL

B o] Mol AL E BHol CHet RHMIEF i8S EedH BB 23| T F(SSE T ZEF &
AEsHAAIL.

HES{3 Ctojo{ 3y

Ol EMOIM=E ChE HERZ dEE ASELICHL

192.168.1.1 g
outsiide —| 10.1.1.0 7 24
Inside
Internal Network

Irbernet choud

—

VPN Client
192 .168.5.1

DHCP Server
192.168.10.1

A3 o] Ao A2 E IP FA X|™EH AAHE QIE{Ho|M gHE o 2 Bl RE
ZolA AF2E RFC 1918 =A2lL|C}.

e

T HELICH A& B

2174 H M A VPN(IPSec) 74

ASDM &%}
2174 HMA VPNS FAI5E{H O THAHE et2 8ot

1. ISAKMP & 2& 444 35}2{™ Configuration > Remote Access VPN > Network (Client)
Access > Advanced > IPSec > IKE Policies > AddE ME{EFL|C}


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

B Add IKE Policy

Priarity:

Authentication: | pre-share W

Encryplion: D-H Group: E W

Hash: Lifetinne: (O Unlimited

(&) | 86400 seconds

Dlg\ || Cancel ||

OK(&ehet Apply(H8)E S&|grLict

2. Configuration(T4J) > Remote Access VPN(#Z 2 A|A VPN) > Network (Client) Access(L|
E |3 (22to|HE) HAA) > Advanced(L =) > IPSec > IPSec Transform Sets(IPSec ¥
&g > Add(F7HE MEHSI0 ESP-DES-SHA % &g S MLt

8% Add Transform Set

Sek Mame: ESP-DES-5HA

Properties

Mode: () Transport

ESP Encrypkion: DES W

ESP Authentication: w

| | Cancel | |

. OK(&

ehet Apply(XE)E =&t

3. Configuration(74d) > Remote Access VPN(#Z M| A VPN) > Network (Client) Access(Ld|
EQ|3(Z2to|HE) M A) > Advanced(LZ) > IPSec > Crypto Maps(& &8 #) > Add(F

ThHE HEstol eH29 10 SX Moz ehssl W MAE L)



B Create IPsec Rule

Tunrel Policy (Crypto Map) - Basic | Tunnel Policy (Crypho Map) - Advanced | Traffic Selection

Interface:  oubside W | Policy Type: dynamic v Priority: 1
Transform Seks
Transform Sek to Be Added: ESP-DES-5HA
hdd, >
ESP-DES-MDS L h
et

Peer Seftings - Optional For Dynamic Crypio Map Entries

The Connechion Type is applicable ko skatic tunnel policies onlby. Uni-directional connection bype policies are used
For Lak-to-LAN redundancy, Tunnel pobicies of the 'Originate Orlby" connection bype may specify up ko 10
redundant pesrs,

[ ik ][ Cancel H Help ]

OK(&2het Apply(Xi8)E F=IgrL]ct.

4. & S%(0d: GroupPolicy1)2 ‘4+35t24™ Configuration(74d) > Remote Access VPN(# 4
Y M|A VPN) > Network (Client) Access(HIE Q|3 (Z2I0|HE) YAM|A) > Advanced(L=F) >
Group Policies(1 & =#3) > Add(F7h>Internal Group Policies(L{5 18 HM)E Mgt

= Add Internal Group Policy

i ' Mame: GroupPobcy ]
- SErYErS
+ - ddvanced Banrer: [#] Inherit
Address Pools: [«] Inherit
More Dptions ¥
Find: | e &
| ‘3'”[‘; || cancel || Hep |

OK(E 2Nt Apply(X8)E E=IFLICH

5. VPN 2ZI0|HE AEX7I SHeZ2 €Y =5 DHCP HL & +-93t24™ Configuration >
Remote Access VPN > Network (Client) Access > Advanced > Group Policies > Add>Internal
Group Policies>Servers>>8 e |C}



i Add Internal Group Policy

--aeneral DNS Servers: [ Inherit
#--Advanced WINS Servers: Inherit

More Options

¥y

DHOP Scope: [ |Inhert 197 168.5.0 |

Default Domain: [] Inherit |

Find: v ] &

| =

OK(& et Apply(X&)E S=IErLICH A T: DHCP Hel 782 M= ALZLIch RHMIE LIS
2 DHCP F4 X|8 7188 HZHAAIL.

6. VPN Zz0|HE HMAE 22t AAE X A ZH(0d: AFE XL O|F - cisco123 & H|ZHE -
cisco123)= ‘4 4d5t24™ Configuration(74J) > Remote Access VPN(#Z Y A|A VPN) >
AAA Setup(AAA &) > Local Users(2Z AFAH > Add(FE7HE MEHEFLICH

B Add User Account g

=
+-VPH Polcy Username: cisoo 123
Passward: .iﬂ-ﬂ-ﬂ-ﬂﬂﬂi
Confirm Password: | sxxxxxas
[ ] User authenbicated wsing MSCHAR
Access Restriction
Select one of the ophions below ko restrick ASDM, 55H, Telnet and Console access,
Moke: All users have network access, regardess of these seftings.
{#) Full access{ASDM, S5H, Telnet and Console)
Priviege lavel is used with command sutharization.
Priviege Level: 2 w
i OLT login prompt for S5H, Telnet and consals (no AS0M access)
This setting is effective only iF A88 authenticabe console command & configured,
) Mo ASDM, 55H, Telnet or Console access
The=s setbing is effective only IF A48 suthenticate consoke command & configured,
Fined: =3 [}
| O, [ | Cancel ] | Help ]

7. Configuration(74d) > Remote Access VPN(#Z Al VPN) > Network (Client) Access(Ld|
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E Q3 (F2t0|HE) AAH|A) > IPSec Connection Profiles(IPSec 914 T2 1}2l) > Add(F=7}
)>8 MEi3t0d E{'d & (0d: TunnelGroup1 ! Preshared key as cisco123)2 F7HerL|C}

Fils Wi

Remote Access VPN g on o

Toals  wizards  Window  Help

@ Hl:rr-c|.{} n:urﬁ;urutm|D Menkorna | [ Save Qb Refresh 0 Back \_.]

Look For:

.-' rl:ml:i.ll:hm

';l ArvCann=ct Cnrn-:tun Profiles

Group Policies

Dypnamic Acoess Folides
g Address hesignment
Advanced

8 Clentlass S5 VPR Access
[+ AangLocal Users

[+ Saoure Deskbop Manager
[#-E3 Certficate Manapament

[+ T Language Localizaton

B8 | pad Balanirg
i‘F‘ DHCP Server

=l Ohs
[+} Advanced

.

&; Renate Accass YA

Basm(?l%) £ of2Holl A User Authentication(At& A+ 215
t"i—'.*.‘;.*L—IEP Default Group Policy(7|2 1 & %)
)& MEfELICHDHCP Mol M3 &l Sztol DHCP AME{ IP

Bocess Interflaces
Enatils interfaces for [Psec acoess,

Interface I Alcey Sooess ]
odside : =
iz r
reide '

Connection Profiles
Carnection prafile (unnzl oroup) soecifies how wer @ suthenticabed and other parametsrs,

+ .-s.dd[igzi’ Edt] i l-'I-'h'tI

Mame

1Psec Enabled L2TRiTFsec Enabled Sutenticaton
Daf Uk EE VPG oUp AL
Do au A Group = = LAl
Apoly | Reset |

ol CHal LOCAL(ZZ)Z MH
| CHEF Group Policy(21 & SH*
£ NSEch

) 2=

kv
=—
Zl = of
AN
R



& Add IPsec Remote Access Connection Profile

| - | Name: Tunnedaroupl |
+-ddvanced
IKE Peer Authentication
Pre-shared Key: rreEEEAE |

Identity Certificate: | -- None -- w |

L=er Authentication

Server Group: LiiZAL A4 ||| Manage. ..

Fallback: e L4 erver Sraup Fails

Client Address Assigrment:

DHCP Servers: 192168101 |
Client Address Pools: | | Saleck.

Defaulk Group Policy

iaroup Policy: aroupPolicy 1 w ||| Manage. ..

{Following Fields are atbributed of the group policy selected above.)

Enable IPsec pratocal

[_] Enable L2TP over IPsec pratocal
Find: | @ a
T T T
M

gelg S=ghct

8. Advanced(11&) > Client Addressing(EZI0|HE F4 X|H) >Z MEHSt T Use DHCP for the
DHCP server to assign IP Address to assign VPN Client(DHCP A{H{0{l DHCP AF8) & QlEtS
MEdSHL|C} 23 Use authentication server and Use address pool(21& MH AF L FA &

AL8) gelgto| MEfg F A8l oF ErLIC



% hidd IPsec Remote Access Connection Profile

X

- Basic Global Chent Address Assignment Palicy
—-Advanced This policy affects all Network {Chent) Access connections, The Following are tried in
order until an address is Found,
Cllerk: Adcre5ing [ ] Use authentication server
- AUERenC Stion
“@uthorization Llsa DHCP
fccounbing
# 1Psec [] Usa address poal
~ppP
Interface=Specific Address Pools
% add ||
Interface Address Pools
Find: o &
| ok || cancel || el
R

ASDM 6.x T+

ASDM ZZ2 SHO|M L5 ALASH £ AMEH 2 A|2|5tT ASDM HE 6. x0MHE SUSH ASDM 7
= v
o

I|zefol4do] 7 & 1l
LICE7|E Bzt & =EE LS oty

CHEF ASDM Z2 2| ASDM K7 6.2 O|AtTt xH0|7F Q)&
of Ltet A&LICHo{Z|ME 2E =2 ASDM B0 CH

|
sff 2= o|olx[7t SYstHA| &=l Z<ol= 2eiH olOlx|I7F HF = K| ef&LICH.

1.

Configuration(7+4d) > Remote Access VPN(&Zd 24 M|A VPN) > Network (Client) Access(Ul
EQ|3(Z220|ME) HMIA) > Advanced(ZL2) > IPSec > IKE Policies(IKE &2H) > Add(Z 7}

. Configuration(T4d) > Remote Access VPN(¥{Z AA|A VPN) > Network (Client) Access(L|

EQ|3(ECI0|HE) HMA) > Advanced(LZ) > IPSec > IPSec Transform Sets(IPSec 24
&lgh > Add(F7H

. Configuration(T4d) > Remote Access VPN(¥{Z AA|A VPN) > Network (Client) Access(L|

EQ|F(ELI0|HE) HAM|A) > Advanced(1 =) > IPSec > Crypto Maps( 23t ) > Add(F
7h

. Configuration(T4d) > Remote Access VPN(¥{Z AA|A VPN) > Network (Client) Access(L|

EQ|3(E2I0|HE) HMA) > Group Policies(2& = 2H) > Add(F7}) > Internal Group
Policies(L{& 1 & H)E MEHEFLICH

. Configuration(T4d) > Remote Access VPN(¥{Z AA|A VPN) > Network (Client) Access(L|

EQ|3(E2I0|HE) HMA) > Group Policies(2& Z2H) > Add(F7}) > Internal Group
Policies(LH& & &) > Servers(MH{)& MEHFLICY.

. Configuration(Tt4d) > Remote Access VPN(Zd M4 VPN) > AAA Setup/Local

Users(AAA MZ/2Z A2 X} > Local Users(Z2Z AF2 A} > Add(F7HE MEHEHLICY.

. Configuration(7* ‘) > Remote Access VPN(E4Z3 HM|A VPN) > Network (Client) Access(L|

EQ|3(22+0|HE) YMA) > IPSec Connection Profiles(IPSec 914 Z 2 1}2l) > Add(F7})

. Configuration(7+4J) > Remote Access VPN(¥Zd 4 A|A VPN) > Network (Client) Access(Ul

EQ|3(E2I0|HE) HAMA) > Address Assignment(F 4 EH) > Assignment Policy(2e M
HE MENSFLICEH




ess > Address Assignment > Assignment Policy

For WPN address assignment, the Following options are tried in order, until an address is Found.

[T Use suthenticakion server

[v Use DHCP

I Lise Internal address pools
Parameter onby applies to full-tunnel IPSec and S5L VPN dients, and not Cliertless 551 WPN,

Ol M 7% EM2 7|E2Ma =z &3t k|od %J%L—IEP.Cisco ASAE= VPN ZEto|HEN FAE
5]

gE5t7| Qs SYUS =MHE MELICHOE F SMo| MEHZ A5 Cisco ASAE aaa M
HYZHE SMHE &QIsHK| et&Lch 7|E Mo 2 &M3ELE S M show run all2 A5t
of &l £ 2l&LIC} vpn-add B-OIM|.CIS 2 & X ol ME &34/}

vpn- addr - assi gn aaa
vpn- addr - assi gn dhcp
vpn- addr - assi gn | ocal reuse-delay O

O| H&do| CHEt AEMIEH LH& 2 vpn-addr-assigng® 2 ZESHAAIL.

CLIE AF235}0{ ASA/PIX 7+

BHEYoIA VPN 22t0[HE IP FAE MBS DHCP MHE FdsttiH CHg HHE 2t=
FLICLAIS = 24 EE| CHEE REMIE L8 2 1 M A VPN 7 B &= Cisco ASA 5500
Series Adaptive Security Appliances-Command ReferenceE & X5t AA|L.

ASA C|H}o|A0]|l X 2|20l A

ASA# sh run

ASA Version 8.0(2)

|

!--- Specify the hostname for the Security Appliance.
host nane ASA enabl e password 8Ry2Yj | yt 7RRXU24 encrypted
nanes ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.1 255.255.255.0 ! interface

Et hernet0/2 naneif DMZ security-level 50 ip address
192. 168. 10. 2 255. 255.255.0 !--- Output is suppressed.
passwd 2KFQnbNI dI . 2KYQU encrypt ed boot system

di sk0: /asa802-k8.bin ftp node passive access-list 101
extended permit ip 10.1.1.0 255.255.255.0 192.168.5.0
255. 255. 255. 0 pager lines 24 |ogging enabl e | oggi ng asdm
informational ntu inside 1500 mu outside 1500 ntu dne
1500 no failover icnp unreachable rate-limt 1 burst-
size 1 !--- Specify the location of the ASDM image for
ASA to fetch the image for ASDM access. asdm i mage

di sk0: /asdm 613. bin no asdm hi story enable arp tineout
14400 gl obal (outside) 1 192.168.1.5 nat (inside) O
access-list 101 nat (inside) 1 0.0.0.0 0.0.0.0 route
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outside 0.0.0.0 0.0.0.0 192.168.1.2 1 tineout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0: 30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute

dynami c- access-policy-record Dflt AccessPolicy http
server enable http 0.0.0.0 0.0.0.0 inside no snnp-server
| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup Iinkdown coldstart crypto

i psec transform set ESP-DES- SHA esp-des esp-sha-hnac
crypto dynami c-map outside_dyn_map 1 set transformset
ESP- DES- SHA crypto map outside_rmap 1 ipsec-isaknp
dynam ¢ outside_dyn_map !--- Specifies the interface to
be used with !--- the settings defined in this
configuration. crypto map outside_nap interface outside
!-—- PHASE 1 CONFIGURATION ---! !--- This configuration
uses ISAKMP policy 2. !--- The configuration commands
here define the Phase !--- 1 policy parameters that are
used. crypto isaknp enabl e outside crypto isakmp policy
2 authentication pre-share encryption des hash sha group
2 lifetine 86400 no crypto isaknmp nat-traversal /---
Specifies that the IP address to the vpn clients are
assigned by the DHCP Server and now by AAA or the Local
pool.The CLI vpn-addr-assign dhcp for VPN address

assi gnment through DHCP Server is hidden in the CL

provi ded by show run command.

no vpn-addr-assign aaa
no vpn-addr-assign local

telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

service-policy global _policy globa
!

group-policy GoupPolicyl interna




group-policy GoupPolicyl attributes

!--- define the DHCP network scope in the group
policy.This configuration is Optional dhcp-network-scope
192.168.5.0

!--- In order to identify remote access users to the
Security Appliance, !--- you can also configure
usernames and passwords on the device. username ciscol23
password ffIRPGpDSOJhI9YLQ encrypted

!--- Create a new tunnel group and set the connection !-
-- type to remote-access. tunnel -group Tunnel G oupl type
renot e-access !--- Define the DHCP server address to the
tunnel group. tunnel -group Tunnel Groupl general -
attributes default-group-policy GoupPolicyl dhcp-server
192.168.10.1

!--- Enter the pre-shared-key to configure the
authentication method. tunnel -group Tunnel G oupl ipsec-
attributes pre-shared-key * pronpt hostnane context
Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
ASAH#

Cisco VPN &#ct0[|HE Ziu|a o[

ASA7} MEBXo =2 FME|RE=K| #Ql5t7| 8l Cisco VPN ClientE A2 6104 Cisco ASA0| 422
-

sted A= & c}.

1. Start(AlZ) > Programs(Z213&) > Cisco Systems VPN Client(Cisco Systems VPN &£} 0|

2E) > VPN Client(VPN £ZI0|HE)E MEfELICt

2. New(MZ BHE7|)E £ 215109 Create New VPN Connection Entry(Af VPN 9172 &5 M4) &

o = £ = - &
Connect F e {mport te iy Celete
Connection Entries | Certificates l Log l
Connection Entry Huozt

3. M HZol MR M2 S Q2isLich NI 87 947 #=2| o

52 Y3 LICHHost(ZAE)

5
A X0 ASAS| QF IP FAE 2FLICt O™ O ASAN FEE CHE VPN EHE & Ol
(TunnelGroup1) ! H|ZE 5 (Pre-shared Key - cisco123)& 23&FL|Ct X{& & S&|gLct



# YPN Client | Create New YPN Connection Entry

Connection Entrg: 1854

i
cisco

D egcrption; |vprtunne

Hostk {192.168.1.1

Authentication iTranspnrt Backup Servers 1 Dial-Up 1

fo Group Authentication 7 Mutual Group Authentication

M armne: TunnelGroupd

B

Fassword:

:-::-::-::-::-::-::-:)1

Canfirm Paszword:

" Certificate Authentication

Hamai
[ SendCa Cettficate Chain

Eraze Uzer Passwond 1 Cancel

4. \-8& 4248 2251 VPN Client & Z0{ M Connect(Hd)E =2/ LICtH

oli=1:3

Connection Ertries  Stabus  Certificates Log Options Heb

Z5| M8 E@ 2% o]

Corinect e Irnpecat bl iy Delete CISCO
Connection Entiies | Cartficates | Log |

Connechon Entny

152.168.11 IPSec/UDP

B M

hot conmectked. Conmected Time: O daw(s), 00:01,18 R

5 IRZEJI ZAIZIH ALK 0|58 =B LCt cisco123 2! H|RIH Z cisco1232 2/2|
ASAO| A xautholl CHaH M E CHEZ A8 CHS OK(EH Q))& Z2!5t0 73 WEYF0i oA




VPN Client | User Authentication for "ASA™

The zerver has requested the following information bo complete the uzer

authentication.
”|m|“ Lzername: |cizcol 23
CISCO prese——
Fazsword: 1
I, I Cancel |
%I- |__||:|.
6. VPN 22}0|HEE S AIO|E o] ASAO HAZAELIC
# status: Connected | VPN Client - Version 5.0.03.0530
Conneckion Ertries  Status  Certificates Log Options  Help
5 | X bl
Dmconnect [mport Madiy Delete CIsCOo
Conrechon Enbies |Emtili::dﬁﬂ il_::lg |
Connection Ent | Hast Toargpeat- e
1 1921681 1 IPSec/UDP
Connacted to “ASA" * Conrected Time: O day(s), 00:01.15 v
7. 40| d3Ho = MY E|H Status M0l A Statistics& ME=Hsto] B/l MF HEE
ot
# status: Connected | VPN Client - ¥ersion 5.0.03.0530
Connection Eret Certficates Log Options Help
Stabestics, . = o
o e A ettty
th -al: Ctl-l-N ;
Deconnect Mo Hications.. e e s Delete CISCO
Conrection Enlries R&;et SHS
Connecton Entry Hozt Tranzport
~] ASH 19216811 IPSec/UDP
Connected ko “ASA” et T s e o




Output Interpreter _._-TL(%

x
pnd
o

At&stod Zmzef|o[4M0] M=

show B £30| EAE FLICH

ASA #show crypto ipsec sa
interface: outside

Crypto map tag: dynmap, seq num 10, |ocal addr

S DB ) OME S
=

192.168.1.1

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote i dent (addr/mask/prot/port): (192.168.5.1/255.255.255.255/0/0)

current _peer: 192.168.1.2, usernane: ciscol23

dynamic allocated peer ip: 192.168.5.1

#pkts encaps: 55, #pkts encrypt: 55, #pkts digest: 55
#pkts decaps: 55, #pkts decrypt: 55, #pkts verify: 55

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0

#send errors: 0, #recv errors: O

local crypto endpt.: 192.168.1.1, renote crypto endpt.: 192.168. 1.

path ntu 1500, ipsec overhead 58, nedia mu 1500

current outbound spi: C2C25E2B

i nbound esp sas:
spi: O0x69F8C639 (1777911353)
transform esp-des esp-nd5-hnmac none
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 40960, crypto-map: dynmap

sa timng: remaining key lifetime (sec): 28337

IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: OxC2C25E2B (3267517995)
transform esp-des esp-nd5-hnmac none
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 40960, crypto-map: dynmap

sa timng: remaining key lifetime (sec): 28337

IV size: 8 bytes
replay detection support: Y

ASA #show crypto isakmp sa

1

Active SA: 1

2

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

| KE Peer: 192.168.1.2

. show crypto isakmp sa - I|0{2| $4XH IKE SA(Security Associations)& Z5 EAIE
- show crypto ipsec sa - $9All SAUIM At St MHE EAIELICH

SILICHOITE At

S04
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Type 1ouser Rol e : responder
Rekey 1 no State : AM_ACTI VE

£X sti&

O M0l HI|TBOIM BHE SHZsts Gl S 4 U HEE MITELICLAE ClH
g2z EAlEU

Bt 74 HM|A IPsec VPN 2X| &
IPSec VPN A sid £ M2 HZTsHAAIL.

Hot d X|27]
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ok
T
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[ HESsH & 7|& Eot A4 E X|RoF FLICHPIXS| ET BPEO|M CHS HHES At

I 21

T i
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00 MO

C

. clear [crypto] ipsec sa - & A IPsec SAE At A& LICt crypto 7| EE= ME AFEQIL|CE
. clear [crypto] isakmp sa - &4 IKE SAE AT A|EFLICt crypto 7| EE MEH AFEQILICH

=X sid EH

Output Interpreter T 2(SSE D40 ) (OIT)= £ show BEZ2 X|HELICIOITE AFE 504

=
1
show Ed £39o| EME ELIC}

#1: debug BH2 AHE5t7| Mol C|H HEo| CHEE S HMEE T AL,

. debug crypto ipsec 7 - 2EtH| 2| IPsec 842 E A& LICH
. debug crypto isakmp 7 - 1Et7H|2| ISAKMP ¥4 2 E AR LICH

M& ClHa &=

- ASA 8.0
- Windows& VPN Client 5.0

ASA 8.0

ASA#debug crypto isakmp 7

Jan 22 22:21:24 [IKEv1]: IP = 192.168.1.2, |KE _DECODE RECEI VED Message

(msgi d=0) with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le
ngth : 856

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing ke payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, processing | SA KE payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing nonce payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, processing |D payl oad

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, Received xauth V6 VID

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG: |P = 192.168.1.2, Received DPD VID

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, Received Fragnentation VID
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Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, |IKE Peer included |IKE fragmenta

tion capability flags: Main Mde: True Aggressive Mde: False

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : | P = 192.168. 1.2, Received NAT-Traversal ver 02 V
I D

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, Received Cisco Unity client VID

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, Connection |anded on tunnel _group Tun
nel G oupl

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, processin
g | KE SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel G oupl, IP = 192.168.1.2, IKE SA Pr
oposal # 1, Transform# 13 acceptable Matches global |IKE entry # 2

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing | SAKMP SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing ke payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
i ng nonce payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, Generatin
g keys for Responder. ..

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing I D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
i ng hash payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, Conputing
hash for | SAKMP

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct
ing Cisco Unity VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct
ing xauth V6 VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing dpd vid payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct
ing Fragmentation VID + extended capabilities payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel G oupl, IP = 192.168.1.2, Send Al ti
ga/ C sco VPN3000/Ci sco ASA GW VI D

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, |KE _DECODE SENDI NG Message (mnsgi d=0)

with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + HASH (8) + VENDOR
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le
ngth : 368

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, |KE DECODE RECEl VED Message (nsgi d=0)
with payl oads : HDR + HASH (8) + NOTIFY (11) + VENDOR (13) + VENDOR (13) + NONE
(0) total length : 116

Jan 22 22:21:24 [I KEvl DEBUG : G oup
g hash payl oad

Jan 22 22:21:24 [I KEvl DEBUG : G oup
hash for | SAKMP

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Goupl, IP
g notify payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup
g VI D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup Tunnel Groupl, IP = 192.168.1.2, Processin
g 1 0s/PI X Vendor |D payload (version: 1.0.0, capabilities: 00000408)

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, processin
g VI D payl oad

Jan 22 22:21:24 [I KEvl DEBUG : G oup
Cisco Unity client VID

Jan 22 22:21:24 [I KEvl DEBUG : G oup
ing blank hash payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Goupl, IP
ing gm hash payl oad

Tunnel Groupl, IP 192.168. 1.2, processin

Tunnel Groupl, IP = 192.168.1.2, Conputing

192.168. 1.2, processin

Tunnel Groupl, IP 192.168. 1.2, processin

Tunnel Groupl, IP 192. 168. 1. 2, Received

Tunnel Groupl, IP 192.168.1. 2, construct

192.168.1. 2, construct



Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, | KE _DECODE SENDI NG Message (msgi d=e8a
1816d) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 68
Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE _DECODE RECEl VED Message (nsgi d=e8
al8led) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 84
Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, process_a
ttr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, IP
g MODE_CFG Reply attributes.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: primary DNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: secondary DNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, IKEGetUserAttributes: primary WNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: secondary WNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IKEGetUserAttributes: |IP Conpression = disabled

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane ciscol23, IP=1
92.168.1.2, I KEGetUserAttributes: Split Tunneling Policy = Disabled

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: Browser Proxy Setting = no-nodify

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: Browser Proxy Bypass Local = disable

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Username = ciscol23, |P = 192.168
.1.2, User (ciscol23) authenticated.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=143
60de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 60
Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, |KE DECODE RECEl VED Message (nsgi d=14
360de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 56
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, process_attr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Processing cfg ACK attri butes

Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, |KE DECODE RECEl VED Message (nsgi d=26
63aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 193
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, process_attr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Processing cfg Request attributes

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for |PV4 address

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for |PV4 net nask!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for DNS server address

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for WNS server address

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Username = ciscol23, |P = 192.168
.1.2, Received unsupported transaction node attribute: 5

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Banner!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Save PWsetting

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Default Donmain Nane

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Split Tunnel List

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Split DNS!

192.168. 1.2, Processin



Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE _CFG Received request for PFS setting!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Client Browser Proxy Setting!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for backup ip-sec peer list!

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Username = ciscol23, |P = 192.168
. 1.2, Received unknown transaction node attri bute: 28684

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Application Version!

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, dient Type: WnNT Cient Application Version: 5.0.03.0530

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for FWYPE!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for DHCP hostname for DDNS is: Wrel essl12
3!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for UDP Port!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, (btained IP addr (192.168.5.1) prior to initiating Mbde Cfg (XAuth e
nabl ed)

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Assigned private |P address 192.168.5.1 to renmote user

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Send Cient Browser Proxy Attributes!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Browser Proxy set to No-Mdify. Browser Proxy data will NOT be inclu
ded in the node-cfg reply

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=266
3aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 158
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Delay Qick Mdde processing, Cert/Trans Exch/RM DSID i n progress

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, Resune Quick Mdde processing, Cert/Trans Exch/ RM DSI D conpl et ed

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, PHASE 1 COMPLETED

Jan 22 22:21:31 [IKEv1l]: IP = 192.168.1.2, Keep-alive type for this connection:

DPD

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, Starting P1 rekey timer: 950 seconds.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, sending notify nessage

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=f 44

35669) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 84

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE _DECODE RECEl VED Message (nsgi d=54
1f 8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NONE (0) total length : 1022

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing SA payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing nonce payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1

92.168.1.2, processing |ID payl oad



Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received renpte Proxy Host data in |ID Payl oad: Address 192.168.5.1, Proto
col 0, Port O

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, processing |ID payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received local |IP Proxy Subnet data in |ID Payl oad: Address 0.0.0.0, Msk
0.0.0.0, Protocol 0, Port O

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, QM IsRekeyed old sa not found by addr

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Usernane
.1.2, IKE Renote Peer configured for crypto map: dynmap
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing | PSec SA payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IPSec SA Proposal # 14, Transform# 1 acceptable Matches gl obal |IPS
ec SAentry # 10

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, IKE requesting SPI!

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168.1.2, IKE got SPI from key engine: SPI = 0x31de01d8

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168. 1.2, oakley constucting qui ck node

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168.1.2, constructing | PSec SA payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Username = ciscol23, |P = 192.168
.1.2, Overriding Initiator's |IPSec rekeying duration from 2147483 to 28800 secon
ds

ciscol23, IP = 192.168

ciscol23, IP =1

ciscol23, IP =1

ciscol23, IP =1

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing | PSec nonce payl oad
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing proxy ID
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Transnmitting Proxy Id:

Renmot e host: 192.168.5.1 Protocol O Port O

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port O
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, Sending RESPONDER LI FETI ME notification to Initiator
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=541
f8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NOTI FY (11) + NONE (0) total length : 176

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE _DECODE RECEl VED Message (nsgi d=54
1f 8e43) with payloads : HDR + HASH (8) + NONE (0) total length : 48

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, loading all |PSEC SAs

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Cenerating Quick Mdde Key!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, Cenerating Quick Mdde Key!

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Security negotiation conplete for User (ciscol23) Responder, |nbound SPI
= 0x31de01d8, Qutbound SPI = 0x8b7597a9

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |IKE got a KEY_ADD nsg for SA: SPI = 0x8b7597a9

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Pitcher: received KEY_UPDATE, spi 0x31de01d8

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1

92.168.1.2, Starting P2 rekey timer: 27360 seconds.



Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Groupl, Username =
.1.2, Adding static route for client address: 192.168.5.1
Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Groupl, Username =
.1.2, PHASE 2 COMPLETED (nsgi d=541f 8e43)

Jan 22 22:21:41 [IKEv1]: IP = 192.168. 1.2, |KE _DECODE RECEl VED Message (nsgi d=78
f7d3ae) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (O) total length : 8
0

ciscol23, IP = 192.168

ciscol23, IP = 192.168

ASA#debug crypto ipsec 7

!--- Deletes the old SAs. ASA# | PSEC. Del eted inbound decrypt rule, SPI O0x7F3C985A Rule |D:
0xD5567DB0 | PSEC: Del eted inbound permit rule, SPI Ox7F3C985A Rule | D: OxDAEF1DFO | PSEC: Del et ed
i nbound tunnel flow rule, SPI Ox7F3C985A Rule |ID: OxD556AF60 | PSEC: Del eted i nbound VPN cont ext,
SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Del et ed out bound encrypt rule, SPI O0xC921E280 Rul e
I D: OxD517EE30 | PSEC. Del eted outbound permit rule, SPI OxC921E280 Rule |ID: 0xD5123250 | PSEC:
Del et ed out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 !--- Creates new SAs. ASA#
| PSEC. New enbryonic SA created @ O0xD4EF2390, SCB: OxD4EF22CO, Direction: inbound SPI
Ox7F3C985A Session | D: 0x0000FO00 VPIF num: 0x00000002 Tunnel type: ra Protocol : esp Lifetinme
240 seconds | PSEC. New enbryonic SA created @O0xD556B118, SCB: 0xD556B048, Direction: outbound
SPI : 0xC921E280 Session | D: 0x0000FO00 VPIF num : 0x00000002 Tunnel type: ra Protocol : esp
Lifetime : 240 seconds | PSEC. Conpl eted host OBSA update, SPI 0xC921E280 | PSEC. Creating
out bound VPN context, SPI 0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : OxC921E280 MrU :
1500 bytes VCID : 0x00000000 Peer : 0x00000000 SCB : 0x0133B741 Channel: OxD4160FA8 | PSEC:
Conpl et ed out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. New out bound
encrypt rule, SPI 0xC921E280 Src addr: 0.0.0.0 Src mask: 0.0.0.0 Dst addr: 192.168.5.1 Dst nask:
255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignhore
Protocol: O Use protocol: false SPI: 0x00000000 Use SPI: false | PSEC. Conpl et ed out bound encrypt
rule, SPI 0xC921E280 Rule ID: OxD517EE30 | PSEC. New out bound permt rule, SPI O0xC921E280 Src
addr: 192.168.1.1 Src mask: 255.255.255.255 Dst addr: 192.168.1.2 Dst nmask: 255.255.255.255 Src
ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use
protocol: true SPI: OxC921E280 Use SPI: true | PSEC. Conpl eted outbound pernmit rule, SPI
OxC921E280 Rul e I D: 0xD5123250 | PSEC. Conpl eted host | BSA update, SPI 0x7F3C985A | PSEC. Creating
i nbound VPN context, SPI 0x7F3C985A Fl ags: 0x00000006 SA : OxD4EF2390 SPI : Ox7F3C985A MIU : 0
bytes VCI D : 0x00000000 Peer : 0x00040AB4 SCB : 0x0132B2C3 Channel: 0xD4160FA8 | PSEC. Conpl et ed
i nbound VPN context, SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Updati ng out bound VPN cont ext
0x00040AB4, SPI 0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : O0xC921E280 MIU : 1500 bytes
VCI D : 0x00000000 Peer : 0x0004678C SCB : 0x0133B741 Channel: 0OxD4160FA8 | PSEC. Conpl eted
out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. Conpl et ed out bound i nner
rule, SPI O0xC921E280 Rule ID: OxD517EE30 | PSEC. Conpl et ed out bound outer SPD rule, SPI
0xC921E280 Rule I D: 0xD5123250 | PSEC: New i nbound tunnel flow rule, SPI 0x7F3C985A Src addr:
192.168.5.1 Src mask: 255.255.255. 255 Dst addr: 0.0.0.0 Dst nask: 0.0.0.0 Src ports Upper: O
Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: O Use protocol: false
SPI: 0x00000000 Use SPI: false | PSEC. Conpl eted inbound tunnel flow rule, SPI 0x7F3C985A Rul e
I D: OxD556AF60 | PSEC: New i nbound decrypt rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src nask:
255. 255. 255. 255 Dst addr: 192.168.1.1 Dst nmask: 255.255.255.255 Src ports Upper: O Lower: 0 Op :
ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A
Use SPI: true | PSEC. Conpl eted inbound decrypt rule, SPI Ox7F3C985A Rule |ID: 0xD5567DB0 | PSEC:
New i nbound permt rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src mask: 255.255.255. 255 Dst
addr: 192.168.1.1 Dst mask: 255.255.255.255 Src ports Upper: O Lower: O Op : ignore Dst ports
Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A Use SPI: true
| PSEC. Conpl eted inbound permt rule, SPI Ox7F3C985A Rule I D OxD4EF1DFO
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# VPN Client | Log Settings X

Changing logging levels will take effect immediately and will cause the current log
winidow to be cleared.

fasE 2 - Medium [ LOG.IKE ]

Connection Manager: | 1 - Low v [LOG.CM ]
Craemon [cvpnd]: | 1 - Low _:j [ LOG.CYEMD ]

Uszer Authentication: | 2-Medium = [LOGAAUTH |

Certificatez: | 1-Low | [LOG.CERT ]

IPsec: | 2-Medum = [LOGIFSEC]

Command Line: | 1 - Low _:j [ LOG.CLI ]
GUE 1 1 - Low = [LOG.GUL]
FPP: | 1 - Low = [LOG.FPF ]

Firewall: | 1 - Low x| [LOGFIREWALL ]

H} 4 Cancel

‘Connected Time: O daw(s), 00:02,37

Log > Log WindowE 41E#5t0{ VPN 22I0|IES| 20 52 SLCt.



# YPN Client | Log Window

Cizco Systernz WPM Clent Verzion 5.0.03.0530 -
Copynight [C] 1993-2007 Cizco Spstems, Inc. All Rightz Reserved.

Client Typels]: Windows, WinMT

Running on: 5.1.2600 Service Pack 2

1 123357906 01/23/09 Sev=Info/41KE AQxE3000001
IEE received zsignal to terminate WP connection

2 123357906 01/23/09 Sev=Info/41KE /0630000713
SEMDIMG = |SAKMP DAK INFO *[HASH, DEL] to 192.168.1.1

3 1233657906 01/23/09 Sev=Info/41KE QxE3000049
Dizcarding [Pzec 54 negotiation, MaglD=9CE18452

4 123358031 01/23/09 Sev=Info/d1KE AQxE3000017
Marking [E S& for deletion [|_Cookie=017ATBEFAA4BECT 2
R_Cookie=0418652E E04E3C00] reazon = DEL_REASOM_RESET_SADE

5 123358031 M/A23/09 Sev=Info/dIKE AxES000073
SENDING = |SAKMP DAE INFO *[HASH, DEL] to 192.168.1.1

B 123400500 01/23/09 Sev=Info/41KE AOxE3000046
Dizcarding [KE 5S4 negatiation [|_Cookie=01741BEFAA4BECT 2
F_Cookie=0418652E 60463C00] reazon = DEL_REASOM_RESET_SaADE

7123400546 01/23/09 Sev=Info/4IPSEC/DxE3700013
Delete intermal key with SP1=02b5ecics

g 123400546 01/23/09 Sev=Info/4IPSEC/DxE370000C
K.ey deleted by SPI 0x2bhecicd

9 123400546 01/23/09 Sev=Info/4IPSEC/DxE3700013 j
Save | Log Settings Clear Cloze
e e
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