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12! 1. DAP AAA EA GUI

] [ ] Add AAA Attribute
AAA Attribute Type:  Cisco (%]
|
i Group Policy: DfitGrpPolicy

Assigned |Pvd Address:
Assigned IPv6 Address:
Connection Profile: DefaultRAGroup
Username:
Username2: - B
SCEP Required: true

Help Cancel 0K

DAP 2 = ZQIE Hot §4

Hot o{E20|AA = AAA 4 20| AIEXRIVE F AT ZAX LI YWHE ALSsto{ AEXZQIE
Hot EME 712 =& J&LICt o7]ol= & 22F 20| 7|2 Host Scan, Secure Desktop,
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Endpaing Antribute Type Application P
1

ArmyConmect
Client Type: = B File

Device

WAL

Operaling Syitem

Pergomal Fiaesvall

Mulciple Certificate Authentication

Help Cancel oK
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L] Edit Dynamic Access Policy

Palicy Mame: DilthccessPaolicy
Dascrption:
Access | Authorization Palicy Attributes
Cnnl‘rgure access fauthorization attributes for this policy. Attribute values ip'EiiﬁE{' here will override those values obtained firom
the Adh, fystem and the group- policy hierarchy. The resulting VPN authorzation palicy IS an aggregation of DAP attributes, Ay

attributes, and group-paolicy hierarchy attributes (those that are not specified in DAF).

Webtype ACL Filters (clientless) Functions Port Forwarding Lists L

Action Metwork ACL Filters (client)

Action: ) Continue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:

Help Cancel oK
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2 | ] Add Dynamic Access Policy

Policy Marme:

Description: ACL Priority: 0

Selection Criteria
Define the AAA and endpaint antributes used 1o select this access policy. A policy is used when a user's authorization attributes match the AAA anribute oriteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and jor by expanding the Advanced option to specify
the logical expression text.

WUser has ANY of the following AsA Antributes valees... 8 and the following endpaint attributes are satisfied,
AN Attribute OpserationValue Add Endpaint I FMame{Qperation/Value Add
Lagical Op.
Advanced #

Aocess fhuthorization Policy Attributes
Configure accessfauthorization attributes for this pelicy. Attribute values specified here will override those values obtained from the AAL Systern and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA anributes, and group-policy hierarchy attributes (those
that are not specified in DAF).

Actian Metwark ACL Filters (client) Webtype ACL Filters {clientless) Functions Part Forwarding Lists Bookmarks Access Method »
Action: D Continue Chearantine Terminate

Specify the message that will be displayed when this record i selected.

User Message:

Selection Criteria(M& =74) MMojH= ZE2[X7F £ DAP B|ZEE MEISHE Ol A &=
LA=EZQIE EMS THELICH DAP BIZEE= AL XIS ME 20{ 540| AAA S 7|-.-_-J—F 2!
xl5tn RE A= xQlE EMHO| SFE 420l AASELICH
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AMA Attribute Type:  LDAF

Artribute 1ID: memberOf

Value: = [ |Contraciors

Help

Add AAA Attribute
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Get AD Groups
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Advanced

© AND OR
Logical Expressions: )
((EMAL (endpoint.av.McAfeeAV.exists, "EQ", “true", "string") and EVAL (endpoint.av.McAfeeAV.description, "EQ", "McAfee VirusScan Enterprise”, "string™)))
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Access/Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAF).

Action MNetwaork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Action: O Continue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:

- Continue(Al %) - (Z7122)) VA HH £ MMof| M8ste{H S 2 gLct.
« Terminate(SE) - MME SE5te{w F=IELCE

« User Message(Ar& X+ HIA|X|) - O| DAP B|ZEE MEHSH 32 Z& HO|X|of]l EAIE HAE
HAIXRIE 2=23gfLIct =ICH 128 KFULICH AL A HIAIX|7} BHM ¥ 2 E AIELICH AFS
A7t 2O26tH Balg B7| @6 M #H ARl ohg AHlS ZErelL(ct oi2{ DAP E= E%
MENSH B2 Z B2 =0l AFSRF HIAIXK|7F /oD B E AFS A HIAIX|7F EAIEILICH E8 0
248 HlA|X|o| 2HIE HTML Ef1E AF&35HOF 6f= URL EE= 7|EF X3 HIAEE _JE?:.*%EF =
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*._‘"Eﬁ”%h_ TAIE 4 QlaLICH DAPO CHEH ACLOE &2 #&lat HE #Elo| 25 Z&E £ QK|
Ot £ Ct Z &2 == l&LICH ACLO| &{& &1t HE #2|0| 25 X3 El 3¢ 2ot o{E2t0|¢
AE ACL Zu|agfolMg HRELICH
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Access fAuthorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action MNetwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
MNetwork ACLs
any Add>>
Manage... Delete

 Network ACL(UIE®3 ACL) EELI2 &X}7} O DAP HlZ =0 F7 P% HES3 ACLE O]
O 2EMELICH ZE 518 E= 2 7#3/0| U= ACLEH AFEE = U2, 047(0fl= O
8 ACLEF E AIEILICH

« Manage(#zl) - HHERT ACLE F7t, =78 & AFX|5t2d™ 28 Lt
- HEQI3 ACL2 O| DAP BllZ =0 CHEt HER3 ACLE L& ErLCH.

« Add(F7}) - ESCHR2 AR MEISE HEQ(T ACLE 2EF 0| /= Network ACLs(HIE
3 ACL) S=oi £7t5t24m Z=Igct.

 Delete(&Al) - Zx EA|E! HERF ACLE Network ACLs(HIEZ ACL) SF0iM AFA|5H
240 Z2I8fL|Ct ACLO| DAP EE= CHE Hl3Eof 2 E Z0le ACLS AHXE £ giaL
Ct.
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Access[Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Webtype ACLs
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Access[Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

File Server Browsing: @ Unchanged Enable Disable

File Server Entry: © Unchanged Enable Disable
HTTP Proxy: © Unchanged Enable Disable Auto-start
URL Entry: © Unchanged Enable Disable
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« URL Entry(URL &2) - At X7} & 1 0|X|0{| M HTTP/HTTPS URLE &35t A 58
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Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Port Forwarding: € Unchanged Enable Disable Auto-start
Port Forwarding List:
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 Port Forwarding List(Z2E MY S8§)E&
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- New(MZ BHE7I)- M ZE M S8 T 4624 22/8hch
- Port Forwarding Lists(ZE M S£)-DAP HlZEo| et ZE MY S22 EAIFLICH

« Add(FE7}) - EECHR AXIolM MEHSH ZE ME 222 2QE 0| /& Port Forwarding(ZE



- Delete(&A]) - MEHEI ZE MEt 222 T E MY 220

= 171
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\ccess/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified

in DAP).
Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method >

Enable bookmarks

-
Manage_l_ Jelet
. MZT| AFR - HAISHEIEAH =210 o] AFRFE AMEHEHX| Stom odZdol CHE = Ho|x|o]
MAU| =T F0| EAL K| et&LCH
. Manage(®2l) - HZI| S22 27}, 7t 2], LI L7] & Axlst4ed 223Uk
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Access /Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-paolicy hierarchy attributes (those that are not specified
in DAP).

<4  Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes

Access Method: € Unchanged
AnyConnect Client
Web-Portal
Both-default-Web-Portal

Both-default-AnyConnect Client
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« Unchanged(#H @ | X| &£ &) - MMof CHEE 2 & HAHof| MHE
At 8t

AnyConnect Client(AnyConnect 220|21E) - Cisco AnyConnect VPN Z2}0|¢1EE A& 3t
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« Web Portal(®] Z&) - Z2}0|¢1EZ|A VPNO| AZAEL|CE

« Both-default-Web-Portal(7|=2 2 Z& £ C}) - Z22}0|HEE|A EEE AnyConnect 22I0|HE
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=

FH

1 Xtod
P I — |

Am

&/ O|& DAP#1 DAP#2 DAP#3 DAP
Action(odl 1)||AIE A |HAS |HAS
Action(0f 2)|B=2 (A& |AS |B=Z

E 20] LI2t = user-message £ 82 =AY g2 EREFLICH AR EY 7t MELE DAP &l
ACO| EM 7t &7 HAZS o BHE 2191 T|=E(1674 2t 0x0A) 2 FEE EXAFEY + &L ch

9 6%l
g E EXEolM &Y el =M= ELsX| &L

m}H

E 2. AER HAIX| &4
£ 0|F DAP#1 DAP#2 DAP#3 DAP
M-SR HIAIX||HE  ||Z 042|507 ||| KHtHE 04 7} 5o{'ALCt
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O ZEELICH M= DAP B2 E0f RtE AR 2L0| FEE 32 TAlE S¢ 22 x& Alxol E
T UGLICH
AR &M Zte MEs DAP BlZ =0 FAE KHS AIE Zto| 9 ME4EH DAP BIZE 5 5tLt O

Aol Enable 0| =M El B Enabled7t E £ U&LICEH

MENSE DAP B2 E & StLE0| XS AR 5 E g3t ol k(o] UIX| et MENSE DAP HIZE
& ofL} O|&rod| A "disable" Z2£0| 2 E|o{ o EAHE EM IS Hls** st &= U&LICH
E 3. 2clo|MEE|A 7|5 EM EMH8H(7]s)

= o= DAP#1 DAP#2 DAP#3 DAP
ze z9c M8 [niEas A8
o sateafuigyaie  [pEasas
Tt olE 2] BRI CErE
HTTP Z= Al [[Hig astxts Alxtuizastxis Al
URL 221 [mizrast Ag  [as
E 40 EAIE URL 25 3 ZE MY S4ols 2XY £E AER TEE 21Ul ghol T
LIt A S H;% ME4stDAP BIZE 0| 54 2t2 B YA 1) MAElE HER 2REE
AP 4 QSLICH ZEE SAUC B8 S 42 MHY £ USLICH WEHE 2R S

Zfol HHE|lE YWAIR2 ER6HK| et&LICh

E4 URLSS U ZE MY S5 5Y

&M 0|& DAP#1 DAP#3 DAP#3 DAP
URL =% |a b,c a a,b,c
IE ZQC d,e ef d,ef
Access Method E42 SSL VPN Z20{| H{E Ll Z2I0|¢E HMA &HE X|-HEL|CH Z2t0]

AHE AMA L2 AnyConnect 2EI0|UE HMA T, o = HMA M, # ZH ANAE
7|2 22 6= AnyConnect 22t0|E == @ X ™ °”A1|/\ °F = AnyConnect 2E+0|1E HA|
AE 7|EZt2Z 8= AnyConnect 2210|91E E = # 2 & °—'1A1|/\°E' £ laLch EAE 54 2
2 & 501 29fE|o{ JU&LICH

E 5 OHA|A e &M

MeEt 54 gt

AnyConnect 22} ® Z Both-default- Both-default-AnyConnect A 2t
O|HE = Web- L& Seto|E
X Both-default-AnyConnect
20| E
X Both-default-2 X &
X X Both-default-2 Z &
X CEL




X X Both-default-AnyConnect
2CI0|E
X X Both-default-2 Z&
X X X Both-default-2] X &
X AnyConnect Z2I0|1E
X X Both-default-AnyConnect
ZEto|E
X X Both-default-# 2 &
X X X Both-default-2 Z &
X X Both-default-2| Z &
X X X 2:):; Odl(e;laélt AnyConnect
X X |X Both-default-2 Z &
X X X X Both-default-2 3 &
HS IS (85 o) 8 R S20I9IS2I4) ACL BE S8 WY 1 DAP 212 U DAP
ACL2 Ioisliol & F 7IX| F2 T4 4 Lct

21152 Z2 Priority Attribute= &H|Z|X| et &LICH £ ot 0{Z2t0|1A = 0424 DAP B2 =0 M
HIE°43 ol ¢ 8 ACLS *'ﬁlé* [H Of 2t AM85t0] AMA SES =M E AIHNELICH

Hoto{ZEto|AE 7MY £2 QU HEREH MY H2 M= HE3NX| B2 =& HHst
EH Mg e =2 E@_E Elo|= T ot2of [U&LICH ol|E 01 2t0| 421 DAP Bl|ZE &= 240

201 Bl ZEEC M=V H £&ULCE o522 HEE + glaLch

13! 15. Priority(S M=) - DAP B|ZEQ| SME=RE EAIFLICH

® Add Dynamic Access Policy

Policy Name:

Description: ACL Priority: 0

« Policy Name(’3# O|&) - DAP B|Z=2| O|§ &2 ZEAIELICt
« Description(Ad3) - DAP BlZE0| 8 & MHFILICE.

DAP ACL S42 HZe 518 =5 & HAe Al S5 ACL 22 E £+t AMA FHE K|
P LICE. Allow-List ACL 220 M access-list &= 2 X|HE HEXHZ E= SAE CHEF HAHA
"&12"st= 722 X|ZELICt. Block-List ACL 2 =0l M access-list = 8
SAEO CiEt HMAE HESHE #EE XHYLULICH HIES HMA FSE &8 & A

+2l0| 8 El access-list &= 0| ZEELICEH UX|GHK| &t= HMA SE0| DAP gl Z =04 CH3H
MEI Z ZE|X7 BIZEE F7lste{n & M M F 2 HEE £ USLICH E46tE AA|
S50/ DAP HZ O &HE B2, Metd EH2 HESI= HMA S8 €2 Ho[ado|M

o=
LFRE HEE = U&LICH

RME HEXT =
oll=

[> -4 4 rir ﬂllﬂl

2! 16. DAP ACL - O| DAP H|ZE0| MEE HER3 ACLE MEHSt T FHE £+ U&LICH



Access/Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifi
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
Network ACLs
any  Add>> | =

Manage... Delete

0{2 DAP BlZEE MEistE L ES I (ated) ACLO| X|HE HMA 22 EM0| EH E/0{ DAP
451 ACLOY CHEH S5 MM A SES MMFLIC 22 AR 8 ¥4

ACLO| X|BE A4 22 S430| EHElof DAP S2H0[RtE 2|4 ACLOY CHEH

MABLICH CH ool As 53] S5 DAP Wats A4 S22 MMste Yol FHE SUC
J2iLH S5 DAP SEH0IHEEIA HAA SROIME SUE ZZHAE 28E £ AsLICH

HX{ ASAE E 601 LI2t /= Zd%x{Z DAP Network-ACLO| 1R 8t O|ES SXo =z MASHL|C}.

E 6. X DAP U EQ|3 ACL 0|

DAP HE®|3 ACL O|&
DAP-Network-ACL-X(037|AM X&= I R82 E&5t7| flall 7t = JUe= H=)

Em, ASA= E 71 ZHo| MEHEI DAP A2 E0{| A Network-ACL E442 ZHAHsHL|LC},

E7 HESZACL

MEd Hé,_;_DAP = —‘.’—Slr: H'ffda ol oL =
DAP 1 1 101 2 102 QC;L?:)?*;j;i?él 75 7%/0] YT ACL 10201= 4749] 3
DAP 2 2 [201 %202 iC;ij:)Tg;ﬁél 512 7#2/0| 21 ACL 2020 = 3742 A
DAP 3 2 101 2 102 %C;Ljyl’*ggﬁél 7|2 F=l0| )T ACL 1020i= 4742 51

M, ASA= TX{ DAP BH|ZE M &2 HS 2 | EQT ACLES A28 CF2 271 0O|AHo| MEH
St DAP B2 EQ| M &=2| ZI0| SYUSIH R SEo 2 MK RHHZSLICH 2 CHS ASAE E
801 L}e} Rl Zdx{&d Z Network-ACLO| A Network-ACL IEZ|E ZHAHEF £ Ql&L|CH

E 8. DAPHIZE 2M =9

HEQI3 ACL M= White/Black Access-List 22 UHESR/I ACL &=

101 2 EMDAE 4742| 71§ #=/(DDDD)
202 2 E3E[AE 3 7{& T =|(DDD)

102 2 Sto|EE[AE 4 & T =(PPPP)




202 2 Sl0|EBIAE 3 5|8 T2/(PPP)

101 S| AE 4712] 7% F=/(DDDD)

102 1 3l0|EEIAE 4 518 F2|(PPPP)

OFX|ZtO 2, ASAS Network-ACL YIEE|E SX o 2 MA =l Network-ACLOY| &8 8H Chg Eo9t 2

0| 2% M Network-ACLE % Network-ACL2| O|§ & dt&tstL|Ct.

£ 9. M DAP HES|3 ACL

DAP H|E2{3 ACL O|& HERII ACL &=
DAP U E%/3 ACL-1 |DDD DDD PPPP PPP DDD PPP

DAP &

ZEIX7E DAP 7842 TEIsHoF sHE OIR0IE 043 7HRI7H A LICH T 7k 2E3QI olRE o
=z QIEof CHet Al B7b7t AIRE M WEE WEXT BlAA0] CHE ALSXF AMA HEtE &
OfE 1 Hct 0l AMA i B B2 D2ishol & telLict. T ofolxle DAP 31 &g

T QAE TASI HH ASZQIESE AwstT CHYet LIESIT BlAA0] CHE AL R AMIA

EHAE Abe] - 22t0|AMET} ChETF 22 VPN AMA 27 Atgof CHEt 7HE S - i&LICH
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5 4o N

£ Managed(Z2I8) == Unmanaged(Z 2IE|X| &I 2)E BX|5tT AHe=
E7P ZE| (Y PC)2 2 AMER|K|E ZAX Q0| EFL(X| e B
CIEof CHEF AMIAE 7{F8lok BfLICH BHH, Xplo| A= X QIET} 22| E|X|
C)2Z AlEr|H sy =L IE0]| F2t0IAUEE|A HAM|A HEHO| F 040
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« McAfee AntiVirus@t 20| Zt2|E|= Zl A= ZQIE A AlE Sl o Z 2|70l ErX|5tD
A&sHE 7|s. oHECIFIo|MOo| ERSHK| ot E2, Y AEZQIEE= MM AT 7{E E|0{0F
ghuict.

« AAA CIESE AIE235104 QIS E AFERI7F HMASHOF 5t HERXT E|IAAE AHSE 71s.

Hoto{E EPOI AE 7|2 MS LDAP 9152 x|t 04E-| LDAP 1& Ht{4] &2 x|s6H
OF &LC}.

« 2CI0|UE/MHERT 7|Et A2 S5l (AT B2 ZEZ LANOM HERT ™A 3l T2

ot Z2 HERT E|lAAM HHASES B 75.

« HfRto|H SRE HAE HMAE MIote 7Is. ALAtet O A=xQIE= ZE0|HEE]
A HMAE Eotof 5tH, ofE E|91|0|*._401I CHet 2 & AMAa= 2 KM A0 HsH XEHE[o
OF gfL|Ct.

| lollAfs BEHOIHE S| VPN HMA 2T AFE S S5 t7| SisH Yol Hm|2aolM BAIE A
B olaLIch He ot a0l Bl 21318 DAPS SIS al2tol gl Kol CFE 7zl
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oilo|4d2 DAPS 2 #240| Q12 = UELICH ASAE i SHO|H B2 LERZ & Fol M8
g & AELICH MEtM VPN £ R M2 O et e =2 Hold ¢ %JQEH 75'°O+| et sYet 23
£FHS MIFUCH JefLt o M2 gy

O] M2l &1 Mo|El ZEI0[HE 2F AtEol 2t ASDM(Adaptive Security Device

Manager)2 At&3stD CHEE | L2 0|MS DAPO| EEE 4= Q&LICH OBt DAP/I 2Z
UM EMg H@ /Es AMYEoE = U YHE EASIES 24 08 ¥ 798 =2 UG

LICt Ol HIAE A& 7|8t 2 LDAP M O &, 2AZEX EHIZ UERXI S5, 7|2 IP AZA(IP
£ 2 DefaultDNS M I2& Z&ho| O/2] &0 QchD 7HEE & Q&L

B3 ol - o] HI|BoIMe 27 HM S48 Holsts o WRELICH 0f7lof HolE Uk
12 DAPOIM TS 4 & LICHol: 2 LAN #Al4). (0] HHe Zatoleisala X Fatol
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Configuration(Z1Z| 18| 0|M) > Remote Access VPN(¥4Zd UM A VPN) > Network (Client)
Access(LIE T (Z2CI0|HE) HAMA) > Group Policies(2 & HA)Z 0|S35l1 ChS1t 20| LHE
JE S™E FIHELIC

T2 17. Group Policy(2 & H2) - 2Z VPN & §48 HolgfLct.

a8 [ ] Add Internal Group Policy

General Mame: CroupPolicyl
Servers

Advanced Banner; Inherit

SCEP forwarding URL: Inherit

Address Pools: Inherit

IPvE Address Pools: Inherit

More Options -

a. General(¥gh) 2320 2 & ER 2| O|FSSLVPN_GPE F/d&LCt,

b. L8t General( g @ 3.0{ M More Options(F7+ &M)E& £ 25t 1 Tunneling
Protocol:Clientless SSLVPN(E-I'-E"%' T ZEZ:Z20|MEE|A SSLVPN)ZF TAIEHLICH Al
A WS M-t #E|stE S DAPE 88 = U&LICh

c. Advanced(11 =) > Split Tunneling(AZ ! E{23]) &3 of2folM CtZ EtAIE F+HFLICH
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The VPN client makes split tunneling decisions en the basis of a network list that ecified below by providing the proper parameters to ‘Policy’ and

DNS Names: Inherit
Send All DNS Lookups Through Tunnel: € Inherit

er | Policy: Inherit Exclude Network List Below
1PV6 Policy: Inherit

Network List: Inherit Local_lan_access

Pressing this button to set up split exlusion for Web Security proxies.
Set up Split Exclusion for Web Security...

Es g E-I Lé-l % —<|>— il %I- E % 6-' % E}' Ll E_|' . Intercept DHCP Configuration Message from Microsoft Clients

a. A Inheritand(& &) 2| MBS F|A 510 Exclude Network List(HER T S5 XM2)E

b. HERT S5: 442 FAstn 55 0[& Local_Lan_Access& ME{ELICE (AFH T



MElof ck 7 ErLICE)

d. Advanced(TL2) > ANYCONNECT Client(ANYCONNECT 22+0|9ME) 2T 0{M CtS EHAHIE
T-agLct

213 19. SSL VPN Client Installer(SSL VPN 22t0|21E HX| Z=33) - VPN & A| SSL

sssss

uuuuu

Zcto|HUEE A=xREN RE|SHAHLE MHE =+ U&LICH

e. Keep Installer on Client System(Z20|2E A|AEO|M HX| Z2 3 | XI): Inheritt(& £5)2]
MERS F|A B CHS Yes(ol)E MEHEFLICE,

o
O|™ol| M E 2 & HAH(SSLVPN_GP)E M3l ol 2#Lich o] 44
Ste AL XE 047]0f Ho|E E448 0 OlL|ZF SSLVPN_GP 1& H&of Ho|
T U&LICH Ol Z2 12 ZECI0|MEL|A L ECI0|ME 7B EME 25 Holst= HlolT A

& 4 e

¢ Z2mY ol - o] ZI|1d0]M2 AAA 215 HE(0d: LDAP)E Holst o] ¢4 =2 mtof
o
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Configuration(Z1Z| 184|0| M) > Remote Access VPN(Z3 UM A VPN) > Network (Client)
Access(UIEQ| T (20| E) HAM|A) >IPsec Remote Access Connection Profile(IPsec 2123 Al
A Q€A Z2M )2 0|Sstod CtgE T dg Lt



O ® Edit IPsec Remote Access Connection Profile: DefaultWEBVPNGroup

Basic Name: DefaultWEBVPNGroup
Advanced

IKE Peer Authentication

Pre-shared Key:

Identity Certificate: -- None -- & Manage...
User Authentication

Server Group: LOCAL Manage...

Fallback: Use LOCAL if Server Group fails

Client Address Assignment
DHCP Servers:

O None DHCP Link DHCP Subnet

Client Address Pools: Select...

Default Group Policy
Group Policy: DfltGrpPolicy < Manage...

(Following field is an attribute of the group policy selected above.)
Enable IPsec protocol

Enable L2TP over IPsec protocol

Find: S @

Help Cancel -

a. Connection Profiles(21Z2 Z 21} ) M40 A Default WEBVPNGroup= H &5t Basic(7|&
) @30 Ctg HAHE Fg&Lct

Al

b. Authentication(2!5) - AAA M I E:LDAP(OI2| FHE W22 71H)

|I21E FA E:IP_Pool(O|2|

ol

o

c. Client Address Assignment(Z2t0|HE FA
TEE R 2 7tH7d)

e - 2t
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3 2eto|HER|A SSL A E S=ote ol 2R ELICH

CIE{H|O|AO|M EEIO|HE/HE QT HHAE &35 Mol HA{ SSL VPN 20|21 E o|0|
X|E Holsfiok ELIC

1. Configuration(T4d) > Remote Access VPN(¥4Z3 HM|A VPN) > Network (Client)Access( Ul
E Q|3 (2t0|HE)HMA) > Anyconnect Client Software(Anyconnect 22t0|1E AZ E Q|
0{)E 0|=3st™ CtF O|O|X[2! ASA Flash It A|AES| SSL VPN Z2t0|21E O|0|X|E F7t
g LICt. (O] o|0]|X|= CCOMM Ct2EEE == QU&LICH https://www.cisco.com)

32| 21. SSL VPN Client Image Install(SSL VPN ZZI0|¢1E 0|D|X| |) AEZQIEE O

Z45t7| QI8 F AlZ AnyConnect 22+0|91E 0|O|X|E HMo|gfL|ct =
a. anyconnect mac-4.x.xxx-k9.pkg
b. OK,OKC}A|, ApplyE &2l 2 Z2(8tLct,
2. Configuration(T4J) > Remote Access VPN(#Z 2 A|A VPN) > Network (Client) Access(L|

EQ|3(Z20|HE)HAMA) > AnyConnect Connection Profiles(AnyConnect 12 T2 m}
)2 0|&5t1 Chg HHE AL85toq 0| 7|58 EdsterLct

12 22. SSL VPN Access Interface(SSL VPN A& QIE{H|0|A) - SSL VPN "75"% %E%EI-
RIE{H|O|AE
a. Access Interface(AM|A QIE{HH| O|A) MM A of 2 E ol MEHEl IE{H O] A0 A Cisco
AnyConnect VPN Client EE £ i|741Al SSL VPN Client A& % % ®§+°*LIE+.

b. EE8 Access Interfaces(A|A QIE{H|0]A) Mol M 2F 2IE{H| 0|4 2| Allow

Access(H M A &)E MEAILICH o] x| ado|M2 2F QIE{H| 0|A0d| A SSL VPN
ZE0|HER|A HMAE EMSHE =2 USLICH

2HOlAEBlA MM A0] CHE MZ T SS(URL S5) ol - 0] T4 ZHo| AAIZ & 7|8 8
z232g Holste ol WLt A28 URL S5 1} A94R8 URL 258 271 Molg +
aLic

=

1. Configuration(Z1Z|224|0| M) > Remote Access VPN(&Z3 HA|A VPN) > Clientless SSL
VPN Access(Z2H0|21EZ2|A SSL VPN HA|A) > Portal(Z£ &) > Bookmarks(BZ I))£ 0|S
&tod+ Add(F7HE 286t Ot HAHE F A& LICH

.‘

112! 23. Bookmark List(MZ I| =5) - 2 LM H At HAMAE URLE HO|FLCt.
(Bl HMAE 2IsH AFSRE XIHE).
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[ ] [ ] Add Bookmark List

Bookmark List Name: Employees|

Baokmark Title URL Add
Edit
Delete
Mowe Up

Mowe DOWn

Find: ) | S Match Case

Help Cancel -

a. Bookmark List Name(MZ I| 55 0|&):Employees(Z#)E 22/5t Lt Add(F7H
EEE !
= —1-d .

b. 2HZI| N|=:5|AF QIEEIL

c. URL Z!: https//company.resource.com

OK(E2HE =8 Ot OK(H2)E CHA| F=2IFLICH
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33 24. Bookmark List(MZI| S5) - A2E HMAZ 28 ALEX} X|ZEL|CL


https://company.resource.com

@ @ Add Bookmark List

Bookmark List Name: Employees

Bookrmark Title URL Add

Edit
Delete
Move Up

Move Down

Find: = Al Match Case

Help Cancel -

Bookmark List Name:Contractors(RHZ I| S & 0|S: HIAYUN)E MENS OIS Add(F7HE S8ILIct

MU HSAAE AN A

URL Z}: https.//company.contractors.com



https://company.contractors.com

Hostscan T 43:

Configuration(Z1I] 22| 0] M) > Remote Access VPN(HZA WM A VPN) > Secure Desktop Manager (Secur e Desktop B2l Xl >
HostScan |mage(HostScan O|0|X|) 2 o|Sstm ChS EHAHIE g LICH

a2 25. HostScan Image I nstall(HostScan OO X| MX|) - AEZQIES HAS}7| o]l EA|E HostScan O|O|X|E Ho|st
Use this panel to install HostScan.

HostScan configuration can be performed by going to Secure Desktop Manager/HostScan. If ‘HostScan' is not visible under
'Secure Desktop Manager', you will need to restart ASDM.

Location: disk0:/hostscan_4.10.07061-k9.pkg Browse Flash...

Enable HostScan Upload...
Uninstall
L|ct.
a
ASA Z2iA| T A|A RO M disk0:/hostscan_4.xx.xxxxx-k9.pkgimageE A x| &LICt.
b.
Enable HostScang AMEistL|C}.
c.
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XS 5™ M A HHME 7Y
Lich Z7| DAP Zx|a 0| A

Mg 2%
= T o
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2 |

F I DAP 74 ZF(DAP.XML)O| S8 S
3t & X5t ol HAIX|7} O Ol4 EA|ZIX| of&LcH.

-l-Ill

LIEIHLHE DAPxmI 27 HIAIXK|7} EAIE

Configuration(ZdI| 12{|0] M) > Remote Access VPN(2Z M2 VPN) > Clientless SSL VPN Access(22t0| H E 2| A SSL
VPN Y MH|£) > Dynamic Access Policies(8% HMA HHM)E o|Sstn ChS BAIE FAELICL

=1 "

12 30. Default Dynamic Access Policy(7| &2 S8 UM A M) - AX|SH= AH HO|

OlEl DAPHIZETL 8lE AL 0] DAP



HACE XM2E 4 YZLICh mMatAM SSL VPN HHA S

DfltAccessPolicyS TZ!|5t 1 Action2 Terminate2 A& gL},

CH21 ZHo| 0|& 0| Managed Endpoints?! M| 8% HAMA H

1 /|

nx
og
A
o
mju

2to|HE N2

J% 313 Zo| A=ZQIE SE4 FH(AN-Virug) 2 F

I % 31. DAP Endpoint Attribute(DAP QIEZQIE

Jim
°o0x

3 W20 TP DAP7IE2 R ALY = UASLICL

JtEfuich 2= x| Felg St

= =

)- 13 UERQIE
[ ]

Add Endpoint Attribute
Endpoint Attribute Type:  Anti-Virus

Product Installation: © Installed Not Installed

Reatime Scanning: ~ © Enabled Disabled

(Hostscan extension needs to be enabled in Hostscan Image to get a list of Anti-Virus items.)

Vendor. McAfeeAV

Product Description: |

"7t AntivVirusE Z2t0|HE/H ES

Version
Please replace character 'x" in Version field with the specific value you want.

Last Update:

Help cancel  (ICKED

days



b 2EZof fIR]). 2=

AFZ|

0|™ o|O|x|of ZAIE CHE EELCIR S5 9| AAA Attribute M0 M & MEIEL|CtUser has ALL of the following AAA
My A

Attributes Values.

% % =
173 33. DAP AAA Attribute(DAP AAA §%) - AAA & HHA S DAP7|E2E ALE5}0]
Add AAA Attribute
Get AD Croups

@ D
LDAP

AAA Attribute Type:

Attribute ID: memberOf
Em plnveel

Value:

% B by

Z4 ol
= =

Help Cancel
SLCt
13 34. DAP AAA Attribute(DAP AAA §%) - AAA & HHME DAPI|ECRE ALE50] |
] @ Add AAA Attribute
AAA Attribute Type:  LDAP
Attribute ID: memberOf
Value: = 8 Remote Access| Get AD Groups

Help Cancel

UEX| =

T AFLICL
e

2] 359 ZH0] Action(EFd) B0l M Action(Ef %) 0| Continue(Al&)2 A% E[o]

33 35. Action(2tY) & - 0] Hm|ao| M2 £ AE E= M0 i

= M2l E Folst= ol



Ct2 3 ZHo| 0|Z 0| Unmanaged Endpoints@! & Hml S

DAP YR E7} YKt Action(ZFY)0| Terminatg(ZE)E MY E

&l 362 20| Access Method(4 A&

2 4
O|HE)E M=HELICt

O3 36. AccessMethod(4 M| A Hi) B4 - o] HImd2o]M2 ssL VPN 2EI0|HE HE &

Access fAuthorization Policy Alnbutes

HQ VPN UMATL HEE £ s

&) E04| A Access Method( M| A tHH)AnyConnect Client(AnyConnect 22t

ds Fogt= ol ER
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