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Q473 /0{oF BHLICH.
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OSPF 2I1& 74

Cisco ASA= OSPF EIRE ZZEZ0|M 28 LOlo|EL| MD5 215 X|ELICHZE OSPF I
Zlo| MD5 7| CHOIMIAE & &£QIE|X| 2f2 _/.\_AOiIA-I SOI|X| f2 == A2 E 2R E HAIXIE
wﬁor“ g YX|ELICHOSPF HIAIX|of 215 & F7I5HH 2FE{2} Cisco ASA7+ OE%F AN Z

'rr 7|12 7€ CHE 2tRE ClHto|A | 2t E HIAIX|BH =Efe £~ l&LICt 0| Q1E S F5tX|
QEH CHE Bt CIHIOIACHE B2 HE Ee B Z2 HE)7 HEF0 = '5|D=I 2t E

£ Cisco ASAQ| 2t &l E|0|= 0| :é;%' = 94954 HHI/\ 74=' 30| e = U&LICHENR
E' EII:IPOIA(ASA Z g 7holl ME K= EIGRP HIAIX|of| @152 F7I5tH HIER Aol CHE 2HREH
E O|E5tHU Al=2 F7t5t= [t X7t 2 dlst x| et&Lct



OSPF BZ 2152 2HH0|AEZ FHELICLOSPF HAIX| 215 & 2l T 4E 2lEmolAo 2

A =| |
E OSPF HIO|HE QA S Qe Sst Q15 ZE 2 7|2 FAJ5HofF &Lct.

Cisco ASA0 A OSPF MD5 215 & &d&lstci™ Chg EAHIE 2= stAAl2.

1. ASDMOII M Configuration(743) > Device Setup(C|HF0|A 4%) > Routing(2H&!) > OSPF >
Interface(2IE{H0|A)E 0|S# Ct= 0| o|O|X|0fl ZEA|El CHZ Authentication(@!5) i 22

gfLICH

(Configuration > Device Setup > Routing > OSPF > Interface

Zonfigure Interface specific O3PF rouking parameters,

Properkies !

specify the authentication propetties for each interface,

Inkerface Authentication Type |

Area
Area

| Reset |

O] B2 Li§ CIE{H| 0| A0 A OSPF7} & & 3HELICY.

2. |5 ClE{m|o|AE MEHS 1 EditE &=IgrL|Ct.

3. Authentication(2!Z)0{|A{ MD5 I& 2 MBSt T 047(0l M 215 o7 ==0f CHEF F7F HE
FItgtLICct ol A2 A 3% 7I= cisco1230|1 7| ID= 1]LICH

—



@= Edit 0SPF Interface Authentication

Interface: inside

Authentication

i Mo authentication " Area authentication, if defined

" Password authentication I:F MOS authenticatinn:l

Authentication Password

Enter Passwaord: Re-enter Password: I

MD5 IDs and Keys

MDS Eey ID MOS Key

MDS Key ID:

MDS Kew:

[ QK | Cancel | Help

4. OK(&ehE =!8t Ot = Apply(M8)E 3|8 ct

Configuration > Device Setup > Routing > OSPF > Interface )

Configure Interface specific OSPF rouking parameters,

Authenkication | pr.:.pertiesl

Specify the authentication properties for each interface.

Interface Authentication Type

gl Resek

Cisco ASA CLI #Hx|ado|M




Cisco ASA

ci scoasa#show running-config
Saved

ASA Version 8.0(2)
!
host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes

!--- Inside interface configuration interface

Et hernet0/ 1 naneif inside security-level 100 ip address
10.1.1.1 255.255.255.0 ospf cost 10 !--- OSPF
authentication 1is configured on the inside interface
ospf nessage-di gest-key 1 nd5 <renoved> ospf
aut hentication nessage-digest ! !--- Outside interface
configuration interface Ethernet0/2 naneif outside
security-level O ip address 192.168.1.2 255.255.255.0
ospf cost 10 ! !--- Output Suppressed icnp unreachabl e
rate-limt 1 burst-size 1 asdmimage di skO:/asdm 602. bin
no asdm history enable arp timeout 14400 ! !/--- OSPF
Configuration router ospf 1

network 10.1.1.0 255.255.255.0 area 0

| og- adj - changes

|

!--- This is the static default gateway configuration in
order to reach Internet route outside 0.0.0.0 0.0.0.0
192.168.1.1 1 ci scoasa#

Cisco 10S 2} E(R2) CLI HI|2do|M

Cisco 10S 2I<E|(R2)

!-—-- Interface that connects to the Cisco ASA. !---
Notice the OSPF authentication parameters interface
Ethernet0

ip address 10.1.1.2 255.255.255.0

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciscol23

! -—— Output Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes

network 10.1.1.0 0.0.0.255 area 0

network 172.16.1.0 0.0.0.255 area 0

network 172.16.2.0 0.0.0.255 area 0

Cisco 10S 2} E{(R1) CLI 1|2 do|M

Cisco 10S 2H<E|(R1)

! -—— Output Suppressed !--- OSPF Configuration router
ospf 1
log-adjacency-changes




network 172.16.5.0 0.0.0.255 area 0
network 172.16.2.0 0.0.0.255 area 0

Cisco 10S 2t E{(R3) CLI Z11| 1 2] 0]

Cisco 10S EF<EI(R3)

!--- OQutput Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes
network 172.16.1.0 0.0.0.255 area 0
network 172.16.10.0 0.0.0.255 area 0

ASAE M8810{ OSPFZ AHHE

Aol HAZ 8 CHE, CHE OSPF 2HRE Z2MA RIP 2HRE T2 MA = OSPF X|# IE{H O]
A0 FHE TH A2 U HAZEE Z20|M OSPF EIRE ZE2MAR 7='EE RHEHZ & £ Q&LICH

=2 T AMAHE

o| ofloflAMHE Ct=2 1t ZHo| HIEQ|3 Clolo{aZE AF25104d RIP B2 2 OSPFE RHHHE &FL|C}.

DSPF speaking devices

— f——
- -4 T~
-
- T Autonomous System
Boundary Router
f’ i oL ir
172 A6 00024 b
¥ i \ l
f \
I|' 192 1681 0/24
10.1_1.0¢24 H
|I i
I||L Inside r___.ﬁ Ounsicla
ASA
\ e / \
N ¥ : i
HH_‘I 105 o Redistribute tha RIP roules ino OSPF
- s Autonomonrs System(AS)
- R1
e
.

R1, B2 & B3 represents
Rouwter's hostname

Efhemet link

—_—
]

i Sarial link

ASDM ZHu|1go|M

1. RIPE &43}t5t o] o|O|x|of ZAIE CHE WERXZ 192.168.1.02 F7}5+2{H
Configuration > Device Setup > Routing > RIP > Setup= ME{gFL|C}

= L—-"1-d



(Configuration > Device Setup > Routing > RIP > Setup)

i_onfigure the global Routing Information Protocol (RIP) parameters, You can configure the setking or
the RIP routing process,

[IF Enable RIP ru:nutingj

[~ Enable auto-summarization

I‘IF Enable RIP version £ Version 1 {* \ersion 2 :l
(If global wersion in nok configured then device sends Yersion 1 and receives Yersions 1 & 2.)
[~ Enable default information ariginate Route Map: I
Metworks
192,168,1.0
IP Metworlk to Add; fdd =
Delete

Passive Interfaces

[~ tlobal passive: Configure all the Inkerface Fassive
interfaces as passive globally, This inside r
setking will override the individual dmz r

| Reset
2. ApplyE &= grLic}.

3. RIP Z2E OSPFZ£ AHHi X 3}2{'™ Configuration > Device Setup > Routing > OSPF >
Redistribution > AddE MEHRFL|C}

|:t:urrﬁguratiun > Device Setup > Routing > OSPF > Redistrihutiunj C

Define the conditions For redistributing routes from one ©SPF process to anather,

Q5PF Process _l Praotocol Match Subnets Mektric Walue Metric Type

Apply l

4. OK(HQNHE =I5 Ot 2 Apply(X8)E =B LICH




g% Add 0SPF Redistribution Entry

~Protocol
(" Static ¢ Connected £ O5PE b
JSPF Process: 1 w
 — {" EIGRF -
~Optional
-Match-
[T ilnternal [T External 1 [T ExtermaliZs [T ME58 Externalid [T ME5& External
Mektric Walue: E\etric Type: |2 I Tag Walue: I | [« Use subnets|
Foute Map:

8¢ CLI x|z olM

OSPF ASO| RIPE R{H{Z 37| {8t ASAS| CLI Z4xm|2d|
o|M

router ospf 1
network 10.1.1.0 255.255.255.0 area 0O
| og- adj - changes
redistribute rip subnets

router rip
network 192.168.1.0

RIP ZE2E OSPF ASE MHIZ 3t = 14|0[H 10S B E{(R2)2] 2I2E Elo|28

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route
Gateway of l|ast resort is not set
172.16.0.0/ 16 is variably subnetted, 4 subnets, 2 nasks
(0] 172.16.10.1/32 [110/11] via 172.16.1.2, 01:17:29, Ethernetl
(0] 172.16.5.1/32 [110/65] via 172.16.2.2, 01:17:29, Seriall
C 172.16.1.0/24 is directly connected, Ethernetl
C 172.16.2.0/24 is directly connected, Seriall
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, EthernetO



O E2 192.168.1.0/24 [110/20] wvia 10.1.1.1, 01:17:29, Ethernet0

| --- Redistributed route adverstied by Cisco ASA

Ct=& & olgtLct.

TS HOISHH 08 BAE BRSUAIL.

1. ASDMO1| A Monitoring(2 LIE{&)) > Routing(2H &) > OSPF Neighbors(OSPF 213 C|HO|A
)2 0|&35t04 Zt OSPF QI C|HIO|AE = = l&Lcho| JBdME LR 2tRE{(R2)E %
M oI ClHtO|AZ Eof FLICHEE O] WO 7t 4 F5h= QUIEH 0|4, L|O|H 2+ E ID, 4

Bl A OlE AlZHE 2 = A&LICH

-EI .I = H I. CEEEII = I I a

- OSPF Neighbors
Each row represents one DSPF Meighbar, Please click the help button for a description of the states

IterFan:

: Deal:l Time .ﬁ.ddress
0:00:34 1|| 1.1.2

Neu;hl:n:ur Priarity

1_'.: 16.2.1

inside

1 FI |LLIE-E'F'

-Laskt Updated: 5/19,/08 3:55:10 PM -

2. & Monitoring(Z2 LIE{ &) > Routing(2t* &) > Routes(B£)Z 0|55t 2t & H0|E2 2
oler &= l&L|ct ol 2R ME= R2(10.1.1. 2)2 &3 172.16.1.0/24, 172.16.2.0/24,

= T AAEH=

172.16.5.0/24 2! 172.16.10.0/24 HEXIE

Blonitoring > Routing > Routes

~Routes

Each row represents one route, AD is the administrative distance,

| Type | Destination IP ‘ Metmask | ‘ Int
10.1.1.2 inside

QOSPF 172.16.5.1 255,255,255,255

CSPF - 172.16.1.0 255,255,255.0 10.1.1.2 inside
QISPF - 172.16.2.0 255,255,255.0 10.1.1.2 inside
COMNMECTED - 10.1.1.0 255,255,255.0 - inside
COMMECTED - 10,77.241.128 255,255,255,192 - drnz
STATIC = 10.F7.0.0 253.255.0.0 10,77.241.129 drinz
COMMECTED = 192.168.1.0 255,255.255.0 = oukside
STATIC DEFALLT 0.0.0.0 0.0.0.0 192.168.1.1 outside

FE A8E & A&LCH

3. CLIOIM STt £34 71X 27| 2/5H show route &

o=2L- =2
ci scoasa#show route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS-ISinter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route



Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.16.10.1 255.255.255.255 [110/21] via 10.1.1.2, 0:00:06, inside
172.16.5.1 255.255.255.255 [110/75] via 10.1.1.2, 0:00:06, inside
172.16.1.0 255.255.255.0 [110/20] via 10.1.1.2, 0:00:06, inside
172.16.2.0 255.255.255.0 [110/74] via 10.1.1.2, 0:00:06, inside
10.1.1.0 255.255.255.0 is directly connected, inside

10. 77.241. 128 255.255.255.192 is directly connected, dne

10.77.0.0 255.255.0.0 [1/0] via 10.77.241.129, dne

192.168.1.0 255.255.255.0 is directly connected, outside

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.1.1, outside

4, £t show ospf database HHEZ AtE50{ & E LHIES|T U ospf EEEX|0f CHEt HEE

o
0=-I = T AA = |—| L_—I'
Cci scoasat#tshow ospf database

OunwonOnOoooo

OSPF Router with ID (192.168.1.2) (Process ID 1)

Router Link States (Area 0)

Link I D ADV Rout er Age Seq# Checksum Li nk count
172.16.1.2 172.16.1.2 123 0x80000039 Oxfdid 2
172.16.2. 1 172.16.2. 1 775 0x8000003c 0x9b42 4
172.16.5.1 172.16.5.1 308 0x80000038 0xb91b 3
192.168.1.2 192.168.1.2 1038 0x80000037 0x29d7 1

Net Link States (Area 0)

Link 1D ADV Rout er Age Seq# Checksum
10.1.1.1 192.168.1.2 1038 0x80000034 0x72ee
172.16. 1.1 172.16.2.1 282 0x80000036 0x9e68
5. show ospf neighbors B2 &4 QI C|HIO|A L St X HEE &Rlste tlo: R3S &L

= |_
Ct.ol ool M= 1EHH 0l M ASDMOIM 2 ot S HWEE Hod ELICH.
ci scoasa#show ospf neighbor

Nei ghbor 1D Pri State Dead Ti ne Addr ess Interface
172.16.2. 1 1 FULL/ BDR 0: 00: 36 10.1.1.2 i nsi de

24 &
ol Mol M= OSPF 2H| a2 Xl#sts HEE MBI

Point-to-Point HIE {30l CiEF 18 217 C|Hl0|A | o]/

ASAOIM OSPF IHE2/3 point-to-point non-broadcastE 438t 7349, 18 OSPF /14 C|HlO|A
E Holstod ZQIE-R-XQIE H HEEIHAE HERIE S5 OSPF Z2E FaH{of & LICH Xt
Mgt Li&2 78 OSPF Q1% C[HIO|A HO|E FESHAAIL.

24 sid EH

Output Interpreter T (S S E 120+ ) (OIT)= EX show BHES K| HELICIOITE AFHE5H04
show B £39o| 2AME FLIC}.

11 debug BHEE Ar85t7| 2ol ClH B0l et 2 HEE HESAAR.



//www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/route_ospf.html#wp1094727
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

. debug ospf events — OSPF O|HIE Q| C|HZ S &35}t §LCt.
ci scoasa(confi g) #debug ospf events
OSPF events debugging is on
ciscoasa(config)# int e0/1
ci scoasa(config-if)# no shu
ciscoasa(config-if)#
OSPF: Interface inside going Up
OSPF: Send with youngest Key 1
OSPF: Rcv hello from172.16.2.1 area 0 frominside 10.1.1.2
OSPF: 2 Way Communi cation to 172.16.2.1 on inside, state 2WAY
OSPF: Backup seen Event before WAIT tinmer on inside
OSPF: DR/ BDR el ection on inside
OSPF: Elect BDR 172.16.2.1
OSPF:. Elect DR 172.16.2.1
DR 172.16.2.1 (1d) BDR 172.16.2.1 (1d)
OSPF: Send DBD to 172.16.2.1 on inside seq Oxlabd opt 0x2 flag Ox7 len 32
OSPF: Send with youngest Key 1
OSPF: End of hell o processing
OSPF: Rcv hello from172.16.2.1 area O frominside 10.1.1.2
OSPF: End of hell o processing
OSPF: Rcv DBD from 172.16.2.1 on inside seq 0x12f3 opt 0x42 flag Ox7 len 32 ntu
1500 state EXSTART
OSPF: First DBD and we are not SLAVE
OSPF: Rcv DBD from 172.16.2.1 on inside seq Oxlabd opt 0x42 flag O0x2 len 152 nt
u 1500 state EXSTART
OSPF: NBR Negotiati on Done. W are the MASTER
OSPF: Send DBD to 172.16.2.1 on inside seq Oxlabe opt 0x2 flag Ox3 len 132
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Dat abase request to 172.16.2.1
OSPF: sent LS REQ packet to 10.1.1.2, length 12
OSPF: Rcv DBD from 172.16.2.1 on inside seq Oxlabe opt 0x42 flag Ox0 len 32 ntu
1500 state EXCHANGE
OSPF: Send DBD to 172.16.2.1 on inside seq Oxlabf opt 0x2 flag Ox1 len 32
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Rcv DBD from 172.16.2.1 on inside seq Oxlabf opt 0x42 flag Ox0 len 32 ntu
1500 state EXCHANGE
OSPF:. Exchange Done with 172.16.2.1 on inside
OSPF: Synchronized with 172.16.2.1 on inside, state FULL
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Rcv hello from172.16.2.1 area O frominside 10.1.1.2
OSPF: Nei ghbor change Event on interface inside
OSPF: DR/ BDR el ection on inside
OSPF: El ect BDR 192.168.1.2
OSPF:. Elect DR 172.16.2.1
OSPF: El ect BDR 192.168.1.2
OSPF:. Elect DR 172.16.2.1
DR 172.16.2.1 (1d) BDR 192.168.1.2 (Id)
OSPF: End of hell o processing
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Rcv hello from172.16.2.1 area O frominside 10.1.1.2
OSPF: End of hell o processing
OSPF: Send with youngest Key 1
OSPF: Rcv hello from172.16.2.1 area O frominside 10.1.1.2
OSPF: End of hell o processing
OSPF: Send with youngest Key 1
OSPF: Rcv hello from172.16.2.1 area O frominside 10.1.1.2
OSPF: End of hell o processing



OSPF: Send with youngest Key 1

OSPF: Rcv hello from172.16.2.1 area 0 frominside 10.1.1.2
OSPF: End of hello processing

1 2x siZoll 8t ChFs Bdof| CHE XEMIEH LI 2 Cisco Security Appliance & &t
Z H{% 8.02] debug ospf MME R XFHAAI2.

#ed HE

- Cisco 5500 Series Adaptive Security Appliance X|¢ H| O|X|

. Cisco 500 Series PIX X| ¢ H O|X|

- PIX/ASA 8.X:Cisco ASA(Adaptive Security Appliance)HlA EIGRP 43
. 7|& x| % B XM - Cisco Systems



//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/prod_configuration_examples_list.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008086ebd2.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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