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VPN Client
Insid o Tunnel 1P
NN TRV 192.168.10.1
10.77.241.128 Dutside nebtwork 192.168.1.0
172.16.1.0
Internet Clmud3(’
Websarver
10.2,2.2

Internet Traffic
S5L Tunnel
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1. IP &4 £ vpnpoolg M435t24M Configuration > Remote Access VPN > Network (Client)
Access > Address Management > Address Pools > AddS ME{&fL|C}
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= Add IP Pool

Marme: winpool

Starting IP Address: 192.168.10.1

Ending [P Address: 192.165.10.2354
Subret Mazk: 255 2552550 -
Ok I Cancel Help

2. ApplyE S EIELICH S8 CLI 74:

3. WebVPNZ & ‘g3t LI|Ct.Configuration(Tt4J) > Remote Access VPN(#Z A4 VPN) >
Network (Client) Access(HIE |3 (F2H0IHE) HA|A) > SSL VPN Connection Profiles(SSL
VPN 947 =21} l)& MEY 31 Access Interfaces(UAll& RIE{H 0| A)0i| M Allow Access(H
Hi2 3|€) ! Enable DTLS for the outside interface(2|5 QIE{H|0|A0f CH3H DTLS &443hHS
22lgrL|ct E5t o|F QIE{H 0]AMM SSL VPNE & 443} 5t2{2 Enable Cisco AnyConnect
VPN Client or legacy SSL VPN Client access on the interface(Ot2H FE 0| A MEHE QIE{H| O]
20l M Cisco AnyConnect VPN Z2I0|HE E&= Bi|7{A| SSL VPN 2C0|HE HM|A &5t
) Eolgts MEdghL|Ct



@unﬁguratiun > Remote Access YPH >~ Hetwork (Client) Access > 551 YPH Connection Profiles

The security appliance automatically deploys the Cisco dnyConnect WP Client or legacy S3L WPM Client ke
client deplovment requires end-user adminiskrative rights, The Cisco dnyviConnect WP Client supports the
Laver Security (DTLS) tunneling opkions,

(Mare cient-related parameters, such as client images and client profiles, can be found at Client Setkings

Access Interfaces

(IF Enable Cisco anyiConnect WP Client or legacy SSL ¥PM Client access on the interfaces selected i|;I khe

Interface Sl Access Require Client Certificate Enable DTLS
f: oukside v [ )
inside r r r

[ fccess Pork: |443 DTLS Park: I443 ]

Click, here ta Assign Certificate to Inkerface,

ApplyE & = 8tL|C}.Configuration(724d) > Remote Access VPN(#Z M|A VPN) > Network
(Client) Access(HIE 3 (20| E) HAM|A) > Advanced(ZL=) > SSL VPN > Client
Settings(Z 20| E ) > Add(F7HE 41=3t0{ ASAS| Z2iA| HIZ 2|0 M Cisco
AnyConnect VPN Z20|21E 0|0|X|E F 7t LCt



g% Add 55L ¥PN Client

Flash S¥C Image:

(0] 4 Zancel |

| Browse Flash...

Upload. ..

Help |

S5L VPH > Client Settings

nuntered operation syskem ko the top of the

@& Browse Flash

I

Folders Files
i diski: FileMarne - Size (bytes) Date Modified
_1log [ crvpto_archive 07/24/07 05:21:43
( crypto_archive [l 0 07/24/07 05:21:36
asdm-&03. hin 6,851,212 01/04/05 13:07:02
asaB03-ka.hin 14,635,005 01/04/058 17:49:50
admin. cfg 1,220 09/20/07 09:51:35
anyconneck-win-2.0.03. ., 03713107 04:14:50
asdm-602 ., bin 6,859,764 01/03/058 21:358:26
asare-ka,bin 8,312,832 021307 04:16:30
asdm-522.bin 0,623,108 0z/12/07 05:53:45
asasiz-ka.hin 14,524,416 01/03/08 21:24:42
ald_running. cfg 1,341 092007 09:51:38
ssiclient-win-1.1.4.179..., 413,765 03/14)058 13:47:58

-
File Mame: [an';.-'l:nnnect-win-E.D.DS43-k9.pkg J

A= Add SSL ¥PN Client Image

Flash S%iC Image: Ict-win-E.D.D343-k9.pkg

Upload. ..

oK, | iZancel Help

gols =3t
)& FRELICH

Add(FE7}



Configuration > Remote Access WPH = Hetwork (Client) Access > Advanced > 551 YPH > Client Settings
Identify 53L YPM Client {3%C) related files,

SSL ¥PN Client Images

Minimize conneckion setup time by moving the image used by the most commonly encountered operation system ko &
& Replace | 'ﬂ Delete
( disk: famyconnect-win-2, 0.0343-k3, plg

S8t CLI #+4:

4. 0F g FHELICLLE 28 Y2 Fe2to|HE 288 MYH35tEH Configuration(TF4) >
Remote Access VPN(#Z4 2 M|A VPN) > Network (Client) Access(LIE A (ZEI0|HE)
HI2) > Group Policies(1 2 &2)E MEi#L|CH WebVPNS E{H2 T2 EZ 2 &445}51 24
™ General(&EH £40 A SSL VPN Client(SSL VPN E2I0|HE) £ QIEH2 MENEHL|C}

f= Add Internal Group Policy
1@' Mame: [icientgmup )

g add

+ Move UP | < Maove Down

SaryErs
=Htudvanced Banner: fv Inherik I
Splt Tunneling
—IE Browser Proocy Address Pooks: [ Inherit |

(#1551 ¥PN Client

#-IPsec Clienk More Options

Tunneling Pratocals: [ Imherit [ Chentless S5L 'lulF'N[ [v S5L WPN Clisnk ] [~ IPsec

Advanced(11&) > Split Tunneling(2 & %! E{'E2)) {0l A Split Tunnel Policy(E{'d & &
)0l Inherit(& <) &FQIZHo| MEHZ F|A St EFLCHR =5 0| A Tunnel Network List BeIow(OP
ol B HERT 55)8 MEgLCt

E= Add Internal Group Policy x|

General Split kunneling network lists distinguish netwaorks that requice traffic ko go theough the tunnel and those that do nok
o require bunneling. The securiby appliance makes splic bunneling decisions om the basis of a netwatk kst which is an
L advanced ACL that corsists of st of addresses on the private network,

IE Broweser Prosy DS Mames: [+ Inherit |
[E-55L WPN Client
[HPsec Cient

Policy: [ Inhedt | |Tunnel &l Networks :I

Tunnel &1 Mabaorks :
Mebwork List: [ Inherit (P

sclude Metwork Lisk Below

Split Tunnel Network List(El'd LIES|3 S5 2&)0i| CH Inherit(4 &) &FQIEtE ME F|4
8t Ct= Manage(&2l)& £ 2!510{ ACL Manager& A|& & L|Ct

g8 Edit Internal Group Policy: hivalleyvpn - I

General Split tunnelng network lsts distinguish nebwarks that require traffic to go through Ehe bunnel and those that do rot
SErvars require bunneing, The security appliance makes splk burineing decisions on the basis of a network st which is an
5 Advanced ACL that consists of list of addresses on the private network,
[F Browser Proxy DNS Mames: b Tnherkt |
[ S50 VPN Client
(- Psac Clart Policy: ™ Irherk |Tunnel Metwork Lisk Belaw j
Chenk Access Rile o m =
i —— Metwork Lisk: | [~ Irieri Mo ﬂ (Manage... )
-Hardware Chent

ACL Manager(ACL #Z|XH 0l AM Add(F7F) > Add ACL...2 MEISI0] A HAMA S5 S MAE
L|cH



' = ACL Manager

Stardard ACL | Extended ACL |

P Add v|ﬂ’Edit ]ﬂnelete|1~ + | o B R -

Acld ACL...

drezz Action Dezcription
P Add ACE.

o [nizert...
'-i.' Inzert &fter...

ACLC2| O|E € 25t OKE F=|BrLCH

g= ACL Manager

Stardard ACL | Extended ACL |

g add - [ EdE ﬁDelete“r + | & B B -

Mo Addreszs Action De=cription

X

ACL Mame: Ispl'rt-tunnel

Ik

Cancel | Help |

ACL O|&0| 44 x|™ Add > Add ACEE MEl5l0{ ACE(Access Control Entry)& F7H&HLICtH
ASA F | LANO|| aiE5l= ACEE ™Mo|giLICt o] Z2 UIERX I = 10.77.241.128/260|10
Permit= Action@ 2 MEHSH

MENSHLICHACL ManagerE S 23524 OKE Z 2IgfLict



= ALL Manager

Standard ACL | Extended ACL |
dfp add - [ Edit ﬁDelete| + ¥ ‘ & B -

4 u] Address Action De=zcription

X
—Action

Actior: Iﬁ? Perrmit ;I

—Hosthletwork

IP Acidress: 10.77.241.125] = J

Metmask:  [255.255.255.192 =]

Description:

2k Cancel Help

Y= dEe ACLO| AT BiE HERF =50 cisll MEZ|R=X] FlgfLIcH 28 EH

o
7im|aelolMo 2 Sol7t2{H OK(&QNE Z2IgtLc}

—

I
General Spiit Eunnling network ists detinquish netwarks that require traffic bo go through the tunnel 2nd those that do not
— require bunneling. The security apoliance makes splk bunneling decisions on the basis of a network list, which is an
ACL that corssts of kst of addresses on the private retwork.
=Hadvanced

—IE Browser Prosy DS Names: [ Inherit |

FF-55L VPN Clienk

S S Policy: [ Inherit |Tunnl:| Metwoork: List Below :I

(_Hatwklist: [~ Inherit  [FellSdnT] Manage... ]
Intercept DHCP Configuration Message from Micosolt Clients ¥
7|2 mo|X|oi M ApplyE Z=Iet CFZ Send(ER AlE Z2/6t0] TS ASAE TSELICH

& EH 220 M SSL VPN HdH 2 7' LICHKeep Installer on Client System(Z2+0[2d
E AAEIOM x| 2223 RX|) S M0 Inherit(A<y) & QIEto| MEHS A5t T Yes(od])
BIC| HES E2IFLICHO| #YE +-5IH SVC A ZEQ0{7 E2t0|AE A|ARI| ot
UA ELICt. 2t e4Z40] O|F o4& mHotct SVC AZER|0{E ELI0|HEN CIREEE E
QI A&LICH Ol SM2 7|Y HEI | Rt F HMASHE HA ASKoAH HEeFLIc

—THHd



eneral [Keep Installer on Client System: [T Inherit f+ Yes " Mo

Ervers
dvanced Compression: ¥ Inherit & Enable T Disat
lit Tunnelin _
P ? Datagram TLS: ¥ Inherit " Enable § Disat
r:': HER '_l'— l-
oL VP Client Keepalive Messages: [ Inherit [T Disable  Interval:

ogin Setking

Login Setting(212! dd)2 22!5t0 ZAIE! CHZ Post Login Setting(AtE 21921 &d3) &
Default Post Login Selection(Z|&2 AtE 201 ME)Z M FHL|Ct

eneral After successfully logging in, user can have the choice bo download the client software, or g
%ervers portal page, The Following setkings decides what will happen.

dvanced [~ Inherit

—5plit Tunneling

—IE Browser Proxy Posk Login Setting

=550 VPN Client

ogin Setting
&y Regeneration
Dead Peer Detecti

ustarmization User has I seconds to chonse, ar Default Post Lagin Selection belowis bake
F-IPsec Client

[F Do nok prompk user to n:hn:u:us%

" Prompt user bo choose

Default Post Login Selection

" Go to Clientless S5L VPN portal

[ﬁ' Download S50 YPM Client j

Renegotiation Interval(Ri & & 7+2) S M0 M Inherit(4 &) & Xto| MEfE F|A5tT

Unlimited(F A 8h i4‘?_|EF9_I MERS F|AStD CHA| 7|18 78 WX 2 =8 U= LICHZ(7t
[ &8 Alzto] CHBt AMgte X Stod 2 oto| ZSHEILICH Renegotiation Method(RHE]AF &)
S Mol M Inherit(4 &) & QlEto| MERZ F|A5tT SSL 2IC|2 HES S FLICHAHE 4ol M

]
= 7;Ho=|AI-9_o§ I:|=|A|7(-I Egl A= |é|_=|x|.| LE.||_-| L= AH E{L:io A|. %E OI%L_| |.

BFVErS
dvanced Renegotiation Method: [~ Inherit ¢ Mone {* 550 7 Mew Tunnel
—aplit Tunneling

—IE Browser Proxy

=551 WPM Client
ogin Sekbing

Eeneral Reneqgaotiation Interval: [ Inherit [ Unlimited | 30 rinukes

OK(ECHE 2 | 218t CHS Apply(X8)E SE|ELICt



@unﬁguratiun > Remote Access YPH = Hetwork {Client) Access > Group Policies :I

Manage YPM group policies, & YPM group policy is a collection of user-oriented attributefvalue pairs that may be stored inter
externally on a RADIUSILDGR server, The group policy infarmation is referenced by YPR tunnel groups and wser accounts,

& Edit | T Delete
Type Tunneling Pratacal

Inkernal L2TP-IPSec, IPSec, webvpn -~ WA -

gp Add

Marne

DFtGrpPalicy (Syskern Defaulk)

S CcLI 74
5. M Ab& X} HH ssluser1& 45210 4 > {4 M A VPN > AAA H8 > 2FH ALEAL >
FIHE MEiFLICH gels 226 O3 M82 FRFLICH

:,_ Add User Account

PM Palicy Username: [I55|LISEFIJ

Password: Ifrfrﬂrnn

Zonfirm Password: IW EREEE Hl

[T User authenticated using MSCHAR

Member-of

fdd| =

Member-of:
Delete

Access Restriction

Select one af the options belaw ko restrick AS0M, 55H, Telnet and Console access.,

Mote: Al users have nebwork access, regardless of these settings.
% Full accessi(as0OM, 55H, Telnet and Consale)

Privilege level is used with command authorization.

Privileqe Lewvel: iZ ll

" LI login prompk far 55H, Telnet and consaole (no 4S0M access)

This setking is effective only iF &84 authenticate consale command is configurad,
" Mao ASDM, S5H, Telnet or Consale access

This setking is effective only iF &84 authenticate consale command is configurad,

Selst CLI 4.

6. Enable Local User Lockout(2Z At At &5 &8 2feletE MEHStod 7|2 M 18
LOCALZ +=%5t2{™ Configuration(Z1Z|12{|0|) > Remote Access VPN(&Z HA|A VPN)
> AAA Setup(AAA A7) > AAA Servers Groups(AAA AMH 18) > Edit(=H)E 1622 MEH
ot



Eﬁunﬁguraﬁun > Remote Access YPH > AAA Setup > AAA Server Groups :l

AAA Server Groups

SErVEr Group | Protocal | fccounting Mode | Reactivation Maode

E= Edit LOCAL Server Group X|

This Feature allows wou to specify the maximum number of Failed atkempts to allow
before locking out and denving access to the user, This limit is applicable only
when the local dakabase is used For authentication,

[+ Enable Local User Lockaut

Maximumm Aktempts: | 16

] o iZancel Help

i1 -

7. OK(& |)% 2|5t CH 2 Apply(M8)E FEIFLICH S48 CLI #+:

8. E{ -_r“é;' grLICHAM E{E 3 & ssigroup& 435+24™ Configuration(T+4) > Remote

Access VPN(E’—‘! HM|A VPN) > Network (Client) Access(HE LIS (Z2H0IHE) HAHA) >

SSL VPN Connection Profiles(SSL VPN 244 Z 21} l) Connection Profiles(?id Z 21} l)
> Add(F7HE MEIELICH Basic(Z|&) B0 Ct2at 20| 78 S5 =d8E = J&LIc

Ed 2E9| O|§ 2 ssigroup2 2 X|HEL|C}.Client Address Assignment(Zc2t0|1E F4

o EELCIR SE0M =4 £ vpnpool2 MEHEFLIC}H Default Group Policy(71& 218§ S
H)o| EELCIR SK0|M 2E HA ZE0[HE OFS MEELICH

= add S5L ¥PN Connection Profile

| Mame: [sslgrn:uup]
F-fdvanced :

Aliases: |

Authentication
Method: + aas  ( Certificate  Both
AAA Server Group: LocaL |  Manag

mlRE Al ver Group Fal:

Client Address Assigment
DHCP Servers: [
Client Address Pools; |v|:|n|:n:ud | Select

Default Group Policy
Group Policy: |clientgrwl:l ;] Manag
S5L WPl Client Protocold [ Enabled

I Cancel | Help |
SSL VPN > Connection Aliases B0 A 1 & % O|& 2 sslgroup_usersZ£ X|’d35t 11 OKE

SEELIC



= Add 55L ¥YPN Connection Profile

asic Portal Page Custormization: IDFItCustDmizatinn
dvanced

| Seneral iZ30 Alternate Group Policy: IIZJI:II:Gr|:|F'|:|Ii|:3f
:Etiﬂ;:ﬁi;s:ng [~ Enable the display of Radius Reject-Message an th
—Aukharization

| Accounting Connection Aliases

H'WI B Delete

g% Add Connection Alias x|

ﬂ.lias:UssIgrnup_users J

[+ Enabled

Ik I Zancel | Help

g add | B Delete

)E 22I8 CHS Apply(HE)E FRIELICH S et CLI 74
9. NATE FMLICt Configuration > Firewall > NAT Rules > Add Dynamic NAT Ruleg 41&43}

of LI HEQF 0| E0{2= ECEIE QIE IP TA 172.16.1.562 2 HiEHer £~ Ql&L|CH
@& Add Dynamic NAT Rule

= T AR

Original

Interface: Iinsiu:le

SouUrce: Iany

] L«

Translated

Select a global pool For dynanic translation,

Poal ID Interface Addresses Pool

{u:nutl:u:nunu:l]l Sarme as original address (identity)

l._|| I u ||_|_.l SATEES oS address I:ile-'I'Itit':.":l
F2stLich srole =gt

Configuration > Firewall = HAT Rules C

dh add » [ Edit ﬂDelete‘ + & | b4 [ -1

4, Find Diagram < ! Packet Trace

Crriginal
* Tvpe

Source Deskination Service Inkterface

[l inside {1 Dynamic rules)
1 1131 Crynamic &g any outside =
ApplyE SE|gILICt. S8t CLI 74:




10. LI HIERZ oM VPN ZEt0|HEZ 0| Btet E g} =l0d| CHE nat-exemption2 T LICEH
ciscoasa(config) #access-list nonat permit ip 10.77.241.0 192.168.10.0
ciscoasa(config) #access-list nonat permit ip 192.168.10.0 10.77.241.0
(

ciscoasa(config) #nat (inside) 0 access-list nonat

ASA CLI Hx|ago|M

Cisco ASA 8.0(2)

ciscoasa(config) #show running-config
Saved

ASA Version 8.0(2)
!
hostname ciscoasa
domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface Ethernet0/0
nameif inside
security-level 100
ip address 10.77.241.142 255.255.255.192
!
interface Ethernet0/1
nameif outside
security-level 0
ip address 172.16.1.1 255.255.255.0
!
interface Ethernet0/2
shutdown
no nameif
no security-level
no ip address
!
interface Ethernet0/3
shutdown
no nameif
no security-level
no ip address
!
interface Management0/0
shutdown
no nameif
no security-level
no ip address
!
passwd 2KFQnbNIdI.2KYOU encrypted
boot system disk0:/asa802-k8.bin
ftp mode passive
clock timezone IST 5 30
dns server-group DefaultDNS
domain-name default.domain.invalid
access-list split-tunnel standard permit 10.77.241.128
255.255.255.192
!-—— ACL for Split Tunnel network list for encryption.
access-list nonat permit ip 10.77.241.0 192.168.10.0
access-list nonat permit ip 192.168.10.0 10.77.241.0 !--
- ACL to define the traffic to be exempted from NAT.
pager lines 24 logging enable logging asdm informational




mtu inside 1500 mtu outside 1500 ip local pool vpnpool
192.168.10.1-192.168.10.254 mask 255.255.255.0

!--- The address pool for the Cisco AnyConnect SSL VPN
Clients no failover icmp unreachable rate-limit 1 burst-
size 1 asdm image diskO:/asdm-602.bin no asdm history
enable arp timeout 14400 global (outside) 1 172.16.1.5

!--—- The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 0 access-1list nonat
!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy
http server enable
http 0.0.0.0 0.0.0.0 inside
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup
linkdown coldstart
no crypto isakmp nat-traversal
telnet timeout 5
ssh timeout 5
console timeout 0
threat-detection basic-threat
threat-detection statistics access-list
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
1

service-policy global_policy global




webvpn
enable outside

!--- Enable WebVPN on the outside interface svc image
disk0:/anyconnect-win-2.0.0343-k9.pkg 1

!--- Assign an order to the AnyConnect SSL VPN Client
image svc enable

!--- Enable the security appliance to download SVC
images to remote computers tunnel-group-list enable

!--- Enable the display of the tunnel-group list on the
WebVPN Login page group-policy clientgroup internal

!--- Create an internal group policy "clientgroup"
group-policy clientgroup attributes
vpn-tunnel-protocol svc

l--- Specify SSL as a permitted VPN tunneling protocol
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split-tunnel

!--- Encrypt the traffic specified in the split tunnel
ACL only webvpn
svc keep-installer installed

!--- When the security appliance and the SVC perform a
rekey, they renegotiate !--- the crypto keys and
initialization vectors, ilncreasing the security of the
connection. svc rekey time 30

! --- Command that specifies the number of minutes from
the start of the !--- session until the rekey takes
place, from 1 to 10080 (1 week). svc rekey method ssl

!--- Command that specifies that SSL renegotiation takes
place during SVC rekey. svc ask none default svec

username ssluserl password ZRhW85jZgEaVd5P. encrypted

! --- Create a user account "ssluserl" tunnel-group
sslgroup type remote-access

!--- Create a tunnel group "sslgroup" with type as
remote access tunnel-group sslgroup general-attributes
address-pool vpnpool

!--- Associate the address pool vpnpool created default-
group-policy clientgroup

!--- Associate the group policy "clientgroup" created
tunnel-group sslgroup webvpn-attributes
group-alias sslgroup_users enable

!--- Configure the group alias as sslgroup-users prompt
hostname context
Cryptochecksum:af3cdbfcdffc07414c4dfbd29c5262a9 : end
ciscoasa(config) #

SVCS} SSL VPN 9474 A&
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il Cisco AnyConnect VPN

CISCO
@ weblLaunch Connection Established
The Cisco AnyConnect WPN Client has successfully
Platform connected.
Detection The connection can be controlled from the tray icon,
- ActiveX circled in the image below:
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- Connected
Cancel
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=2 Cisco AnyConnect VPN Client |:||E”l
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#E Cisco AnyConnect VPN Client

|§\ Connection | i) 5tﬂti3tiﬂ$:‘| = About |

I
Tunrel State: Conrnected
Client Address: 192 168.10.1
Server Address: 1721611
Bytez Sent: 23461
Bytez Received: 1111
Time Connected: 00:04:51

| Details... |

¥PM session established. 0| &oll= Cisco AnyConnect

VPN 2c}0|1E HHM HEJF EAIFLICH



2 Cisco AnyConnect VPN Client

% Connection | € Statistics

T
CISCO

Cizco AnpConnect WPM Client WYerzion 2.0.0343

Copyright 2007 Cisco Systems, [nc. All Rights Reserved

Thiz product includes zoftware developed by the
Open55L Project for uge in the Open55L0L Toolkit:
hittp: /e, openzzl.ong

MNP zpzcinn rztahlizhed

Ct=& &eIgfLCt.
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Output Interpreter =7 (&
04 show BHE £249| A

Mo {4

& LIk

- show webvpn svc - ASA Z2iA| H[Z2 2|0 XZEl SVC O|0O[X|E
ciscoasaf#fshow webvpn svc
1. diskO:/anyconnect-win-2.0.0343-k9.pkg 1
CISCO STC win2k+
2,0,0343
Mon 04/23/2007 4:16:34.63

1l SSL VPN Client(s) installed

- show vpn-sessiondb svc - $4AH SSL 24Z20]| CHEt HMEE E Al

ciscoasa#show vpn-sessiondb svc
Session Type: SVC

Username : ssluserl Index 12

El T8 SHE)(OIT)= S show BHE K|

L
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAl

Bytes Tx 194118 Bytes Rx 197448
Group Policy : clientgroup Tunnel Group : sslgroup
Login Time 17:12:23 IST Mon Mar 24 2008

Duration Oh:12m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

. show webvpn group-alias - C} & 20 CHsH & & HE S EAIFLICH
ciscoasaf#fshow webvpn group-alias
Tunnel Group: sslgroup_users enabled

sslgroup Group Alias:

ASDMOi| A $4XH WebVPN MM g &Q
SessionsE MEHEFL|CH

01524 ASAO0 A Monitoring > VPN > VPN Statistics >

Monitoring > VPH > WPH Statistics > Sessions

Sessions
Remoke 55L WPN
Ske-to-Sike E-riall Pros YPM Load Balanc 1
Access Clientless | with Clent | Total g =
0 0 0 0 0 o 0
Filter By: | BRI Ll ~ | |- Al Sessions -- =l Filker |
Isarnanme Group Palicy Protocal Lagin Time Byt
IP Address Connackion Encryption Diur aticr Byt

Clizntless 55L-Tunnel DT...
RC4 AES1ZS

ssluserl
192.168,10,1

=X &

ol Aol M= 7

clientgroup

sslgroup

1| aeolM EME siidste ol M8E + U= HEE MSELICH

1. vpn-sessiondb logoff name <username>—573 AtE X} O|&0f CHEt SSL VPN MMHE 202

5te P ALCH

ciscoasatfivpn-sessiondb logoff name ssluserl

Do you want to logoff the VPN session(s)? [confirm] Y
INFO: Number of sessions with name "ssluserl" logged off : 1
ciscoasat#Called vpn_remove_uauth: success!
webvpn_svc_np tear_down: no ACL
webvpn_svc_np tear_down: no IPv6é ACL
np_svc_destroy session(0xB000)

OFEH7EX|2 vpn-sessiondb logoff sve B E A& 6101 2 SVC MME SEE =+ U&LICH
2. &1 PC7} 7| 2E & 2|0 MM ZEZ TMEE|HSSLVPN 22 S28 =+ QlaLich

webvpn_rx_ data_cstp
webvpn_rx data_ cstp: got message

SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep,
tec)

Called vpn_remove_uauth:

Hibernate, e

success!
webvpn_svc_np tear_down: no ACL
webvpn_svc_np tear_down: no IPv6é ACL
np_svc_destroy session(0xA000)



ciscoasatfishow vpn-sessiondb svc
INFO: There are presently no active sessions

. debug webvpn svc <1-255>—AM|M S A 517| {8 AAlZE webvpn OIHEE M3
Ciscoasat#debug webvpn svc 7

webvpn_rx_data_tunnel_ connect
CSTP state = HEADER_PROCESSING
http_parse_cstp_method()

. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

. .input: 'Host: 172.16.1.1"

Processing CSTP header line: 'Host: 172.16.1.1°'
webvpn_cstp_parse_request_field()

. .input: 'User-Agent: Cisco AnyConnect VPN Client 2, 0, 0343"

Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Client 2, 0, 0343
Setting user-agent to: 'Cisco AnyConnect VPN Client 2, 0, 0343’
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=16885952@12288@1206098825@D251883E8625B92C1338D631B08B
7D75FAEDEF26"'

Processing CSTP header line: 'Cookie: webvpn=16885952@12288@1206098825@D251883E8
625B92C1338D631B08B7D75F4EDEF26"
Found WebVPN cookie: 'webvpn=16885952@12288@1206098825@D251883E8625B92C1338D631B
08B7D75F4EDEF26'"
WebVPN Cookie: 'webvpn=16885952@12288@1206098825@D251883E8625B92C1338D631B08B7D7
SFAEDEF26"'
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Version: 1'
Processing CSTP header line: 'X-CSTP-Version: 1'
Setting version to '1'
webvpn_cstp_parse_request_field()
..input: 'X-CSTP-Hostname: tacweb'
Processing CSTP header line: 'X-CSTP-Hostname: tacweb'
Setting hostname to: 'tacweb'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Accept-Encoding: deflate;g=1.0"

Processing CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-MTU: 1206'

Processing CSTP header line: 'X-CSTP-MTU: 1206'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv4'

Processing CSTP header line: 'X-CSTP-Address-Type: IPv4'
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-Master-Secret: CE151BA2107437EDESECAFS5EE6AEBAC12031550B1812D40
642E22C6AFCB9501758FF3B7B5545973C06F6393C92E59693"

Processing CSTP header line: 'X-DTLS-Master-Secret: CE151BA2107437EDESEC4AF5EEGAE
BAC12031550B1812D40642E22C6AFCB9501758FF3B7B5545973C06F6393C92E59693 !
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA'
Processing CSTP header line: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3
-SHA:DES-CBC-SHA'

Validating address: 0.0.0.0

CSTP state = WAIT FOR_ADDRESS
webvpn_cstp_accept_address: 192.168.10.1/0.0.0.0
CSTP state = HAVE_ADDRESS

No subnetmask... must calculate it

SVC: NP setup

np_svc_create_session (0x3000, 0xD41611E8, TRUE)
webvpn_svc_np_setup

SVC ACL Name: NULL



SVC ACL ID: -1

SVC ACL ID: -1

vpn_put_uauth success!

SVC IPv6 ACL Name: NULL

SVC IPv6 ACL ID: -1

SVC: adding to sessmgmt

SVC: Sending response

Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

webvpn_rx_data_cstp

webvpn_rx data_cstp: got internal message

Unable to initiate NAC, NAC might not be enabled or invalid policy

. ASDMO{|A A A|Zt O|HIEE £ 2{™ Monitoring > Logging > Real-time Log Viewer > ViewE
MESSFL|CEH

@& Cisco ASDM 6.0 for ASA - 10.77.241.142

File View Tools Wizards ‘Window  Help Look For: |
oy a0 Forw )

@H:rr-e‘}%.':orfwahm [J.Murﬂb:rmHu;Sawe @Raﬁesh OMQ ar‘ll QHeb|
j Logging o f = Monitoring > Logging > Real-Time Log Viewer

2 [TOAEATAI™™ | ReakTimeLog Viewer

% —f5] Log Buffer

(]
E Click the Yiew button below to start dsplaying syslog messages in real bme, Select the

desired logging level ko ses messages at thak severity or higher,

loggnglevel:  |[Detuggng =l

Buffer Lirik: 1000

0| 0d|od M= SSL Ml4Ad0| 5= @I= C|HFO|A R MAMEISS HoiELC}

&% Real-Time Log Viewer - 10.77.241,142 =1}
Fie Tools ‘#ndow Help

00 Pause | 5 Copy [yf) Save By Clear | B Color Settings | § Create Aue ) Show Rule ||(B) Show Details| 7 Help

Fiker By ~| Berie @ show sl Fnd: | a
severty | Date | Time | Sydogin | Sowee | Destinationip |
L6 Mar 21 2008 | 20:03:36  7ES007 10.77.235.74 551 gesgion with dient ingde: 10,77, 233,74/ 1026 terminated,

L6 Mar 21 2008  20:0335 106015 10.77.235.74 10.77.241.142 Dy TP [fo canfection ) Fram 10,77, 235, 74/ 1026 ba 10.77.241 14244
L6 Mar 21 2008  20:03:35 302014 10.77.235.74 10.77.241. 142 Teardown TOR connection 700 For ingide: 10,77, 233, 74/ 1026 ba NP Tdentil
]

i Mar 21 2008 20:0%:35 &0S005 0.0.0.0 0.0.0.0 Legin permitbed from 0.0, 0004026 baimside 0.0 000N R Far user "enshl
mm 0 0,77,233,74 ey pleted 551 handshake with dient inside: 10.77,233, 74/ 1026
L6 Mar 21 2008 2000335 725003 10.77.233.74 SEL client irside: 1077233, 741026 request bo resuime previows s2550n,
LE Mar 21 2008  |20:03:35 725001 10,77,233,74 Starking 551 handshake with cient inside: 10,77,233, 74 1026 Far TLSv 5¢
i 6 Mar 21 2008 20:0%:35 302013 10.77.235,74 10.77.241, 142 Buik inbound TOP connection 700 For inside: 10,77.233. 741026 (10,7722
Rl |

YASA-6-725001 Dewice completed SSL handshake with remciz_devfee-imierface_nawe:JF_addressiport

,I_‘ljlf 331 handsheke has compleled successfully with the remote device, J_,-f\
T—

— __'_'__,_:-'-
—— _—



ol HE

. Cisco 5500 Series Adaptive Security Appliance X[ H|O|X|

- AnyConnect VPN ZCI0|HE BlZ|A HHE BI2|A 2.0

- ASA/PIX: ASA #ix|180|442] VPN SEI0[HE o CHH AE S EHHE 58 of

. 2t 2PE{E S35l VPN SCI0|HEI} AZE S E{EHE HI|T80|ME ALE 504 IPsec & PIE{HIof
HAEE += A o

. AE| Hu|aglo|Me| B8 2IEY VPNE PIX/ASA 7.x & VPN 2}0|¢E of

. ASAS| SVC(SSL VPN Client) with ASDM 11| 124 0]M o]

. 71& XI§d & X - Cisco Systems



//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect20/release/notes/cvcrn200.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080702999.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/routers/ps274/products_configuration_example09186a0080819289.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/routers/ps274/products_configuration_example09186a0080819289.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00805734ae.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008071c428.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ASA 8.x: ASA 컨피그레이션의 AnyConnect VPN 클라이언트에 대해 스플릿 터널링 허용 예
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	배경 정보
	구성
	네트워크 다이어그램
	ASDM 6.0(2)을 사용하는 ASA 컨피그레이션
	ASA CLI 컨피그레이션
	SVC와 SSL VPN 연결 설정

	다음을 확인합니다.
	문제 해결
	관련 정보


