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2. 1P F4 E8 M4dsE{™ Configuration(Z1I|120|44) > VPN > IP Address Management(IP
ZF=4 #El) > IP Pools(IP &)& ME4EILICH VPN 22I0[MES
A= Add IP Pool

Mame: vianpool

Starting IP Address: 192.1668.10.1

Ending IP Address: 192168.10.254
P M 55 255 255 1) -
vpnpool L I Solicel Heln ApplyE &2|8rLiCt.
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A% Add 55L ¥PN Client Image
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L4 Cancel Help
2B LIC}.SSL VPN Client & 2lgtg Z=2IFLICt

)
o
fjo

WP Wizard 1

: ~S5L WPN Client
;if-{n;neral Configure SSL WPN Client parameters.
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ApplyE Z2|gIL|Ct. S8 CLI 74:

4. 28 8 FEUHE 25§ Y Fcl0|HE OB 8 M 5H2{™ Configuration > VPN > General
> Group Policy > Add (Internal Group Policy)& ME{EFLICt. General(&dgh oA WebVPNS
EHE3d T2 EZ2 2435520 WebVPN =HQIEHS MENSFL|CH

= Add Internal Group Policy

Matme: | In::lientgrnup
PSec | Cliert Configuration | Clisrt Fireweall | Hardware Cliert | MAG | vk

Check an Inkherit checkbox 1o let the corresponding setting take itz value from the default group policey .

Tunneling Protocols: [~ Inherit [T Psec | W wvebwpr | [ L2TP over IPSec

Fitter: ¥ Inherit I ﬂ farage... |

Client Configuration(2 20| HE 711|228} 0]|4d) > General Client Parameters(lgt 220l
E oi7id4) Rl M Split Tunnel Policy(E{'e =24 E&hol CHEt Inherlt(”-"\-) MXRto| MEdS

F| AT EECHR: SZ0iM Tunnel Network List Below(OPEH B HERT S5)8 Mg
LICt.Split Tunnel Network List(E{'d L E {3 55 #&h)of CHet Inherlt(“’—.‘) AXE ME F



48t CHE Manage(®2l)& 2 2!5t0{ ACL Managerg AlZHgfLCt

Marme: ln::lierrtgrl:uup

General | IPSec [ Client Configuration | Clisrt Fireweall | Harchware Client | Mac | witiven |

Check an Inherit checkbox to let the carresponding setting take itz walue from the default group policy.

General Client Parameters I Cizco Client Parameters I Microzoft Client Parameters I

Bannet: v Inherit Edit-Banner.,

Default Domair: v Inherit

Split Tunnel DMS MNames (zpace delimited):; V¥ Inkerit

~
=plit Tunnel Palicy: ™ Inherit Tunrel Metwoark List Below q
Split Tunnel Metwork List: [ Inher'rt[ [—- MOE - ;I] lManage. .. |
r
“Addrezzs poals
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Arinl==
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] 8 Cancel Help
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i= Edit Internal Group Policy: clientgroup

Matme: in::lientgrn:lup

General | IPSes f Client Configuration)| ciert Firswall | Hardware Client | Hac | wibven |

Check an Inherit checkbox to let the corresponding setting take itz value from the default group palicy .

General Client Parameters l Cisco Client Parameters ! Wicrozoft Client Parameters
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Check an Inherit checkbox to let the corresponding setting take &= walue from the default group policsy .
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Configuration = VPN = General = Group Policy
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gLt OKE 228t Ct= ApplyE E=EfLICtH
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“PH Policy | sk |
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F'EIEEWDI"D] tikiiiid

Confirm Password: EEEEERES

[T User autherticated uzing M=CHLP

Privilege level iz uzed with command authorization.

Privilege Level: | t2 | |

Dk I Cancel | Help

Seft CLI 4.

6. 7|12 MH 218 LOCALS +Z3l24™ Configuration(Z1IZ| Z2|0|A) > Properties(£4d) > AAA
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gl AAL Setup
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Fﬁ' il Promgl
| % LOAP AftribLEs Msg Seryer Group Protocol
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#1838 Device Administration it
B DHOP Services —
s DS DEfete
—@ Hygh Avalabity shd Scal

— gl Failorsar
m F a:ﬂuert oM Cancel I
%%*P CLI ?’e
7. Eld 38 M E{2 3 & ssigroup® 4433524 Configuration > VPN > General > Tunnel
Group > Add (WebVPN access)E ME{$fLICH General(Et) > Basic(7|&#) BIe| EECIR =
£ 04| M Group Policy as Clientgroup(Z2I0|HEEZ O & H&)S MENgFLICH

A= Add Tunnel Group

Marme; |Isslgrnup | Type: ||Wehvp%

eneral | Wieh PR |

Configure general access attributes from the following sub-tabs.

.ﬂ-.uther'din:atinnl Autharization An:n:u:uuntingl Client Addrezs Azsignment | Advanced

roup Palicy: -::Iier'utgr'-:u.u:n ]

[T Strinthe reslm from username befare passinng iton to the &84 server

General(%g) > Client Address Assignment(EE}OI"dE FA B B19| Address Pools(F 4
£)0l M Add(FE7H) >>E 22/5t0 AI& 7+t T4 E vpnpool2 S &LICH



&= Add Tunnel Group

Marme: isslgrnup Type:  webvpn
WiekAPH |

Configure general accesz attributes from the followwing sub-tabs.

Eiaain::l .ﬂ-.uther'rtin:atin:un! Authorization | Accounting [':"Eﬂt Addrezs Assignment I Acvanced

To zpecity whether to use DHCP or address pools for address assignment, go to Configuration = %Pk
= |P Addrezz Management = Azsignmett.

rDHCP Servers -

IF Address: i

ra&ddress Pools -
To configure interface-specific address poals, goto the Advanced tab.

Available Pools Azzigned pools

(Add == ] ||

WebVPN > Group Aliases and URLs(1& &% % URL) B0i M Oi7Hed~ & Xtof HE O|&2
Q1245 1 Add(F7H >>E2 Z&2l6tod 29l Ho|X|e| 2 & 0|8 SE0| EAIETE gt

Zeneral

Configure WebPN access attributes from the following sub-tabs.

Basic | NetBIOS Servers [Group alisses and URLs | b page |

iEroup Aliases —

Alias:

¥ Enable

OK(&QNE Z=Iet 3 Apply(XE8)E ZEIFLICL. SYE CLI 7 4:
8. NAT F2Configuration > NAT > Add > Add Dynamic NAT Rule2 M&45l0{ 2| IP F4
172.16.1.52 2 H&te £ QlE IR HEF0lA 2= Eef=lof CHall Add Dynamic NAT

A ==

== Remove




A= Add Dynamic NAT Rule

-Real Address

Irterface: Iinside LI

P Address: 0.0.0.0 -] J
Metmask:  10.0.0.0 ~|

i Dynamic Translation -

Interface; Iu:uutside

g add [Zf Edic [[] Delete

ElEct | PO D AOreTEes Fool
Y B 1721615

MAT Options.. |

RuleS MEHSHL|C}. L] I Cancel Help
£ Z2lst1 7|2 mo|X|olM Apply(Xi2)E Z2IgLICt S 3 CLI 74:

OK(&¢Ql

9. LH—.— HEL30|AM VPN ZCI0|¢IEZ 9 H._Fg._ E2izlof ciEt nat-exemption=S FAIEHLICE

ciscoasa(config) #access-1list nonat permit ip 10.77.241.0 192.168.10.0
ciscoasa(config) #access-1list nonat permit ip 192.168.10.0 10.77.241.0
ciscoasa(config) #nat (inside) 0 access-list nonat

CLIE AI23tE ASA 7.2(2) HAx|adyo|M

Cisco ASA 7.2(2)

ciscoasaf#fshow running-config
: Saved

ASA Version 7.2(2)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0/0

nameif inside

security-level 100

ip address 10.77.241.142 255.255.255.192
!
interface Ethernet0/1

nameif outside

security-level 0




ip address 172.16.1.1 255.255.255.0
!

interface Ethernet0/2
shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3
shutdown

no nameif

no security-level

no ip address

!

interface Management0/0
shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

access-list split-tunnel standard permit 10.77.241.128
255.255.255.192

!--- ACL for Split Tunnel network list for encryption.
access-1list nonat permit ip 10.77.241.0 192.168.10.0
access-1list nonat permit ip 192.168.10.0 10.77.241.0 !--
- ACL to define the traffic to be exempted from NAT.
pager lines 24 mtu inside 1500 mtu outside 1500 ip local
pool vpnpool 192.168.10.1-192.168.10.254

!--—- The address pool for the SSL VPN Clients no
failover icmp unreachable rate-limit 1 burst-size 1 asdm
image disk0:/asdm-522.bin no asdm history enable arp
timeout 14400 global (outside) 1 172.16.1.5

!--— The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 0 access-1list nonat
!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 0.0.0.0 0.0.0.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:0

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:

timeout uauth 0:05:00 absolute

group-policy clientgroup internal

!--- Create an internal group policy "clientgroup".
group-policy clientgroup attributes
vpn-tunnel-protocol webvpn

!--- Enable webvpn as tunneling protocol. split-tunnel-
policy tunnelspecified
split-tunnel-network-list value split-tunnel




!--— Encrypt the traffic specified in the split tunnel
ACL only. webvpn
svc required

!--- Activate the SVC under webvpn mode. svc keep-
installer installed

!--—- When the security appliance and the SVC perform a
rekey, !--- they renegotiate the crypto keys and
initialization vectors, !--- and increase the security
of the connection. svc rekey time 30

! --— Command that specifies the number of minutes !---
from the start of the session until the rekey takes
place, !--- from 1 to 10080 (1 week). svc rekey method
ssl

! --—- Command that specifies that SSL renegotiation !---
takes place during SVC rekey. username ssluserl password
ZRhW85jZgEavVd5P. encrypted

!--- Create an user account "ssluserl". aaa local
authentication attempts max-fail 16

!--- Enable the AAA local authentication. http server
enable http 0.0.0.0 0.0.0.0 inside no snmp-server
location no snmp-server contact snmp-server enable traps
snmp authentication linkup linkdown coldstart tunnel-
group sslgroup type webvpn

!--- Create a tunnel group "sslgroup" with type as
WebVPN. tunnel-group sslgroup general-attributes
address-pool vpnpool

!--- Associate the address pool vpnpool created.
default-group-policy clientgroup

!--- Associate the group policy "clientgroup" created.
tunnel-group sslgroup webvpn-attributes

group-alias sslgroup_users enable

!--- Configure the group alias as sslgroup-users. telnet
timeout 5 ssh timeout 5 console timeout 0 ! class-map
inspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map parameters
message-length maximum 512 policy-map global_policy
class inspection_default inspect dns preset_dns_map
inspect ftp inspect h323 h225 inspect h323 ras inspect
netbios inspect rsh inspect rtsp inspect skinny inspect
esmtp inspect sglnet inspect sunrpc inspect tftp inspect
sip inspect xdmcp ! service-policy global_policy global
webvpn

enable outside

!-—-- Enable WebVPN on the outside interface. svc image
disk0O:/sslclient-win-1.1.4.179.pkg 1

!--- Assign an order to the SVC image. svc enable

!--- Enable the security appliance to download !--- SVC
images to remote computers. tunnel-group-list enable




!--- Enable the display of the tunnel-group list !--- on

the WebVPN Login page. prompt hostname context
: end

Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
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Flease enter your usermame and password.
USERNAME: |ssluser]
PASSWORD: ssssssss| |

GROUP: sslgroup_users w

_ Login 1 Clear
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jr} Cisco Systems SSL ¥PN Client
The S5L WPM connection has been established,
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# Cisco Systems 55L VPN Client
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Risco SvsTEME

Address Information . S5L Information

Server: 1721611 Cipher: JDES SHAA

Cliert: 132.168.10.1 Yerzion: TLS+1
Bytes Tranzport Information

aent: 2887 Local LAM: Dizabled
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Frames Connection Information

Sent: a5 Time: O0:00: 24
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# Cisco Systems 55L VPN Client

Guses SYSTEME

. SSLVPN CUENT for WEBVPN

Local LAN Routes Secure Houtes
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Output Interpreter = (S
01 show B& £20o| 2

E = 10 FE)(OIT)= S show B X|FLICH OITE AR5
%

- show webvpn svc - ASA Z2iA| HIZ 2ol M&E SVC 0|0 X|
ciscoasa#show webvpn svc
1. diskO:/sslclient-win-1.1.4.179.pkg 1
CISCO STC winl2k+ 1.0.0
1,1,4,179
Fri 01/18/2008 15:19:49.43

mjn
EH
Ral
o
r
[ul

1 SSL VPN Client(s) installed

- show vpn-sessiondb svc - 34X SSL @120 CHEt HEE Z A& LIC

ciscoasaf#show vpn-sessiondb svc

Session Type: SVC

Username : ssluserl

Index 1

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1
Protocol : SVC Encryption : 3DES

Hashing : SHA1l

Bytes Tx : 131813 Bytes Rx : 5082

Client Type : Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Client Ver : Cisco Systems SSL VPN Client 1, 1, 4, 179

Group Policy : clientgroup

Tunnel Group : sslgroup

Login Time : 12:38:47 UTC Mon Mar 17 2008
Duration : 0h:00m:53s

Filter Name

. show webvpn group-alias - Ct et 2 E0i CHal & HE S EAIFLICE.
ciscoasa#show webvpn group-alias
Tunnel Group: sslgroup Group Alias: sslgroup_users enabled
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

ciscoasa#fvpn-sessiondb logoff name ssluserl

Called vpn_remove_uauIth: success!

webvpn_svc_np_tear down: no ACL

NFO: Number of sessions with name "ssluserl" logged off : 1

OFEE7FX|2 vpn-sessiondb logoff sve WEE AI& 301 ZE SVC MME S2E £
B3 PCtCl7| RE EE= #|C MM PE 2 MEE|Td SSL VPN 9122 E528 £

webvpn_rx data_cstp
webvpn_rx_data_cstp: got message

SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, etc)

Called vpn_remove_uauth: success!
webvpn_svc_np_ tear_down: no ACL

ciscoasat#tshow vpn-sessiondb svc
INFO: There are presently no active sessions

. Debug webvpn svc <1-255> - M|M2 M5t 7| @5 A AlZF webvpn O|HIEE NS
Ciscoasa#debug webvpn svc 7

ATTR_CISCO_AV_PAIR: got SVC ACL: -1
webvpn_rx_data_tunnel_ connect
CSTP state = HEADER_PROCESSING
http_parse_cstp_method()
. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()
..input: 'Host: 172.16.1.1"
Processing CSTP header line: 'Host: 172.16.1.1°'
webvpn_cstp_parse_request_field()
. .input: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4, 179'
Processing CSTP header line: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4,
179"
Setting user-agent to: 'Cisco Systems SSL VPN Client 1, 1, 4, 179
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Version: 1'
Processing CSTP header line: 'X-CSTP-Version: 1'
Setting version to '1'
webvpn_cstp_parse_request_field()
..input: 'X-CSTP-Hostname: tacweb'
Processing CSTP header line: 'X-CSTP-Hostname: tacweb'
Setting hostname to: 'tacweb'
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
Processing CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
webvpn_cstp_parse_request_field()
..input: 'Cookie: webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5E8SBE70B1486
D5BC554D2"
Processing CSTP header line: 'Cookie: webvpn=16885952@10@1205757506@D4886D33FBF1
CF236DB5E8BE70B1486D5BC554D2 "
Found WebVPN cookie: 'webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5ESBE70B1
486D5BC554D2"
WebVPN Cookie: 'webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5ESBE70B1486D5B
C554D2"
Validating address: 0.0.0.0
CSTP state = WAIT_FOR_ADDRESS
webvpn_cstp_accept_address: 192.168.10.1/0.0.0.0
CSTP state = HAVE_ADDRESS
No subnetmask... must calculate it
SVC: NP setup
webvpn_svc_np_setup
SVC ACL Name: NULL
SVC ACL ID: -1



SVC ACL ID: -1
vpn_put_uauth success!
SVC: adding to sessmgmt
SVC: Sending response
CSTP state = CONNECTED
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