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hostname(config)#policy-map name
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hostname (config-pmap) #class class_map_name
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hostname (config-pmap-c) #set connection {[conn-max number]

[embryonic-conn-max number] [per-client-embryonic-max number]
[per-client-max number] [random-sequence-number {enable |
disable}}
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hostname (config-pmap-c) #set connection {[embryonic hh[:mm[:ss]]]

[half-closed hh[:mm[:ss]]] [tep hh[:mm[:ss]]]}
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hostname (config) #service-policy policymap_ name {global / interface interface name}
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ciscoasa(config) #class-map tcp_syn

ciscoasa(config-cmap) #match port tcp eqg 80
ciscoasa(config-cmap) #exit

ciscoasa (config) #policy-map tcpmap

ciscoasa(config-pmap) #class tcp_syn
ciscoasa(config-pmap-c) #set connection conn-max 100
ciscoasa(config-pmap-c) #set connection embryonic-conn-max 200

ciscoasa(config-pmap-c) #set connection per-client-embryonic-max 10
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ciscoasa(config-pmap-c) #set connection per-client-max 5
ciscoasa (config-pmap-c) #set connection random-sequence-number enable
ciscoasa(config-pmap-c)#set connection timeout embryonic 0:0:45
ciscoasa(config-pmap-c) #set connection timeout half-closed 0:25:0
ciscoasa(config-pmap-c) #set connection timeout tcp 2:0:0
ciscoasa (config-pmap-c) #fexit
ciscoasa(config-pmap) #exit
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ciscoasa(config) #service-policy tcpmap global
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ASA-5510-8x# show local-host all
Interface dmz: 0 active, 0 maximum active, 0 denied
Interface management: 0 active, 0 maximum active, 0 denied
Interface xx: 0 active, 0 maximum active, 0 denied
Interface inside: 7 active, 18 maximum active, 0 denied
local host: <10.78.167.69>,

TCP flow count/limit = 2/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited
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hostname (config) #ip verify reverse-path interface interface_name
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%PIx|ASA—2—106001: Inbound TCP connection denied from IP_address/port
to IP_address/port flags tcp_flags on interface interface_name
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%PIX|ASA-2-106007: Deny inbound UDP from outside_ address/outside_port
to inside_address/inside_port due to DNS {Response|Query}

AHIA ztad HIAIX|LICH Ol HIAIX|= OFRHIR2E deny BESZ Q15 X|HE 242 0]| Alny
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%PIX|ASA—3—106014: Deny inbound icmp src interface_name: IP_address dst
interface_name: IP_address (type dec, code dec)
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$PIX|ASA-2-106016: Deny IP spoof from (IP_address) to IP_address on
interface interface_name.
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%PIX|ASA—2—106017: Deny IP due to Land Attack from IP_address to
IP_address
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$PIX|ASA-1-106021: Deny protocol reverse path check from
source_address to dest_address on interface interface_name

HESH0| T UL 7t QR E AZM IP FLE &2FHslE

A2 Z3|ptDE ot RLIFHAE RPFE BHRER EAIElE AA FAT}S E
o 2oF o{ZetolgiAol Ciet A9 F 2t JHEELICH O] HIAIX|= ip verlfy reverse-
path BE2 = FLIFHAE RPFE #8358 B2 LIEILLICE 0| 7|52 2lE{m|0]A0i CiEt o
Z ™o M A SELICEH LR 0| T EE F2 2ot o{EEt0|MAE 2/F0M & stE WAE
SOIErLICH 2ot o{ZE0|AE A4 FAE JHICRE FEE HALCLESE RS s 0T
A2t HolEIX| g2 E ol AlAR 21 HIAIKIZF LT 40| A XMELICHE2TH U
£ 8¢ 2o o{E2to|dAE siEshE QB o[AE & QlELIChuiZlo| CHE QIE{H 0|40

I=I

—

TR e AFZO|LE CHAM O CHEH ZBE 7 S 049 HICHA 2t & B Z0] UBLIchE
o o{Z2tolRiAE HICHE 2R EE XI9I5HX| of&Lich 2o ofZEto|dA T LIS QIE{TO]
A0 TAE AL T8 route R = RIPE HOUIBLICLAA FAE 32 £ gloH LR

AHERE7E _._E AFZetD JUeLctHY 5.3 20| 21 S0|X|Bt 0] 7|50| & g35tE
A2 AR 40| ER5HK| E.I%LIEP Hot o{Eeto|dAa7t 342 S LICHE I show
asp drop BE2 ZX| sHZ20| ==20| E == U= 7t58HE 2o B2 (asp)Hl M AFA|EF THZ &
= A4S EAIFLICHES asp drop 7t2E7t Ot X[H 22 X[l AlZhS LIEHH L CH QI E{ |
O|A 0 ip verify reverse-path7} #+ 4|1 20t 0{Z2t0|AANM LA POl AR =3|7t T
2 TAIE Qo ST QIE{HIO|AE AFESHK| I 2 IS s AI5tH FH2E 7 S7tHEl=
show asp drop rpf-violated HE S AFEELICH

ciscoasa#show asp drop frame rpf-violated
Reverse-path verify failed 2
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$PIX|ASA-1-106022: Deny protocol connection spoof from source_address
to dest_address on interface interface_name

AHAE D UR|stE mZlo| Z0| AR E QlE{H oAt CHE QUE{H 0|A0| A EFLICH



O& S04 AA8RI7I LIE QIE{H O|A0|A 1S AIZFSHK|2H E Ot 0{ZEt0|HA T A CIE
HolAM EE = SYUS 0122 EXI5HH 2ot o{E2to|HAE CHaof CHEt B2 7+ = 7Y
o4 U&LICHO|E HICHE 2t Eol2tn stod E¢F o{ZE2to|AA MM X|REIX| f&LICHE
gt 3AXE 2ot ofEeto|oia RUSHE WHO =R §t (A0 CHE AR WIS F7t6t
0 AZE = JUELICHF 42 25 2o 0{E2t0|HA T Ol HIAIXIE EAIStD HAES 4
Mgt & =%|:0] HIAIX|= ip verify reverse-path 30| T E|X| &t 2 ZH < LIEFSLICH
2t*Eo| H|cHE™o|x| et 2 x| & elgLct,

8.
$PIX|ASA-4-106023: Deny protocol src
[interface_name:source_address/source_port] dst
interface_name:dest_address/dest_port [type {string}, code {code}] by
access_group acl_ID
HAEACLAIM IP THH 2 HERHE&LICHACLO CHal log S440| &3S E|X| o2 BT O
HIAIR[7F ZEAIELICHHE ZX:HAIRI7 SLEH AA FLAHM HS HESE F, YEH E=
ZE QA A|ZE LIEILHE HIAIR[7F ZEAIE = UELICHHEE S AE BE|Rtof|H 2|5t A A|
2.

9.

$PIX|ASA-3-210011: Connection limit exceeded cnt/limit for dir packet
from sip/sport to dip/dport on interface if_name.

10.
$ASA-4-419002: Received duplicate TCP SYN from
in_interface:src_address/src_port to out_interface:dest_address/dest_port with

different initial sequence number.

AdEo| AlAH 2T HAIXK|E &3t ClHo|AE Sall M ¢S dYstH 7 EE 2] A4

Mgt = stLt o|at2 ZotstA| ElLic A|IAE 2 HIAIX|E static WS AF2510{ FME
1 A&t £ &= Cisco Modular Policy FrameworkE At&35t0{ 2 El A4 AMstof 25 X8
ELCHZ|E 4 & sttt sHAIE W7t K] 2rEte ClHio|A & Sl M 40| HE XX ie

2 #HM o4 =71 L HE %[CH @14 &= O|StE Y ELICcnt - 3K A4 Flimit - &
A4 N|Etdir- ECHE, QIHIR2E = Ot RHIRE Wesip- AA IP FAsport- 24 ZEdip -
HM IP =2 dport - CHe Z Ejf name—E 2% R 0| =4kl QE{H| 0[A 2| O|&(Primary
= Secondary)L|Ct H% X012 X3H2 2 O|RE L EEIEE Ol A|lA” 2O IHl
*lxl" 7tS8 DoS 342 LtEt 5= JU&LICH 0| B ER{EO| AATAFHEI P F4
U = UELICHAA IP FATF TS| FER7L ot B, AAE A0 AMA SES
Ar&35t0d RHEHSHE 40| 20| E £ UELICHOE FRole ALY FHME 7K1 E)
Z|o| AAE Bt Mkl o= EcfE2 gl ErfEolM ZHelste= ol 20| ELulch.

ASA 8.x°2| 7|8 ¥ © Xl 7|s

Cisco Security Appliance ASA/PIX= £ZEQ||0{ T 8.0 O| &0l «¥ B X[2t= 752 RIHE
LICt 20t o{ZEt0|AE 72 2™ BHXIE AS5to{ TS 22 O|fRE Qe AXE Ml U =
ot O|HIES| £ & P L|E{RFLICY.

L AM|A 2=of ofgt Az

. A 2E 3! EAl(0d: invalid-ip-header EE & invalid-tcp-hdr-length)

4 AE ATAILT FHelo] BlAA RE 2 A0 MHE NE B5)

.DoS &4 X |( of: 2=2ZF SPI, AFE] K{ZF 2iShEd &0 M_U.H)

L 712 et ZAF ATl M2 0| 20| 712 B2 DE Wit Bt W ANE T 5
= ZYE ST ULICHo{Y(olE QB 0|A QHHZE, OHEE(7H 0| HAFOI A AlmiEh miZ, §
K|l 2 EH & St 2 gls AXe ZEEX| ofaLot)

- O MAER ICMP THZ! Z K|



. OhZ 2|70 ZIAFOY Almh3t THZ!

. QIE{To|A QHZE

A% B TR(0] BHE A% S SUEBH LIS S0f 3 v TCP BiZlo| SYN 1
Z00] OHLI7{LE TCP @4790] 38 S M0 20l AT LICHFH 270D 18] EHRI(RHAIE
LHE 2 A7l oI Bx| T4 AE)E 0 AW BH 4T HEE Jhxigt ox
288D AHS2R AEHEHE SO WASE S#sLICH

. TCP SYN 274 Zx| = GlOJE UDP M1 B2 x| STt Z2 Ze5iet M4 L%

2ot 0{E2H0IIATH QIS S RISHHE Al AIAR 23 HAIXI(730100)8 M&BHLICH
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SHO|LF &HxHA 2[&0| Ue BB dsol I DIELICHO| AlLtE[201 A
(oL k=13
o o

ciscoasa#fshow threat-detection rate

Average (eps) Current (eps) Trigger Total events
10-min ACL drop: 0 0 0 16
l-hour ACL drop: 0 0 0 112
l-hour SYN attck: 5 0 2 21438
10-min Scanning: 0 0 29 193
l1-hour Scanning: 106 0 10 384776
l-hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
l-hour Firewall: 76 0 2 274844
10-min DoS attck: 0 0 0 6
l-hour DoS attck: 0 0 0 42
10-min Interface: 0 0 0 204
l-hour Interface: 88 0 0 318225

7|32l o] Ciet XFAIEH LIS ASA 8.0 T/ 2a01M 7hol= o] 7| SIE B x| 74 A
M2 HESAAL.

(ML (== )

Syslog M| AIX| 733100

Q7 HIAIX:

$ASA-4-733100: Object drop rate rate_ID exceeded. Current burst rate is rate_val per second, max
configured rate is rate val; Current average rate 1is rate_val per second, max configured rate is
rate_val; Cumulative total count is total_cnt

AAR 23 HAIK|Of XISE JHAI7E KISE HAE LAY S5 £= B2 YA
&LICHIHAM = &AMl SHS 2 Qs ZAE, TCP/UDP ZE| IP T2 EZ E= CHFE &Ko &

=2 AX|EF £ Q)& L|CH A|AEIO| ZHRHEIQI = _._7=| AEfQIS |_|.E|.L.HL_||_—_|.
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#1: o] 2F HIAIX|= ASA 8.0 o &0l BF M EL|CH
1. Object(ZHA) - XN S FIREQ| Uit = EH A A | Z&E = JF). stz
ZTE ST MEDoS SEACL AA|AZE MEHCMP SZAZEAI SYN SZEAARIEHH O|A
2.rate_ID - =1t QI T HE HIZ2ULICLOIR 22| A= ME CHE ZHE2 2 2|0 3712 ME
CIE S 2 FEE = J&Lch
.rate_val - 5 H|& ZtLICH
4. total_cnt - 7HME PHEHLE X|2 0|F Q| & =lL|C}.
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CtS Ml 7Hx] ol = ol2qet 7t Y dst= LS 2oiFLICH

. CPU &&= HA ANEte 2 91Ft CIE{H 0|A AMK:
$ASA-4-733100: [Interface] drop rate 1 exceeded. Current burst rate is 1 per
second,
max configured rate is 8000; Current average rate is 2030 per second,
max configured rate is 2000; Cumulative total count is 3930654
- HMH SEcE QE AZH ALK
ASA-4-733100: [Scanning] drop rate-1 exceeded. Current burst rate is 10 per
second_
max configured rate is 10; Current average rate is 245 per second_
max configured rate is 5; Cumulative total count is 147409 (35 instances received)
- BNl ZASE QIE 23 miZlo] AR
$ASA-4-733100: [Bad pkts] drop rate 1 exceeded. Current burst rate is 0 per
second,
max configured rate is 400; Current average rate is 760 per second,
max configured rate is 100; Cumulative total count is 1938933

HE Y:

HAIXIOl LIEHLE RIEE A ol et ChE BAE gL

1. syslog HIA|X|2| Z4A|7t Ot & 5Lt ZR S HEZE IASE MEtDoS SZACL AHA
4 NMEHCMP SZ3HA ESYN S AAAMQIEH O|A MY S0l 2t F0iM AKX =7t HE K
=X| = lgtLct.

2. threat-detection rate xxx BEE AA5t0] S =EE0| UHZ S8 MUs 2o = ZHEL
Ct. 047|M xxx= Ct& & 3PLP%!L—IEP.aCI-dropbad packet dropconn-limit-dropdos-dropfw-
dropicmp-dropinspect-dropinterface-dropA7H's {¥dsyn &4

3. syslog MIA|X|2| ZHA|7} TCP EEE= UDP ZE|IP Z2ZEZ FFE SAE Ax0l A2 A3 S0l
gtgof chall A X S =7t {8 El= K| %.*O._l?JL—lEP

4. threat-detection rate bad- packet-drop HHEZ S EH EZo| AU S & HEst i
o2 ZHELICHAIME LI 2 ASA 8.0 Z4I| 1 28|0|M 7+0|= 2| Configuring Basic Threat
Detection MME & =X oV"Alo

o MK S0t B0 8 Z0H6X| 22 =5 SH24H no threat-detection basic-threat H& 2 4
0 O|& H|EMste =

#ed HE
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