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Selected Websites are
Blocked using regular
eXprassions

Inside Network

T4
ol EMollME oHg T4 ASELICH

. ASA CLI ZHx|agjo|M
. ASA Configuration 7.2(x) with ASDM 5.2

ASA CLI #x| oM

ASA CLI #Hu|ago|M

ci scoasa#show running-config
. Saved

ASA Version 7.2(2)

!

host nane ci scoasa

donmmi n- nane defaul t.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!

interface Ethernet0/0

nanei f inside

security-level 100

i p address 10.1.1.1 255.255.255.0

!
interface Ethernet0/1

nanei f outside

security-level 0

i p address 192.168.1.5 255. 255.255.0
|

interface Ethernet0/2




nanmei f DVZ
security-level 90
i p address 10.77.241. 142 255. 255. 255. 192

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed

regex urllistl

".*\.([Ee] [Xx] [Ee] | [Cc] [0Oo] [Mm] | [Bb] [Aa] [Tt])
HTTP/1.[01]1"

!--- Extensions such as .exe, .com, .bat to be captured
and !--- provided the http version being used by web
browser must be either 1.0 or 1.1 regex urllist2

" *\. ([Pp]l[Iil [F£]|[Vv][Bb][Ss]|[Wwl[Ss][Hh])
HTTP/1.[01]1"

!--- Extensions such as .pif, .vbs, .wsh to be captured
!--- and provided the http version being used by web
browser must be either !--- 1.0 or 1.1 regex urllist3
".*\.([Dd] [Oo] [Ce] | [Xx] [L1][Ss]|[Pp][Pp][Tt])
HTTP/1.[01]1"

!--- Extensions such as .doc(word), .xls(ms-excel), .ppt
to be captured and provided !--- the http version being
used by web browser must be either 1.0 or 1.1 regex
urllist4 ".*\.([2z][Ii][Ppl|[Tt][Aa]l[Rr]]|[Tt][Ggl[Zz])
HTTP/1.[01]1"

!--- Extensions such as .zip, .tar, .tgz to be captured
and provided !--- the http version being used by web
browser must be either 1.0 or 1.1 regex domainlistl

"\ .yahoo\.com"

regex domainlist2 "\.myspace\.com"

regex domainlist3 "\.youtube\.com"

!--- Captures the URLs with domain name like yahoo.com,
I --- youtube.com and myspace.com regex contenttype
"Content-Type"

regex applicationheader "application/.*"

! --—- Captures the application header and type of !---
content in order for analysis boot system di sk0:/asa802-
k8.bin ftp node passive dns server-group Defaul t DNS
domai n- name defaul t.domain.invalid access-list
inside_mpc extended permit tcp any any eq www

access-list inside_mpc extended permit tcp any any eq
8080

!--- Filters the http and port 8080 !--- traffic in
order to block the specific traffic with regular !---
expressions pager lines 24 nmtu inside 1500 ntu outside
1500 mtu DMZ 1500 no failover icnp unreachable rate-
limt 1 burst-size 1 asdminage di sk0:/asdm 602. bin no




asdm hi story enable arp tineout 14400 route DVZ 0.0.0.0
0.0.0.0 10.77.241.129 1 tineout xlate 3:00:00 tineout
conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
nmgcp 0: 05: 00 ngcp-pat 0: 05: 00 tinmeout sip 0:30:00
sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect

0: 02: 00 tinmeout uauth 0:05:00 absol ute dynani c-access-
policy-record DfltAccessPolicy http server enable http
0.0.0.0 0.0.0.0 DVZ no snnp-server |ocation no snnp-
server contact snnp-server enable traps snnp

aut hentication |inkup |inkdown coldstart no crypto

i sakmp nat-traversal telnet timeout 5 ssh timeout 5
consol e timeout O threat-detection basic-threat threat-
detection statistics access-list | class-map type regex
match-any DomainBlockList

match regex domainlistl

match regex domainlist2

match regex domainlist3

!--- Class map created in order to match the domain
names !--- to be blocked class-map type inspect http
match-all BlockDomainsClass

match request header host regex class DomainBlockList

!--- Inspect the identified traffic by class !---
"DomainBlockList" class-map type regex match-any
URLBlockList

match regex urllistl

match regex urllist2

match regex urllist3

match regex urllist4

!--- Class map created in order to match the URLs !---
to be blocked cl ass-map inspection_default match
default-inspection-traffic class-map type inspect http
match-all AppHeaderClass

match response header regex contenttype regex
applicationheader

!--- Inspect the captured traffic by regular !---
expressions "content-type" and "applicationheader"
class-map httptraffic

match access-list inside_mpc

!--- Class map created in order to match the !---
filtered traffic by ACL class-map type inspect http
match-all BlockURLsClass
match request uri regex class URLBlockList
1
!--- Inspect the identified traffic by class !---
"URLBlockList" ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512
policy-map type inspect http http_inspection policy
parameters
protocol-violation action drop-connection
class AppHeaderClass
drop-connection log
match request method connect
drop-connection log
class BlockDomainsClass
reset log
class BlockURLsClass
reset log




!--- Define the actions such as drop, reset or log !---
in the inspection policy map policy-nmap gl obal _policy
cl ass inspection_default inspect dns preset_dns_nap
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp policy-map inside-policy

class httptraffic

inspect http http_inspection_ policy

!--- Map the inspection policy map to the class !---
"httptraffic" under the policy map created for the !---
inside network traffic ! service-policy global _policy
gl obal service-policy inside-policy interface inside

!--- Apply the policy to the interface inside where the
websites will be blocked pronpt hostname context

Crypt ochecksum e629251a7c37af 205¢289cf 78629f c11 : end
ci scoasa#

ASA Configuration 7.2(x) with ASDM 5.2
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LICt.=HIQ! O|& yahoo.comE Zi*{5}
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g% Add Regular Expression

Mame: | |[fomainiist2

Walue: iy spacel.com ) Build ...

| Test...

8] .4 I Cancel Help
Ct.

=
|2l 0| youtube.com& Zi{5t7| |31 &+ A domainlist3& EHSLICH 2 Q1= S={&LICt
@& Add Regular Expression "

Narme: |d.:.main|ist3

Yalie: Soutubel.com ) Euild....
| Test...
Ok I ancel Help
. exe,
com, batet Z2 It Y HS

x5t 7| I Hrt Al urllist12 BHSLICH B, 2 Ee<X{o]
M AF 5= http B{Z10] 1.0 EE= 1.10]o{of BFL|C} [&ohe S2I8tL|ct
g% Add Regular Expression

Name: | |riisti] }
walue: | | UERIRCERN[CEColMm]I[Eb]Aa]TH) HTTRA [01] J Build.
Test..
oK Cancel | Help | oif, vbs !

|3l A urllist2E gHELICH T 2 281 R{0l A At
< O|E Z=lgiLct B =8t



= Add Regular Expression
Name: urIIIStE
Walue: L [PR]IF M [Eb][=s ]t ==]HR]) HTTRA [01] Bilad
Test.

Help
doc, xis &!
Y HEFRK{O| M AF

I Cancel
rllist32 M grct. E

Ik
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25t= HTTP HHXO0[ 1.0 E= 1,10 B2 &2lg FELIC}
Add Reqular Expression
A= Add |
Mame: | Jurlist3 }
walue, | [PLODCoCelile]LIIE=]PrlPRITH) HTTRA (01 ]J Build..
Test..
Ok Cancel Help
. zip, tar 2!
tgzot 22 md HEXR AM5t7| 25 HH Al urllist4E BHELICEH B 2 HEtR KoM ALS
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Test...
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Mame:  ||contenttype

Yalue: | [content-Type Ewile
-
Tes
ik I Cancel Help ChOFSH O =

EI91I0I*=| SIS ZA{5t7| 213 4 O F 2|7 0|M TS JSHLICH&els F=ELn

g% Add Regular Expression

Mame: applicationheade

Walue: applications * ) Bu

Te

Ok I Cancel Help

. S8t CLI
o ago|M

2. 84 oA pHEY IConfiguration > Global Objects > Regular ExpressionsE MEH{5I 1
Regular Expression Classes & Ot2i AddE £ 21504 Ct st FeAE HHELICLERA S
StLEeE UXISHES M4 E2§A DomainBlockListE BHE LICHdomainlist1, domainlist2 2!
domainlist3. [2Ql]& &=|§rLICt



% Add Regular Expression Class Map

Configure a reguiar expression class using available regular expressions. For & class to be considered a match, anly
one of itz match condiions needs to be met.

T Unnmmﬂlnckum J
Description:
-hxallable Regular Expressions Configured Mateh Condtions
Regular Expression | [ matenTyps | megusr expression
B - - & domainksti
_defaull_msn-messenger R E_"l domaiiist2

_defaul_shoutcast-turmebing-prot...
_dafaull_windows-media-player .
_defaull _x-kazsa-netwaork
_default_yahoo-messenger
applicatianheadar

or K eloem airiliet3

Edit. [ NEWL Match Type: L) Match

YA & stutet xSt S M4l 224 URLBIockListE 2HELICh.urllist1, urllist2, urllist3
X urllist4. &l =&



i% Add Regular Expression Class Map

Configure a regular expression class using avakable regular expressions. For a class to be considered a match, only
one of it= match conditions needs to b met.

Mame: |LIHLEInckLi3t |

Description:
—dwailable Regular Expressions - Configured Match Condifions
Regular Expression Match Type ﬁl]agular Expression
- S riliztt

_defautt_iey-metacats
_default_men-messenger
_detautt_shoutcast-turneling-prot....
_detault_windows-meda-player...
_default_x-kazaa-rigtwork
_detault_yahoo-messenger
applicationheader

cantenttype

domainlist

domainlist2

EEEAs
Edit... | Mews . | Match Type:  [E) Match
S8t CLI HIu|2d ol
3. FlA Mo 2 AHEE ECfE HAMCIYE W AR AHEIHTTP ESE S HAE 2
BHE PHE24™ Configuration > Global Objects > Class Maps > HTTP > AddE MEHEIL
CF SIHE A Aot Ux|AIF|7] 81 22HA P AppHeaderClassE BHSLIC}

or (8




g= Add HTTP Traffic Class Map

arne: AppHeaderClaszs |

De=cription;

atch Al

Match Type Criterion Nalue

@& Add HTTP Match Criterion

batch Type: 0 Match Mo Match

Criteriomn: U Fezponse Header Field ;]
—Malle
—Field
" Predefined: accept-ranges i
[f:' Regular Expression: cortenttype ;] Manage. ..
—alue
= I:'f:' Fegular Expression: applicationheader hManage...
i Fegular Expreszion Class: DarmainBlockList i Marage. .

2olg FUMLICH O SIS Al RS URIAZI7| o) SeHs o

BlockDomainsClass= BtS L|C}




g% Add HTTP Traffic Class Map

Marne: [ |EIIDcanmainsCIass J
Dezcription:
Match Al
Match Type Criterion walle A

@& Add HTTP Match Criterion

Match Type: % Match 1 Mo Match

Criterion: [ Fequest Header Field ll ]

= alle

~Field

[f:' Fredefined: host ik J

i Fegular Expression: _default_ GoTaky... ™ Matiage. ..

—Walle

— i Fegular Expression: _default_GoTaky... ™ Mahage. ..

Manage...

[F Fegular Expression Class:

golg FEIFLICH 2 URISE H A HXHE UXIAIZ|7] 2I5H 2E1A B BlockURLsClassS
orEL|CH



g= Add HTTP Traffic ClassMap =~

Marme: [ |EFI|:n::kLIHLsCIass J
Dezcrigtion:
Match Al
Match Type Criterion “alue A

@& Add HTTP Match Criterion

Match Type: (% Match € Mo Match

4
Criterion; [ Reguest LR J ll
—walue

i Regular Expres=sion: I_defaurt_GchDMy... o Manage...

(f:' Regular Expres=sion Clazs: M—j Manage. ..

geolg #2gct. ss8t CLI Zx|aaio|M

4. HA HHolM exIst= Ecl ol cHEt 2FedE &g L|Ch http_inspection_policy & 2445} 04
Ux|5t= EciZof CiEh Zede M 35ied™ Configuration > Global Objects > Inspect Maps >
HTTPE =8 LICHAdd and ApplyE =gt

E onfiguratian = Glohal Ohjects = InspectMaps = HTTE

----- il Metwork Ohject Grn:uu -HTTP
""" = 1P Names

Create HTTF maps and configure their default inspection behavior. To change inspectior

""" 5 Service Groups map, select the map in the navigation tree on the lett.

EI@ Clazs Maps

rinzpect Map ta Add
Mame: Ump_inspectinn J:II:I”C':.-'_J
Description:
[—:I---@ Inzpect Maps
) DCERPC
EI E D= Security Lewvel
{0 bepreset_dnz_map G ' -
fdove the =lider to change the security level
..... E ESMTE |7 ¢ v
I ~uas

Conflguratlon > Global Objects > Inspect Maps > HTTP > http_inspection_policy& ME45t 11

Advanced View > Inspections > Add& 2 2!5t04 X|27 K| Y- E CtFg A0l CHEF =Y
2 d™Ect



[ ;ﬂwwwwmmu:
- T

b Bl Sarvice Groups
_El-@smms

preset_dns_mep

: %ESMTP
B Fre
B8 sTR
B8 R

&l [ HrTe

Confguralion = Global Dbjacts = Inspect Maps = HTTP = hilp_inspachion_policy

—hitp_lnepactiom_policy
Bt the basic settings for the HTTR mep Inthe Basic Wiew. Make advanced changes for the HTTP map ih the Scenced
Wis,

Hame: Filp_inzpeclion_policy

Dezcriplion: |

matchTyps | crterion | Valie |
Erit
[raisie |
moveln |

geole 2|8t =42 Drop Connection(@1Z 4Al)2 2 Z&LICt.Criterion as Request

Method 2! Value as connect0d CHEF 222 &3} &fL|CH



Ei

"o |
la)

Add HTTP Inspeck

—Match Criteria
{* Single Match

Match Type: @ Match € Mo Match

Criteriomn: [ IHequest Method J -

—Walle

G vercs | [

i Fegular Expreszion

{* Regular Expression _default_GaoTo

{* Regular Exprezsion Class: DomainBlockLi:

i Multiple matches

| 4

HTTPE Traffic Clazs: IAppHeaderClasa

=& ctions

Action: ohnection € Reset Log

Log: [ % Enable | " Dizable gtoleg Fa2|ghct

2 Drop Connection(24Z &A)2 £ M5t 24 AppHeaderClassoll Ciet EZ2 &



g% Add HTTP Inspect

—hatch Criteria

i~ Zingle Match

fiatch Type: @ Mateh € Mo Match

Criterion: EegueztEezponze Content Type Mizmatch [
Yalle
Mot applicakble.

[f:' Muttiple matches ]

HTTF Traffic Class: [I.ﬂ.ppHeaderCIass

-
—actions
Action; e Drop Connection i Resst Log
Loy: {s Enal::nles " Dizable
MsigLic uela
F2|BILICH 22 Resete 2 %5t 7 E2HA BlockDomainsClassoll CHe 222 g3t gt
B= Add HTTP Inspect
~Match Criteria
" Single Match
fiatch Type:  f hateh £ Mo Match
Criteriomn: FegueztBezponze Contert Type Mizmatch |
Walle
Mot applicakle.
{s Muttiple matches
HTTF Traffic Class: |IBIDcanmainsCIass J (I
—actions
Action: 1 Drop Connection {s Heseﬁ i Log
Loo: - " Dizakle
LICt. : gelg 88




Z 2 A BlockURLsClassoll CHEH 242 g3l 8tLch

gHLICH 2242 Resete 2 MXstT

#& Add HTTP Inspect

—hatch Criteria

™ Single Match

Match Type: 8 Mateh ko Match

Critetion; FeguestiFezponse Content Type Mizmatch =

"Value
It analicable

(s Muttiple matches

HTTE Traffic Clazs: I]EII::u:kLIHLsCIassJ R

“Actions

Action, Drop Connection {s Hes? i Log

Lo ® Bl grolg @

ApplyE #={EILICt. &8 CLI x| el o]

5. QIE{H o] A0l ZA} hitp 2 E{& Configuration(T4) > Security Policy(& 2t Z33) > Service
Policy Rules(AMH|A 3 72]) > Add(F7}) > Add(F7}) > Add Service Policy Rule(AMH|A
A FE)(MH|A A 7=]) 8 ol2{of| A Add Service Policy Rule(AMH|A X2 32| F7H)2

Mgt

Caonfiguration = Security Palicy = Service Falicy Fules

nccess Rules | 482 Rules | Fiter Rules | Service Policy Rules)|
g Add  -| [@ Edit @ Delete | + & ‘ & L - ||Q Fird | F=4] Rule Diagram |1 Packst Trace

&dd Service Policy Rule. .. Filker |Clear | Rule Cue

L hanagetnent Service Paolicy Rule. .. T

A Insert. . Source Deztination Service

o In=sert Aiter...

- inspection... CE Match @@ any @ any QL default-inzpe.

AMEHF]

HTTP ESHE = ECH2 HwolM LR EH 0[A T} /= Interface EtC|2 HES MBSt T

Policy Name as inside-policy® 1= L|Ct.Next(C=)& & ={gfLICH



§% Add Service Policy Rule Wizard - Service Policy

Adding & new service policy rule requires three steps:

Step 10 Configurs & servics policy.

Step 2 Configure the fraffic classification criteris for the =ervice policy rule.
Step 3 Configure actions onthe traffic classified by the service policy rule.

~Creste a service policy and apply to

Only one service policy can be configured per infarface or at global leval. If a service policy already exists, then
wou can add a newy rule into the existing service policy, Ciherwiss, you can creste & new service policy.

O terface inzide - (create new service policy)
Palicy Mamne: ‘inside—pnliﬂ
Description: ‘

™ Global - applies to al interfaces

Halicy Mame: ookl policy

Dresrrintion

= Back | Cancel |

oA M httptraffice M43t Source(££)QF Destination IP Address(ACL AHS)E 2 1t
LICt. Next(Ct&)& & 2/&uct




= Add Service Policy Rule Wizard - Traffic Classification Criteria

¥ Create a new traffic class: L hittptrattic

De=zcription (optional);

—Traffic match criteria
[T Default hspection Tratfic
[F Source and Destination P Addrezs (uzes ACL:D

I~ Tunnel Group

[ TCP or UDP Destination Port
™ RTF Range

I P DiffSery CodePoints (DSCR)
I IP Precedence

[ ey frafiic

If traffic doas not match a existing fraffic class, then it will match the class-dafau traffic clags, Clazs-detault can be
uzed in cateh all stustion.

™ Uze class-defaul as the tratfic class.

= Back 1 Ne::-;‘t:»]l Cancel |_

TCP ZEE HTTPZ AF835104 Source(A2) & Destination(CHAH) S any(®l2l)Z MEfEFL|C}
Next(CtZ)& =gt




Actior: [Match |

Destination

Types; J @ any

SOoLrceE
Type: I @@ any d

rProtocol and Serwce

Brotocol |m,f " )

rSowrce Port e 1 Destination Part
| F e
% Service: I- j El'l'l' | _l] % Sarvice: ]- d hpﬁwvwl | j
= Group: I ;]_I " Group: ] d

Ciptions
Tirne Range. |(uny_] *'I I
Descripton

= Back N-E:-:t:]l Cancell F

Pratocol Inspection | Connection Settings | @os |

[~ cTIGEE

[~ DCERPC Configure...

[~ DS Canfigure...

[~ ESMTP Configure. ..

[~ FTP Zanfigure. ..

™ H323H225 Configure...

™ H323RAS Configure...

[IF HTTF © Configure...
—_ 2tC|2 HE ZAL Mo{& s HTTP &

A g MENSH|CH 2tole @2IgtLc



g= Select HTTP Inspect Map

™ Use the defautt HTTP inspection map

(ﬁ =elect a HTTP inspect map for fine control over inspection jl

&ricd

Ok Cancel | Help |

ol 28

#hicH

Configuration = Secutity Policy = Service Policy Rules

Access Rules | Ao Rules | Fitter Rules | service Policy Rules |
d Add v@’EditﬁDelete|f ;|;E, - | ey Find
Fitter: I--Sele:t-- ;I I Filker: |Clear| Rule Gu

Traffic Classification

Rule Diagram | Packet Trace

Mame Mo | Enabled Match Source Destination Service

E"'t}lnbal; Palicy: global_policy
: inzpection. .. CEy Match & any @@ any 0, defautt-inspe

& - Interface: inside; Policy: inside-palicy

f """ hitptratfic 1 v [Eimatch @@ any @@ any Tk htp
h -

ZE 8080 E2HE|CIA] Add(F7}) > Add Service Policy Rule(AH|A 224 72| FI7h)& 22F
L|C}



Access Rules | 884 Rules | Fiter Rules | Service Palicy Rules |

% Add -| [ Edit ﬁ Lelete | + 4 | & FL - ||Q Find ‘ Rule Diagram | & Packet T
Add Service Policy Rule... Filter |Clear | Rule
% Add Management Service Policy Rule. .. Traffic Clazsification
W Inzert... Source Destination Service
-%: Inzert After..
- inspection... (E) Match @@ any @@ any 0, defautt-ing
B |nterface: inzide; Policy: inzide-policy

hitptraffic 1 M CEymatch @ any @ any TeE- hittp

Adding & new zervice policy rule requires three steps:

Step 1 Configure a service policy.
Step 2 Configure the traffic classification criteria for the service palicy rule.

Step 3 Configure actions on the traffic classified by the zervice policy rule.

—Create a gervice policy and apply to:

Only one zervice policy can be configured per interface or at global level. If a service g
vold can add & new rule into the existing zervice paolicy . Stherwize, you can creste an

% |nterface:
Palicy Marme: Iinside-pnlicy %
Dezcription: I

) Add
rule to existing traffic class ZtC|2 HHE S MBSt T EECH2 M0l A httptrafficS ME{EFL
Ct.Next(CI=)& =& Lt



service Policy Rule Wizard = Trathic Classification Criferia

" Creste a new tratfic class: nside-class

[rescription [omtional

iraffic match criteria
[T Defaut inepection Traffic
[T Source and Destinetion [P Address (uzes ACL)
[T Turinel Group
[T Tic2 or LIDF Destinstion Port
[T RIE Range
[T IPCiffSeary CodePoins (DECF)

[T P Precedence

[T fy traftic

Rule can be added to existing class map it that class map uses access control kst (ACL) as traffic match critena.

(" Add rule to existing traffic class: Hptratfic ]

If traffic does not maich a existing traffic cless, then it will mstch the class-default traffic class. Class-default can be
uzed in catch all situstion.

" Use class-default as the traffic class.

<ok |Gaa) | | concel |

TCP ZEE 80802 2 At&3}+0{ Source(22) & Destination(CH4H)2 any(&e)Z ME{EHLICH
Next(CtZ)& & =gt




o Service Folicy Rule Yyizart “1aLCin Jestination Address

obEl2 =g



= Add Service Policy Rule Yizard - Rule Actions

| Protocal Inspection | Connection Settings | @os |

[~ CTIGEE

[~ DCERPC Canfigure...

= Catfigure. .

[~ ESMTP Cattigure. ..

[~ FTP Zanfigure...

[~ H323H225 Configure...

[T H3z3RAS Configure. .
[F HTTP Canfigure. .. HTTF Inzpect Map: http_inspection_palicy ]

I 1cmp

[~ 1CMP Error

s

[ I Zanfigure...

™ IPSec-Pazs-Thru Canfigure...

[~ mGecP Contigure. ..

[ NETBIOS Canfigure. .

™ ppTR

< Bock

~OnATguratian = oe

Access Rules I An 8 Rules I Fitter Rules | service Policy Rules I

% Add - [E Edit m DElEte | + ¥ | b4 FL - ||q Find | Rule Diagram | & Facket T
Filtet: I-—Select" LI I Filker |Clear| Fule
Traffic Classification
Marme Mo | Enabled Match SOurCe Destination SErVic
E---t}lnhal; Palicy: global_palicy
1 inspection... 0E Match @@ any @@ any Q, default-ir
= Interface: inside; Policy: inside-policy
- hitptraffic 1 M [Eymatch @ any @ any T it
b 2 W EyMatch @ any @ any 1B S0S0

ApplyE E=|gL|ct S5 CLI Hx|ago|M

CtSS & OIgLICt




Ol 4442 AHR5H04 Z4T|TL20I440| RICHZ SHS3HE K| EHQIBHLICH

Output Interpreter _._-_rL(% El D0 SHEN(OIT)E & show BE2 X|HELICHOITE AH8 35104

show @ E20| EMS

lIHI JHH
r
[ul

. show running-config regex - 7t & E! M A2 Z AIELICEH
ci scoasa#show running-config regex
regex urllistl ".*\. ([EBe][Xx][Ee]|[Cc][Oo][M1][
regex urllist2 " *\ . ([Pp][li][FF]|[W][Bb][Ss]]|I[
regex urllist3 "“.*\.([Dd][Oo][Cc]|[Xx][LIT[Ss]|[P
regex urllistd " *\. ([Zz][1i][Pp]|[Tt][AQ][Rr]|[T
regex donminlistl "\.yahoo\. conf
regex domainlist2 "\.nyspace\.cont
regex donmminlist3 "\.youtube\.cont
regex contenttype "Content-Type"
regex applicationheader "application/.*
ci scoasa#

- show running-config class-map - +3E! oA ™S T AIEL|CH

ci scoasa#show running-config class-map
|

Bb]
Vi
3
t]

Aa][Tt]) HTTP/1.[01]"
Ss][Hh]) HTTP/1.[01]"
Pp] [Tt]) HTTP/1.[01]"
Ggl[Zz]) HTTP/1.[01]"

cl ass-map type regex match-any Donmai nBl ockLi st
mat ch regex domainlistl
mat ch regex domainlist2
mat ch regex donainlist3
cl ass-map type inspect http match-all Bl ockDomai nsCl ass
mat ch request header host regex class Domai nBl ockLi st
cl ass-map type regex match-any URLBI ockLi st
match regex urllistl
match regex urllist2
match regex urllist3
match regex urllist4
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
class-map type inspect http match-all AppHeaderd ass
mat ch response header regex contenttype regex applicati onheader
class-map httptraffic
mat ch access-1ist inside_npc
cl ass-map type inspect http match-all Bl ockURLsCd ass
mat ch request uri regex class URLBI ockLi st
|
ci scoasa#
. show running-config policy-map type inspect http - 723! hitp EC{Z 2 AAlst= H WS
FAlEfLICE
ci scoasa#show running-config policy-map type inspect http
|
policy-map type inspect http http_inspection_policy
par anet er s
protocol -viol ati on action drop-connection
cl ass AppHeader Cl ass
dr op-connection | og
mat ch request nethod connect
dr op-connection | og
cl ass Bl ockDomai nsd ass
reset |og
cl ass Bl ockURLsCl ass
reset |og
|
ci scoasa#
. show running-config policy-map - 2E policy-map Z1Z|22{|o|M1} 7|£ policy-map Z1T| 24|
Ol EAIZLIC.
Cci scoasa#show running-config policy-map


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

!
policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | engt h maxi mum 512
policy-map type inspect http http_i nspection_policy
par anet er s
protocol -viol ati on acti on drop-connection
cl ass AppHeader d ass
dr op- connection | og
mat ch request nethod connect
dr op- connection | og
cl ass Bl ockDomai nsCl ass

reset |og
cl ass Bl ockURLsC ass
reset |og

pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
i nspect xdntp
pol i cy-map inside-policy
class httptraffic
inspect http http_inspection_policy
!

ci scoasa#
- show running-config service-policy - T &3 SQ ZE AH|A HA ZHn|Tdo|ME EAIE
L|CF.

ci scoasa#show running-config service-policy
service-policy global _policy gl oba
service-policy inside-policy interface i nsi de
- show running-config access-list - = 2t 0{Z 2} 0|24 A 01| A A E|= access-list ZAL|2 0[S
FEAELCH
ci scoasa#show running-config access-list
access-list inside_npc extended pernmit tcp any any eq www

access-list inside_npc extended pernmit tcp any any eq 8080

ci scoasa#
= -
&£Al si&
ol MMMz AHx|adolM E2XME i Ast= ol AFSE = = BWEE WM3ELICt.

11 debug BHEE ArE5t7| 7ol ClH B0l CiEt 52 HEE HESHAAR.

- debug http - HTTP E2{{Zloi| CHEF C|HT HIAIX[E EAIELICEH

2 HE
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. Cisco Adaptive Security Appliance X|# H 0| X|
. Cisco ASDM(Adaptive Security Device Manager) X|¥4 H 0| X

. Cisco 500 Series PIX X|® H0|X|
. 7|& X|¥ 8! XM - Cisco Systems
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