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2F: "Anyconnect 7| X|E M-S = QILE &4 E[RELICEH Contact your system
administrator”

E2EM
27 "2t H0|E9J0|o] AnyConnect 7| X|E BH2 £~ Q& L|CH"

2F: "VPN OO|ME MH|A0f| X7} drM5to] MH|AE Erotof BELICH We are sorry for the
inconvenience"
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2F:. "0l Mx| Wj7|X|E o £ & LICE Verify that the package exists"

2F:"VPN Z2}0|1E =2l 0|H{ol QF 7t BrAsi & L|CE"

2F:"WVPNES CtA| 94745t H O & 74 M3 o] drisi& L|CEH The VPN network setting is being
re-initialized. Applications utilizing the private network may need to be restored."
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* Windows XP / Windows 2000:

<ttroot>

\ W ndows\ set upapi . | og

* Windows Vista:

<#root>

\ W ndows\ | nf\ set upapi . app. | og

\ W ndows\ | nf\ set upapi . dev. | og

setupapi 21 It of| L7 7t EA|IEl B2 RHMIEt HEE 0x2000FFFFE2 MHEE &= A &LICt

2. MSI x| =233 273 1t 7147
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* Windows XP / Windows 2000:



<#froot>

\ Documents and Setti ngs\

\ Local Settings\Tenp\

* Windows Vista:

<tfroot>

\ User s\

\ AppDat a\ Local \ Tenp\

S dadol=Ql 2, ol 2aE AlARS| HA| CIREE|of U&LICH

<tfroot>

\ W ndows\ Tenp

I} 0|&{ anyconnect-win-x.x.xxxx-k9-install-yyyyyyyyyyyyyy.log & &llL|C}t Mx|g et
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yyyyyyyyyyyyyy= x| gmt 2
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a. W2 TE T E/DOS box0l|lM CH2 & Ql23gtLch.

* Windows XP / Windows 2000:

<#froot>

wi nnsd /nfo c:\nsinfo.nfo

* Windows Vista:

<tfroot>

nmsi nfo32 /nfo c:\nsinfo.nfo
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b. W T E X E 0 systeminfo IHY HIE 71X 7|:

Windows XP 2! Windows Vista:

<ttroot>

system nfo c:\sysinfo.txt

E2lolH EAME CIHHZ 524 AnyConnect: £ 4 El E210|H CI|O|E{HIO|A EXNIE X FHAIAL.

Z7|AE HdE =7t

rr

14 si{x| =

AnyConnect 22I0|UENM HAZA A = 27| A HH 2
CHE T2 7K MA2.


https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
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ASA 2£ 0| M show runni ng-confi g2 UELICE SHFHIM MHEHS &2
7lofl et S 2o MEELICH

« ASA O|HE Z7:

1. auth, WebVPN, SSL(Secure Sockets Layer) & SVC(SSL VPN Client) O|tHI £ 04| CH3H
ASAOIAM 2Z S E43t5ieiH oS CLI BE¥ 2 A>ELct

<tfroot>

config term nal

| oggi ng enabl e

| oggi ng timestanp

I oggi ng cl ass auth consol e debuggi ng

I oggi ng cl ass webvpn consol e debuggi ng
| oggi ng cl ass ssl consol e debuggi ng

| oggi ng cl ass svc consol e debuggi ng
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3. 2%

eventvwr.msc /s

3. Cisco AnyConnect VPN Client 21 094 QLEZ HESE Z=2/5t11



AnyConnect.evtZ Save Log File(Z1 1} X&H)2 MEiStL|CE
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RDP(Remote Desktop Protocol) All44 EE= it 2 AIS A} Tghat 2t El EXY = J&Lch
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AnyConnect VPN ZZI0|1EE ASA0]| ¢12e [l Ct& @R/ 7t &g = U&LICE AnyConnect 2
CIO[Q1E HM| Ao Asto| Q= ALRRH= BE|XIO|H| 208t AIL.

O] 2 %= AnyConnect O|0|X[7} ASA0|A F2fEl B2 EA[ELICE O|0|X|7} ASAN| EEE|H


/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/anyconnect-profile-editor.html#ID-1430-0000006c__ID-1430-000000a2
https://tools.cisco.com/bugsearch/bug/CSCsx15061

AnyConnect= ASAO 24l 10| 1Z2E += JU&LICt

O] 27 = DTLS(Datagram Transport Layer Security)E H|&d3t5t04 sHAE 5= U&LICH
Configuration(T4d) > Remote Access VPN(#HZ M4 VPN) > Network (Client) Access(HIE 93
(20| E) HA|A) > AnyConnect Connection Profiles(AnyConnect 42 Z 21t )2 0|58t Ct
& Enable DTLS(DTLS &-d3}) &fQlgto| MENZ F[AFLICt Ol S38H DTLS7 HIE&sHE LIt

dartbundle Tt 2 AF& XS] @1Z40| o1& M O] 2LF HIAIX|IE EAIFLICE.
TUNNELPROTOCOLDPDMGR_ERROR NO DPD_RESPONSE: .t A|O|ESJ|0|7} HIE n|o{ ZHX| ZjZl0) STHstx| 23
gLt O] 2/ = DPD(Dead Peer Detection) L/ 2 Q15 DTLS ®{'=0| Z0o{3iZ 2 2|0|gLct. O
Q7= DPD keepaliveE ZH5t1 Ctg B S Al&stH sHZEELICH

<{froot>

webvpn
svc keepalive 30
svc dpd-interval client 80
svc dpd-interval gateway 80

svc keepalive & svc dpd-interval &2 047]0f] ZA|E! Z31+ ZH0] ASA HHT 8.4(1) O oME 2
Z} anyconnect keepalive & anyconnect dpd-interval @232 2 CHA|ElLICEH

<tfroot>

webvpn

anyconnect ssl keepalive 15
anyconnect dpd-interval client 5
anyconnect dpd-interval gateway 5

ASAE E35H AnyConnect Ml440| ZaHEl Zalo|d! HEQIZ EEfElo| E0te M 27 ZRIElE
B2 O Hlo|E =& EAHE 2t 2 &L

1. 22 0] M show vpn-sessiondb detail svc filter name <username> ASA H&o| E3E 7IXS
LICH Z240] Filter Name(ZE 08): 0007t EAIE|H, show access-list XXXXXOf| CHEH 22
EI8rL|C}. access-list XXXXX7F o|£ 8 ERE! S E ®}IEHSHK| ot =K #olgtL|ct.

2. AnyConnect VPN Client(AnyConnect VPN 22} 0[|1E) > Statistics(S 7|) > Details(MlF HE
) > Export(LHE L 7[)oll A AnyConnect A& LHE L|CHAnyConnect-ExportedStats.txt).

3. nat BHZ 0] CHEH ASA M7 mpU S & QIErL|Ct. NAT(Network Address Translation)E &4
33t A2, NATS| A1t 2 Qs E22t0[HER HHEtE[= O|0|E & | 2|5HoF & LICEH 0 & =0

AnyConnect Z0{ A IP FAE NAT M 2l(nat 0)A|7|24T4 CLIOIA] O] B S AL &L}



access-1list in_natO_out extended permit ip any 10.136.246.0 255.255.255.0
ip local pool IPPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) 0 access-Tist in_natO_out
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<tfroot>

l--- Route outside O 0 is an incorrect statenent.

route outside 0 0 10.145.50.1
route inside 0 0 10.0.4.2

tunnel ed

0 & E04{ VPN ZCI0|E 7 VPN HO|EH 0|2 2t E! E|O|E0] Q= BIAA| HA|ASHOF
Sl 42, iZl2 £ 712 Ho|E9ol|E &4l 2tEELICH VPN HO|E0o|= 0|2 A5
7| 213 LHE 22 & Efo|E€ ™A 7F 2R 3EHR| ot&LICH O] ZR0IE tunneled 7IHEE ALS

g & A&LICH

. AnyConnect E2Zi{E 0| ASALS| Al Ao o|al] AMX|ZIRI= K| = QIgFLICt Cisco ASAS|
Modular Policy FrameworkE T345l= 3 AnyConnct 20| E0MH AL 3l 5 ofE
270l E Ml = A&LICH 0|E S04, Ctg TS AE5H0{ skinny ZEEZE NQE

= A&Lch

<#root>
ASA(config)#

policy-map gl obal policy

ASA(config-pmap)#

cl ass inspection_default

ASA(config-pmap-c)#

no i nspect skinny



AnyConnect S & ZA|

ClO|E =% BHE 2235t AI.

1. Microsoft Utility Dr WatsonO| & 433} £|0{ Qlo{0F & LICt. O|& <3l Start(AlZ}) > Run(Al#
)& =3I T Drwisn32.exe® AHMELICH AR E ChE OK(HO)E S2ARLICH
Number of Instructions : 25
Number of Errors To Save : 25
Crash Dump Type : Mini
Dump Symbol Table : Checked
Dump A11 Thread Contexts : Checked
Append To Existing Log File : Checked
Visual Notification : Checked
Create Crash Dump File : Checked

S=0| & dl5t= 8 C:\Documents and Settings\All Users\Application Data\Microsoft\Dr
Watson0| M .log & .dmp Tt LS +=EIFLICH o248t TAO| AIE 52l JWo 2 EAL= B2
ntbackup.exeS A+ & LICH.

2. 22t0|1E PC2| Windows O|HIE F040{ A2 Cisco AnyConnect VPN Client 21 & 7tX&

<tfroot>

eventvw . nsc /s

c. Cisco AnyConnect VPN Client 21 & 0O
AnyConnect.evtZ Save Log File(21 It

N AT EA evt THY HAIOZ K{EHSHAIAD.



Microsoft Outlook Z2 UL o ZE2|FAH|0|M2 &S 5tK| t&LICt 5 X[ A2 A2 pingdt
2 CE ECiE g MEE = et

Ol HERAo| ZfaHES} -EHIOH H%F HME MISE + USLICH MAEX EIREHE WZ &
ciaHES & 2lo{dEElo &

S 37| A7t g5t = x| & lstE{E odz] 27(2] ping BlEfE AE8H E &AL, ping -l
500, ping -1 1000, ping -1 1500, ping -1 20002 012 S 4 U LICt.

ZYIHESE FEste ALSKE @l S+ 282 *E*’So O| 2 &oil CHst svC
MTU(Maximum Transition Unit)& 12002 £ &5t = 40| Z&LICH O|F H| 5tHH AFS Kt | &
M O] ZXME n™SHHAM BE2 ASKL 7|gtol= J&e 0|kl et&Lct

|

ASA(config)#group-policy <name> attributes
webvpn
svc mtu 1200

s X7
2X

©1740| £2.Z/H AnyConnect VPN 22+0/¢1E 7} XHE 22 RHELICH S2H0IME 230/E keep
installed7} HIE AI8f 2 M |0 9l 0| EAIEILICH

&FM
AnyConnectE keep installed = 410| ASDM(Adaptive Security Device Manager)HlA{ AME{E|0{ Q

= 420z RIS 2 M7HELICt o] 2XE& al ZstEdT group-policydll M svc keep-installer
installed WHE2 MM FLICH

Z2{AE FQDN M2 7| =4

Z2A: AnyConnect 22t0|1E7} E2{AE FQDN(ER3HE THIQ! 0|8) CHAl ZAE O|§2 2 O]
2l MHA A& LI

SSL VPNO!| CHsll 2= WA S E{AE7 A™E|o] I ZEL0[UET FH{AE| dZAstein s
T 230 5 ASAR E2IC|HEME|T Z2I0|UE 2012 Y FLICH & Al Fof 2El0|IMET}
Al EHAEO| 1A E A5t E2{AE FQDNO| Connect to(@1Z CHAN) & =0l ZAIE|X| et&L



Ct. CHA 2EH0|HET} EIC|HMEE = ASA &S 0| ZA[FELICH

O|24gt T4 2 AnyConnect 2EI0|HET O X[ 2 HAE SAE O|FE FXIet7| MZofl &

gLt o] S&2 #EENeH HaZE M7|E[R&LCH ol Cigt RhA|EH LH& 2 Cisco 2 ID
CSCsz390198 FHESHAAIL. HE sHZE Y2 Cisco AnyConnectE H™ 2.52 8| 0|=5t=
zdelL|ct,

A H

| M S8 A4

ASRETH MEEE 7|2 Mol 88 +~ s B9 WY M S 50| dHEELICH 0l AnyConnect
Z =t Y 9| Backup Server(d M) ZolM HolElLICt Chs HAHE 2t25tAAI2.

1. AnyConnect Profile Editor(S& 1724 M8)E CIRZLE35HAAI2. 1Y O]
AnyConnectProfileEditor2_4_1.jar&lL|C}.

Oj
ro

2. AnyConnect Profile Editor& At&304 XML It 2 Mg L|ct.
a. At =5 B{o 2 o|sgLCt.
b. Add(F7hHE =gt
c. Hostname(EAE 0|§) 20l 7|2 MHE = ELCt.

d. Host address(=
HChS Add("ﬂ)
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a. ASDMO{|A{ Configuration(Ad) > Remote Access VPN(#4Z3 A A|A VPN) > Network
(Client) Access(H|E 2|3 (20| E) HA|A) > AnyConnect Connection
Profiles(AnyConnect @12 T2t )& MEfgFL|C.

e. Advanced(112)& ME4st CI2 SSL VPN Client(SSL VPN 22I0|HE)E Z 2|8t}

f M2 BHE7IB B2ELCH 17 08 TR11Y0| 0|82 YT XML IHUS HEH
of BfLIC}.


https://tools.cisco.com/bugsearch/bug/CSCsz39019
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/anyconnect-profile-editor.html#ID-1430-00000005
/content/en/us/partners/tools.html

SetupAPllog It ol o| 52 71 =1 A[AEO| £2HEIRISS LIEFLICEH

W239 E2}0|H

MB BEHA =5 "C:\WINDOWS\INF\certclas.inf"7} S2EIUHL} H2E|UALICH OF
OxFFfffdes: & £ gt efeluch BE FR| A7 ECt0|H MB Mo M S wertn 7HEE L

CH.

Error(3/17): Unable to start VA, setup shared queue, or VA forged up shared queue(VAZ AlZtg 4 gf

S 29 A MM EE VAL 2Q AE 2y thets F HIAIXIE &g = &LCH.

22I0|HENAM 0| ZEOE 22 £ QUSLICE "vpn S210|E S2lo|HoM BT} SAISL T},

=
O] A= Cisco {1 ID CSCsm54689 [ EIL|C. O] EAME d1Z2524™ AnyConnectE AlEt5}7|
Mol 2t L 7 HAMA MH[ATL HIEESHE|0] JEX| EOISHAAIL. 0|2 QI3 EA7F A
Z|X| otE AR OIS BHAHE 22N,

1. PCOHIM EIXt HEtlo 2 HH ZEZEE QLICH(VitasOHE HEH &S ZEZE).

2.net stop Cryptsves AEELICH.

3. Al

0%

esentut] /p%systemroot%\System32\catroot2\
{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb

4. ZETE7} EAE|H OK(EHQNE M¥stod 278 AT stAAlR
5. Y IEIEE Z2ELIC

1. PCOIAM 2t E[X} Hetez BE T FZEE FLICH(VitastH M= et &

|K

ExE)

2.net stop CryptsvesS AISELICE.


https://tools.cisco.com/bugsearch/bug/CSCsm54689

3. %WINDIR%\system32\catroot2 to catroot2_old C|ZIE{Z| O|& & A& LICH.

AN E HIOIEH|O|AE EMsto] R EEHX| 01F & &HQE &+ U&LICH

1. PCOAM ZtER Hetez BHE ZFZEE HLCH

0%

2.4

esentut] /g%systemroot%\System32\catroot2\
{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb

KEMIEH LHE 2 AlAE FHEF2 T Cf|O|E{H[0]|A FHEEE HESHAAIL.

Q= 0| A|X|
Q8 MM #E| HIO|E{HIO|AE o|o|ES £ g Lct

SSL VPNO| &l HElRKE Sl K ZAE|0] U= S tnable to Update the Session Managenent
Dat abase. 25 MIA|X|7F LFEFLF T, ASA 2104 vasa-3-211001: Menory al | ocation Error 7t EA|ELICE
The adaptive security appliance failed to allocate RAM system nenory.

SHA e 1

0| 2A|= Cisco H{1 ID CSCsm51093 M2 QIL|Ct. O] EXME sHZ25t2{T4 ASAE CHA| 2= 5L}
ASA AZEQR|0{E {0 ¢IZE 7 EEIAZ Y 0|=E5HAA|L. Cisco H1 ID CSCsmE &

Pl B —

Z 54l A1251093



https://social.technet.microsoft.com/wiki/contents/articles/13827.windows-server-2008-event-id-257-system-catalog-database-integrity.aspx
https://tools.cisco.com/bugsearch/bug/CSCsm51093
https://tools.cisco.com/bugsearch/bug/CSCsm51093
https://tools.cisco.com/bugsearch/bug/CSCsm51093

7 H8E,

=
e

SHE & 2
SIE ERI7H AHBEIE B2 ASAOIM 21 BXIE Ui A5kstod O] EXIE 178 + ULt

QF: "DE c\EZZ 1 1l \Cisco\Cisco AnyConnect VPN £} 0|21 E\vpnapi.diliE
SESHX| & LICt"

L ES E= PCO|M AnyConnect 22t0|HEE AIEstE B AR S0 27 7H &AlgLICt

rr

"Module C:\Program Files\Cisco\Cisco AnyConnect VPN Client\vpnapi.dll failed
to register..."



Ol QR 7} st Mx| Z2 IS FWE 4 glond 2etolHEst MAZLIC

P

nyConnect 22t0|21E & Microsoft Windows 200001 A I 0|4 SAIM o2 K| E|X|
Cl. Ol&= 2000 HAEE Q| HIX|AEE| 2XIQIL|C}.

L >

« VMware OfZ 2|7 0| M 7HE LICt. AnyConnect7t A %|Z|™H VMware OHE E|7]0|ME
PCOl| CtA| F7HE = AU &LICt.

« QME[E £ = ALO|EO| ASAE FIHELICEH

« \ProgramFiles\Cisco\CiscoAnyconnect Z2H0{|MH Al E2C{ 2 T} YUS S AT regsvr32
vpnapi.dll B TETEE A#ELICH

- vpnapi.dll
- vpncommon.dl|
- vpncommoncrypt.dll

. LEE/PCHAM 24 MA| o|0|X|E CtA| Ax|&L|Ct.

AnyConnect 22+0|21E0|M 0| 27 et #tEE 21 HAIX|= CtEt RAFELICE.

DEBUG: Error 2911: Could not remove the folderC:\Program Files\Cisco\Cisco AnyConnect
VPN Client\.

The installer has encountered an unexpected error installing this package. This may
indicate a problem with this package. The error code is 2911. The arguments are:
C:\Program Files\Cisco\Cisco AnyConnect VPN Client\, ,

DEBUG: Error 2911: Could not remove the folder C:\Program Files\Cisco\Cisco AnyConnect
VPN Client\.

The installer has encountered an unexpected error installing this package. This may
indicate a problem with this package. The error code is 2911. The arguments are:
C:\Program Files\Cisco\Cisco AnyConnect VPN Client\, ,

Info 1721. There is a problem with this Windows Installer package. A program required for
this install to complete could not be run. Contact your support personnel or package
vendor. Action: InstallHelper.exe, location: C:\Program Files\Cisco\Cisco AnyConnect VPN
Client\InstallHelper.exe, command: -acl "C:\Documents and Settings\All Users\Application
Data\Cisco\Cisco AnyConnect VPN Client\\" -r

QF:"VPN 84 2H-o| st SEH2Z Eot HOo|EHoloMd @7 71 e MR M&LICH
Please contact your network administrator"

2 2l0|A4E 7} Cisco AnyConnect VPN ClientE AF2610{ VPNO{| 21Z35t241 51 O] L R 7F EA|



ELch.

Ol HIAIX|= 2ot Ho|E 0|0 M =4l EIRA& Lt

"lllegal address class", "Host or network is 0" &= = "Other error"
&EM

O| EX=ASAZZH P = AXIOZ OlsH 2hAiEILICH VPN Z Z|AATF AZIZ|H P = HQE &
ZSHoF ghLct.

o] —EXIOiI CH3H Cisco 1 ID CSCsl821880| MELIA&ELICEH O| @ F = YEHMoz A SEHE
Qst 24 Z0| ATIE[RHLE FA Z0f 32H|E MEH 0tAT T} AR | ¥ af
ZAuttHe XA Z2 sHE5t T Z0| 24H|IE MEY OtAIE AR5 2Lt
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SF: MME MHE £ QA& LICE Session limit of 2 reached.

AnyConnect VPN ZZI0|1E0i| 4! o[&f 2| Zto|HEE dZdsted & [ F2tOIAE M Login
Failed 27 HIAIX|E =415t ASA 2101 session could not be established. Z1 MA|X|Z} EAIEL|C}H
. Session linmt of 2 reached. ASAO AnyConnect essential 20| MA 7} Qo {7 8.0.48 A&
grct,

B2 e 1

0| 2F = ASA 7 8.0.404 M AnyConnect E == 2tO|MA T X|HEIX| & 7| IHE ol 2k 4gFL|Ct.
ASAE K7 8.2.22 zl|o|=3Hof B LICt O|EH 5tH 277t sHAELICH

S 2o A8 E BlolMAs A0l MM B0l TEHH ALSAHE 210l 4n 2F quxE £
Algruct

o & 2

0| 2 &&= vpn-sessiondb max-anyconnect-premium-or-essentials-limit session-limit &2 A& 5t

o M HEE VPN MM MEte dHsts 32 ddlE = UELICH session-limit7} 22 HHE 3

< Ax[E 2lo|ddAadt T oldE MME X|sts dRolz ALERI7E 27HE ZHtstsE MME EH

8 4 QIALICH Ol 2F HIAIXIE YX|5H2{H session-limitS ELR 8 VPN MM £2 M&ELICH

QF: ASA0 anyconnectE 1Z35t= &2t VPN A0l A Anyconnect7t & 435} K|

y y

of A& LIct

ASAO0| AnyConnectE 21235t & M 2F M AIX| anyconnect not enabl ed on VPN server 7F Al E

LICt.

&2 A

=T 1=

O] 2F = ASDME At835t0{ ASAQ| 2|F 2IE{H| 0|20 A AnyConnectE & 43tstE B2 SHEE


https://tools.cisco.com/bugsearch/bug/CSCsl82188

LICt 2F QIE{H|0|A 0| AnyConnectE & 43tst= ol CHEH REMIEH LHE 2 ASAO| E2t0[2
E2|A SSL VPN(WebVPN) Azi2 xS AAIL.

L5 :- %ASA-6-722036: Group client-group User xxxx IP x.x.x Transmitting large
packet 1220(& A%t 1206)

Y%ASA- 6- 722036: Group < client-group > User < xxxx > IP < x.x.x.x> Transnmtting |arge packet 1220
(threshol d 1206) 27/ HIA|X|[7} ASAS| 20i LIEILLICH Ol 2= FUS 2|0|stH o= A a4
SHL|7F?
= H

Mp>

4

Ol 21 HAIX|= CHE8F mZ!0| EC2I0|MER MS RS S LIEFHLICH THZ o] &4
EQ|MTUE QIAIGHX| ZELICE Ol= HIZS HIO|ES &S ME
svc compression none BE S At&3510{ SVC & &2 sHAlst= &
= |Ct
= -

LF: 2 HO|ELO[oM o0|E LS| VPN A EE= CHA| E 2HE HERESL
Ct.

AnyConnect 22+0|1E0] Q1ZAE M CtF 27 7t = AIE/LICE. - 2ot Alo|=g0]7t ojo|HES| vpn HE =
= MAHAZE 2HZ AHEMESLICE. A new connection requires re-authentication and nmust be started
manual | y. Pl ease contact your network administrator if this problem persists. HQt AO|ESO[0|A C}

2 HAMXIE 2ASLICh SSE F270 sLoh

O 2/ = AnyConnect 22t0[HE0]| AZE T YWY LICH =t Aol =90l #Z =S ARRSY
Ct. A new connection attenpt to the same or another secure gateway is needed, which requires re-
authentication. The follow ng message was received fromthe secure gateway: Host or network is

0".

O| 2 %= AnyConnect Z2t0|E 0l Y M AT LICH » st Alo|=90|7t oo|HES] vpn HZ =
ECOA HE 9™HE2 HEELICL A new connection requires a re-authentication and nust be started
manual | y. Pl ease contact the network adninistrator if the problem persists. EQ AO|EZ0|0|M C}I2

HIAX|E RASLICE 2ol dA 13"

CAl 228t # 2B & dHo| 2 EIf&LICH &3 dHE etEof CHAl FHstioF & LCt.

<{froot>
Router#

show run | in pool

ip local pool SSLPOOL 192.168.30.2 192.168.30.254
svc address-pool SSLPOO


https://www.cisco.com/c/ko_kr/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html

"The secure gateway has rejected the agent's vpn connect or reconnect request. A new connection
requires a re-authentication and nust be started nanually. Please contact the network
administrator if the problem persists. %t HO|ES0|0]A CtS HIAIX| S Q& L|CE AnyConnect B2 2|E]
groldiAazt QS M "EfO|MA ig" @77t L MErLIC 2to|MA T MXIE|H EX|7t sHZEELICH

SF: "Ml T2 IO|E{HIOIAE HElol= 8 4 SterLich”

WebPortaloll A 215 & A= & [ 44 22| Cl|O|E{H|O|AE Ytlojeg 4 giaLIct 2t @7 HIAIX|7t EA|
gLk,
RS

O| EMl= ASAL| HI2E| && 1 &240| U&LICH Ol EX|l= ASA B{T0]| 8.2 1Y [ == EH &L
Ct. el 2688t 7158 QIS E 512MB RAMO| & §hL|C}.

UAl 2 L2 oS HAHE sstod HEEE FHEst= 2Lt

Q=2.-"WpPN Z2I0|01E =2l0o|t{o]| @B 7} grMsi&L|C)H"

O|= AnyConnect0il 21Z2E Al g [ ZF2t0|UE A|ARIN EAZ[E 2F HAIX|ILICH

Ex WL
O| 2FE sHZstd™ Ot HAHE 2= 5104 AnyConnect VPN OO|MEE CistEo 2 +8 dYH
L|Ct.

1. 0tfA QLEZ HESE My Computer(Li HFE)E 226t Manage(& 2l) > Services and

Applications(AH|A 2! oOf Z 2|71 0| M) > Services(MH|A)E E2I8t CHS Cisco AnyConnect
VPN Agent(Cisco AnyConnect VPN 00| E)E MEAEFL|CY,

2. 0*A LEZ HES R Properties(5d)2 825t 228 CHZ Allow service to interact
with the desktop(AMH|A Q| CIA T ETo| A5 & 5{8)2 AMEdsfL|Ct

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\vpnagentoil CH8t | X|AE
2| Type 2t DWORDE 11022 MA$LICHZI=ZE2 010).



el % ME AFE5tE{H O] QUAEAO|M .MST BiEHE A5t Zd0| E&LILCH. Of
2510 502 MAMStE AR RE Mx/Yad0|E T2 AMA 0] O]
33H0I= st7| ELICH et o] EME fYste oHECIFHolME AlgdsHor &

Windows PC0{| A RRAS(Routing and Remote Access Service)§ 5t 5 M ven
22t0|UE cato|HoM 277t L4Bt0] Anyconnect 7+ AN EILICH 2 IHIAIxI ol 2X|E sl astedH
AnyConnectE A|xt3t7| Foi RRAS7| HIE M3 z|o] QIEX] %*O_I SHMAIL. REMIEE LI =2
Cisco HH1 ID CSCsmb54689E & X AA|2L.

L F: XXX XXX XXX XXX M SE S A& &= giaLct”

0&
Po

AnyConnect 22+0|21E 7} Cisco ASA 237301 AluigtL|Ct AnyConnect FE "Unable to

process response from xxX. XXX. XXX. XXX" 9=! L—| |-_-|'.
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iz eteiR 2 2 WE AlEs) 2 4AIR.

(o]]]
0jo
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« ASAOIA WebVPNE M 745t 1 CHA| &Md3HEFL|Ct

E HZ & 7|E 44301 M 4442 81385110 44301 M CFA| g3t gFLICEH

Hl

WebVPNS & 4J5H5t L WebVPNS ZES Mot Wol Tt AHMIEH LIRS 0| 22MS A Z
SHAIAIR.

SF: "2OQ HRE, FE A4 HIFAHLE, ZrElRtoAH 22"

AnyConnect Z2t0[21E 7} Cisco ASA 21401 A gfL|Ct. AnyConnect & 2| 2/ = “Login Deni ed

, unaut hori zed connection nmechani sm, contact your admnistrator” °||-—| |'

aau

Ol OF HAIRIE F2 SAHs/LL BRHHE A% 22 Qs WABLICH HHS 2olstn 2
M siZste ol WREHK| =relstict

<

Q7 "Anyconnect {7 |X|E AIEEE = 7L &4 EIJ&LICE Contact your system
administrator”

QFE ASA0| 247351 7| 28l Macintosh 22+0|21E 0| AnyConnect AZEQJo{E ASHisiz{T
HF Al

o &Lt

W o


https://tools.cisco.com/bugsearch/bug/CSCsm54689
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70511-sslvpnclient-asa.html#step1
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1. Macintosh AnyConnect I 7| X|& ASAS| ZE{Alof| A2 =FHL|C}.
2. Ar&E|= AnyConnect TH7|X|& X|%5tE{T WebVPN &S #=H g LICt
webvpn

svc image disk0:/anyconnect-macosx-i386-2.3.2016-k9.pkg 2
svc image disk0:/anyconnect-macosx-powerpc-2.3.2016-k9.pkg 3

svc image BE2 CIS1t 20| ASA HHT 8.4(1) 0|4 0d| A anyconnect image WS 2 CHA|E
L|Ct.

<tfroot>

hostname(config)#

webvpn
hostname (config-webvpn)#
anyconnect image diskO0:/

anyconnect-win-3.0.0527-k9.pkg 1

hostname (config-webvpn)#

anyconnect image diskO0:/

anyconnect-macosx-1i386-3.0.0414-k9.pkg 2

QF: "Hot 7 o|E0|2] AnyConnect TH7|X|E &S 4 Qi&LICH”

RS AnyConnect% *E%%N# ASAO| 1S A& i AFSXFS| Linux AARIO|A B 243

<ffroot>

"The AnyConnect package on the secure gateway could not be |ocated. You may
be experienci ng network connectivity issues. Please try connecting again."”



A =
‘é“rﬁ‘

Ol 27 MHIAIX|E sHAstE{TH Z2t0IUE AIARIM AL El= OS(2Y A A)7F AnyConnect 22t
O|HE M X|REl=X] ZlgfL|ct

OS7t x| El= A AnyConnect THF | X|7F WebVPN A&ol x| lo] =X &QIgFLict xtAIsH
Li&2 Ol 212l Anyconnect W7 |X|E ALEE £ i} &4 F MMHE B EsHEAIL.

. "HALATIES S8 EoF VPN2 X[ E[X| et&L|CH"

MER7L HAHATE HMAE +3E = QIE&LICH Secure VPN via remote desktop is not
supported 2F HIAIX|7F E A|ELICE.
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O] M= CSCsu22088 & CSCs0428252+ &2 Cisco H{1 ID M2 &JL|Ct. AnyConnect VPN 22t
O|MEE YOdo|lEE A< =XNE sHae = A&LICt AHM[EH LHE2 ol HOE & ZESHAAIL.
QFE:"H2 M Q1B = dY A Q0| FIPSE &+35tX| &&LICH A VPN
connection will not be established"

ASA 55050 VPNE2 A|L=3tT The server certificate received or its chain does not comply with
FIPS. A VPN connection will not be established & HIAIX|Z} EA|IEL|CH

AN =
‘é“rﬁ'

O] 2/ & dllZ23t24™ AnyConnect 2Z E& 1t 2ol A FIPS(Federal Information Processing
Standards)E H|& Ast5loF & LICH O] T2 UBFAO 2 ¢\ progranDat a\ G sco\ G sco AnyConnect
VPN O i ent\ AnyConnect Local Pol i cy. xmi Ol M & & £ U&LICt O] I} o] o]l AR Qe B

C:\ Documents and Settings\Al |l Users\Application Data\C sco

AnyConnect VPNCl i ent \ AnyConnect Local Pol i cy. xm ot 22 Z2 9| ChE CIEEZ|oAM TS F&Lct
xml It &2 F OtZ1 20| o oS #HAFLICE

H47d.
- O.

?.

HO

<FipsMode>%t</FipsMode>

A .
24

<FipsMode>71{%!</FipsMode>

131 Chg HHEIE MAISHEILICH 0] TS $35H2484 ALSRIo7| 2HE| #3to] QlofokstLict,
LF: "USM FEE AAF Ao

A|-%X|-7|- AnyConnect% M&"gal' 4— °'| Jl Certificate Validation Failure £ 7|‘ A|5|=|I |——||:|'.


https://tools.cisco.com/bugsearch/bug/CSCso42825
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RIBE M Q&2 IPSec 22t0|AE 2} HI 3l AnyConnectollM CH2H| Zts&fL|CH Q15 M 215 0| &
S5tcitd E2I0|UE CIBME HEIRXME 7IXMD A2 Z 20U 2 #HZA501 QIS eI52 A
gatlof gLlct. EFt 2|5 QIE{H 0| A0|A SSL 2Et0|HE QIS ME ALEStE{H ASA0M O] B
2 gdslsHoF gLt

ssl certificate-authentication interface outside port 443

R F:"VPN Of|0|ME MH|A0| EX|7t &2stod AMH|AE B ofok BLICH We are
sorry for the inconvenience"

AnyConnect 7 2.4.02027} Windows XP PCO| Mx|& [ 34X|3t It Y AC|0|E7 SX|E|1
vpnagent.exe7t AItCt= 2 F HIAIX|[7¢ EAIELICH

FM

IIJP

O] S&F2 Cisco {11 ID CSCsq491020i 7|SElL[Ct. HE sHZE &2 Citrix Z22I0[HEE HIE
3t5t= ZALC.

QR "0| Mx| H{Z|X|E & == & LICt. Verify that the package exists"
AnyConnectE CI2EEE [ O] 27 MHAIX|[7} EA[ELICEH

"Contact your systemadninistrator. Ct& RE Qs X Z230| Huf}EL|Ct. o] HX| W7|X|E & + 215U
Ct. Verify that the package exists and that you can access it, or contact the application vendor
to verify that this is a valid Wndows Installer package."
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Ol EXIE slidsted™ ot S BHHE s ELIch
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1. ZE OtE| H}O|HA AZ EQ0{E AN e LCt.
2. Windows &&t8dE H|& MdslehLct.

3. 1&HH| EE= 2B A7 =2 0| E|X| et A|AHE
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4. ZM7t X|&El= B2 TAC AHHE HLCt.

LR "HEE MES= St LRI MM ELICE. Verify that the specified
transform paths are valid."

0| 2F MIAIX|E ASAOIA AnyConnectE AHS Q2 CIR2ZESHE SO EAIELICE

<#root>


https://tools.cisco.com/bugsearch/bug/CSCsq49102
https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case

"Contact your systemadministrator. The installer failed with the following error:
Error applying transfornms. Verify that the specified transformpaths are valid."

CtZ & MacOSE& AnyConnectt]| 4Z2E [ EA|Ll= 27 HAIXILICE.

<{froot>

"The AnyConnect package on the secure gateway could not be |ocated. You may be
experiencing network connectivity issues. Please try connecting again."

a. MST gt El|o|E & A 7HEf Lt

b. ASAO A MacOS& AnyConnect O|0|X|E A& gtL|CH

2. ASDMO{| A Network (Client) Access(HIE 3 (ZEH0|AE) AAM|A) > AnyConnect
Custom(AnyConnect At& A} X|&) > Installs(A%[)2 0|58t CHS AnyConnect TH7 | X| It U2
ArA|grLICH T Z|X|7F Network (Client) Access(HIE X (ZCH0|ME) HM|A) > Advanced(L
=) > SSL VPN > Client Setting(E2t0|HE MH)oi| lo{oF FFLICt.

Olg{3t a4 o= 2x|7t HAE|X| b= 72 Cisco 7|£ X[§of 2o|5tAAIL.
=-"wpN Z2}0|1E =2lo|u{of @ F 7| ghMIH&L|CH"

Ct& @7/ 7t EAIELICH

<tfroot>

The VPN client driver has encountered an error when connecting through C sco
AnyConnect Cient.

&2
Ol EXE AnyConnect 20|21 E & |78t CtS CHE| HO[2HA A ZES|0{E XM7HstH si2E =+

U&LICt O3 CFS AnyConnect 22H0|HEE CHA| Mx[SHAAIR. Ol A W o2 EX|JF A
Z|X| o™ PCE CHA| 284504 O] BXIE SHZASHAAIL.


http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

2F:"VPNS CHA| @175t CHE 74 AHo| e M#&LICH The VPN network
setting is being re-initialized. Applications utilizing the private network may need to
be restored."

O] 2 %= AnyConnectE A|&tstE{m & m EAIELICH

<#froot>

"A VPN reconnect resulted in different configuration setting. The VPN network
setting is being re-initialized. Applications utilizing the private network may
need to be restarted.”
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group-policy <Name> attributes
webvpn
svc mtu 1200

svc mtu B2 CHS1 20| ASA H{H 8.4(1) 0|40l M anyconnect mtu B2 2 CHA||E LICEH
<#root>

hostname(config)#

group-policy

attributes

hostname(config-group-policy)#

webvpn



hostname (config-group-webvpn)#

anyconnect ntu 500

2302l =3 AnyConnect 27 M

=

Zcto|HE | HAZE M AnyConnectol| 27 7F E A|E LIC}.

The VPN connection is not allowed via a local proxy. This can be changed
through AnyConnect profile settings.

e=M

AnyConnect Z= It 4 E CtS1 20| HEsIH EXME siEe = UA&LICH

AnyConnect ZZ1}of 0| 2+2!

fjo
1
N
]
-
n

<ProxySettings>IgnoreProxy</ProxySettings><
AlTowLocalProxyConnections>
false</AllowLocalProxyConnections>

Windows 70{|A<{ AnyConnect @3Z0| Si{XlEl & IE ZEA| dHO| FSFEIX| 2 Z
=X

Windows 70{M IE ZEA| 70| A& H7H B XI2 ™ E|0] T AnyConnect7t A ZEA|
2 FAlot2ste B2, AH8XEIE AnyConnect MME SEE F IE ZSA| YOl RHs5 A BXIZE
CA| S RE[X| et &LICE 0|2 QI ZFA| MH0| A& A B X2 MH|0]0f = AFS Kt AH|
LAN 2X7t g dghL/ct,
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O| &2 Cisco 1 ID CSCtj513760 Z[SE|L|Ct. M sHZE 2 AnyConnect 3.0 2 41
O|E5t= ZAelL|ct,

@ F: 0| 2E M|Mo| &l w7 x| AnyConnect EssentialsE & 43388 = i&LICH

0| 27/ MIAIX[&= AnyConnect Essentials 2tO|MAE & 4d3l5t24d0 A& [ Cisco ASDMOIM &
Al L.


https://tools.cisco.com/bugsearch/bug/CSCtj51376
http://www.cisco.com/cisco/software/release.html?mdfid=283000185&flowid=17001&softwareid=282364313&release=3.0.2052&rellifecycle=&relind=AVAILABLE&reltype=all
http://www.cisco.com/cisco/software/release.html?mdfid=283000185&flowid=17001&softwareid=282364313&release=3.0.2052&rellifecycle=&relind=AVAILABLE&reltype=all
http://www.cisco.com/cisco/software/release.html?mdfid=283000185&flowid=17001&softwareid=282364313&release=3.0.2052&rellifecycle=&relind=AVAILABLE&reltype=all

<ffroot>

There are currently 2 clientless SSL VPN sessions in progress. AnyConnect
Essential s can not be enabled until all these sessions are cl osed.

=L

Ol= ASAS| H& &l S=&HL|Ct. AnyConnect EssentiaIsE e 2 2to|MAEl SSL VPN £2+0|
AEQLICH ASAO|AM &5 MEElof Q1 CHE 2 M elE A AnyConnect 7|S2 M3 ELICH

« Cisco Secure Desktop(CSD) 81 (HostScan/Vault/Cache Cleaner Z &)
« Z2}0|2EE|A SSL VPN Q12

« MEHA] Windows Mobile X|#

Ol 2tol|MA

AEdtioF st

S5 SSL VPN Z2|0( 2to| At SAlol ALSE =+ l&LICH stLtel 2to|MAE
82 CHE EHo[MAE HIE G&tslok gfLICH.

Q& Internet Explorer2| QIE{H S M0 I= 242 B2 AnyConnect 22}0[1E0f|
HAZGE = Z74FLCt

—

X

AnyConnect 22I0|21E0f 21 El O|F Internet Explorer2| QIE{L! S Mo QY= o148 o] 574%
L|C}.

[lg

2
O|= msie-proxy lockdown 7|s [IHE ILIC}. If you enable this feature, it hides the Connections tab

in Microsoft Internet Explorer for the duration of an AnyConnect VPN session. 0| 7|s& H|& 43}
ote B9 o ’io| EAI7F HEE[X| 22 o EHE | X|ELICH
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49 23
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QF: CHE AFE X7 AnyConnect VPNE E8ll M3 Moz o488 £+
o| A

Al 27 MAIXIE +=&lstE AFSXEIE 72| gl

HAER A 200l A 2F HAIXI7} EAIZlE B CHE AFEAHE AnyConnect VPNE &

Al
THoR HFY 4 UaLich

0x >"

M Q5 2He #Helgro| MEHE Z2 ol EXME siZe + U&LICH

F: 21 e 2B A7 EBd= ALO|E Q| o|F 2t UR|sHX| & LICH

rO

EM7E R 25X SICHE 2R 7 EAIELIC Ol
|E CHAIO| M gt st @8 HIA|X|7} od7|ol EAI=L

AnyConnect ZZIlY UH0|1E =5
Windows| AMBt 22|17 =21l 4|
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Ct.

<{froot>

The certificate you are view ng does not match with the nane of the site
you are trying to view

X
(]

| FQDN2 At83t7] I3l AnyConnect Z2M U9 M S §2 =Hst= 4<% 0l EXME

=
o
sze 4 Lo

<ServerList>
<HostEntry>
<HostName>vpnl.ccsd.net</HostName>
</HostEntry>

</ServerList>

N 21 Mol 28 1P Fa0f i 7IE &2 (04: <tost Address>)O| Q= AR o =2 A5t
1 MB{e| FQDNEt %I|°.=,*'L.|E|-(01| <Host Nane>2 S K| E|X|BF <Host Address>= 5 K| E| K| Eg"%)

Windows 7 A|AEIQ| CSD Vaultoi A AnyConnectE A|ZfE 4= §F

Ojo

AnyConnect7} CSD K& A0 AlzHE [ 2 S35t X| &b &LICt Ol= Windows 7 A|ARI|A A= E

HUH £ AnyConnect ZZ I} 0| CH7|0ol| EX|=|X| &

l]|0

ASA HHT1 8.4.1 AZEQ0{7} Z & El AnyConnect 3.0 VPN 2ZI0|¢MEE HAXMo Z EEELICH.
SHX|P HAURH &0 AnyConnect 2ot gt Aol chst S A& 0] gisLCt.

&7

Ol X Cisco HH1 ID CSCtn7166201|AM & =1 Z|SE[ASLICH Al 2 LH2 ot LS ol



https://tools.cisco.com/bugsearch/bug/CSCtn71662

7| xlol =822 SAetE WALICH
Internet Explorer7} @ Z2}21 AE}7} |24 AnyConnect 22I0|1E 7 S E&

O| &&o0| &43tH AnyConnect O|HIE EJ0fl= CtS T RAHSH # 50| ZEMELICH

Description : Function:

CAdapterNetworkStateIfc: :SetConnectedStateToConnected
File: .\AdapterNetworkStateIfc.cpp

Line: 147

Invoked Function: InternetSetOption

Return Code: 12010 (Ox00002EEA)

Description: The length is incorrect for the option type

Description : Function: CTransportWinHttp::InitTransport

File: .\CTransportWinHttp.cpp

Line: 252

Invoked Function: CConnectedStateIfc::SetConnectedStateToConnected
Return Code: -25362420 (OxFE7D000C)

Description: CADAPTERNETWORKSTATEIFC_ERROR_SET_OPTION
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group-policy groupName attributes
webvpn
svc dtls none
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<#root>

Date : 03/25/2014
Time : 09:52:21
Type : Error
Source : acvpnui

Description : Function: CTransportWinHttp::SendRequest
File: .\CTransportWinHttp.cpp
Line: 1170

I nvoked Function: HttpSendRequest

Return Code: 12004 (0x00002EE4)


https://tools.cisco.com/bugsearch/bug/CSCtc41770
https://tools.cisco.com/bugsearch/bug/CSCti73316

Description
error occurred in the Mcrosoft

TeddNdeh v

An i nternal
W ndows HTTP Servi ces

Date : 03/25/2014
Time : 09:52:21
Type : Error
Source : acvpnui
Description : Function: ConnectIfc
File: .\ConnectIfc.cpp
1 472
ConnectIfc: :sendRequest

Line:
Invoked Function:
Return Code: -30015443 (OxFE36002D)
ion: CTRANSPORT_ERROR_CONN_UNKNOWN

:connect

Tededfd

Description
Date 03/25/2014
Time : 09:52:21

Type : Error
Source : acvpnui
Function: ConnectIfc::TranslateStatusCode

Description
\ConnectIfc.cpp
ConnectIfc::TranslateStatusCode

File: .
Line: 2999
Invoked Function:
: -30015443 (OxFE36002D)
CTRANSPORT_ERROR_CONN_UNKNOWN
Pl ease try again

Return Code
Description:
Connection attenpt failed
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netsh winsock reset

KEAMIEE LHE
of ;g o=
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Date : 10/27/2014

Time : 16:29:09
Type : Error
Source : acvpnui

Description : Function: CTransportWinHttp::handleRequestError

File: .\CTransportWinHttp.cpp

Line: 854

The SSL transport received a Secure Channel Failure. May be a result of a unsupported crypto configura

TNl fdehNdh Nl Nl Nl Nl fdhddhddhddhddhddn

Date : 10/27/2014

Time : 16:29:09
Type : Error
Source : acvpnui

Description : Function: CTransportWinHttp::SendRequest
File: .\CTransportWinHttp.cpp

Line: 1199

Invoked Function: CTransportWinHttp::handleRequestError
Return Code: -30015418 (OxFE360046)

Description: CTRANSPORT_ERROR_SECURE_CHANNEL_FAILURE
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Date : 10/27/2014

Time : 16:29:09
Type : Error
Source : acvpnui

Description : Function: ConnectIfc::TranslateStatusCode
File: .\ConnectIfc.cpp

Line: 3026

Invoked Function: ConnectIfc::TransTateStatusCode
Return Code: -30015418 (OxFE360046)

Description: CTRANSPORT_ERROR_SECURE_CHANNEL_FAILURE
Connection attempt failed. Please try again.
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http://support2.microsoft.com/kb/2868725
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https://technet.microsoft.com/en-us/library/dn303404.aspx
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» Cisco ASA 5500 Series Adaptive Security Appliance
« AnyConnect VPN 22} 0|21E FAQ
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» Cisco Secure Desktop(CSD) FAQ
» Cisco AnyConnect VPN £Z2} 0|21 E
« 7|2 X 2 E M - Cisco Systems



/content/en/us/support/docs/security/secure-desktop/107461-csd-faq.html
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