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40H7|. 2E10|2E HEEUM AIBEM 7HX2 7|

AnyConnect 22t0[|1E0f CH$F SSIL HO|E 2| 0|2 A O] ASA

ASDM AnyConnect Z1I| 72| 0|44 OFEHAL
AnyConnect& CLI T4
[ E=X=4 ?zI-OI_I%H_ [

2! AnyConnect S| EQIEZ

O] E Mol ME Cisco ASA(Adaptive Security Appliance)Z Cisco AnyConnect Secure Mobility
Client& CA(Certificate Authority) At & SSL(Secure Sockets Layer) HI0|EQ0|2 MH5I= &

20| CHal A ErLICt.
A 27 Abg

QT MY

CHS FAof cist x|Alg ER5tD QI

Ol EMol HE= s AZEQ0{ A st=f0{ HEE 7Igte = gLt



- AZER|0{ HT 9.1(6)2 A& St= Cisco 5500 Series ASA
+ Windows& AnyConnect Secure Mobility Client T 4.x

. 22 AE0f 3} XIMEE 0SS A% PC.

+ Cisco ASDM(Adaptive Security Device Manager) 7% 7.3

£ 11: Cisco Software Download(S S 11 Z4EH0{[A{ AnyConnect VPN Z2}0|21E {7 |X]|
(anyconnect-win*.pkg)E CIH2 ZE2HLICH ASARLL| SSL VPN HZAS MXst7| sl 273 At
X HAFE{ol Ct2Z =8 ASAQ| Z2HA| HIEZ 2|0l AnyConnect VPN Z2E10|1EE S AFEHL
Ch. RFAIBF LI 2 ASA Z4I|124[0]44 7}0|= 2] AnyConnect 22I0[IE M x| MM & =&t
AAI2.

Ol EMel HE= 54 ™ g Z82| CIHIO|AE EOIZ A EE[I&LICH O EA{ol| AHSE 2 E Cut
o stEl(718) duladojdez A EIRELICH B HERII 58 &2 82, 2E

|
BEo{e| MM IS O|2] SKIstAl7| HFEfLICH

ASAZQ| Certificate Authority= CHS 7|2 M3 ELICH

« ASAO|A 7|& CA(Certificate Authority) S S&HerLICt.

« QISME uiZELCt

- 2 E CIBEMO| otME H7| HAAIE MSELICEH

« HEI2K 7|8 (WebVPN) 2! 22I0|HE 7|8 AnyConnect) SSL VPN @121} &4 AIEE &
UL E ASAOAM 215 7|2 NS ELICt

- QF QB M HEt Foof o|EE TR gl0| ArEXIolA Al=E = U= CIXH B ME M3

. QIBM QIBS QIBt OTIE ALY HEHS MBS B AOIE 2918 S5 AHSAHE THESH

r

- oIR8 U £ gisled deoi M X|HELICH

gt ol 5tk 24 CA ME{TF ASAO] & & == Ql&LCt

« 2Z CA MH 7|IS2Z M| ASAE ToH x| M™HoIM X|HE|X| b &LICH

« X 2Z CA MHZE XS5t ASAE SHA1 QIS A MA40h x| gL ct.

- 2 CA MtH= EetX{ 7[gt & Z210|HE 7|8t SSL VPN 440] AFSE = l&LCt
X IPSecod| CHaH X[ =IX| E&LICH.

- 2Z CAo| Cisl VPN 5t #&2 X|®sHX| et&Lct

- 2Z CAE= CHE CAQ| 5t 9 CAZt E == gigLCct R E CAZRE 2158 = /J&LC.

« 34X ASAE ID 2B Mol CHall 2L CA Mol SE & 4= giaLict

« QBM EF0| AZE|HASAE AHSALS 7| 4 2 QB M M QIS Z& 5= PKCS12 Ihe2
KMEEILICE 0| AR SET 2k 2KBo| ZCiA| M2 2| =& C|lA3 E7to| Zeghuich AlX .
23 7 37| FEERSA 7| 27| & Q1B M HEof mwet 2T A8 7HsE ZE)
Al HIZE9 &o| MEtHE ASAWIM EF FQI Q15 S§2 Bo| FI7HE = o] X|EIS ¥F
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ASA Configured as a Local CA server

Client machine with
and AnyConnect Headend

AnyConnect

2 CA MHZAML| ASA
1EHH. ASACIM 2 CA ME{ 74 & &3t

« Configuration(T4d) > Remote Access VPN(#Z3 HAM|A VPN) > Certificate Management(2!
S M #2l) > Local Certificate Authority(2Z 215 7|2+ > CA Server(CA MH)Z O|S & L|C}.
Enable Certificate Authority M SME MEHEHL

o5 8 TAIBLICH HAZHO|RE 27 CA QS M U 7| 4 ZeHsts PKCS12 1+ 9
2YSHD KB sHe ol ABElS 7t 0|4 0lo{of BLICH CA Q1B M i 7| Wo| 24T B2
O| A Z j|0|== PKCS12 ot7t0|E 2| & F 2 sHA|ELICt.

- HZX 0|2 Lt Ol HEE= R E QB M CNeE EA|ELICH CN(Common Name),
OU(Organization Unit), (O) Organization, L(Locality), S(State) 2! C(Country) &40 2 x|

g+ A&LICH

- S ZTII 201 SRS 22871 913 U Bl 215 Felolel=ol OTPE 4418
% QI SMTP M| 2 Oliel A B FAELICH 22 OlHUSMTP Mol 24
Ol& i IP FAE T4 4 AUBLICH E3F S2H0IRIETH 4418 0|HYS] From T4 U
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Subject ZEE T8E = J&LICH 7|[2MoE el FAE admin@<ASA
hostname>.null0| L N2 Certificate Enrollment Invitation & L|C}.

- MEfX ZEm|Tefo|M: EE0|ME 7| 37|, CA A 7| 271, CA 2B M =& L SEI0|HE
AEM =B 22 MEX o7 HeE FEE o U&LICH
Device List o B X gement > Local Certificate Authority > CA Server

% Add ﬁ Deicte ﬁ T [ Configure the Local Certificate Authority. To make configuration changes after it has been configured for the first time, disable the Local Certificate Authority.

find: Go [7] Enable Certificate Authority Server et Enable the option to make ASA as Local CA
Passphrase: TITITYYY
Confirm Passphrase: TTTTIT Y ::: Specify the Passphrase
Issuer Name: CN=ASA.local -i: Specify the CN which will show as Issuer name
CA Server Key Size: 1024
<::| Specify the Server/Client key-size to
Client Key Size: 1024
. be used
CA Certificate Lifetime: 1095 | days
@ The CA certificate lifatime change will take effect after existing CA certs expire.
Remote Access VPN o & Client Certificate Lifetime: 365 | days
’::.'3 Introduction
- B} Network (Client) Access SMTP Server & Email Settings
+ Clientless SSL VPN Access Server Name/IP Address: C
[ AAA Local Users
Host Scan Image From Address: admin@ciscoasa.nul
. 1 Seca.!re Deskiop Manager Subject: Certificate Enrollment Invitation
= Certificate Management
£y CA Certificates |
% Identity Certificates More Options
Trusted Certificate Pool
Code Signer
-1 Local Certificate Authority
@ Manage User Database
[ER Manage User Certificates

CLIo| &8t ZIs:

ASA(config)# crypto ca server

ASA(config-ca-server)# issuer-name CN=ASA.Tocal

ASA(config-ca-server)# subject-name-default CN=ASA.Tocal
ASA(config-ca-server)# lifetime certificate 365

ASA(config-ca-server)# lifetime ca-certificate 1095
ASA(config-ca-server)# passphrase ciscol23

ASA(config-ca-server)# no shutdown

% Some server settings cannot be changed after CA certificate generation.
Keypair generation process begin. Please wait...

CompTleted generation of the certificate and keypair...

Archiving certificate and keypair to storage... Complete

Ol Local CA Server(2Z CA MH) 4|2 0|MHM & = Q= FIF 2EQL|CH

ASAC| CRL &|%|&lL|C}.

CRL HH=

x| URL [|7I8 @I%IE http://hostname.domain/+CSCOCA+/asa ca.crlO|X|2t urlE =& 5
U&LICt.

Publish- ||X|&E QIE{H|O|A & ZEO|MH HTTPCIR2EE0| CRLE AI235lE{H EELCIR 52

CRL Q/E{ |0l A publish-CRL QIE{H|O|AE MEHSILICE OH CHE ZE HEE =g LICt. Of
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Ho|A & |I= 1~655352| L E HS A = QI&LICH 7|2 X E HE = TCP ZE 80L|CI.
IE
2Z CAE AF2XF QIE M7 I 7| =)7L H 7| K| &t olct CRLE YOIO|EstD
CRL =% (R Z5tx|2t H 7| 84ZE0| gi= B2 CRL2 24 CA AL|a2l0|M & lifetime
cricommand2 X|&8t 7|7tQl CRL =R otct 8t B xfs o 2 R ZEL|Ct CRL
TEHE K™K o2 E2 7|8 7|22 6 AlZH L.
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:Iil S |lofl AF5HLE, ASAC| OIREE|T HAAE 4= Ql= Q| mtl A|AEN| AFSEE
il TAE 4 Q&L
g2 E QIS M| AFEXL O|& 0l F7HE 7|2 (DN EXQ)E =g CH &=
DN E42 0| S&oi MZELICH
CN(EF O|&)SN(E)
O(Z% 0|8)
L(y;|o=|)
7|18 F=A|
OU(ZZ E2l)
EA(OIHIY F4)
ST(F/E)
T(MS)
A& X7 ASAOIM PKCS12 IS AMEr = = S8 AlZE MEH2 Alz BRI2 A
X-IoI-L_||_-_|.
SE 7|2t 71842 24 A 2HALICE
0. AHEXI7F ALE X QIS M7 ZEE PKCS12 IS ZHASH7| Mol S8 7|ZH0]
o2 E|H S50| A EX| Ad&LICE.
13| H|YH |OTP7t AL A S& 0| R&E8 AlZhH(AlZhE ™olgrLIct. o] 7|ZH2 AF8 X7 SEE
3 otz T UE A™REE AEELICH 7|27 2 72A1ZHILICE
CIE A Bt
=z 0|2l Y |215AM OtE ol QB AKRKH AHEF =7| LEIS B e+E K™ LCt.
2|
=
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« Configuration(Z1I| 124 0|A) > Remote Access VPN(HZd HA|A VPN) > Certificate
Management(21& M 2t2l) > Local Certificate Authority(2Z 215 7|#) > Manage User
Database(At& X} C|O|E{H|0| & & E))2 O|S & LIChAd(F7HE S2IFLICH

agement > Local Certificate Authority > Manage User Database £

f add m Delete ﬁ Connect Manage the users in the user database for Local Certificate Authority Server.

Device List o B X

nd: £z . Username Email Subject Name

£3]10.105.130.69:4443]

Remote Access VPN

9 Introduction
B Network (Client) Access
+-[ Clientless S5L VPN Access
AAAfLocal Users
g Host Scan Image
#-f4) Secure Desktop Manager
= Certificate Management
: % CA Certificates
&y Identity Certificates
Trusted Certificate Pool
% Code Signer
-3 Local Certificate Authority
(23 cA server

5 Janage ser Database |

el
o

- O] o|O|x|oi| ZA[E CHZ ALEXL O|F, O|HY ID & 4| O|§ 2 Sl ALSX} MF HEE X

Mehuct.
-
[Ey Add User s
Username: userl
Email ID: user 1{@cisco.com
Subject (DM String):  |CN=user 1,00 =T.ﬁ.C| | Select...

Allow enrollment

| Add User || Cancel || Help |

- QIBE Mol it S50| 318 =I5 Allow Enroliment(5 5 518)7t M= E|0f QEK| = RIFf L
Ct.
- AEX Au|agolde 22 5t2{™ Add UserE 228Ut

CLIO| &5t 7|s:

<#root>

ASA(config)# crypto ca server user-db add userl dn CN=user 1, OU=TAC enmil userl@i sco.com



« AEX7H AR C|O|E{H| 0| A 01 F7HE(H S5 SEf7E Allowed to Enrol(S5 518)Z E A
Lt
ment > Local Certificate Authority > Manage User Database m}
Manage the users in the user database for Local Certificate Authority Server.
Username Email Subject Name Enroliment Status Certificate Holder | Add
| useri@asco.com | QNewseriou=TaCalowed e
A-EX SENE & 2lstE CLI
<#root>

ASA# show crypto ca server user-db

username: userl

email: userl@cisco.com

dn: CN=userl,0U=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status:

Al |l owed to Enrol

o ALERt7H ALERE CIOIE{H|O| A0 F=THE|H CHE B SHLHE AFE5L0d AL ZRI7I S5 2 22 E
£ Q=5 OTP(One Time Password)E X3 & & QU&LICH.

fjo

OTPO| O|H Y2 E-LICHCA Mu{ ZAT|20|Mol M SMTP M & O|HIY A S T3t of &).

CC =
T

View/Re-generate OTP(OTP E7|/R{HM)E F=I5to{ OTPE &Y E1 AHEXtet IRELICH E
g OTPE AMM5t= ooz AA8E = A&LCt

Configuration > Remote Access VPN > Certificate Management > Local Certificate Authority > Manage User Database m]

Manage the users in the user database for Local Certificate Authority Server.

Username Email Subject Mame Enrolment Status Certificate Holder s __‘?dd__ e

Chi=user 1, 0U=TAC e

Allow Enrollment

View/Re-generate OTP I

CLIol £Est= Zls:

'l Email the OTP to the user
ASA# crypto ca server user-db allow userl email-otp

!l Display the OTP on terminal
ASA# crypto ca server user-db allow userl display-otp
Username: userl



14:18:34 UTC Tue Jan 12 2016

OTP: 18D14F39C8F3DD84
Enrollment AlTowed Until
3CHA|. WAN 2IE{HH| 0| A0 A webvpn & 45}
- 2CI0|MEJ S§2 QST S ASAMM & HMAE & dstEhict
Il Enable web-access on the "Internet" interface of the ASA
ASA(config)# webvpn
ASA(config-webvpn)#enable Internet
HAFEOM eI 7K 27|
232 0|S5t04 S8 2 2= grLCt.
QlE{m|o|A Q| IP(2IE

ai'e B0 A webvpnO| & A 5tHE

4CH7A|. E2}0|¢E
SEl0|¢HE KIAEO|MUM EEBIRAMHE €1
IP/FQDN2

Ol @30l AL K
I 0|4 2IE{:t)oqoF §rL|ct

<tfroot>
https://

<>
_ht
St A

| P/ FQDN>/ +CSCOCA+/ enr ol |
|243tLict, ol ojmle

<>
=4 Aol T HE)I OTPE

A& LICE

« AEXl O|E(ASA|M 2EHA,
1L £ 50 2 M2

3I[?
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« o e— : x @ 10105130569

ASA - Local Ceriificate Authority

Usemame [usert |

Enter the User-Name and OTP provided
One-time Password |o--oooo-oooo-.ool | P

| submit || Reset |

NOTE: On successful authentication:

- Open or Save the generated cerificate

= Install the cerlificate in the browser store
- Close all the browser windows, and

» Restart the SSL VPN connection

« ASAO|M BF2 Zrto|oE OIS ME = MX|5t2{™ Open(Z))E S=2IFLICEH

I Doamioad ——]

Do you want to open or save this file?

A Name: userl.pl2

_ﬁ’ Type: Personal Information Exchange
From: 10.105.130.214

I--" While files from the Intemet can be useful, some files can potentially
@ ham your computer. f you do not trust the source, do not open or
save this file. What s the risk?
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Certificate Import Wizard ﬁ

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust

|
“ E
\‘C__ %_. lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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Certificate Import Wizard ﬁ

File to Import
Spedfy the file you want to import.

File name:

s\Temporary Internet Files\Content. IES\SQT 1AUGHser 1[1].p12 | Browse, ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back |[ Mext = ]| Cancel

« Password(H|ZE1S) Elc o OTPE I=38fL|LC}.

« ZIOSH AR IS0 {IAE|O|MM 7|12 LIEYH = QT = 0] 7|
EASE SME MENSE £ QIS LICH

. Next(Etg)E E.EI%I-L_“:l:_

TEEES)

rr

HoZ
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=

Certificate Import Wizard ﬁ

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|| Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

[ | Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

< Back H Mext = ]| Cancel

- SHOIBM MEAN IBSME £502 MRSt MEAE AS502 MestT =

A OIAL“_—_L

o Next(C 22 IZ2IsH |C )
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F

-
Certificate Import Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

‘@ Automatically select the certificate store based on the type of certificate
(1 Place all certificates in the following store

Certificate store;

Browse...

Learn more about certificate stores

| < Back |[ Mext = ]| Cancel

o Mx|E &t25t2{H Finish(Of2)E 218t
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Certificate Import Wizard u

Completing the Certificate Import
Wizard

’,,a-: \ The certificate will be imported after you dick Finish.

J You have spedified the following settings:

0= o= =y ket = lwi=d Automatically determined by t

Content PFx
File Mame C:Wsersimrsethi\AppDataiLo

<Back | Finsh | | Cancel

e ———————————————
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Certificate Import Wizard

The import was successful.

- QISMIt Moz MR o|E #HOlE £ QlaL]t
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&2 D[iagnose Connection Problems...

TI_':| Recpen Last Browsing Session

‘| Pop-up Blocker 4

fManage Add-ons

Er

&% Work Offline
ki Compatibility View
Compatibility View Settings

=#| Full S5creen F11
Toolbars 4
Explorer Bars 4

x> Developer Tools F12

Suggested Sites

Internet Options

- O] o]O|X|oi EAIE! CHZ Content(2EIX) BHO 2 0|S 51T Certificates(P1BAM)E S 2I8fL|Ct
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Internet Options . & |ﬁ
General | Security | Privacy CﬂﬂtEﬂt onnections | Programs | Advanced

Parental Controls

Control the Internet content that can @'F‘arenml Controls ]
be viewed.,

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer,

| '@'Enable. - Settings
Certificates
Use certificates for encrypted connections and identification.
[ Clear 551 state [ Certificates l [ Publishers l
AutoComplete
=" AutoComplete stores previous entries | Settings |
= on webpages and suggests matches
for you,

Feeds and Web Slices

Feeds and Web Slices provide updated | Settings |
content from websites that can be
read in Internet Explorer and other
programs.

A

» Personal store(7H21 X{ & A) ot 20| A ASANM B2 QIEME = 0ler 4= /& LI|CH
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Certificates lﬂj

Intended purpose: | <All= - |
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | ¥
Issued To Issued By Expiratio...  Friendly Name
_ﬁJuser 1 asa.local 1/8/2017 ou=TAC,cn=user 1
Import... Export... Remove Advanced

Certificate intended purposes

Learn more about certificates Close

AnyConnect 22}0|2E 0 CHEF SSL HO|EL 0|2 A 2| ASA
ASDM AnyConnect Z1I| 12| 0|M OFEH AL

AnyConnect Secure Mobility Client& +435t7| 2|51l AnyConnect Z1Z|12i0|M OHHALCLIE AHS
S & OlA

gt = &L AHL5H7| o AnyConnect 20| E mfF|X[7 ASA & a0 ZEEAl/C|AZ 0]
UZEL|REX] &R

Zn|ago|M oHHAFHE S35H AnyConnect Secure Mobility ClientE T 433t2{H CHS EHAHIE 2t 25
MAIL.

1. ASDMOI| 23915t Wizards(OF AL > VPN Wizards(VPN OF& AL > AnyConnect VPN
Wizard(AnyConnect VPN Ot AL Z 0|S35t04 Configuration Wizard(ZdI|12i[0|4 OFHAHE
AlEFSET Next(CHS)E 22! LCH.
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[E] AnyConnect VPN Connecticn Setup Wizard L J

Introduction

UUse this wizard to configure the ASA to accept VPN connections from the AnyConnect VPM Client. The connections will be
protected using either the IPsec ar the S5L protocol. The ASA will automatically upload the AnyConnect VPN Client to the end
user's device when a VPN connection is established.

VPN Remole Access
Local ‘ﬁ) Remote

< Back [ Cancel H Help ]

En o|§S Y=t VPN HAMA QlE{HolA EECH HIFoM VPNO| S2E ¢!

[ [} AnyConnect VPN Connection Setup Wizard - ﬂ
Steps Connection Profile Identification
1. Introduction This step allows you to configure a Connection Profile Mame and the Interface the remote access users will access for VPN
2. Connection Profile I
Identification
3. VBN Pratocels Connection Profie Name: |SSL_GRP
4. Client Images VPN Access Interface: | Internet -
5. Authentication Methods
6. Client Address Assignme
7. Network Name Resolutio
Servers
8. NAT Exempt
9. AnyConnect Client
Deployment
10. Summary
[ <Back |[ Next> |} | Cancel |[ rep
L y
3. SSL(Secure Sockets Layer)2 & 445}5t2{04 SSL & QIS MEHEILICE CIHIO|A QB MHE AE|
& & &= MEIE| CA(Certificate Authority) B & 215 A(0d: Verisign EE& Entrust) 2= AHA| A

A

-

(o]
—

= A.
= QB 4 YALIC 2B AP ASACH 00 HxlElo] Sl B CECIE KRB B3 M



%A‘I._ ASAO0| A SSL ECt0|HE MBE MHF S MLIC XA M
A’ dsliok ot = A 2R ASA0 AX[E M 2B M7t 2™ Manage(#

METIIE| 215 ME Mx|5t2484 ASA 8.x Manually Install 3rd Party Vendor Certificates for use
with WebVPN Configuration 04| Cisco 2 A0 AHE EHHE 2t 2 8FL|C}.

- VPN Z2EZ I C|H}O|A& QIBME &L

- Next(CtZ)& Z=/gfLct.
[ [} AnyConnect VPN Connection Setup Wizard &
Steps VPN Protocols

1. Introduction

2. Connection Profile
Identification

. VPN Protocols

. Client Images

. Authentication Methods
. Client Address Assignme

. Metwork Mame Resolutio
Servers

b B L B - ]

o

. MNAT Exempt

9. AnyConnect Client
Deployment

10, Summary

AnyConnect can use either the IPsec or 551 protocol to protect the data traffic. Please select which protocol or protocols you
would like this connection profile to support.

V] SSL
Device Certificate
Device certificate identifies the ASA to the remote access dients. Certain

AnyConnect features (Always-On, IPsec/IKEv2) require that valid device certificate
be available on the ASA,

Device Certificate: None - - Manage...

[ <Back | [Next> ] [ cancel |[ Hep |

L

4. 24 E2l0|E E
7tste{™H AddE 2

Z oAl E2tolE 0| o|O|X|E F7t5I2{™ Browse Flash(ZEiA| HotE7)E 2=
A

£ = ASAQ| ZEHAl/C|AZ oA AnyConnect E21H0|91E {7 |X|(.pkg It E F
215t

=l gfLch

tD, SAE A

[o][]

2ol 24 EBIO|EoM OIDIxIZ Z7}56t24™ Upload(¥Z2E)E Z2I8fLCt
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(5 AnyConnect VPN Connection Setup Wizard | =

Steps Client Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the ciient device when it accesses the enterprise network.
2 ;ilom;ﬁc:ammﬁle A regular expression can be used to match the user-agent of a browser to an image.
n bon You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
3. VPN Protocols the top of the list.
4. Client Images _
Add Ry Delet

5. Authentication Methods | T | @ Repice | @f oekete| 4 |
6. Client Address Assignme Image Regular expression to match user-agent
7. Network Name Resolutio

Servers
8. NAT Exempt
9. AnyConnect Client

Deployment
10. Summary

You can download AnyConnect Client packages from Cisco by searching "AnyConnect VPN Client’ or dick here.

[ <Bok ][ Next> | [Lconcel [[_ teo |

ASA Flash/Disk(Z{Z|X|7} o|0| Qe HBR) =& 2Z =210|20{M AnyConnect.pkg Tt g
UECEE = &L,

Browse flash(Z 2 Al 30t 2 7]) - ASA Flash/Disk0i|A{ AnyConnect I 7| X|

« Upload(YZE)- ZAE AFE{S| 2Z =2}0|20i M AnyConnect T 7| K|S MEHELICI
- OK(EehE SEIF Lt
(Ej Add AnyConnect Client Image | R

AnyConnect Image: disk0:/anyconnect-win-4, 2.00096-k9.pkg

Browse Flash... J

|
| Upload... |
Regular expression to match user-agent ¥




_ - S "
[T AnyConnect VPN Connection Setup Wizard [

Steps _ Client Images
| 1. Introduction ASA can automatically upload the latest AnyConnect package to the dient device when it accesses the enterprise network.
2. Connection Profile

A regular expression can be used to match the user-agent of a browser to an image.

Identification You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
3. VPN Protocols the top of the list.
4. Client Images :
5. Authentication Methods * Add MR ﬂDelete f"
6. Client Address Assignme Image Regular expression to match user-agent
7. Network Nome Resoluto | [rBpnE e xR
Servers
8. NAT Exempt
9. AnyConnect Client
Deployment
10. Summary
You can download AnyConnect Client packages from Cisco by searching "AnyConnect VPN Client’ or dick here.
[ <Back | [ Next> | | Cancel || hep |
5 ALK CIE2 (Authentication, Authorization, and Accounting) Mt 1 &2 Sall 2128 ¢
QUELICH ALSAL7H 0|0 TAE B2 LOCAL(ZZ)S M=5tT Next(CHS)E S2IBfLICH EE= 2

Z ALE X} Cl|o|E{H|o| A0 AFBXHE FIH6tD LSS S ELICH

&3 o]l ool M= LOCAL QI1&E0| FHE|IS 2 ASAS| 2Z ALE Xt CllO|E{H| 0| ATt @I1Fof AL
SELcH



AnyConnect VPN Connection Setup Wizard

Steps Authentication Methods

1. Introduction This step lets you specify the location of the authentication server.

2 c tion Profile You can dick on the TNew...” button to create a new server group.
Identification _ )

3. VPN Protocols AAA Server Growp: (LQGAe

4. Client Images

5. Authentication Local User Database Details
Methods dsco

6. Client Address Assignme

7. Network Mame Resolutio Leeh fn be

. =

Servers Username: userl Add >

8. NAT Exempt Password: ITTTTS m

9. AnyConnect Client Confirm Password: esesss -
Deployment

10. Summary

[ <Back || Next> | | Concel ||

6. VPN 22t0|MES
MEHELICH =~ K|

FOoA

g)8 28Ut

AnyConnect VPN Connection Setup Wizard

T4 Z0| FHEIREX] &lFLICH 1P E0| o|0] +HE E< E&CH2 M|

A2 82 New(M=z BHE7(|)E 2 =it TR LICH 22 &P Next(CtH

L: Steps Chent Address Assignment

1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv&. The AnyConnect dients
3. Connection Profile will be assigned addresses from the pools when they connect.

Identification IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
4. Client Images 1P vaAddressPool | IP v6 Address Podl |
5. Authentication Methods | Address Pool: |—Select— w | [ New... |
&mnﬁ:;fﬁ Details of the selected address pool
7. Network Name Resolutio

Servers
8. NAT Exempt
9. AnyConnect Client

Deployment
10, Summary

| <Back | [ Next> | [ concel |[ reb |

o)




Daarod

VPN_Pool

10.10.10.1

10. 10. 10. 200|

255.255.255.0

Cancel

 Next(CH2)E E=IELICH

(£} AnyConnect VPN Connection Setup Wizard

]

| Steps Chent Address Assignment

1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients
2. Connection Profile will be assigned addresses from the pools when they connect.

Identification IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
4. Client Images /1P v4 Address Pool | IP v6 Address Pool |
5. Authentication Methods | AddressPook: VPN_Pool  w | [ Mew.. |
6. Client Address

Assignment Details of the selected address poal
7. Metwork Name Resolutio Starting IP Address: 1D.1|'_‘|.1L'J.1

Serv

s Ending IP Address: |10.10.10.200

B. MNAT Exempt
9. AnyConnect Client Subnet Mask: |255.255.255.0

Deployment
10. Summary

[ <Back | [ mext> | | Concel || rep

)

=

7. ME#X o 2 DNS(Domain Name System) A 2! DNZ DNS & Domain Name =0 7435t
1 Next(CHZ)E S=IgLICH



- 3
@ AnyConnect VPN Connection Setup Wizard ﬂ

Steps Metwork Name Resolution Servers
1. Introduction This step lets you specify how domain names are resolved for the remote user when accessing the internal network.
2. Connection Profile
Identification DMNS Servers:
3. VPN Protocols WINS Servers:
4, Chent Images Domnain Name:
5. Authentication Methods
6. Chent Address Assignme
7. Network Name
Resolution Servers
8. NAT Exempt
9. AnyConnect Client
Deployment
10. Summary
[<Bad:]|§Next>§| [Can:el“ﬁeh ]
e .

8. 2CI0|MES} LHE MEU! ZHo| EFZI2 &% NAT(Network Address Translation)0ll A X 2| |0
oF & LICt. Exempt VPN traffic from network address translation(|E |3 F4 #4&Hoi M VPN E2f
= Q) gfolgteg gMdstetT Ao AFSE LAN QIE{H0|AE FAIghL|ct E8F HA| | o{of 5t
£ 2Z HIEQI3E XI™H5t1 Next(CtS)E 22§ LIct.

| [Ej AnyConnect VPN Connection Setup Wizard ﬂ ]
Steps NAT Exempt
1. Introduction If network address translation is enabled on the ASA, the VPN traffic must be exempt from this translation.
2. Connection Profile
Identification [¥'] Exempt VPN traffic from network address translation
3. VPN Protocols Inside Interface is the interface directly connected to your internal
4. Chent Images . ) )
5. Authentication Methods Inside Interface: Inside X
6. Client Address Assig Local Network is the network address(es) of the internal network that
7. Network Name Resolutio dient can access.
Servers
Local Network: | 192,168, 10.0/24) (=]
B. NAT Exempt
9. AnyConnect Client
Deployment The traffic between AnyConnect dient and internal network will be
10. Summary exempt from network address translation.




[E) AnyConnect VPN Connection Setup Wizard 2

Steps AnyConnect Client Deployment
1. Introduction AnyConnect dient program can be installed to a dient device by one of the following two methods:
2. Connection Profile

1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect dient package will be automatically installed;

Identification 2) Pre-deployment - Manually install the AnyConnect dient package.

VPN Protocols
. Client Images
. Authentication Methods
. Client Address Assignme

- Y. TR St

. Network Mame Resolutio
Servers

. MAT Exempt

9. AnyConnect Client
Deployment

10. Summary

o

[ <ok | [(Next> | Cancel | [ reb |

10. OFX|2F EHAHME Q4E EAISIT 2 E =2 82 2 EELICH
[ AnyConnect VPN Connection Setup Wizard 2 ]
VPN ‘.‘I'szald S .
. Here is the summary of the configuration.
| Name Value
= Summary
Name fAlias of the Connection Profile S5L_GRP
VPN Access Interface Internet
Device Digital Certificate = PYONE ==
VPN Protocols Enabled S5L only
AnyConnect Chent Images 1 package
Authentication Server Group LOCAL
Address Pool for the Client 10.10.10.1 - 0. 10. 10. 200
Server:
DS i Name:
Metwork Address Translation The protected traffic is not subjected to network address translation
L |

O|A| AnyConnect 2EI0|2E ZI|azo[M0| 2z E|R&LICH 2Lt ZI|ag o[ OtHAIE &
sl AnyConnectE 7 &E M 7|BMo =z 25 YHE AAAZ FIFLICH 2IB5AM X ALEX} O|F/H|
UHS E Sofl 2CIO|UEE QlEsteiH 15 Yo =Z QEAM L AAAE AI8sIES BHE 28
2 Z=20 ) Fdstiok gLch




Configuration(T*43) > Remote Access VPN(#Z4 HA|A VPN) > Network (Client) Access(Hl
E{3(22t0|AE) HAM|A) > AnyConnect Connection Profiles(AnyConnect 9173 = 2 1}

)2 O|SEfLCH.

- M2 FItEl dE z2 0 4010k ErL|Ct.

SSL_GRP7} L}QE[0q

[< > Client) Access ofill

Device List N ven

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote Users Upon connection. The initial client
tunnel with Datagram Transport Layer Seaurity (DTLS) tunneling options.

m.ms.l.so.wms i e
[#] Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
SSL access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .

& Add [ Delete ,chDnmzd

IPsec (IKEv2) Access.

SSL Access
Interface

Allow Access Enable DTLS Allow Access Enable Client Services
e : . :
Internet = IE| B
Outside A A .

[V] Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.

[f@ AnyConnect Clent Profie
[ AnyConnect Client Software
H)p Dynamic Access Policies

) Group Poliges.

D} IPsec(IKEv 1) Connection Profiles st portal login page.

Login Page Setting
[] Allow user to select connection profile on the login page. @

i,

. Secure Mobility Solution
Address Assignment
G konnection Profies

Advanced
You can configure the mapping from certificate to connection profie here..

gt

ights. The Cisco AnyConnect VPN Client supports IPsec (IKEv2) tunnel as well as S5L

£ AnyConnect Essentials Connection profile useris and other
g AnyConnect Custom Attributes ——
5 [ Endpont Security 4 Add | Edit| [ Delete|  Find: [ Match Case
5 1B Psec
5 ACL Manager Name SSL Enabled IPsec Enabled Aliases Authentication Method Group Policy
venﬂ:nsns :ﬁ; :F:x::ss DefaultRAGroup 7 ARA(LOCAL) DfitGroPolicy
/_ AAA(LOCAL) DAitGroPolicy

DefaultWEBVPNGrm

sshgrp

« AAA 2! Certificate Authentication(21& A 215)2 F
2l) SSL_GRPE ME45t 1 Edit(HE)E E'%H—I Ct.
Authentication Method(21& % 81)0{| A Both(Z

mu.ocm.)

O Y — T —— Y —

T 448+24™ Connection Profile(¢d

SHEFLICH

DfitGrpPolicy

Z 2o}



(E Edit AnyConnect Connection Profile: SSL_GRP e

MName: _551 GRP | IH

l (-Advanced —
Abases: SEL_GRP |
| Authentication
Method: () ARA () Certificate @) Bothl
| AAA Server Group: LocAL v
Use LOCAL if Server Group fails
“'l Client Address Assignment

DHCP Servers: |
@ None (7)) DHCPLink (7) DHCP Subnet

Client Address Pools: _wm!wﬂ

J Chent IPv6 Address Pooks: | :IIE::!IIII

' Default Group Policy
| Group Policy: GroupPolicy_SSL_GRP -
“ (Following field is an attribute of the group policy selected above. )

[#] Enable S5L VPN dient protocol

‘ [ Enable IPsec(IKEv2) dient protocol
ﬂ

DMNS Servers:
WINS Servers: |
Domain Name: | | |

| Find: | | @ next @ Previous i

Lok || cexel || rep |

AnyConnect& CLI 7+

<#root>

Il ***x*xConfigure the VPN Pool *****

ip local pool VPN_Pool 10.10.10.1-10.10.10.200 mask 255.255.255.0

I ****x*xConfigure Address hjects for VPN Pool and Local Network*****

object network NETWORK_OBJ_10.10.10.0_24
subnet 10.10.10.0 255.255.255.0



object network NETWORK_OBJ_192.168.10.0_24
subnet 192.168.10.0 255.255.255.0
exit

11 *xxxxConfigure WebVPNr****

webvpn
enable Internet
anyconnect image diskO:/anyconnect-win-4.2.00096-k9.pkg 1
anyconnect enable
tunnel-group-1list enable
exit

11 *x**xxConfigure User*****

username userl password mb02jYs13AXT1IAGa encrypted privilege 2

1l *x***x*xConfigure G oup-Policy*****

group-policy GroupPolicy_SSL_GRP internal
group-policy GroupPolicy_SSL_GRP attributes
vpn-tunnel-protocol ssl-client

dns-server none

wins-server none

default-domain none

exit

1l *x***x*xConfigure Tunnel - G oup*****

tunnel-group SSL_GRP type remote-access
tunnel-group SSL_GRP general-attributes
authentication-server-group LOCAL
default-group-policy GroupPolicy_SSL_GRP
address-pool VPN_Pool
tunnel-group SSL_GRP webvpn-attributes
authentication aaa certificate
group-alias SSL_GRP enable
exit

11 *x**xxConfigure NAT-Exenpt Policy*****

nat (Inside,Internet) 1 source static NETWORK_OBJ_192.168.10.0_24 NETWORK_OBJ_192.168.10.0_24 destinati

Pl LIC.

Ct

][0
1]
ot

[T

80| SHEH K Sst=X| FelstedH o]l MHE HEsHAAIL.
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29
o |

CA M7t &3t E[}=X| EelghLlct.
crypto ca server EA|

<#root>

ASA(config)# show crypto ca server
Certificate Server LOCAL-CA-SERVER:

St at us: enabl ed

State: enabled

£ 11 Output Interpreter Tool(S S &
E20| 2AMEZ Hi{M ol 2 E QIE

Server's configuration is Tlocked (enter "shutdown" to unlock it)

| ssuer name: CN=ASA. | ocal

CA certificate fingerprint/thumbprint: (MD5)
32e868b9 351a1b07 4b59cce5 704d6615

CA certificate fingerprint/thumbprint: (SHA1)
6136511b 14aalbbe 334c2659 ae7015a9 170a7c4d

Last certificate issued serial number:
CA certificate expiration timer: 19:25:42 UTC Jan 8 2019

0x1

CRL NextUpdate timer: 01:25:42 UTC Jan 10 2016

Current primary storage dir: flash:/LOCAL-CA-SERVER/

Auto-RoTlTlover configured, overlap period 30 days
Autorollover timer: 19:25:42 UTC Dec 9 2018

WARNING: Configuration has been modified and needs to be saved!!

CtE2 F7t8t = AEX7E 58 7ts¢E
<#root>

**x**Baf ore Enrol | ment*****

ASA#

show crypto ca server user-db

username: userl

email: userl@cisco.com

dn: CN=userl,0OU=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status: Allowed to Enroll

>>> Shows the status "Allowed to Enroll"


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

*xxxx After Enrol | ment****x*

username: userl

email: userl@cisco.com

dn: CN=userl,0OU=TAC

allowed: 19:05:14 UTC Thu Jan 14 2016
notified: 1 times

enrol | nent status: Enrolled

, Certificate

valid until 19:18:30 UTC Tue Jan 10 2017,

Renewal: Allowed

CLI EE= ASDM2 &3l anyconnect 42 9| MR ALE S 2 QIE &= & LILCH.

CLI

S

show vpn-sessiondb detail anyconnect

<tfroot>

ASA# show vpn-

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop :
Group Policy :
: 19:19:10 UTC Mon Jan 11 2016

: Oh:00m:47s

: 0h:00m:00s

: Unknown

: N/A VLAN : none

Login Time
Duration
Inactivity
NAC Result
VLAN Mapping

sessiondb detail anyconnect

AnyConnect Detailed

: userl Index i1

: 10.10.10.1 Public IP : 10.142.189.181

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

: AnyConnect Essentials

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel:

: 13822 Bytes Rx 1 13299
: 10 Pkts Rx : 137
0 Pkts Rx Drop : O

GroupPolicy_SSL_GRP Tunnel Group : SSL_GRP

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

1.1

: 10.142.189.181

: none Hashing ! none
52442 TCP Dst Port : 443

Auth Mode : Certificate and userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx ;6911 Bytes Rx : 768

Pkts Tx 5 Pkts Rx i1

(1)AES128
(1)SHAL



Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:
Tunnel ID 1.2
Assigned IP : 10.10.10.1 Public IP : 10.142.189.181
Encryption : RC4 Hashing : SHAL
Encapsulation: TLSv1.0 TCP Src Port : 52443
TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx T 6911 Bytes Rx : 152
Pkts Tx 5 Pkts Rx : 2
Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID 1.3
Assigned IP : 10.10.10.1 Public IP : 10.142.189.181
Encryption : AES128 Hashing : SHAlL
Encapsulation: DTLSv1.0 UDP Src Port : 59167
UDP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx : 0 Bytes Rx : 12907
Pkts Tx : 0 Pkts Rx 1 142
Pkts Tx Drop : O Pkts Rx Drop : O

NAC:
Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds
SQ Int (T) : 0 Seconds EoU Age(T) : 51 Seconds
Hold Left (T): 0 Seconds Posture Token:

Redirect URL :

ASDME S35l
« Monitoring(Z2 LIE{&) > VPN > VPN Statistics(VPN & #|) > Sessions(AM|44)2 O|S&fL|Ct.
« Filter By(E2E{& 7|&)E All Remote Access(ZE 7 MM A)Z MEREFL|C,
- ME4SH AnyConnect 22t0|HEN| CHE 21 & StLIE =& E = JU&LICH
Details(M5 HE) - MM CiEt F71 HE S

Logout(210}R) - Headend| M AL AHE S22 20t LICtH

Ping - 3l =1 =0{| A AnyConnect 22+0|21E 01| ping&LCt.

[Filter By: | All Remote Access - :— All Sessions — v:

Username Group Policy Public IP Address Protocol Login Time Bytes Tx Details
Connection Profile Assigned IP Address Encryption Duration Bytes Rx

userl lssl-pol 10.142.189.80 \AnyConnect-Parent S5L-Tunnel DTLS-, {14:39:08 UTC Mo... (10398
lssl-arp 1592.168.1.1 |anyConnect-Parent: (1)none 55L-Tu..|0h:00m:33s 1885



=X 2

O| MMHME MHE BA sHAS /sl AASE == = HEE NS gLt
2t 1: debug BHE AFE 37| Tof Debug HHEO| CHEE 52 HMEE & XSAAL.
F9|: ASAOME= CHEE CIHT B2 MY = &Lt 7[2Mo 2 g 10| AFEE L
Ch ClHO =& HEsIHE ClHao A8 HE7F B7HE £+ U&Lch §5| Z2HM &40
Mz o] 242 AMB5HAH =&atoF & LCt.

olC|HHa

<tfroot>

ASA# debug
ASA# debug
ASA# debug
ASA# debug

CRYPTO_CS:
Crypto CS

CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:

CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

debug crypto ca

crypto ca server C|H{1
crypto ca HIA|X| C|HH1
crypto ca
webvpn anyconnect C|HH1

E 2H &H

—_—

MClHa

£ 2 no shut BHES A8 3104 CA A7} Enabled ¥ [ E A|ELICt

ca 255

ca server 255

ca nessage 255

ca transaction 255

crypto
crypto
crypto
crypto

input signal enqueued: no shut >>>>> Command issued to Enable the CA server

thread wakes up!

enter FSM: input state disabled, input signal no shut
starting enabling checks
found existing serial file.
started CA cert timer, expiration time is 17:53:33 UTC Jan 13 2019
Using existing trustpoint 'LOCAL-CA-SERVER' and CA certificate
file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.ser
DB version 1
last issued serial number is 0x4
closed ser file
file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.cr1
CRL file LOCAL-CA-SERVER.crl exists.
Read 220 bytes from crl file.
closed crl1 file
Storage context locked by thread Crypto CA Server

inserting CRL
set CRL update timer with delay: 20250
the current device time: 18:05:17 UTC Jan 16 2016

the last CRL update time: 17:42:47 UTC Jan 16 2016
the next CRL update time: 23:42:47 UTC Jan 16 2016
CRL cache delay being set to: 20250000

Storage context released by thread Crypto CA Server


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

CRYPTO_CS: Inserted Local CA CRL into cache!

CRYPTO_CS: shadow not configured; Took for shadow cert
CRYPTO_CS: failed to find shadow cert in the db
CRYPTO_CS: set shadow generation timer

CRYPTO_CS: shadow generation timer has been set
CRYPTO_CS: Enabled CS.

CRYPTO_CS: exit FSM: new state enabled

CRYPTO_CS: cs config has been Tocked.

Crypto CS thread sleeps!

ol C|HHa

M
u

42 2al0|HES| S22 EALIC

<{froot>

ASA# debug crypto ca 255

ASA# debug crypto ca server 255
ASA# debug crypto ca nessage 255
ASA# debug crypto ca transaction 255

CRYPTO_CS: writing serial number 0x2.

CRYPTO_CS: file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.ser
CRYPTO_CS: Writing 32 bytes to ser file

CRYPTO_CS: Generated and saving a PKCS12 file for user userl

at flash:/LOCAL-CA-SERVER/userl.pl2

o AAH= S2 H5HQ10| CA M CI|O|E{H| 0| A 0] A AI={L|C}.

Add User

X

Username: userl
Email ID: user 1{@csco, com

Subject (DM String): | CM=user1,0U=TAC

(] Allow enroliment

..................................... -

| Add User || Cancel || Help

| Select...

CLIof| &35l 7ls:



<ffroot>

ASA(config)# show crypto ca server user-db

username: userl

email:

dn:

userl@cisco.com
CN=userl,0OU=TAC

allowed: <not allowed>
notified: 0 times

enrol | nent status: Not Allowed to Enrol

5t

1
3
rr
ox
Y
>
0o
>
i
o

ANERI7t S5 |51l OTPE 4/0IHIYUZ ELHe{n &tH Ol 2F
AH A

= H
HIAIX| 74 4 &E Lt

)
=

Error lﬁ1

@ OTP exists only if the user is allowed to enroll. Please ensure that the selected
user is allowed to enrall,

...........................

AlLLE|2 2.

show run webvpn BHEZ AE5I0i 55 ZHS MEE = U= ZE L QIHH0|AE &l
LICH 7|2 ZE &= 4430|X|Et =ME = JU&LCt
SCI0|MET S8 TH| 3o 2 HMASHE O AAHSE ZE | A webvpnO| & H35tHE

IE{H0|A Q| IP 40| HIERZ AZ0| 7ts3Hok & LCt

Ct2at 22 42 2E2I0[HUETI ASAL| S5 ZH| AMASIX| 2 = JU&LICH
1. &7t C|HFO|A 7 EEIO|HE MM ASAS| webvpn IPE E0{2&= 142 XIHE ZENM &
e
2. webvpnO| & 43} El QIE{H|O|Ao| & EHT} CtREIRELICEH
- O E32 AE8XF XY ZE 44330(|M S5 ZEHE2 QIEHH|0|A QIE{HO| IP FAMM AFEE
= AZ2 Eo{ELICH
<#root>

ASA(confi g)# show run webvpn

webvpn



port 4433

enabl e | nternet

no anyconnect-essentials

anyconnect image diskO:/anyconnect-win-4.2.00096-k9.pkg 1
anyconnect enable

tunnel-group-1list enable

ALtz 3.

« CA MH OO|E{H|O|A& AEE|X[Q]| 7|2 2[XI= ASALS| E2iA| HZ2[LCH

- EcHA| H2 2|0l &5 Soil ArS%tof CHEF pkes12 A S M5 T XY E o4 S7H0| UE
x| &elgrct.

« EZCHA| HZ22[ol S8 047 70| e B ASATI ECI0|HES S8 T2 MAE &=
XlEZstn S Ccl{ad 238 MMELIC

—_

<tfroot>

ASA(config)# debug crypto ca 255
ASA(config)# debug crypto ca server 255
ASA(confi g)# debug crypto ca nessage 255
ASA(config)# debug crypto ca transaction 255
ASA(confi g)# debug crypto ca trustpool 255

CRYPTO_CS: writing serial number 0x2.

CRYPTO_CS: file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.ser
CRYPTO_CS: Writing 32 bytes to ser file

CRYPTO_CS: Generated and saving a PKCS12 file for user userl

at flash:/LOCAL-CA-SERVER/userl.pl2

CRYPTO_CS: Failed to write to opened PKCS12 file for user userl, fd: 0, status: -1.
CRYPTO_CS: Failed to generate pkcsl2 file for user userl status: -1.

CRYPTO_CS: Failed to process enrollment in-1ine for user userl. status: -1
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