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- LDAP(Light Weight Directory Service)
- Firepower UserAgent
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. AZEQ0{ BT 6.0.0 0|42 Al3H3H= ASA FirePOWER 25 (ASA 5515-X, ASA 5525-X,
ASA 5545-X, ASA 555-X)

Ol EMel HEE= &Y & 2td2| C|Hlo|AE ECHE R HE[UELICEH O] EA0] AL E 2 E Clut
Ola= Z=7[3HEl(7|2) ZI|adoldMez AI’S.*EI%SLIEL?HXH HEXZ7I 5s 8 82, 2

Boiol ARHQ HEre /el SXIatAl7| uizrLIc
HiE EE

Captive Portal Authentication(Z3% & 215) & Active Authentication(8 A 215)2 23021 I 0|
XE EAletD SAET QIR HMAE VoE{H ALKt Xt FH0| H g Lct.

Single-Sign-On £ Passive Authentication2 AF2AF AFZ4 SHE o8] H U2eX| ot HE
?3 2laa & O“E'l'-*I HMAE /et AERIAH HE et 2152 MIELICHSingle-Sign-On 215
2 Firepower AL X} OfO|ME EE= NTLM EEIRX Q152 Sall =& = UA&LICH

.54 XEH 915, ASAE EIRE ZE0{0F ELct.

2 1:captive portal W22 ASA T 9.5(2) O| & 0llM AFEE £+ QU&LICH
74
1B+ Al. Single-Sign-On& Firepower User Agent& T4 grL|C}.

O] EMolMHE Windows AIAEIO|AM Firepower User AgentE Tt435HE 2o CHaH A ELICH.

Sourcefire User Agent 44%| 3! &7

2EHAH|. ASDM(Firepower Module)2 User Agent®t S & &LIC}.

ASDMO| 2215t Configuration(Z1ZL|12{0|44) > ASA FirePOWER Conﬁguration(ASA
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https://www.cisco.com/t5/tkb/articleeditorpage/tkb-id/Third_Party_Integration%40tkb/message-uid/Installation and Uninstallation of Sourcefire User Agent

) © O ASAFirePOWER Configurat... || ) ©) O Configuration > ASA FirePOWER Configuration > Integration > Identity Sources
> Policies
» ¥, Device Management
4 ﬂ Object Management
> (@) Local
System Information
gf Updates
@ Licenses
v ﬂ Tools
@ Backup Restore
& Scheduling
&5 Import Export
‘? Troubleshooting
v 9@1 Integration
@ Cisco CSI Host Name/IP Address |192.168.10.11
b Realms
By sources|
Remote Management
[2 eStreamer

User Agent

HE A2 K& 5l2{ Save HE2
324l Firepower® Active Directory®} & & &tLIC}.
3AEAH Hg dgEct.

ASDMoi| 232135t Configuration(Z4I| 121 0|44) > ASA FirePOWER Configuration(ASA
FirePOWER Z1I|184|0|4d) > Integration(S &) > Realms(Y¥ )2 0|S & L|Ct.Add a New Reaim&
=gt
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Directory Username(C|E E 2| AH& Xt O|&): <username>8 X|&gfL|Ct.

CIME 2| & %: <password>E X|HErLCt

Base DN: A|AE 0| LDAP Ci|O|E{H| O] A0 M ZHME A8 THIQl E£& §% OU DNYUCH.

1% DN:1% DNZ X|& gLt

OE EM.CBCIR S50|M Member M x| ELICEH

© O O ASAFirePOWER Configurat... ||/ 0) Configuration > ASA FirePOWER Configuration > Integration > Realms .
> Policies

> ¥, Device Management
> @ Object Management

éb Identity Sources
Remote Management
[5% eStreamer Base DN * ‘dc:servertest,dc=com ‘ ex: ou=user,dc=cisco,dc=com

Directory Password *

> fﬁ} Local
ﬁ System Information
Ef Updates
& ticenses Add New Realm
v ﬁ Tools
@ Backup Restore Name * ‘servertest ‘
= Scheduling
&5 Import Export Eostdlho ‘ ‘
#* Troubleshooting Type * ‘AD ‘v ‘
v PQ Integration . . .
@ Cisco CSI AD Primary Domain * ‘servertest.com ‘ ex: domain.com
é‘ Directory Username * ‘servertest\admin ‘ ex: user@domain
|

Group DN * ‘cn=TAC,ou=Security-Team,dc=ser\.‘ ex: ou=group,dc=cisco,dc=com

Group Attribute ‘Member “"

* Required Field
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» W Device Management
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System Information

Ef Updates
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v 'ﬁ Tools

@ Backup Restore

= Scheduling

&= Import Export Add directory

4-'2’ Troubleshooting

- . Hostname / IP | 192.168.10.11
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? Cisco CSI Port
EqRealms
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389
Encryption () STARTTLS ( ) LDAPS @ None
Remote Management SSL Certificate T‘ (@)
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/content/en/us/support/docs/security/firesight-management-center/118721-configure-firesight-00.html
/content/en/us/support/docs/security/firesight-management-center/118635-technote-firesight-00.html
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- O O ASA FirePOWER Configurat.. | "/ () Configuration > ASA FirePOWER Configuration > Integration > Realms
» 5 Policies
> ¥ Device Management SerVel'teSt You have unsaved changes
» & Object Management
> {0 Local
B System Information
!f Updates I Directory I Realm Configuration I User Download
4 Licenses
v & Tools Download users and groups
=
o Backup Restore Begin automatic download at |12 |v |AM |v | America/New York Repeat Every 24 |v | Hours
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&5 Import Export
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& Cisco CSI y Search by name
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|=# eStreamer
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- © O ASA FirePOWER Configurat... 2 0 O Configuration > ASA FirePOWER Configuration > Integration > Realms

> E Policies

4 Device Management . "
= ) 9 Cisco CSI Realms " Identity Sources " Remote Management " eStreamer I
» % Object Management
> {0 Local _# Compare realms () New realm
@ System Information —
Name | Description | Type | Base DN ‘ Group DN Group Attribute | State |
;f Updates
4 Licenses servertest AD dc=servertest,dc=com cn=TAC,ou=Security-Tean member &0 | |4« ;
v & Tools S on
«2) Backup Restore
] Scheduling

&5 Import Export

5}‘3 Troubleshooting
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@ Cisco CSI
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1. HTTP Basic: 0| & 4|0 ME HEIR X7t AEXt At EFHE E& HAIXIE EAIELICEH
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Generate a simple self-signed certificate using openSSL -

Step 1. Generate the Private key
openssl genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openssl req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.

openssl x509 -reqg -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt
Configuration(Z1IZ| 12/ 0|4d) > ASA FirePOWER Configuration(ASA FirePOWER Z1I| 12 0[4d) >
Policies(Z32) > Identity Policy(ID Z3l)Z 0|&&LIC}..O|X| Active Authentication {2 2 0|53t
Server Certificate =0l M of0O|Z(+)& S=§fLICt. CtS 0l0|X|ol EAIE ZdX{H openSSLEZ At
235104 0| EtA|0| M M8 QIS M L 71l 7|2 HZ =8fLCt

) © O ASA FirePOWER Configurat...
v Policies

3 Access Control Policy
» @& Intrusion Policy

| Files
5 ssL .
1 Actions Alerts Add Known Internal Certificate
‘i_i, Identity Policy I . [s o
() DNS Policy ame: | Server_Cel
> I Device Management Certificate Data or, choose a file:
» @ Object Management BEGIN CERTIFICATE
> 4 Local ) MIIDKDCCAVMGAWIBAGIJAPTN5TIH1yBdMAOGCSqGSIb3DQEBBQUAMIGNMQSWCQYD
B9 System Information VQQGEWJITJELMAKGAIUECBMCSOEXEJAQBGNVBACTCUIBTKABTE9SRTEOMAWGALUE
af Updates ChMFQOITQO8XxDDAKBgNVBASTA1RBQzEaMBgGA1UEAXMRQOEUC2VydmVydGVzdC5j
g L b20x1zAhBgkghkiG9wOBCQEWFGFKbWIUQHNIcnZIcnRIc3QuY29tMB4XDTE2MDUx
icenses (ODE1MZzEONVOXDTI2MDUxN;jE1MZEONVowgY0xCzAJBgNVBAY TAKIOMQswCQYDVQQI
v & Tools EWJLQTESMBAGA1UEBXMIQKFOROFMT1JFMQ4wDAYDVQQKEWVDSVNDTZEMMAOGA1UE

@ Backup Restore CxMDVEFDMRowWGAYDVQQDEXFDQS52ZXJ2ZXJ0ZXNOLmNvbTEjMCEGCSqGSIb3DQE]
% Seheduling ARYUYWRtaW5Ac2VydmVydGVzdC5jb20wgZ8wDQYIKoZIhveNAQEBBQADGYOAMIG]
]

&5 Import Export
af" Troubleshooting

v ¥ Integration

Key or, choose a file:

BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

@ Cisco CSI DEK-Info: DES-EDE3-CBC,B3542C7C670DCI17

- Rea'"f‘s mLeuBJX5T2apbAnOLR +sLYAPGIKxiXigDjR/1RM3WDPK3WHnCvn7Rdwkvw3xbdBC
iy Identity Sources G6u2y-+IIWNIICESfg4ItiX2Imbkp6LaX0fhunUbktSJAKVmIZcIno0JipkfQi3

Remote Management kHhebQGTTYWQFXXCC923qj2vitISZN2FD/4cz +alRcSyekPEPpWIUG7KKi2cy /i

[ estreamer LDFOB421fgxqALIVNKCFUXXzY7x6cbpc0ZiB8dulgkIRABWCaSKyP-+4ZE/I77NVj

tbYSoMwBUKRBBIJLTI1/+YpWFT2bBx4g6iQn9UO4R0sakCBKAQLIIWII49GpOIP2

| Encrypted, and the password is: ‘

J &, Device Setup [ Store ASA FirePOWER Changes ] [
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Remote Access VPN ’
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HER3 & 7ol 7+& XE $t Authentication Type(2!&

U O ASA HIrePOWER Contigurat... O Configuration > ASA FirePOWER Configuration > Policies > Identity Policy

v E Policies
B Access control Policy Defalilt Tdentitv Palicv You have unsaved changes
> @ Intrusion Policy Add Rule 2 X

Files

il

8 ssL Name | Active_Authentication| Enabled Insert | into Category Standard Rules v

ﬂ Actions Alerts
Identity Policy Action | Passive Authentication v | Realm: servertest (AD)  Authentication Type: HTTP Basic Exclude HTTP User-Agents: None

) DNS Policy
> I Device Management

[ Zones I Networks ] Ports l

Realm & Settings

» @ Object Management

> 4 Local Realm * servertest (AD) v g
B System Information Use active authentication if passive authentication cannot identify user
j Updates
Y Licenses Identify as Special Identities/Guest if authentication cannot identify user
v & Tools Authentication Type HTTP Basic v
&) Backup Restore Application Filters ¢ Available Applications (83) ¢&
| Scheduling , Search by name ‘ ‘ Search by name ‘
&5 Import Export
< Troubleshooting 4 gl Risks (Any Selected) ~) ABC @
v ¥4 Integration Very Low 19 ~] AdobeAIR ) Add to Rule
@ Cisco CSI 4 Low 40 ~] Advanced Packaging Tool (@)
‘g Realms Medium 11 AirPlay (@)
“y ldentity Sources High 6 p
- 9 ] Amazon Instant Video (@)
Eﬂ Remote Management -

\:_v,’ eStreamer
* Required Field

42BHH 4 &8 ASA Hu|ado|M

1EtH|. AAIE 2I8H Sourcefire2 ZIC|IHIME E0|22 EfZ2 Mo|ghL|Ct.

ASA(config)# access-list SFR_ACL extended permit ip 192.168.10.0 255.255.255.0 any

ASA(config)#
ASA(config)# class-map SFR_CMAP
ASA(config-cmap)# match access-list SFR_ACL

ASA(config)# policy-map global_policy
ASA(config-pmap)# class SFR_CMAP
ASA(config-pmap-c)# sfr fail-open
ASA(config)#service-policy global policy global

28H. S5 XS 3 5t2{H ASANA o] BE S T gL

ASA(config)# captive-portal interface inside port 1025

. TCP 1025 ID Active Authentication

4 32 AH Single-Sign-On(+8 218).

IHAIE QIS0 =0 AFE X7 212151
ADO| 2ot 2 I0{|AM User-IP OHE MEAE
.Firepower 2= 2 0|48t M2 HEE AIE

Exclude HTTP User-Agents (0)

Add Cancel
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) © O ASA FirePOWER Configurat...

v E Policies
8 Access Control Policy _

» @ Intrusion Policy
[ Files Add Rule 2%
4 ssL
B Actions Alerts Name |Passive_Authentication ‘ Enabled Insert ‘bemw rule ‘v‘ ‘1 ‘
B c ity Policy Action ‘Passive Authentication v | Realm: servertest (AD) Authentication Type: HTTP Basic Exclude HTTP User-Agents:

(2 DNS Policy
> B, Device Management [ Zones I Networks I Ports I IML
> @ Object Management
> @ Local Realm * ‘servertest (AD) ‘V ‘ Vs
ﬁ System Information
gf Updates
4 Licenses
v ﬁ Tools
@ Backup Restore
& Scheduling
&5 Import Export
f Troubleshooting
v Vfa Integration
& Cisco CSl
é\g Realms
é’v Identity Sources
Remote Management
[2 eStreamer

[ Use active authentication if passive authentication cannot identify user

* Required Field
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Configuration(Z1Z| 12 0|M) > ASA FirePOWER Configuration(ASA FirePOWER Z1I|12{ 0| M) >
Policies(Z*l) > Access Control Policy(2i M4 &|o{ ZH2)Z o|S &Lt
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v Policies
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» @ Intrusion Policy
| Files
£ ssi
a Actions Alerts
& Identity Policy
(2D DNS Policy
> I, Device Management
> @ Object Management
4 fﬁj Local
System Information
Q Updates
E Licenses
v & Todks Identity Policy
@ Backup Restore
&l Scheduling ‘Default Identity Policy
&= Import Export
g/"‘ Troubleshooting
v % Integration
@ Cisco CsI




~ © O ASAFirePOWER Configurat... |\ ) Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy
v E Policies

b:dAccess Control Policy ASA

» @ Intrusion Policy

h Files Default A”ow A” Trafﬁc You have unsaved changes

(SR

ﬂ Actions Alerts

Identity Policy Add Rule ? X

Enter a description

) DNS Policy
> ¥ Device Management Name || @ Enabled Insert | below rule vl |1
» % Object Management
> (I Local

EgJ System Information [ Zones I Networks ] Users ] Applications I Ports ] URLs ] ISE Attributes Inspection ] Logging ] Comments
:f Updates
B Licenses Available Realms ¢ Available Users ¢ Selected Users (1)

v & Tools § | search by name or value | search by name or value £ servertest/TAC
o=
«2) Backup Restore P,
i p‘ J rgg Special Identities @ servertest/*
= Scheduling e rost
e oo |} @ servertes
&5 Import Export |
I3 . o
=" Troubleshooting 4 sunil
%, Integration
@ Cisco CSI
‘g Realms
% |dentity Sources
@ Remote Management
|- eStreamer I

Action  « Allow v IPS: no policies  Variables: n/a Files: no inspection Logging: no logging
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., Device Setup
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#F :Monitoring(Z2 LIE{2)) > ASA Firepower Monitoring(ASA Firepower 2 L|E{2!) > Task
Status(2f e 4 EN)E O|SELICH T4 #HE M xS 2t=sHof &LCt.

7EA. AL87 OHE ZLEE

Monitoring( 2 L|{E| &) > ASA FirePOWER Monitoring(ASA FirePOWER 2 L|E{ &) > Real-Time
Eventing(&lAlZt O|HIE)S 2 0O|S5t04 AL A7 ALE S EBHE REE ZLEZELICH

CteS & elRrLc

Ol MM At&Estod Zdm|aefol4o] McHz 2 SstE x| & gLt

Analysis > Users(AF&XH 2 0|S35t0{ Ei T 5 &1 912 E! User authentication/Authentication
type/User-IP mapping/access +21& & Ql&

Firepower Modulel} AF& X} 00| E 7t AHE (TS 21F)

Firepower Module AFE A} Of|O|E | A AFEAL 2] 21 CI|O|EHE 2lst7| Ia TCP ZE
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Firepower 2 & 2| MH|A & EE 221524 FMCOI|M O] BHEE ALSELCt.

admin@firepower:~$ netstat -tan | grep 3306
FMCOI|M THZ! ZIX{E Al&5to] ALE AL o O|TEQIo| 1AE & QIFHLICY.

admin@firepower:~$ sudo tcpdump -i eth0 -n port 3306
FMCE} Active Directory 7+ 244

Firepower = &2 Active Directory0l| A A& X} CIO|E{H|O|AE ZHAHEL7| 2|5 TCP X E 3898 At
23|t
[« = |

Firepower 2= 0i| A THZ! Z{x{E A& 504 Active Directory2to| 1A = QIEHLICY.
admin@firepower:~$ sudo tcpdump -i eth0 -n port 389
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ASA# show asp table classify domain captive-portal

Input Table

in 1d=0x2aaadf516030, priority=121, domain=captive-portal, deny=false
hits=10, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/i1d=19.19.19.130, mask=255.255.255.255, port=1025, tag=any, dscp=0x0
input_ifc=inside, output_ifc=identity

Output Table:
L2 - Output Table:
L2 - Input Table:

Last clearing of hits counters: Never
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