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Inline

File View Tools Wizards Window Help [Type topic to search | Go ahaln

G] Home C@ Configuration Monitoring ‘ Q Save ASA Changes G Refresh ‘ o Back e Forward ‘ ? Hetp‘ Cisco
ASA FirePOWER Configuration o

' \=) Policies

B Access control Policy

: & Intrusion Poli
Bivuson 2o

1= Rule Editor

| Files

SSL

Actions Alerts
-2, Identity Policy
|| DNS Policy

[+ Device Management
_] ﬁ Object Management Name * e |IPS_P0|icy

Create Intrusion Policy

Policy Information

System Information Description e | 1PS_policy for LAB

= Updates

-H] Licenses Drop when Inline o 7l

R Tools

¥ Integration Base Policy Balanced Security and Connectivity ¥
a g

&g Device Setup * Required

Firewall

gg Remote Access VPN

m Create Policy [ Create and Edit Policy I Cancel ]

@ Site-to-Site VPN

ASA FirePOWER. Configuration

% Device Management

¥

|<admin> 15 =@ | | | B |46 1:27:37 M UTC

Tt Aol A ERIKIE o ClHO| A= M E|X| b &LICH

[j{ Compare Policies ] [ (&) Create Policy ]

Intrusion Policy | Drop when Inline | Status Last Modified ‘ |
IPS_Policy Yes Mo access control policies use this policy | 2015-01-04 07:40:00 35 @ 67 ﬁ
IPS_palicy for LAB Policy not applied on device Madified by "admin" =

1.2EHAH. &l X +H

Intrusion PolicyE %3t 24™ Configuration(Z1x| 124 0|44) > ASA FirePOWER Configuration(ASA
FirePOWER EIIZEHOI@) > Polncnes(’é;"ﬂi) > Intrusion Policy(& & Z%) > Intrusion Policy(& &
M2 0|§35t1 Edit(+d) S M2 MEIELICH



File

é’] Homewg Monitoring Q Deploy ~ @Refresh o Back J Forward ? Help CISCO

topic to search Go

View Tools Wizards Window Help [ype opic .|||.|||.

A

ASA FirePOWER Configuration T Col ration > ASA FirePOWER Co! ration > Policies > Intrusion Policy > Intrusion Policy (m}

¥, Device Management
% Object Management

|-¥4 Integration

Paolicies
§ Access Contral Policy % Compare Policies | | () Create Policy

Intrusion Polii
=t : Intrusion Policy | Drop when Inline | Status Last Modified

IPS_Policy v Used by 1 access control policy  2016-01-04 07:40:00 i= L_D ]
1PS_policy for LAB 3 Policy up-to-date on device Modified by "admin" : il

Identity Policy 9
) DNS Folicy

Local

System Information
Updates

Licenses

Tools

1.38A. 7|8 ¥ =H

Intrusion Policy Management(&/ ! 224 2+2|) &0 IXI" Inline/Save and Discard(Q/2+21/X{& L
7| Al 712 ZR/AK) M2 HEE = /e S22 MSELICH
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4. Maximum Detection(E|CH & X|) - =|CH B X|E Loe{td o WA S MEASIL|CE
5. No Rule Active(&d & gig) - Ol SM2 2 & T E2 HIEEstELICHE R Ao et

AE S22 FgstalioF BLICH

|p.;.|i.;-,a Information ,-l Policy Information < Back

Advanced Settings

Policy Layers

Rules -
Mame IPS_Policy

Description IPS_policy for LAB
Drop when Inline |«
Base Policy

Balanced Security and Connectivity ¥
& The base policy is up to date (Rule Update 2015-10-01-001-vrt)

& Manage Base Policy

This policy has 7591 enabled rules & Manage Rules
=¥ 114 rules generate events a View
o 4o o
# 7477 rules drop and generate events v Wiew
This policy contains enabled preprocessor rules. Please read the rule documentation to ensure
the preorocessors have the correct settings for these rules
Commit Changes Discard Changes
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&M 1 F0f| M Rules M2 2 0|53t Rule Management H|O|X| 7} L}EFEFLICH Rule Gl O|E{H| O]
Aoﬂ'— =M il #EO| UELICHLEH EAIEME HEE 20t Mo HME == E2 4
M AE FME MBS ELCH

ZE EAEN 7|HEE Y £ A2 AlAHOM Ao E 7HA{ZLICHSSL(Secure Sockets
Layer) StESEIE FofFoll CHEF A|IZLIME 27| 218t 2F A0 U= F2 EH FoHolM 7|
E heartbleed& AN = U2, StESEIE F Aol CHEt AIZLIME 7S LICH

Bl TE EAIZO) o 7197 ST B AIAHS AND £2I8 A8 3t0] S HAS
AsrLc
oH -

SID(Signature ID), GID(Generator ID), Category(ZtE| L 2|)& AtE5t0] #EIE AMe = UEL
CheE S

T+ =2 Category/Classification/Microsoft Vulnerabilities/Microsoft Worms/Platform Specifict 2
0if] 7tX| WHo ZE FutxoE ERELICL OIS & HdZ2 20| &7 SHIE MBS &1
Do MEE st™Mo 2 ZHE £ QUEE T olEL|Ct.

Policy Information Rules < Back
Rules Rule Configuration Filter: Ilhearthleed I x| 2
Advanced Settings Rulgicopicnt Filter returned 33 results
Category Y =
Policy Layers T— = ¥ T 'C IR @ v =y Policy v
app-detec Rule State Ewvent Filtering Dynamic State Alerting Comments
blacklist GID SID Message a = T o9
browser-chrome i 30549 SERVER-OTHER OpenSSL Heartbleed masscan access %
browser-firefox g exploitation attempt
browser-ie 1 ener SERVER-OTHER OpenSSL SSLv3 large heartbeat response %
browser-other o - possible ssl heartbleed attempt
i Eeir 1 SRR SERVER-OTHER OpenSSL SSLv3 large heartbeat response %
OSSP i - possible ssl heartbleed attempt
browser-webkit L 30785 SERVER-OTHER OpenSSL SSLv3 large heartbeat response %
content-replace =2 - possible ssl heartbleed attempt
decoder i 30514 SERVER-OTHER OpenSSL 55Lv3 large heartbeat response %
514 : Y
explait-kit - possible ssl heartbleed attempt
. SERVER-OTHER OpenSSL TLSv1 large heartbeat response
file- tabl 1 30779 I
il - possible ssl heartbleed attempt x
i -
file-flash 1 30780 SERVER-OTHER OpenSSL TLSv1 large heartbeat response X
Classifications : - possible ssl heartbleed attempt
Microsoft Vulnerabilities . T SERVER-OTHER OpenSSL TLSv1 large heartbeat response %
ooy : - possible ssl heartbleed attempt
iy L SERVER-OTHER OpenSSL TLSv1 large heartbeat response
Platform Specific 1 3051 4
= s - possible ssl heartbleed attempt ®
P
i i SERVER-OTHER OpenSSL TLSv1.1 large heartbeat -
T 1 30781 - 4
Priority
Rule Update £ < i of 1 > M

T

CVE HE Z AMGlod Y HEE ZT&5E A2E 32 & USLICICVE FES AIEE = %
&L E|-.<cve-number>.



Policy Information /2
Rules
Advanced Settings

Policy Layers

Rules < Back
Rule Configuration Filter: 2013-2135" %! 2
BulsConteny Filter returned 2 results
Message 3 o
c = v T @ v [T QO Palicy i
SID Rule State Ewvent Filtering Dynamic State Alerting Comments
1B GID SID Message a = e o) =
& Reference 1 27575 SERVER-APACHE Apache Struts arbitrary OGNL remote code %
CVE ID Sean? execution attempt
URL : b SERVER-APACHE Apache Struts OGNL getRuntime.exec static method ®
Bugtrag ID 2 access attempt

Nessus ID

Arachnids ID

Mcafee ID
Action
Protocol
Direction

Source IP i

Category
Classifications
Microsoft Vulnerabilities
Microsoft Worms.
Platform Specific

Preprocessors
Priority
e K < of 1> M
1.6EA. 3| & 4
=3 = Tl o T L E= =
CHEo 2 0|8 73| &AM o' o] &M L Rule Management T O|X|7} LFEFL LICH. 722 MEHG D
o = x = S x = SE A L—
Rule State S ME4St0{ FE]o| HEfE F I LICE =0l CHell e &= U= Ml 7| &Ef7t
2
A&LICE.
k=Y K=} = i =S E AMAIS
1. O|HIE MMo| M2 #2l0| EcHEn} oHEE [ O|HIEE 8 FLct.
m | . = C K=} A i olx|s =2 Al = Ile S
2. O|HIE oA 3l dd: o] SM2 20| EEfZnt UX|E M O|HEE MHstn ECiEE AxE
LICH
&F- =yt k=] =l SFEA1SLS
3. AL ¢t B0l SM2 HEIS HIZEEE LI
Policy Information Rules < Back
Rules RuIPT Configuration Filter- | 2 &
Advanced Settings ..R"'IE Supienk Filter returned 33 results
Category =
Policy Layers v =¥ T T @ Lrr Palicy T
app-detect Rule State |Event Filtering Dynamic State Alerting Comments
blacklist Generate Events G0E & = hd L) L
browser-chrome Drop and Generate Events [ER-OTHER DpenSSL Heartbleed masscan access %
browser-firefox itation attempt
browser-ie Disable ER-OTHER OpenSSL SSLv3 large heartbeat response *®
3 i ) - - possible ssl heartbleed attempt
browser-other
browser-plugins i 30778 SERVER-OTHER OpenSSL SSLv3 large heartbeat response ®
OSSR OIS o - possible ssl heartbleed attempt
browser-weblit i 30785 SERVER-OTHER OpenSSL SSLv3 large heartbeat response x
content-replace Lis - possible ssl heartbleed attempt
decoder . e SERVER-OTHER OpenSSL 55Lv3 large heartbeat response X
e 2 - possible ssl heartbleed attempt
exploit-kit
B o SERVER-OTHER OpenSSL TLSv1 large heartbeat response v
hie-executable 2 20253 - possible ssl heartbleed attempt ®
hiEfa=h 7 " — SERVER-OTHER OpenSSL TLSv1 large heartbeat response x
_Classifications 4 - possible ssl heartbleed attempt
Microsoft Vulnerabilities ] s SERVER-OTHER OpenSSL TLSv1 large heartbeat response )
ﬁicrosoﬂ e ! - possible ssl heartbleed attempt
E — - SERVER-OTHER OpenSSL TLSv1 large heartbeat response v
Platf-orm Spec-lﬁc 2 0o - possible ssl heartbleed attempt X
_Preprocessors ; — SERVER-OTHER OpenSSL TLSv1.1 large heartbeat W -
Priority : .
z I < 1 of 1 > M

Rule Update




1.6E4|. O|HE EE 714

L|Ct.Z<of
2=
= =2

A& L

L|Ct.od

o

o A
ES
P Q&L

S
=

P

ol
Yo =]
(e]]]
e
MK
2tO|
— -

g +x
=

HFAH

EX|

o

X7t
AU

=
[

H&1F x|
sl
X7

ol
st

e &<

Hl'Aol'lé

SAAEEUY IPFLEI|HCRZ E 5
=

(77t x| O|HI E o CH
K| Mol 2918 AR

3

=
-

HOE N
wggﬁ
= Ll _o_
%0 _.—__Hn_m _
QB%%
kLR
_|_|_._o_ ™~ K
et
Ko uir 2

=
- +— O &

ol ™~ 4 ok

AL

O|HE |AH|Zk

e EHA:

5}

g 74

O|HIE HAZL

EE:

1EH7. O|HE Ak

=gt

2
=

2EHA|. Event Filtering(O|H E ZE{&))

3CHA[. Threshold(& |2t E &=IEfLCH.

4THA. EECI2

7EHAL ZE2 E7F MAEE7] ™o 2

LICH

F

S
=

8EHA|. &Rl2 ZEIstod 2=



o 5.4 vy O @ COr Palicy v
Fule State] Event Filtering | Dyvnamic State Alerting Comments
GID SIN Threshold = YU

T 360.cn SafeGuard local HTTP management %
ess attempt

1 251 Suppression

Remove Threshalds 360.cn Safeguard runtime outbound communication

Remove Suppressions |Absolute Software Computrace outbound connection -
209.53.115.223

a1 S APP-DETECT Absolute Software Computrace outbound connection -
absolute.com

APP-DETECT Absolute Softwi

1 32847 P Set Threshold for 1 rule ? )
bh.namequery.com
i 32848 APP-DETECT Absolute Softwg QT'{DE Limit v
nameguery.nettrace.co.za 6Track By v -
1 26286 APP-DETECT &bsolute Softwa @C i =
e search.dnssearch.org s 10

APP-DETECT Absolute Softwd] @ Seconds 60
search amequery.Ccom

@ 0K Cancel

OlHIE TE{7} F Aol Z 7SI 74| E Al ol TE| ofolZ 0| EAIE 4 AUALICH 0| B 0] 74
of CHsH 495t 2l OlHIE TEfRIO| 23S & 4 Lo

XHE oHE g2l AA/Y IP T4 E= Elof et AXME = A& L
lo| CHEF O|HIE AXME FIHE MMB Al Ho™Mo 2 55K EB{EI0] AlZLX
A2 AAE”HI2 o|HEE MMEHK| &t&LICHE ™ Source/Destination2 X|H35HH O 7

& A /I:H**oil CHSHA{EH O|HIE 7} LIEFLEX| f & LICH TR 7 ElIg UA|SHE S MEISHH A
T=loj| CHEH O|HIE S AHAISHR| OF&LIC}.

17| O|HIE YAHIZtS Fdsteds =S MEgLICH
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3THA|. A ME FELICH.
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=¥ b G @ v b Policy A

Rule State| Event Filtering JOynamic State Alerting Comments

GID SI0 Threshold — ¥ )@ L)
1 Suppression n‘TEBEI].cn SafeGuard local HTTPF management %
ss attempt
1 -8 Remove Threshalds 360.cn Safeguard runtime outbound
| Remove Suppressions PN
1 19845 FPP-DETELT Absolute Software Computrace outbound
Pl o ]

connection - 209.53.113.223

APP-DETECT Absolute Software Computrace outbound v
connection - absolute.com

# 1  3284F

Loftware

Add Suppression for 1rule ?x | Add Suppression for 1 rule
. oftware ==
Suppression Suppression
Rule r - Source r
Type a y.nettran Type 0
Loftware Network
' ssearch
9 0K Cancel =
boftware
¥ g connection - search.namegquer, a L Cancel
1 32549 APP-DETECT Absolute Software (e -

connection - search.us.namequ Add Suppression for 1 rule

Suppression e
" Cestination ¥
Type

Metwork

6 QK Cancel

O| #2lof O|HIE HE{7} FI7HE Folle 73 EA| Qoll 7I2E 27t A= EE 0f0|22 = = U0
7 P

=
OF BfLICt. 0] < o =0l Chslf E-E&E F 7iel o|HE TWE{7t /S S LIEFHLICE

1.78t4. 85 &8 4

XHE 20| Yxlotes B2 Ao M4EIE HEY = U= 7IsYLIC

T Y SHR HIUHE E si=5t= AlLIEIRE 7HHa EZ&LICHAHEO| HIYHE ATy
AN E BX|stn 75 &2 o|HIEE dMste= 7/:'°'L—|EF AMAEIS HIZHS Ao Ao EH?_F PE|
TE AL Mgttt ol 32 83 HEfE A&5t0{ Generate Events2| 2242 Drop and
Generate Events£ #435t0{ F&F(o| CHY 3 -“742 AHEE = &Lt

CISoZ 0|5 & SMo| &M mjdol| & AT Rule Management H|O|X|7} LIEF LICH
Dynamic(S8%) & EfE &g =2 MEIStT S 4 Dynamic State(S%1 4 El) > Add a Rate-

Ei &

El
base Rule State(% T 7|8t & & 7hHE MEELICE

S 7|gh 7 JEiE 7 dstedH

1. O|HE A|ZtE FHE 7318 MEiFLICH
2. Dynamic State(S%] & El)& & =|&fLCt.
3. Add Rate-Based Rule State @ & 2/ &fL|C}.



4. Track By(£X 7|%) EECH2 ARtIM F=| HEHE FAE WG MsLCH (A EE 4
A EE CHY).
5 HEQIE UMBLICLEUIP T4, T4 B2 4 £= 028t 3oz THE HEE 7
22 S22 x|ME 4 AaLch
O|HIE 20} E}QUABIT = x £hQ|2 Q243 L|C}.

6- =H -

7. T+=]0i CH3H 2 olE New StateS ME4EL|LCE.

8. 7= AEfE E|E2|7| M K| TimeoutS QI248HL|C}.
9. OK(&QNE Z2lsto] etz gL Ct.

Policy Information Rules < Back
Rules Rule Configuration Filter: |
Advanced Settings BulcConient 1 selected rule of 33
. Category 7 —
Policy Layers =7 ¥ b ! g s Policy v
app-detect Rule State Event Filtering D,unarnc State | Alerting Comments
blacklst GID SID Nd”‘dd Rate-Based Rule State | = Yo%
browser-chrome
] I v 1 30549 SER} Remove Rate-Based Rule States d Masscan access %
browser-firefox n expl l
browser-ie 1 30777 SERVER-OTHER OpenSSL SSLv3 large heartbeat response
browser-other Add Rate-Based Rule State for 1 rule
browser-plugins l. 30778
browser-webkit o Track By Destination ¥
content-replace L 30785 6 Metwork 192.168.20.3
/5 S s
decoder . ER Rate 10 Count /|5 Second
s Mew Stat i I vents ¥
exploit-kit o ew State Drop and Generate Event:
file-executable 1 30779 0 RS el
file-flash e
7 oK Cancel
Classifications t 30780 e
Microsoft Vulnerabilities i 30786 SERVER-OTHER OpenSSL TLSv1 large heartbeat response X
e W - possible ssl heartbleed attempt
e - SERVER-OTHER OpenSSL TLSv1 large heartbeat response
Platform Specific 1 3051 H
RS S - possible ssl heartbleed attempt e
EESnEmcEssocs 3 SERVER-OTHER OpenSSL TLSv1.1 large heartbeat > -
shis 1 3N7A/1 W
Priority
Rule Update K < 1of 1 > N

2EHAl. NAP(Network Analysis Policy) & B4 ZlgF 7 4(ME] ALEh

HESD B HM 7y

HESIT ML HAS TpZ2HME FLICLZBZ2MAME B2 2lojMERIE 2851 E3)
ZE EsteELcLFMHEe ol &M AlEol g LIESIZ Blofo X M& Ef|ojo{ Z2EZ O
&2 Aldste ol =&ol Eulch.

LS

NAPE IP CIO|E{O3o| C|Zei D HESIE -5t 1, TCP &El MY AA L 2EZ Elo{dEEE
M3sto, Made el
EQIgLCt.

Z ze[ZzzMAMole nRet GID HEI U&LICHTHZo) olsl EE|HE ZE|Z= MM E LIEHL]
CH.

HERF M Y2 7 45t2{2 Configuration(T4d) > ASA FirePOWER Configuration(ASA
FirePOWER T4) > Policies(22) > Access Control Policy(24AlA &|0{ Z2H) > Advanced(L&) >
Network Analysis and Intrusion Policy(LIE{{3 B4 & /¢ HA)Z o|SErLCt.

712 UESZ 84 M2 x|Mo| HE EHMQl Balanced Security and Connectivity 2LICH E &Lt
2 S50 MEHE 5= l= NAP HAME KNS st= CHE 371X A|AEIO] FIIE QJU&LICH

=4 Network Analysis Policy ListE MEi5l04 AL X}F X|& NAP A4 g MAdstL|Ct.



ASA ASA FirePOWER

Network Analysis and Intrusion Policies

Intrusion Policy used before Access Control |No Rules Active |"|
rule is determined

Intrusion Policy Variable Set | Default-Set |" | j

Metwork Analysis Rules Mo Custom Rules I Metwork Analysis Policy List I

Default Network Analysis Policy |Balanced Security and Connectivity

Ha EE 7Y

B 22 AA QU FAQ TEE AW O Y FRHM AFSELICHHEST HEXHZ
B82S 2ot HEtetA ¢ WALctHeE Hs FEUM S8 g
grLct.

2 2M(Network/Port)2 2 o|0| MEIR&LICH 7|2 ZHu|aslolMe ¢ sted™
z;t_

= Eg 2 7 45t2{™ Configuration(T4d) > ASA Firepower Configuration(ASA Firepower 74J)
> Object Management(7H%| +2|) > Variable Set(#d4= Z|ghHZ 0|8 & LIt Add Variable Set =4
= MEi5tod Mf B EE S F7HELICHHES 2E ol 2dstT MHES KIHEgct

EXM ZE|M AL X X|H ofZ2|7i0|M0| ZS5tE S Port number(ZE H3) ZEof ZE B
ZE HolgtLch U ER(Z Di7iH4+~E F8LcH.

$Home_NETOIM LHF HIEXHIE X LICH

$External_ NETO A 2|F HERZE XIHELICH



ASA FirePOWER Configuration

-- Policies

[+}-#¥ Device Management
=47} Object Management
[H-& Network

F-[=] Port

-] Security Zones

-5 Application Filters
[FH-www URL

) GeolLocation

B
EEI--" SecurityIntelligence

Sinkhole
[ FileList
-,# Cipher Suite List
[H-Z] Distinguished Name
-8 PKI

F#4E) Local
B System Information
Updates

U] Licenses
[+ Tools
[+ Integration

New Variable Set

MName: Custom_Variable_Set

Description: |Enter a description

Variable Name

Customized Variables

This category is empty

Default Variables

AIM_SERVERS

Network [64.12.31.136/32, 205.188.210.203/32, 6...]

DNS_SERVERS MNetwork

HOME_MET

EXTERMAL_NET Network any

FILE_DATA_PORTS Port [HTTP_PORTS, 143, 110]

& Device Setup
Firewall

Remote Access VPN
Site-to-Site VPN

ASA FirePOWER. Configuration

FTE_PORTS Port [21, 2100, 3535]

GTP_PORTS Port [3386, 2123, 2152]

HOME_MET Metwork any

4

[ Store ASA FirePOWER Changes J [

E;L Device Management

SEA:E Y SM/NAP/H EErE ZES =S HMA o] 7

Configuration(Z1Z| 12/ 0|44) > ASA Firepower Configuration(ASA Firepower Z1I|12{| 0|A) >
Policies(%3%4) > Access Control Policy(AlA Ao &) 2 o|SgfLct.cts HHHE t=5HoF &L
Ct.

1. & MG sttt Access Policy A€ #=&&L|CH

2. dAL ”g Mgt

3. EEC2 S50l M Intrusion PolicyE &35l 11 Variable Sets from EECH2 S 52 ME{gfL

Ct.

4. M FEIFLIC
Standard Rules
1 Access_Policy_Rule any any any any any o Allow II o [iﬂ
Root Rules L
Editing Rule - Access_Policy_Rule ? X

Name |Access_Policy_Rule |#| Enabled Move

Action |« Allow v | 1IPS: IPS Policy Variables: Default-Set Files: no inspection Logging: no logging

I Zones l Networks I_, Users I_, Applications l Ports l._. URLs I_, ISE Attributes Blj 4 Inspection

Logging ] Comments

Intrusion Policy Variable Set

!IPS_PUIicy v I;;? Default Set

File Palicy

Mone 7

O = 1

Cancel ]




L

2/9l TMo| o] AN|A T Fxlof F7IEIC DAY MA0| BASEIUSS LIEHLIE A of

=
|2 0| Golden Color0l| E A|E/L|C}.

B ] = Status:li\ccess Control policy out-of-date on device |

N\

Identity Policy: Mone SSL Policy: None

[ Rules l Security Intelligence l HTTP Responses l Advanced

() Add Category @ AddRule | Search Rules

Source Dest Source Dest
# | Name Zones Zones Networks Networks Users Applicat... | Src Ports Dest Ports URLs Action

5
|

Administrator Rules
Standard Rules
1 Access_Policy_Rule « Allow D [V |

Root Rules /

| Default Action Intrusion Prevention: Balanced Security and Connectivity bt
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Deploy Policies version:2016-01-05 09:09 AM 2

& System Policy: Default
D Sensor Policy: firepower

D Access Control Policy: Default Allow All Traffic

2 Intrusion Policy: Balanced Security and Connectivity
D Intrusion Policy: IPS_Policy
@ - DNS Palicy: Default DNS Palicy

ei Deploy | | Cancel

: 5.4x  Apply ASA FirePOWER Changes(ASA FirePOWER ) .

: Monitoring() > ASA Firepower Monitoring(ASA Firepower ) > Task Status( ) .

S5EA. 2 olHE ZLHE

FirePOWER Module| A ‘ddEl £l¢) O|HEE & 2{™ Monitoring(Z. L|EI&) > ASA FirePOWER

Monitoring(ASA FirePOWER 2 L|E|&]) > Real Time Eventing(&lAlZt O|HE *{2]).

Monitoring > ASA FirePOWER Monitoring > Real Time Eventing
Real Tirl:}Exrenting

L | Gaurav_Connection_Events ¥ All ASA FirsPOWER Events || Connection |i Intrusion | | File || Malware File | | Security Intelligence -

Filter

| Rule Action=BElock * reason=Intrusion Block * |

II Pause Refresh Rate | 5 seconds - |  1j10/16 6:13:42 PM (IST)
Receive Times Action Event Type Inline Result Reason
1/10/16 6:11:50 PM Block ASH FirePOWER Connection Intrusion Block
1/10/16 6:09:52 PM Block ASA FirePOWER Connection Intrusion Block
1/10/16 6:09:37 FM Block ASHA FirePOWER Connection Intrusion Block
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