AnyConnect &2} 0|21 Eof Clisll FDMOol| A & 2l5t
£ FTDO|M AD(LDAP) 215 %! AFEXLID 7+

Rt

24

A QF ALE

T A

MNS8ElE=THE 4

T

HE3 Ctojo{Ta 3 Sl AlLtE|R

AD 7

LDAP 7|& DN =9l

FTD A& M4

AD O & M4 3 AD O E0i AASKF FIHAME AL

LDAPS SSL Q15 M £ E SAHLDAPS EEE STARTTLSOIEH EQ)
FDM T4

cO|MIA 0|

AD ID AA M3

AD 215 & 2|8 AnyConnect 74

A& XL DO CHEH ID 2424 £ 4ds) 3 Hot XA 1

Ct2 & &elgtLct

2B 7

AnyConnectZ 9178 3! HA|A Xfo{ H=H F =] & Ol

X si&

ClHZ

LDAP C|H{Z! &t

LDAP MH{oto| o428 MHE £+ ¢
HIQIE 2TJQIDN Z/EE @

LDAP MM AF X
AEXL O|F o CHE 2R FEI H|ZEHHS
EIAE AAA

i1 AR

Windows Server O|HIE Ho{ 21

mr

o
o
1[0
ol
o

27N

o] 22| 522 FDM(Firepower Device Management)0i| A 2 2|5t= Cisco Firepower Threat
Defense(FTD)0i| 2125l = AnyConnect 22t0|1E 0 Ci5H Active Directory(AD) 2152 F45t=
HHEZ KHAIS| ESh= ZJLICH AnyConnect AHEXE S IP T4 U ZEE X|8H5H7| 2o
MNlA HEol| M AFE X ID7F AFE EILICEH

AN T A



QTF AE

Cte =Fof Ciet x|AlS EQ 5t

kl
z0
|0
™
=0
olo
ok
r
[ul

. FDMO{AM RA VPN Ao CHEH 7|2 X|A
. FDM2| LDAP ME{ F4dof CHst 7|2 x| A
. ADO]| CHEF 7|8 X|A

MNEEle HE A
Ol| EMo| HEECIS AZESR|o] & =0 HHE 7|Eto 2 §FL|CH.
. Microsoft 2016 A{H
. 6.5.0 A& SQI FTDv
Ol BEMo| MEE EX & 2490| C|HIO|AE ECHZE EME|I&LICHO| EAM0 A E 2 E CIH
q

olat £7I5HEI(7|2) HITZ0lMO R AIREGaLICHHEYTT} BE 50 1S RE B
& RHAQ1 W& S OfshaHoF Bk

7

LHIES{3 Ctojo{2® & AlLiE|2

P
9|

inside

= e B putside

Windows Server FTD AnyConnect Client

Windows MHHE AFEXRH IDE ElAESH7| @Il IS(QUEH HE MH[A) X ROP(HA ClAT3E &
ZEZ)z 0/2| FF-8&lo] /&LIch.ol |z oM 7tol=0l M= 3702 ArSAE AEI 2702 &
o &-gELICH.

AR AE:

- FTD & 2IXHFTD7F AD MuHol| HIRIEE = U =& ClHEZ| A-Ha =2 AFHEELICH
. T ZEIREAFE R IDE AlQdsHe Ol AFE ElE HIAE Z2|RF A™ULICH
. HHIAE AI2XLAI2 X IDE AQdsHE O| A2 E|= E|AE A2 A} A L|Ct.

j.

Iy

- AnyConnect Z2|XH:ALE AL IDE AlQ15H7| {I5H IT & EIRI7F FIHE EIAE OFILICHol a8
0= Windows Server0ll Ci e RDP 4 M| ABF Q& L|LCt.

. AnyConnect AFEXHAFE AL IDE EAISHY| QIGH EIAE AFXRI7F FIHE|lE HAE O&QILICH
.0| 2 &2 Windows Server0i| CHEt HTTP HM[ADF ZFEILICEH

AD T

FTDOIAM AD @15 X AFEXL IDE XMAHstH T dstedH H 7t x| 2hol 2 ELICHFDMO|AM 21|



glo|ME s=&ste{™ T X{ Microsoft Server0i| A 0|28t 2 E ME HEE MMI7HLE =Z&l&loF &
LICHF=2 Zf2 cl23 Z&Luch.

. ZHQl O|E: Mol =9l o|EL|Ct. o] ZAx|2e 0] 7}O|= 0 M example.com |2
O|& Lct.

- M IP/FQDN F 4:Microsoft A{H{01| 24Z85t= Ol AAS El= IP 4 EE= FQDNRILICH
FQDNE At83tE B2 FQDNS #Qlt24 FDM X FTD Liol A DNS MHE 4aifoF gL
Ch.ol Z4m|Z22f|o|M 7F0|=0f A O] Zt2 win2016.example.comO|H 192.168.1.12 2 & QIEL]
Ct.

. Mt{ ZE:LDAP MH|AOM AFESIE ZEQJLICL 72O Z LDAP & STARTTLSE
LDAPO{ TCP ZE 3892 AFE5t1 LDAPS(LDAP over SSL)= TCP ZE 6362 A& &HLIC}.

. #E CALDAPS EE= STARTTLSE AFE36t= B2 LDAPSHM ALE5t= SSL QIS ME MTE
st Ol A8 Els RE CAVF EELICH

. CIAEZ| AFSA} 0|8 & H|YUHS:FDM 2 FTDOIAM LDAP Mol HFQIE St AFXIE 1B
5t ALEA Y g2 AMstE dl AL 5t AP ILICHFTD AdminO|2tE 0{7H2E7H 0| 8
T2 MEELUoL

- 7|&2 DN(ZL & O|E):Base DN2 FDM2| AT 0|H FTD= Active Directory0l| AtEXHE 24
g ARt & KA LICHO| x| 22 o|M 7to|=E0| M R E = HI@! example.comO| Base
DNez ArZELIChaeL Z25HM #FoMHE LDAP A& X LHoM 7|2 DNE o HO|
A8ste 0| H LtE £ JU&LICH0|E S0{ CZ3 LDAP HE #ZXE ALSELICH

Finance Userl
example.com
example.com " User2

s |
=i

ZHElAt7L obAIE =2 7] Bl LHe| ALZA7E 7|2 DNE 1585t E e 39 RE
(example.com)2 HHEE = UX|CH, ALK A0 FE0|M AlEHE[T Finance, Marketing 2!
Research2 U247t 7| E0| T =2 74 EH2| of2fe| Usert= EOR1E = A&LICEH

7|2 DNO| example.com@ 2 M™MEL|C}

Finance Userl
example.com
example.com " User2

s |
g e

DA =2 74 CHe| olstel AL ARt 2018 AMBH5t7| @3 #Elxt= 7|2 DN2 OISR
AEE = AU&LICHOIM User2 2! User3Bh 15 = A&LICH Marketing0l| A 20| A[ZFEL[CH



otAE ez HdHEE 7|2 DN:

Finance G  Userl
example.com
example.com User?

T |
=

FTD LHOA AtEXE7F AD 4ol et CHE HEF F048 ST otHLE A8 + JULF 2t MESt
El XMjo1E ~ested LDAP HEF Foi S Fd8tiok gfLict

O| ZtA3HE LDAP HlE X £ 0| Z4I|1ef|o|4 710| =0 M AR E|H £ E example.com2| DNO|
7|2 DNO| AFSE Lt

— IT Admin

— Test User

example.com §g
AnyConnect

Admins

== AnyConnect Users

LDAP 7|& DN ¢l

1.AD A2 Xt &l HEEE o

LICE.



Best ratch

— Bctnee Directory Users and Camputers
" Desktop app

Zettings *
82, Edit local users and groups

¥ Change User Account Cantrol settings

8, User Accounts I

B Select users who can use remote desktop

E CHelE oA 2Z HELCE E36t1(TH0IHE YedH) FE ToQd
o2 ZEIf Ot S View(E 7|)2 0|53t Advanced Features(ZL& 7|18)E 2

o
I o
C
o



| Active Dwectory Users and Computers = O *
File Action View Help

g @ OEBEz HE T amaTER

] Active Directory Users and EwnH Mame Type Descrigtion

» [ Saved Quenes [ Builtin builtinDamain

h Delegate Carntrol... Default cortainer for up..
; C:nmutar Findle wal.,  Default container for de..
: _'— qu:'m - Change Domain_. Default container for sec...
» . Foreignie Change Demain Cantrofler.., ,
> O Managed | gy domain functional level... peault contanerfor ma-.

| Users Default cantaimer for ug..

Operations Maskers...

Mew >
All Tasks b
I Wim !!I Add/Eemowve Columns...
Refresh Large lcons
Export List.. Srall leons
Properties List
& [Detail
Help
Users, Cantacts, Graups, and Computers a5 containers
| Advanced Features|
Filter Ohptiang..,
: y Opti
Customize...

Contains comrmands far customizing this window.

3.0/ 4| 5ted AD 7HA| ot2iel F7F £ & = U&LICHHE £04, root example.com2| DNZ
o247 example.com2 0t2A QEX HESZ 22|35 L2 PropertiesZ 0|S&LCH.

7'(
=



| Active Dwectory Users and Computers

File Action

om0z HE P22 TER

View Help

5 | Saved Quenes

~ [ example.com|
»

] Active Directory Users and Cﬁﬂ” Mame

»
*

LT R T . T T T
¢ B4 0 53 ) B EA |

1 e |

<

Euiltin
Camputer
Digemain C
Foreignbe
LostAndFe
hanaged
Progeam C
System
Users
MTDE Cuc
TP Dt

“ Ruitin
Delegate Contrsl.,

Find.—
Change Demain..

Chenge Domam Cantroller.

Raise darmain functicnal level.,,

Crperatsons Masters,.,

Pl
&1l Tasks

Wiew
Refrech
Export List..

»

Type
huiltinMamain
sl
wd
3
” L.
L] '
sl

Descrigtion

Default cortainer for up.—
Default cantainer for do..

Default container for sec...

Default cortainer for or..

Default container for ma-..

Default location for stor..
Builtin syskemn settings

Default container for up..
Cucta specifications co.,

Displays Help for the current selection.

4 B8 HEolM 44 HE| B2 22

2 s BE7|2 2§t

2 LICH Attributes(5 ) ot2Hol| M distinguishedName 2

exampbe.com Praperties ¥ kA
Geraral Maraged By Object Securdy
Aftribbes:
Aol Value o
de exangle
default LocalPalicyOhi... <ot et
deacriniion reh gk
desktopProdile ek ek
displaytame o
[EEMH.* ook get>
distinguishediame ___ DCamxample DCacom |
domainPolcyObjedt  <not sets
domainF=plca ok med’s
diﬂﬁgﬂue {ﬁ].Hngs:ﬂ:ﬁﬂ.LdeﬂSec::ﬂ;ﬂsﬂfi.&
d5Core PropegationD... 0=}
eFSPalicy il sl
exdensoniNamea el el
fage o o
€ >
= =
| 0K Cancel ok | Hep _

Af
=



5. 0| 7| 5t L} S0 DN2 SAt5t0 FDMO| 2042 5= Q= A & ol FEILICE ol do M RE
DN DC=example, DC=com@lL|Ct.Zt = S A& LICHOK(EQ)E 2 2l5t0q String Attribute
Editor(2AtYE &4 HE7|) &2 SE5t T OK(EQ)E CtA| 2 2!5t01 Properties(5 )& S=E &L
Ct.

Strimg Attribube Editor -
Alinbute; dstingushediame
el
| [EC=eemale DCacam |
Limdo
B =

Paste

Delete
Select All

Right to left Reading order
Show Unicode control characters
Inzert Unicode contral character ¥

example.com Praperties ¥ *

Gereral  Meraged By Objssl  Secudy  Ambube Edior

Attributes:

Al Vakas o
=] el Eal

corinlAcoesRighta ol gl

creation Tima A7 FH0R0 F42:4% PM Ezatem Dayfight Tm
oo examph:

cicfauk LocalPolicyOhy...  «not sef >

description o ek

desklopProile vk Beks

displayName il et

display HamePrintabl= ik st
distinguished Name D zexample DG =com
demainPaioyObjscl ol seks

domainFeplica ol sk

d5A5nalue 1%1: Aags = 0 LatencySecs = 0; Dealuic
d5Cere PropaaationD... Gl=1{) =
< >

=
R

AD Lol o42] Zixl|ofl Chslf Of 2 +~E & UELICHHE S0 CFS BHHE ALSXH ZHE|o[LH 2
DNE &= O AFSELCH



S

= Actree Directory Users and Lamputers
File  &Action View Help
= nmE 4O Users Properies 7 ¥
= Active Directory Users and §  Ganeral  Object Mm
v Saved Queries _
v 1 eample.com Ferbutes
+ [ Builtin Aidbats Wale -
» [ Computers adminDescrption ot gt
» 2] Demain Controllers adminlsplyyhlame cnot set>
] FaresgnSecurtyFrng on Users
s |0 LesténdFound defauliClass Shore #not sets
» [ Managed Service Ao desoption Dwfaut container for upgreded user account:
v 7 Program Data displaylame not sets
. [ e Prinlable ot sels
% CH=leare, DC=examales, D =oom|
» L] MTDS Quotas d5ASgnature ancl sel:
o . d5ComPropagationD... 4292020 2:42:49 PM Eastem Daylight Tim
+ || TPM Devices
eatensonlame wnot gat>
Flags anct set >
FSMORoleCrmer cnot sets
nstance Type Ixd = { WRITE } LS
£ >
[ vew ] Fiter
OK | Cancel Aoy | e

ULET FEY LAIERTILIULTOTT Wi .

- Cr—) [

6. 13 7lis 27|18 MHY + YBLICHLRE DNS 0hRA

o
)2 0|5t C}= Advanced Features(ZL3 715)8 ¢ 1 o 22I&LICH.



| Active Dwectory Users and Computers = O *

File Action View Help

s AR 0Bz Hm Tl Tads

— Active Directary Users and Com|| pame Type Descrigtion
| 3aved Uueries 1 Bailbia kinlbinlMasmain
?m Delegate Control... Default cortainer for up..
) uittini .
Comouter Find.— sal,,  Default container for do.-
:.' I}cmsiﬂ c Change Domain... Delault container fer sec...
! ForeignSe: Change Demain Cortrofler... ad Default :nnt-u!nzrfnr or...
2 LostAndFe Raize dornain functional level.., Default mn“_"n':rfm M-
| Managed Default location for stor.,
Operations Masters... -
| Pregram [ Builtin syskern sethings
1 Systemn Mhews 3 Default container for up.—.
| Users All Tasgks y ¥l Cuota specifications cou.,
_. HTDS G‘UE I
U TP D Wiew :'I Add/Remowve Columns...
Fefresh Large lcons
Expert List.., Semall leans
Properties List
& [hetail
Help
Users, Cantacts, Graups, and Cormputers as containers
»  Advanced Feastures
Filker Optians..,
C »
Customize...

Contains commands for i:u';tmnizing this window,

FTD A A4

O| AHSAt AHEE ALSstH AAEA 2 O
= U&LICHEEC FTD AHE dd
?|3 LS| CHE oM FH HMAE
127t 9./1'§|—|E|'.

g M5t 215367 @5 FDM 2! FTDE ADO] HiQlEl

[
=542 urellof AFSEl A1 B0l 24 HL U
o

—
Xlst= ZLICh.o] AE2 7|2 DNe| 2| LH01I ‘2)%

e |m mek ©

1. Active Directory AF& X} S HFE{0lMH FTD AH0| FIHE ZHEO|IL/ZXE 0tRA LEZ HE
o2 FZE[gL|Ct o] x|z o|MoM= AHEXF O|F ftd.admin@example.com| AtE Xt O[F of2H
of FTD HI"80| FIMELICLAISAIE OIRA QLEZ HEE SR8 OIS MZE BHEJ| > AISKIE 2
2]gfLICt.



| Active Dwectory Users and Computers

File Action View Help

om0 XEc:z HETahTESR

Creates a new kerm in thas contamer,

=] Active Directory Users and Com|| Mame
;- Saved Clueries 'E+;[Iefaul'tﬁ.::n...
v B mamgle.com 182 Denied ROD..
= Ec':':':mm 82, Dinshdrmins
v &1 Domain Contredlers annmedmp"'
. [ FareignSecurityPrincipal iE.D-:ma!n Ad-..
» ] Managed Seh'ice.ﬁ.c:uur] %.D-:-ma!n E“’"
OaepmsComrt,
Find... !‘I".F
| Mew +|
Al Tasks ¥
Wi ¥
Refresh
Expart List...
Praperties
Help
2 weetdend
%W::ﬁ.l]uw.
-: > || SRt

Type Description
Wsar & user sccount mansge...
Security Growp,,  Mernbers in this group <.,
Secunty Group.,  DMS Administrators Gre..,
Securty Group.. DM% clients who are per...
Security Group...  Designeted admianistrate...
Secunity Group.,  Allworkstations and ser..,
Secuity Group.. Al dermain cantrellers i,
Security Group... Al dormain guests
Security Group,, Al dormain users
Computer
Contact
Group
InetdrgPersan
misD5-KeyCredentizl
rmsD5-ResourcePropertyList
rmisD5-5hadowPrincipalC ontainer
rmslmnaging-PaPs
MEMO Queus Alizs
Prirter
|
Shared Folder

2. Mt A - AL RF OHHAHE B AR LICH

Mew Object - User A
& Create in;  sample comUsens
[ | e [
Lasst name: Admin |
Full nagmea: .FTI:I.Pu:h"m |
Usarlogon name:
Lizer legon name jpre-Siindows 2000
| EXAMPLE Id adnin |
<Back Cance




Mew Object - User

& e B e e T e

Fasswond: | EEENREE |
Corfim passswond: |u-|-u|u |

[ User st changs password & nest kagan
[] User cannot change: password

] Password never expares

[ Account is disabied

S e

Mew Object - User

& Creste ;. example com/Users

When yeu cick Fnh_ e folawing objset wil be crealed;

Full name: FTD Admin
esar bzagan mame: frd admin@eemols com
Thes pessward never sxpires,

3. FTD A0l =R =R &IFfLIchE8t F 7H| £7F AH™H, & IT #2lXt L EIAE AR}
Y| AgLCH



| Active Dwectory Users and Computers = O *
File Action View Help
o 2@ 0 XEDE Hm T a@aTHER
= | .ﬂ-::ti-.re Directory Users and Com|| pame Type Description -
o saved Cacrics 'E+;[Iefault.5.::n... Wsar & user sccount mansge...
v Eafa?pil:i.;um %D:ﬂiﬂl ROD... Security Group,,  Mernbers in this group <.,
i cu ; B Dnsadmins  Security Group...  DMS Administrators Gre...
b CMPpULers
& Dnm;n Cantrollars !lEt[ln:-Updul:zF'... Securty Group.. DM% clients who are per...
§ FareignSecurityPrincipsl %Dnmain Ad.. Sa::ur'rr:,' Group... I'.'Il:sign..nul:l adrministrato...
= Maraged Seniee Aceaur £ Domain Co...  Security Group.. Al workstations and ser...
. Lsers !lEt[]urnuin Con.. Secuity Group.. Al dermain cantrellers i,
= !lEt[lnmuin Gue... Securty Group.. Al domain guests
ﬁE,.D-:-main Wsers  Security Group..  All dormain users
£ Emerprise A, Secunity Group., Designated admanistrate..,
!lEtEn'l:erpri:E K.. Securnty Group.. Members of this group ..
i Enterprise B, Security Group.,  Fembers af this group ...
i Group Pobc.. Securdy Group.. Mermbers n this group ...
v Guest Llser Built-in accaunt for que..,
IT Adrnin Liser
Eey Adrrns  Secundy Group.,  Members af this graup ..
!lEtFn:rt:-:ted Us_. Secunty Group... Members of this group ...
%ME and IAS . Securty Group.,  Sereers in this group can..,
B Read-only 0. Security Group.. Mermbers of this group ...
Scherna Ad..  Secunty Group.. Designeted admansstrato...
‘ s |[prestier W | :
AD O & d4 Y AD 20| ALSXF FIHME M)

X|BH 024 AFSRIOIH| AMA S

= oL X851 LDAP HEt R04& M85t=
O ags MEE = Aguch.ol A|asolM 7tol=dlM 2§ 2 L&ol FDM LHS| ALEXL IDE
Sl HAMA Mo HAM MHE Mst= ol ASHLUICH
1. Active Directory AF8 At ! ZHFE{0IA M 20| F7HE ZHEIO|LH/Z RS 0tRA LEZ HER
Z2|gtL|ct o] ool A & AnyConnect Admins7t Users Z1E{0[Lq of2ioll FIHEILICHAFEXLE Of
I3t Ot MZ BHE7| > 288 S8t

A QEZ BEZE 2



File

Bction

View Help

| Active Dwectory Users and Computers

om0 XEc:z HETahTESR

k]
&
H
.

£

v B

] #Active Directory Users and Com
Saved Cueries
w B examplecom
» | Builtin

i l:l:-mpul:zrs-
[&] Demain Controllers

] FareignSacurityPrincipal
5] Manmaged Serdice .ﬁ.c:uur]

Delegate Control..,

Find...

Mame

'E+;[Iefault.ﬂ.::n...
52 Denied ROD.-

B DnsAdrnins

%Un:-l.lpdul:zp...
%Dnmain Ad..
ﬂﬂnmain Co...

| |

[ W .

Ef%

All Tasks
Viewr

Refresh
Export List...

Properties

Help

*

Creates a new kerm in thas contamer,

B Read-only
%S:hzmﬂ.ﬁ.
&, Test User

55 AT R TR

Type Description
Wsar & user sccount mansge...
Security Growp,,  Mernbers in this group <.,
Secunty Group.,  DMS Administrators Gre..,
Securty Group.. DM% clients who are per...
Security Group...  Designeted admianistrate...
Secunity Group.,  Allworkstations and ser..,
Securty Group.. 4l darmain eantrellers i
Security Group... Al dormain guests
Security Group,, Al dormain users

Computer

Contact
[Sroue]

InetCrgPersan

rrisDS- Key Credential

rrisD5-ResourcePropertyList

rrisCi5-ShadewPrimcipalC ontainer

mislmaging-P5Ps

MSKMO Cusue Alias

Primter

User

Shared Folder

2. Ol0IX|ofl EAIE CHE &7t Z4#| - 28 otHALS BFAEFLICH

Mew Object - Graup A
% Create in:  example.com)Uisers
Group nama:
|nm-e:m-.e:t Al |
Group nama (pre-Windows 2000
|.a.|-n,-=:.:-mu.m |
Groun soope Group type
iy Domain local %) Security
() Global () Distribution
I universal
[ox ] cond
3. 50| ¥EEIR=X| &l L|ct AnyConnect AH&AF I8 T

HIE[A& LI




| Active Dwectory Users and Computers = O *
File Action View Help
o0 XD BE(TamTds
] Active Directory Users and Com|| Mame Type Description -
¢ o saved Cacrics LmyConnect Admins  Securty Group..
v %:.:amp.le..mm AryConnect Users Security Groug...
: — E":::utm ~cala User Built-in account far ad...
. ;_- Domain Controllars %C:rt Publishers Security Group... Members of thes group ...
. 7 ForeignSecurityPrincipal EE.CI-:In:-aEJI-: Darmain C...  Security Growp_.  Members of this growp 1.
s[5 Managed Senvice .ﬁ.ctuun] E;;Der'ault-ﬁ.-:-:-:-unt User A USEr ACCoUnt rmanage..
T B Denied RODC Passw... Security Group... Members in this group e...
= B2 Dnst drmins Security Group... D45 Administratars Gro...
hE.DnlepdatePruxg.r Security Groug.,  DM5 clients who are per-
£, Darnain Admins Security Groug..  Designated administrate...
EE[Inmuin Computers Security Group—. AN workstations and ser._.
ﬁEDnmiin Controllers security Group... Al demain contrallers i,
£ Dornain Guests Security Groug... Al domain guests
B, Domain Weers Security Group... Al domam users
%En‘rﬂpris: Admins Eﬁl.ll"it:r' Groug.-. Dﬁignat:d administraia...
%Enwprise Key Admins  Security Groug...  Members of this growp ..,
B Enterprice Read-only .. Security Group... Members of this group ..
E.,FI'I:I Sdmin User
*Grnup Pelicy Creator., Security Groug.-.  Members in this group ..
P Guest Uzer Busilt-im acceunt for gue..
Ei,lT Admin User
= = E.l't:.' Adming security Group-,  Members of this growp .., -

4 NBXHE Z7HE 1S O19A QEE BEE

3zst
= T -

ChE &8 H=fErLICh o] Z4m| T2 ol

olME AFEXRHIT #E|XE7F AnyConnect Admins 220l £7HE|1 AL X} EAE AFS LT}
AnyConnect At&%t 1 E0f F7HELICH




File

Action  View Help

| Active Dwectory Users and Computers

om0 XES: HETalTES

= | ._ﬂ-Fti'.re Directony Lisers and Com || pame Type Deseription
¢ o saved Iﬂ_u:rl:: Ea!un:f{:-nn.ert Admins  Securnty Group... Add
v %f:a:p.:..:nm S Aronnect Users Security Groug... 205 boLp=
: j— C':ulmmut:r:. P calo User Buil Move...
. & Dnm;“ Controllers B2 Cert Publishers Security Group_.  Mer Send Mail
. B FareignSecurityPrincipal Hh Cloneable Domain C... Security Grop-.. Met .
s[5 Managed Senvice .ﬁ.c:ou 2y Defaultaccount User Aw
) Users %ﬂ&"li&d OO0 Passw...  Securiby Greup... Mer Cut
%Dnn‘-‘udmirﬂ Security Group_. DY Dilete
E.DnlepdatePruxg.r Seurity Group-, DN Ranams
£, Darnain Admins Security Groug., Des
%DDI‘MH‘I Computers Security Group—. Al
Eﬂnmin Controllers Segurity Group-.., Al Help
Darmain Guests Security Gro -1 [ ————
Ly Carouig. 3
B, Domain Weers Security Group... Al domam users
%Erﬂ'ﬂpﬁs: Admins Eﬁl.ll"it:r' Groug.-. Dﬁignat:d administraia...
*Emﬁse Key Admins  Security Groug...  Members of this growp ..,
B Enterprice Read-only .. Security Group... Members of this group ..
&, FTD Admin User
Eﬁrnup Pelicy Creator., Security Groug-.  kembers in this group ..
P Guest Uzer Busilt-im acceunt for gue..
E,I'I'.l!u.dmin User
= = El{ty Admming security Group-,  Members of this growp ..,
[ W T N ] - e W 5 Fai =
Fenames the curent zelection.
5. W B2 228 Ct3 olO|X|ol ZAIE CHE FIHE SZ=IFLICH
AnyConnect Admins Properiies ¥ kA
General Member 0 Managsd By
Meminers:
Hame Active Directory Domain Serdces Folder
Fiemove
Ok | Cancel Apgly




ool ASKHE Y216T OfF &9l EHEE 2215104 ALSAHE A&LICH2QIE|H OK(2Q)E 3
2|ghLct.

Seect Users, Contacts, Computers, Senace &ccounts, ar Groups -

Sedect this objed type:

|L.her:. Senioe Accounts, Groups, or Ceher objects Dt Types .

From this lecaticn:

Erterthe object names to select (zamoks)

T Admin in i

Advancad

SHHE MERI7E FILEIURE

EtAE AFE3H04 AnyConnect AFE A 21 &0f F7HEILICEH

K| #olgt S OKHES 2

AnyConnect Admms Propeiss ¥ *,
Gerwral  Members  Member O Managed By
Member:
Hame: Active Directony Domain Serdces Folder
i_'-. IT Admin Exampe comUsems
-
QK Canced Apply

=]
=

YLICEAIEA EHAE ASKE S

LDAPS SSL 2I&A FE HAHLDAPS =& STARTTLSO|ZF ER)

1. Win+R2 F21 mmc.exe® 2gL|C}t & QlS =|grLCt.

I



&= Bun

= Type the name of 2 program, falder, dacument, or Internst
L= resource, and Windegws wall open it fior youw,

Oper: | TR 7]

DK Cancel Browse... |

2. 0t > AR FIYAMAH...2 o|SELICE o|0|x|of EAIE ZIXH

[ Censolel - [Conale Roet] ¥
Action View  Favorites  Windew  Help - 8 x
4 Mew CrbeM
Open... Ctr+0 Acts
Save Ctri+5
Save A5 There are no items ta shaw in this view. mm. =
More Letians ¥
|addRemove Snap-in_. Cirl=bd |
Opticns...
1 drsrogmt
2 dsa
Exit

Enables you to add snap-ins ta ar remave them from the snap-in console.

3. AL 7Hs Bt ARQIOIM QIBME B2IB S 2718 3

— =



Add ar Remowve Snap-ins

.ﬁ.'m!.uhl:glq:-hs:
Snag-in Vendor Crd
[l Active Directory Do...  Microsoft Cor...
P Active Directory Site... Microsaft Cor...
] Active Directory Use... Marosoft Cor...
=" Active Contral Microsoft Cor,..
ADS] Edit Microsoft Cor. ..
(L autharization Mansger  Micresoft Cor...
Certificate Templates  Marosoft Cor,.,
i Certificates Mhrosoft Cor,.,,
[/ Certfication Authority  Microsoft Cor,.,.
. Comparent Serviees  Micregalt Cor. .
fl:mnmtafr-lmaqem... Mucrosaft Cor..,
ﬂbe'.m:e Manager Murosaft Cor,..
Tllisl-l:l'-'lunug:mmt Moresoftand...
Desaiption:

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Selected snap-ins:
[ conscle Root Edlit Extengions. ..
Eemove
Mave Ui
Miave Do

The Certificates snap-in alews you to brawse the contents of the certificate stares for yourself, a sendce, ar a computer,

4. AR E| HEHS MEist C2 o|OX|ofl EAIE CHE Chg S Z2!ehLct

Certificates chag-in

Thitz znizpn will dways manage caitificates for

() My us=r scoount
i) Bervice acoount

< Back | Head > I

obaE =gk




Browse,

Select Computes
Select the computer you wertt this snep-n Lo manage

This snapn wil always manage
{®) Local computer- fthe computer this conacle & running on)
[T] Ao B selecied computer to be changed when |aunching Tram the command line.  This

() Another computer
onfy appliea £ you save the consola

CHS RIBME

—

= stxtst
= |1 o

6. 72l ECE
= E CA ¢

B,

<back [T ] | Cameot |
5. 0lg @2UgfLic
Add or Remove Snap-ins *
You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,
Available snap-ns: Selecked snap-ins:
S in Vendor L [ conscle Root Edit Extensions...
é-h:ﬁm: Directory Do...  Microsoft Cor., .. 3 certificates (Local Comouter) Remove
Bz Active Dirsctory Ste... Maresaft Cor. ..
[ Active Directory Use... Murosoft Cor,
=" Active Contral Microsoft Cor,.. Mave Lip

ADS] Edit Microsoft Cor. .. e Do

Aukhorization Manager  Maeresaft Car. .. T itk =i

#| Certificate Templates  Mrosoft Cor,..

Il Certificates Microsaft Cor,.,

i) Certification Authority  Microsoft Cor...

.'*-.Cump-:urent:ia‘-.ri:u Micresalt Cor...
A= Computer Managem... Mirosoft Cor...
HDE'.m:e Manager Murosaft Cor,..
rr Dise Ma t "«'h:r ftand...
. nageEmen ‘“h “_"' W Advanced...
Desaiption:
The Certificates snap-in alews you to brawse the contents of the certificate stares for yourself, a sarvice, or a computes
I
Z2|ZLICHLDAPSOIA AL 8= 1B A= Windows AME Q|
FQDN(FuIIy Qualified Domain Name)oﬂ gt Z35Hok gLt o] MiHoll= 3702| QIE M7t LiEELCt,

WIN2016-CA0|



. example-WIN2016-CA7} WIN201601 &2 3t ID QIS A QILIct,

. example-WIN2016-CAM M win2016.example.com0il & ZEl ID 215 MHL|CH.
O| Z4x|22i0|M 7+0|=0{ A FQDN2 win2016.example.comO|2 2 X Z 27l2| 215 A= LDAPS
SSL Q1B MZE AL E £ g1&LICHwin2016.example.com0i &2 El ID /5 A= Windows Server
CA MH|AO0M RIS 2 YUZE QIBMYULICHRIZEME F H 22I5t0 MEAIE S =elgfLct

E Consolel - [Consale Roeth Cestificates (Local Camputer)\PersanalCertilicates] — O =
g File Action  Wiew Favorites  Window  Help - ® X
| mmolE=|HE
1 Censole Reot | Issued To B Issued By Espiration D | Actions
e ﬁ%ﬁ&“'““m‘” 2] example- WINZ015-CA example-WINZ016-CA 41972060 || Centificates -
P "’ﬁm‘ example-WIN2D16-CA 412772025 Mose Actions ”
e i Lol win206.examplecorm example-WIH2E-CA 472820

| Emterprise Trust

7| Interrediate Certilication

" Trusted Publishers
Unitrusted Certificates
Third-Party Root Certificat

" Trusted Peaple
Clierit Authertscation [ssu
Preview Build Foots

1 Lol MenRemonable Cert

| Rermote Desklop

| Certificate Enrallment Reg
Smiart Card Trusted Ropts
Trusted Devices

| Web Hasting

| Windows Live D Token lss

€ > € >

Personal store contains 3 certificates.

7. LDAPS SSL QIS ME AIE5te{H QIS M7t CHE @7 AIE S &F5HoF g LICt.

. 2t 0|8 =& DNS F&|| CHA| 0|5 0] Windows A{H{2| FQDNI x| & L|C}.

. 1& Moil Enhanced Key Usage(11& 7| AF2) Z= ofeiofl M 21F 0| Ql&Lct
218 M| Details(M S ALE) & oF2i 2| Subject(F#{) 2! Subject Alternative Name(F&l| CHX|| O|#&)
ol2Hodl FQDN win2016.example.comO| Q& LIC}.



i Certificats

General Detsils  Certfication Path

Show: s> o
Fighd valus G
=] win20 16, example.com
RS54 (2048 Bits)

1|Public ke y parametzrs a5 00

Certficate Templabe Mame DamainCentroller
Client Authenticaton (1,3.6, L.

[1]5MIME Capabilty: Obgect I...
WhET D e4B0f 17176 ...

= win2016.example.com |

EdtProperties... | Copy ofie. |




oi Certificate ot
General Detsils  Certfication Path

Showe: .c:.ﬁl:r e

Field Value G
E-Jbla:tﬂzﬂdenufmr W0bT D de 48 0f 2F 17 1706 ...
El.ﬁ.utl-w'rty Key [dentifier KeylD=13d 9F 26 17 fo 11 1f 4...
Hi1|CRL Distribution Points []CRL Distribution Point: Distr....

- [£] Autherity Info Access: Aoc...
Other Hame:DS Object Guid=...
Cugital Signature, Key Enopher...
shal
FaRs 11 ek e nifa dann ¥

Oither Mame:
DSEtI;jEft Guid=04 10909923932 38 24554734 7464 25 cd 05 80

] =W

| EdtProperties... | Copy toFike...

[ox 1]

Enhanced Key Usage(ZL& 7| AF&)0{ A Server Authentication(AHH 21%)0| ZE A|EL|CH.



ga Certificate

General Detsils  Certfication Path

Showe: .cu!.l: e
Ficld Value
|;5ul:-]a:t win 2016, example.com
(5 Pubic key RSA (2048 Bits)
| | Public ke y paramebsrs a5 00
= DomanController

Client Authentication (1.3.6, L...
[11SMIME Capabiity: Obgect 1.

WNET 4 480f M 17 17 e ..
§ 95 37 s 11 12

erver Authentication (1.3.6. 1.5.5.7.3.1)

| EdtProperties... | Copy toFike...

_2r0|5|n4 Eé A2 H §o|o§
View Certificate Hi%%



g Certificate ot

General  Detpils  Certification Path

Certification path

E_I:z-:mpi:-ll'm'lm]ﬁ*:ﬁ
o v 15 example . com

| View Cerlifizate |

Cerlificats stabus:
& cerhficate is DK,

[ 1]

9. RE CA AB Mol CHEt Q1B M M Bt eiLict



g Certificate ot

Gererd Details  Certification Path

B H Certificate Information

This certificate is intended for the following purpose(s):

= Al issuance poloes
= Al appiicabion polioes

Issued tor  example-WINI16-CA

Issued by: sxemple-WINI016-CA

Valid from 4272020 to 4f 15/ 2060

Izmier Statement

[ 1]

10. M5 HE B2 A1 mieloll SAL..& FE[ELICH o|O|X[of EAIE XX




g Certificate ot
General E Certification Path
Shawe: .cu!.l: (¥
Field value i
|;'-'E1'5::rn V3
|_'_'___5'criulrl.|mb:f 1386 45 259d 70 4F 29 42 35,
| 1| Signature algarithm shadSEREA
|- | signature hash akgerithm sha2ss
[l 1smuer axample-WIN2016-CA
[ vakd from Manday, Apri 27, 2020 10:50:...
!_"‘ Wald fo Manday, Apri 15, 3060 10:30:...
il e ayamels ST MR
| EditProperties... | | Copy toFie... |

Z W2 15 M LHIELHZ| OPEALE BfAMEFLICH

4
[m
@)
>
M
<
m
=z
oot
1>
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A Certificate BExport Wizard

Woelcome to the Certificate Export Wizard

This wizard helps you copy cerificates, certficate trust ksts and certficate revocabon
lists from a certificabe store to wour disk,

A eerlificate, which i issued by a cerbification autharity, & a confirmation of your idenlity
and convtains information used to protect data or to establish seoure metwork
cannections, A cerbficate store is the system area where certificates are kept.

To contirwe, dick Mext.

Cancel

12. Base-64 Q1A T X.5098 MEYErLICH



& E¥ Certificate Export Wizard

Export File Format
Certificates can be exported in 2 vaniety of file formats,

Select the format wou want to use:
(C3BER encoded binary ¥, 505 {OER)
[ Bsse-64 encoded x.509 (.cEr)]

() Cryptographic Message Syntax Standard - PKCS 27 Certificates (P7E)
Indude all certficates in the cerbfication path if possble

Personal Information Exchange - PEKCS 212 (PFY)

Indude all certificates in the cerlification path if possible
Dislete the private key if the export is swecessful
Export all extended properties

Enable certificates privacy

Micrasaft Serialized Certificate Store [55T)

Mext Cancel

13. kLol o|F 1 LHEH 2|XIE MEfErLICH



& E¥ Certificate Export Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

Pt

Cancel

& Save As
e = 4 Bl » ThisPC = Deskiop

Organize » Mew fielder

Mame
W Cluick access

[ Desktop
4 Downloads
[ Documents

E Y Y

&= Pictures
System3?

I This PC

g Metwork

[Date modified

w

Type

Mo iterns match your search,

Search Decktop

Fille mamne: I mnd

Sove as type: | Basetd Encoded X509 (*.cer)

~ Hide Folders

= o |




“

A Certificate BExport Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

CilsersadminDeskiopy oot cer

Cancel

14. 22 & FEFLICH




& E¥ Certificate Export Wizard

Completing the Certificate Export Wizard

Tiou have successfuly completed the Certficate Export wizard,

Yo have specified the following s=ttngs:

Swpark Keys Mo
[nchude all certificates in the certification path Mo
S Formart Basetd Encoded X, 504 (*.cer)

Cocs

15. O|X| aiY @IX|Z O|S3stod HZHO|Lt CHE HMAE HET(Z QIZME GLICh.22{™ PEM
A IS M7 EAIELICHUSH MEE + UA&LICH

----- BEGQ N CERTI FI CATE- - - - -

M | DCDCCAf CgAwW BAgl QE4ZG5Z1wT6l ONTj 0oEQy MTANBgkghki GOwOBAQs FADAd
MRs WGQYDVQQDEXJI eGFt cGxI LVAJITj | wMTYt QQEW BcNM AWNDI 3MTQLMDUSWhgP
M A2 MDAOMT KX NDUWNTI aMBOx Gz AZBgNVBAMTEmvV4YWLwb GUt VOI OM AxNi 1DQTCC
ASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQuCggEBAI 8ghT719Nz SQooQPhOYT67b
Ya+PngsxMyvkewP33QLTAWVIHWL ThOMK5BDWO t TaVsgHWPBF d++M+-bLn3Ai ZnHV
OO+k6dVWY/ E5qVKEKSGOY+v940S23161 zdwReMOFhgbc2qMer t | of i cr Rhi honuU
G yeub3CO+meJUuKon2R47C0D35TUvo/ FEHGgXJFaJ S1se2Ur pNO7 KEMkf ALLPuM
aob4XE/ QzxYQPal8dj sNnskf cFqD/ HOTFQN4+Sr ChHW RnUI QBUaLdQaabhi pD/

sVs5PneYJX8YKma821uYl 6j 90Yuyt nsHBt Ci ey C062a8BKgOL7N86HFPFkMA3U8C
AWEAAaNCVEAWDg YDVROPAQH BAQDAg GGVA8 GAL Ud EWEB/ wQFMAMBAF 8WHQYDVROO
BBYEFD2f Jj f 7EROEM HCx CVFN5Qz qEdv MAOGCSqGSI b3DQEBCOWMUAA4I BAQB31ZJ0
vzwWD3c5QLnr NP+6My620FpYHI1k4Ch9S5g/ CECemhcwg8MDI ox\W2dTsj enAEt 7r

phFl HZoCoSyj Bj MyjK3xybnmSeg8vBj CXseYNGENTDc9KWLoFmMTOvdNVI b7 Xpl 11 Va
6t ALTt SANRNgREt x PA6Yy Qot hKGavW)ANf soj k91 cDr 2vpOMTj | BCxsTscbubRl +D
dLEFKQgmVeYVvk Vf +a7a64myPZs G3Uxo0r d6cZxAPKkq/ y| cdwNSJIFf Qv3DgZg+R96
IWL.CR3Ohi g6xy09Zu+l i xcWhdr bADO6z MnbEYEhkhOG Br UEBBI 6Cy83i TZ9ej sk
KgwBJ XEu33Ppl WSE

----- END CERTI FI CATE- - - - -
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FDMO{|A| AnyConnectE T1435t24™H FTDE Smart Licensing AH0l S5 3l 0F 5t R & &t Plus,
Apex EE= VPN Only 2HO|MIAE C|Ho|A0f Z{&3HoF ghL|C}.

1. o|0O|X|oi| E A|E! CHZ Device > Smart LicenseZ O|S g L|C}.

ol e ower Device Maneger = o = — (D] @ () § v
CIsc Meitarirg Pobcies [ S D FTO=% - SAgminisiraior
|
o e imeenem
Checo Firapzsver Thrasi Dalenss for V.. ﬂ
1 o Ktk @ IERVAN ety

() () (]
o]

Interfaces Routing Updates System Settings
Conneciod 2 PO Gookoc aton, Ruks, YOE, Sywoem Upgrade, ManagHmom Aceess
Froabiecd % of 4 Scurity imsligunes P Logging Setings
Wiarw Al interfacea * View Configeration * Wiew Configuration 4 DHCP Serppr

DNS Servir

b o7 ) Mlanzeminm ineiacs:
Srarl License Backup and Restore Troubleshoo ;'_:I’;""""'
Reghsinred Mol 1
o fiers Gl o Cioud Sendces

HebotiShuiices
View Configunation ¥ View Gonfeguration » FEQUEST FILE TO BE CREATED

Traffic Scitimys

UL Finning Pralerenses

2. FTD7} Smart Licensing MH{0ll S5 £[0{ Q! AnyConnect Ux, Apex EE= VPN Only 20| MlA
7t EgstE|of =X ERlF ot

alaile - i} . =E [=—] . adrmin
Firepowar Dewvice Managar iy @ . . @ v -
clgeg  EROY Vs NI Monbodng  Pobcies  Objocts Device: FTD-3 & @ * | Acminiuesior

Dnvize Sumerry

Smart License

COMNECTED Last syno: 16 Apr 2020 08:27 4M 0 Gt Cloud Sandens OF w
SURFICENT LICENSE Bt syme: 18 Aps 2020 G:7 AM
BARSCEPTIN LICEMEER MCLUDED

Thiz Licanss slicws you o periom intrusion detection and pressntion e e conbol, Yo This Licenss allows vou 10 peronm Ceon Advenced Malwars Profection [UMP] wis AWF for
miist hasse this Boanse 10 apply iMnusken poicies 1 oooess nikes. You 250 mist hoeo This Finapovenr ond AMF Threat God. Yiou mest have this hoerse to apply fike pobcios that daloor
e oo ooy fike pobces that costral lies baged on Tle ype. and biock mabwirs in Bl vasminiod ooer poor sk,

Inchchen: ﬁ Irtraciinn Palicy Includis E‘. Fim Palicy

URL License [HAAELE R& VPN Licensa Type  PLUG ~ CASABLE
& Erabled S Er

This license alows pos o coninol web access based on URL cotepoies and repuiations, rather Phrase seleot e Boense tvpe that you purchased v enable remoie access Ve Noe than
M By inciniohul LIAL aloca, Yo k] foive D S ioei 55 Shinjrbey diioSa ich rubich Tl liler veils Finnprirewiad Do Mirieger Soas nal Suspset sy of i advinssid Smilusi ooearid By Bu
fraffic ba=nd on cadegony and reputation A licpmse.

Incledes: UFL Reputatinn Includos: FA-WVPH

AD ID &A &%

1. 24X > ID AR O|S ¢ CtE + 7|2 & 2=I5t 1 o|0|X[o EAIE CHE ADE ME4ELCt




o o = &0 Oaae o :
Wi e Policias bl Do FTD-3 R S B s Acindyirais

clantity Sources

AADS Sarvear

1 LocaldentipSounca LZAL

T§ Eewnt List Flins

ofr

2. 0|™of =ZI8t ME Z Active Directory A0 CHEF A8 MM S Q248 LICHIP T4 CHA
Microsoft A{EH0i| CHall EAE O|F(FQDN)2 At&3t= A< Objects(7HAll) > DNS Group(DNS 1 &
) of2iofl &8t DNS 2 &S BHE040F & L|CH. 23 CFZ Device(EIHFO|A) > System Settings(Al&
2 4%3) > DNS Server(DNS MH)Z 0| S 310 Management Interface( 2| 2/E{H 0|A) 2! Data
Interface(Cl| O|E{ @IE{mH|0|A)0{ A DNS 1 &2 &%t CHZ DNS #2[of Zghet o[22l QIE{H o]
A E X|H5to{ FTDOI| Y DNS I &2 MEELICLFTDL| &2l QlEm 0|20 3o = 71|
Joio|M &AM E & l5te{H Test HES =& LICH 0|2 E EHIAE = FTDL| # 2| 2IET 0|
A0|M AIZE|IH FTDO| 7 E 2t E 7ts 8 QIEH O|A(M: LHE, 2%, DMZ) & 5tLtE SaliAM
7} OFL|=2 2 AnyConnect LDAP 215 Q70| FTDL| 2t & 7Is&F QIEH 0|A & StLEoAM AR E]
D2 AN 835 HL Aufst ZRHE AnyConnect 21501 CHaH St Zoprt B E|X| &L
CHETDOH A LDAP 244 E|AE0f CHEF RFA|EE L& 2 Troubleshooting(E X 1 Z) W01 M Test
AAA and Packet Capture(AAA & THZ! M EHIAE) MEE FESIMAIL.



Add ldentity Realm

@ Identity Realm is used for ldentity

Policies and Remote Access VPN, Any changes impact all features that use

this FL.!| .
Marme Type
LAB-AD Active Directory (AL w

Directory Username

ftd.admin@example.com
Base DN

DC=example,DC=com

Directory Server Configuration
B win2016.example.com:389

Hostname [ IP Address

win2016.example.com

& PR o
 f of Bura g r
Lok | -..-.\. TRt s

Encryption

MNOME

TEST + Connection to realm is successful

Add ancther configuration

[

LDAPS E= STARTTLSE AH&3t= &4
15 ME MEELICLFE CATF OF $7+£|x|
MEIE = AE CA USMH HH)E

off & E PEM Al RE ¢ QIS ME

Directory Password

AD Primary Domain

example.com

e.g. example.com

Port

389

M3t Encryption(& 2 3t)2 MBS CHZ Trusted CA
oI 2 <2 Create New Trusted CA Certificate(Al
LIC}H S E CA 215 A 2| Name(0|&)2 M3 & CHS o™
go{g&LCt



Add Trusted CA Certificate

Mame
LDAPS_ROOT
Paste certificate, or choose file: UPLOAD CERTIFICATE The supported formats anre: PEM, DER.

MIDCDCCAFCGAWIBAGIOEAZG5Z 1 wTBIONTjooEQyMTANBgkghkiGIw0BAQsFADAG
MRswGEOYDVOQDExJleGFeGxILVdJ TIwMTYrQOEwWIBcNMjAWNDIZMTC 1 MDUSWhHhgP

MjaZMDAOMT kxMDUwWNTIaMEBOxGzAZ BgNVBAMTEmWVAYW 1 whGLHWHOMjA=NI 1 DOTCC L%
ACRulY 1A PThur M ANFRAMANAAEDATCT ANACAaER AIRARTT 1022 MnsNDh TR TH

CANCEL 0K
Directory Server Configuration
H win2016.example.com:636 -
Hostname / IP Address Part
win2016.example.com 536
Encrypticn Trusted CA certificate
LDAPS ~ LDAPS_ROOT »

“ ' Connection to realm Is successful

o| x| aei|olMoiME CFE Lol ASEIR&LICH

. O|&: -1
. CIAE{2| AFE X} O|&:ftd.admin@example.com
. 7|2 DN:DC=0{,DC=com
. AD & £ H[2l:example.com
. 3AE O|&/IP F24:win2016.example.com
. XE:389
3. 0|O|X[of| ZEA|E THE REZR SHo ER HE HES S2FLICH

!

-I|I|I|I| n i) 1:' E # Tk
Firepowier Device Managar = @ . @ 3

CIECO ! ! e Manitoing Palicies Oibjacts Do FTO-3 o | E e Ackm T

Identity Sources

2 ojecis q CLu g +

1 LocalidentitySource LOCAL

2 LA-AD A0 w2006 eeEmphs com




4. X|Z Hi x| HES Z=I8L|ct.

Pending Changes

#® Last Deployment Complated Successfully
01 May 2020 12:54 PM. See Deployment Histony

Deployed Version (01 May 2020 12:54 PM) Pending Version @ LEGEND Removed | Added  Edited

) Active Directory Realm Added: LAB-AD

= dirPassword.masked: false

- dirFassword. encryptedString: ===

- directoryConfigurations[@].port: 389

= directoryConfigurations[@].hostname: win2@l6. example.com
- directoryConfigurations[8].encryptionProtocol: KONE

- adPrimarylosain: exampls.com

e dirUsername: fid.sdeinSexanple.con
= baseDM: DL=2xample,DC=com
- enabled: true
= realmId: o
= name: LAB-AD
MORE ACTIONS CAMNCEL DEFLOY MOW | e

AD /&g {8t AnyConnect 7+
T'ESE AD ID £2AE AM&3H24™ AnyConnect T30 24 &3l oF & L|C.

1. olO|x|oil Z A|E! CHZ Device(C|HFO|A) > Remote Access VPN(#Z HAIA VPN)2 2 0|5 &
LICt.

wiliia]i J o = == @ . @ @ s admin
Firar r San r = H
CISCD powar Lavica Manage Monnoning Fuolicies Dhjects Davice: FTD-3 e * Akt

interfeces Routing Updates System Settings

NI T foules Eookocation, Auc, WDE, Sysem Upgrace, RETAORTANG SRS

Ensatiind 3ol 4 Spcurity inteibgance Fads Logging Settings

[ ' " . DHCE Sanwar

Viers Al laeisces > Whew Configuration > View Conliguration *
DMNE e
kansgement Inferisce

Smart License Backup and Restore Troubleshoot

Anges W e crooted yet Cloud Sereicas
RutactiShutdaam

Viersr Conliguration > Wi Configuration b REQUEST FLE TO i CREATED
TraMic Settings
URL Fliering Freferences

Site -to-Site VPN Ramote Access VPN Advanced Configuration Davice Administration

Trare are fo CoTeHons yol Corfigured ncludes: FlesConfig, Sman CLI Audi Evenis, Deplavmen Histony,

1 conneetion | 2 Group Pobcos Dewnbaad Conliguation
Viers Configuration > Wirw Gonfiguration » Vieay Configuration > Vi Configuration ]

2. 0lO|K|of EAIEICHZ 47|35 = HE Z2mQl MM HES S=IFLICH



.||||:||. i o o = T - i
Firapower Devica Menater B 06 0@ : i
CISCD I : N : ariinning Poicies Ohjocts Diesdcn: FTR-3 — 9 . Ackmvwairae

lwice Summang

Remaote Access VPN Connection Profiles

Q-

3. Connection and Client Configuration(21Z & ZZI0|AHE Z1x|Tai[0]4) MMof| A of A st
AD ID AAE MEHEILICI.Connection Profile Name(@1Z2 Z 21t 0|&) X! Client Address Pool

Assignment(22I0|21E T4 E &d) 5 C}E MMl XMatst ke M™EErLch 2 £ Submit
Query(H2| ME)E E=IFLICt

Connection and Client Configuration

pecily how 1o authenticate remale users and the Anylonnect cleats they can use o connest 1o the

Connection Profile Mame

General

Group Aliag zroup LIEL
General

Add Group Alias Bod Group UEL

Primary Identity Source

Authentication Type

| S4848 COnly Client Certificate Only ALA and Client Certificate

Primary Identity Source for Usar Authentication Fallback Local Identity Source

_ F - :\l..". .-E'" :I !I':-. I :.;l'.:l I: I'-‘II !;.:: I:II H::I'I.-.:.. ) -

41 LocaBdentitySource

1 LAB-AD

Y Special-ldentites-Realm

Create mew



Client Address Pool Assignment

IPv4 Address Pool IPvG Address Pool

+ +

5y AnyConnect-Pool

DHCP Sereers
+

CANCEL SUEMIT QUERY

4. Remote User Experience(®Z AtE At 2 3) MMoiM MAHS 8 HAME MENFLICHZ[2HMe
Z DfitGrpPolicy7} AFS ElLICE 2Lt CHE =8 BtE 4 l&Lch



View Group Policy

DitGrpPalicy W

Policy Group Brief Details

DNE = BANNER
DNS Server

Banner Text for Authentcated Clients

Maximum Connection Time [ Alert Intereal Unlimiged / 1 Minutes
Idle Tirme | Alert Inbereal 30 7 1 Minutes
Sirmulianeows Login per Leser 3

IPvd Salit Tunneling Allorey all traffic owar tunnal

IPwE Split Tunnaling Allcres 2 traffic caer tunnel

AnyConmact Clienl Profiles

BACK SUBMIT CLERY

5. Global Settings(T1d AH) Mo =48 SSL RQIB M, 2|5 CIE{H0|A & AnyConnect I 7|
XIE XIHELICERIBMHE o|THol| BHEX| 2t2 B2 7|2 AHA MB eI5 M
(DefaultinternalCertificate) & MEAE 4= UX|EF AZE[E = e M Q15 M HIAIX|7F EAIELICH
&% S E ECi=Zl(sysopt permit-vpn)l|l CHE Bypass Access Control g MEH F{A Sl of LIS
ol AF X} ID HAMA HA F=|0| MEELICINAT HAE 047|0|M & £ Q&LICo| Hm|a
20|40 A= AnyConnect 22I0IME IP FAZ 0|SstE LIF QE{H0|A L 2E ipv4 EEHEIO|
NATOIAM Al ELICH 2|8 §lo4I|'E(outside to outside hairpinning)Zt &2 ECt S& & MHE &
Sl NAT &of et F7F NAT 732 5ok & LICHAnyConnect THF|X|= Cisco X|# AO|E.0f
M & & 5 U&LICH https://software.cisco.com/download/homeAnyConnect {7 |X|& Ct2 2 =5t
24 2 = 8t Plus EE = Apex 2HO|MIA 7} EQBHLICH

A



https://software.cisco.com/download/home

Global Settings

These settings control the basic functioning of the connection. Changes o any of these options
apply to all connection profiles; you cannot configure different settings in different profiles

Certificate of Device Identity

Outside Interface

FTD-3-Manual w

outside (GigabitEthermet0/0) By

Fully-gqualified Domain Mame for the Outside Interface

a3 example.com

2.0, Mvpn. examgie.com

Access Control for VPN Traffic

Degrypled VPN fraflic s subjected to eccess condrgl polioy inspectsnn by detaclt, Enabling the Bypass Access Condrod

O

palicy for dacryptad traffic option bypasses the accass comtrod palicy, but for remobe access VPR, the WPN Filbar &CL
amd 8 suthosizabon ACL downloadad mom tha AAA sarved arg still apphad oo VPN tralffic

Bypass Access Contral palicy for decnypled tralfic (sysopt permil-vpn)

MAT Exempt

@

Inside Interfaces

The intarfaces throagh which remode secess VPN users
can connect to the internal nethwarks

+

insice |GigabitEthemetd/ 1)

AnyConnect Package

Inside Metworks

Tha intarmal nebesorks remale accass WEN usars ana
aliownd 1o usa, The P werslons of the imemal netwarks
and pddnass poola mest match, aither IPwd, IPE, oF
both

+

5y any-ipva

I & usar does notl almaady Rave the gt AnyConnact packaga insalled, e systam will launch the AnyConnest
installar wihen the client avthenticages for the first ime. The w=er can then nstall the package from the sypshem.

You can download AnyConnect paciages from sofbeare.clsco.com

You musd Rave the necadasny ArmyConnect Saftwan licands,

Packages

LIPLOAD PACKAGE

25 Windows: anyconnect-win-4.7.03052-webdeploy-k.pig

I\ Unwe anyconnect-linuxe-4.7.03052-webdeploy-kd.pkg

6. 2 M Mol A AnyConnect7} X445 A|

MHEIMER 2Ol OHS Tol MES B



~ Summary

General

Primary Identity Source

Authentication Type Ab Only
Primary Identity Source AL LAB-AD
Fallback Local kSantity Sdunce -

Strip Identity Source server from usemame Mo

Strip Group from Usemame Mo

Secondary |dentity Source
Secondary ldentity Source for User Authentication =
Fallback Local éantity Source

"\_:'l Advanced

Auwthorization Server

Accounting Server

Client Address Pool Assignment

BACK SUBMIT QUERY

7.0|00X|of EAIE CHE RQER JHO BER 2 HE HES S LICH

-I|I|l|l| i)

E . = 7] ==m + admin
Firapovear Devica Manager - - @ = @ @ 3
CISCO ! e Mononing Fuolicies Dhjecis Davice: FTD-3 (] # Arfminmtaae

e Summary

Remote Access WPN Connaction Profiles

@

1 object Q_ Ceamzar .I.

1 General AuFanicaton: S28 Only CitiGrpFoboy
AuTemton:  Nona
Ancousting:  Mone

8. X|& 75 & F=Fuch



Pending Changes

& Last Deployment GComplated Successfully

41 PM, Sea Deployment Histony

Deployed Version (16 apr 2020 12:41 PM) Pending Version @ LEGEND Removed | Added | Edited
9 Metwork Object Added: AnyConnect-Pool o~

= SubTyps: Network

= value: 18.18.19.8724

= 1sSystembefined: false

= dnsResolution: IFVE_AND TPWS

= name: AnyConnect=Pool

u RA VPN Added: NGFW=Remobe-Access=-VPN

- ypaGatedsaysettings 9] . exesptMatRule: trus

- vpibatesaysettings @] .outsideFgdn: FLd3, edamle.con

- ypaGatesaysettings 8] . bypassiccessControl ForYPRTraffic: ta
- name;: MNGFW-Remate-iccess-VPN

anyconnectPackageFiles:

- anyconnect-win-4.7 85352 -webdeploy-k9. pkg
vprbatewaySettings [@]  serverCertificate;

- FTO-3-Manwal

vpnbatewaySettings[8] .cutsideInterface:

= autside

vproatewaySettings [@] . insidelnterfaces

- inzide

vprbatewaySettings[@] . insideletworks: =
MORE ACTIONS CANCEL DEPLOY MOW | L

ALEX} DO CiE ID A #dst U 2ok HHM 7Y

Oltlf AnyConnect AF8 A= H3 MO R G4ZE = Qlo{of 5t X2t §H BlAA0| BMASHK| ZE
&= & LIct.o| EHA| A= AnyConnect tFEIXP LH9_| A& X2 RDPE A& 3601 IR 2lAA0] o
A £ UTE ALK IDE &/43t5HH, AnyConnect AFEAHE & LHQ| AFEXIEF HTTPE AL
5o LIS 2laAao| HAZ8E = U&Lch

1. Policies(®%l) > Identity(ID)2 0|5 5t Enable Identity Policy(ID =2 g4sh& 32|gLict.
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auanflre . . -1
vl Frapowair Dervicsr Manadar = o
CISCo - Haniioning Frlcia:

o Security Policies

=h "} S5 Doorypt ) Rty

Establishing Lser ldenmtity

‘Yiou can wse idendity policies o colioo wsor
ety informmabion from connecions, You
iz Hhaan ey ussge Baseedl Gn soeer Eenliy
i d diciisearcs, and conligoie aosnss
contrdl based Of USET Of wSed GrTiD. By
Finking ratwork behavior, tralfic, and events
dirsgaty bo indaddusl yers, e sysies can
bl oy I-ﬂfllll!'.h'lllll sinrew of polcy
Dreaches, anecks, Or netsank
wulnerabifies

ol Zm|azfo|MolM= F7t A
E gLt

i o
sl Firapovear Device Managor - o
IS0 - Manhioning Polcax

& Security Policies

RN ET o - |
Identicy Policy ‘:}

I|zeflolMdol &

Djecis Device: FTR-1

OO0 : =
) AchTdndsrrance

a NAT ﬁ Ininessan

& Access Controd

How |dentity policies work

(] s

PASSIVE ALTHENTICATION

LEVERSGE IDENTITY
J‘S-U"S-.u. * D e D * ' '

by
MULTIFE
DENTITIES

CENTITY S0LURTES

ERLRELE IDENTTTY POLICY

Q5tX| S Default Action(7|2 H)S2ZL &

E | c@eo : =
Objpcts Dence: FTO-3 - " Avmisrance

ﬁ NAT a Rireseon

& Access Control

q = %

Dafmulk Actien |ﬂmm Futy kentity Source vI i}

2. Policies(3&) > NATZ O|S
off MHE NAT oflQ|of SES B2

alvtl L e m @
CISco F (={E ) Digsvice Managear Moniaing Pelicks

o Secunty Policies

0 weniny
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5= =
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CREATE IDENTITY FULE

MotH FHEER= K] = elEL|CH AnyConnect A7
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3. 8H > HMA F[o{2 O|SELICH 0| MM M= Default Action(7 & &*?Q)OI Block(AtEhH2 2 A
7§>E|‘1 HMA 50| HEE|X| t22 2 AnyConnect AHERI7F AL OFF W HMAE £

A&LICH+ 7| EE Create Access Ruleg 22l5t04 M 722 F7H&fLICH

' ol "y Y — : !j' i : |
CISCO bkt Mg Pk D Dirwico: FTD-3 =y

j
-
-+

i)

& Security Policies

E ldandity -a MNAT a A Comenl Q nesion

Dwtauhi Ackicn | fzzsas Coriel (@ Binck )

4. MMe ZHe 2 HE E 2dgL|ct. o] Hx|2el|o|Mol = AnyConnect Admins & LS| AIE
A7F LHE WE 23 2| Windows Server0l| CHEH RDP HMAE 7FR{oF & LICH AAO| AR P2
AnyConnect AF& X7t @12 E Q|F IE{H O|A Q! outside_zoneL 2 &1 HEX T = 0|0
AnyConnect Z2I0[HE0| IP FLE &H ST T F4E AnyConnect-Pool ZX 2 T4 EL|CH
FDM2| AtE X} IDS| AR £A7H B U HELII T ALSA7E HAAS AlEHE gdo|ofoF g Lct
LCHA o] B2 BA2 Windows Server7t = LIE QIE{H|0|AQl inside_zoneL 2 T+ E|1 HE
2|3 = Windows Server7t = MEHIE Holst= THA 2l Inside Net X2 FEE|H, ZE/ZE
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Edit Access Rule

Oirdder Tithe Action
1 - [ AC ROP Access I Bl Ailow

o . —— B . i - - . -

SourcedDestination Apglications URL= Usars Intrusion Podicy File palicy Lagging
SOURCE DESTEATION
vk T Matweiwks + Poaks T Forwa * Mle=arsrkn g PertaProtecol ™
E outside_zone 5) AnyConneci-Pool E inside_zona 5 nsiche_Met ‘:} ROP-TCP

5, RDF-UDF

Ct.

A K= Windows Server0i| CHE RDP M A7 SR ELICH+ 7|2 E 2

25t
A

Che MEs 1B 22U O Helg SALLICIHE A8 ID £



Order Tithe Action

SourgedDestination Apgglications URL= Intrusion pﬁ’li(’-‘p‘“ FillEﬂCl"l:'.ln Lagging

AVAILABLE USERS u L& CONTROLLING ACCESS FOR USERS AND USER GROUPS

IF you configure dentity policies wo establish user idenlity based on source 1P

T Fir Bddress, wiu can conbol S0Cess DS ON WS NBME OF USEr group
membarship, By controling access based on usar identity, you can apply the
approgriate access camrobs whether the user changes warkstations or obtains &

T o different address through DHCP. If you base rules on group membership, user
nabwiore access changes as users change roles in yaur crganization, maving
2, LAB-A0 '\ Accound Operators (= fram ane group 1o another.

X Lap-al '\ Administrators

A LAD-al ' Allowesd RODE Password Replication Group

_15 LAE-AD '\ AnyConnacy Lyers -

Create naw ldentty Realm CAMCEL n

Show Diagram {:- ) CANCEL “

Oircder Tithe Action
1 w AC RDP Accoss
SourcelDastination Apgplications URLs Lksars Inrusion Mi-:.ru File poliu:-.-n Logging
AVAILABLE ISERS + h CONTROLLING ACCESE FOR USERS AND UEER GROUPE

IF you configure Mentity policies o establish uger identity based on scurce [P
addrass, you can contnol ACCess Dased On uSar Name of usar group
mesmBaiship. By contmaling access based an user idenlity, wou can apply the
approgriate access camrols whether the user changes warkstations or obiains a
different address through DHCP. I you base rules on group membership, user
rebwork access changes as users change roles in your crganization, maving
fram one group 1o another.

I, Log-a0 ) AnyConnect Admins

serc € =

5. ZIQ3t AR FI} HUMA FEIS MABtLICHO| Z4T| 28 0]|40i AHE AnyConnect AL A 18

e



Cirgder Tithe

2z~ AC HTTP Access | B Alowe

“ ; - S : . ] : . .

Sourced Dastination Applications URLs U=zars Intrusiom Policy Fila policy Lagging

SOURCE DESTRATION

Tonak + Hatwesvks + ok + Ferwn + hlgmartsrien + Perta/Proteent +

kg ouside_zone 53 AnyConnect-Pool g inside_zone 5 insicke_Poet 5 HTTP
CAMCEL ok

DiE

T
Show Diagram () )

Edit Access Rule

Oircder Tithe

AC HTTP Access
URLs LFzars

SourcelDastination Apgplications

AVAILABLE LM5ERS

Action

InArusion H:Hi-:,rn File pculiu:-.-n Logging

+ I CONTROLLING ACCESS FOR USERS AND USER GROUPS

IF you confgure identily policies w establish user idenlity basad on source IP

B, Lad-aAD % AnyConnect Usors

address, you can conbrol access based 0N ESEr NAME OF USEr group
membarship, By controling access based on usar identity, you can apply the

approgriate access cantrals whether the user changes warkstamons of abtains &
different address through DHCP. I you base rules on group membership, uses
nebwiork access changes as users change roles in youwr crganization, maving

fram ane group 1o another.

Shw Diagram 'M._JI :_::1 ‘_a ) CARCEL oK
6. HAMA & AIacioldE #elet ChE ol0lX|o ZA|E iz 2B% 4Erol /= Pending



altlt nawer Device i ¥ =
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Raritaring Pakcas CHEida Chirten: FTD=3 O = . - Adminisiratos
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=l = » ) dentity — . i NAT
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Pending Changes

ﬂ- Last Deployment Completed Successiully

ZB Apr 2020 01:35 FM. See Deplovmen History
Deploved Version (28 Apr 2020 01:35 PM) Pending Version @ LEGED Resoved | Added | Editec
) Access Rule Added: AC HTTP Access S
= users[@].name; AnyConnect Users
- logFiles: false
- eventloghction: LOG_HONE
= ruleld: 26B435457
- name: AC HTTP Access
sourcelones:
- purtside zone
destinationfones:
- iriside zone
sourceNatworks:
= AryLonnect-Pool
gestinationNetworks:
= Inside_Het
gestinationPorts:
= HITP
wsers[ B8] . didentitySouros:
= LAB-A0

) Access Rule Added: AC RDP Access
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AAA Z1x| g o] M

show runni ng-confi gurati on aaa-server

aaa-server LAB-AD protocol |ldap realmid 7 aaa-server LAB-AD host wi n2016. exanpl e.com server -
port 389 | dap-base-dn DC=exanpl e, DC=com | dap- scope subtree | dap-I|ogin-password ***** | dap-1|ogi n-
dn ftd.adm n@xanpl e. com server-type auto-detect

AnyConnect 7

> show runni ng-confi g webvpn
webvpn
enabl e outsi de
htt p- headers
hst s-server
enabl e
max- age 31536000
i ncl ude- sub- donai ns
no prel oad
hsts-client
enabl e
X-cont ent -type-options
X-XSS-protection
content-security-policy
anyconnect image di sk0:/anyconnpkgs/ anyconnect -1 i nux64-4. 7. 03052- webdepl oy- k9. pkg 1
anyconnect image di sk0:/anyconnpkgs/ anyconnect -w n-4. 7. 03052- webdepl oy- k9. pkg 2
anyconnect enabl e
tunnel -group-1ist enable
cache
di sabl e
error-recovery disable

> show runni ng-confi g tunnel - group
tunnel - group General type renpte-access
tunnel - group General general-attributes
addr ess- pool AnyConnect - Pool
aut henti cati on-server-group LAB-AD
tunnel - group General webvpn-attributes
group-alias Ceneral enable

> show runni ng-confi g group-policy
group-policy DfltG pPolicy attributes
vpn-tunnel - protocol ssl-client
split-tunnel -policy tunnel specified
split-tunnel -network-1ist value DfltG pPolicy|splitAcl
webvpn

anyconnect ssl dtls none

> show runni ng-config ssl
ssl trust-point FTD 3-Manual outside

AnyConnect2 214 & MM A Ao Al =] &0l



’;'E' Cisco AnyConnect Secure Mobility Client —

VPN
Contacting ftd3.example.com.

ftd 3.example. com Connect

!’S‘ Cisco AnyConnect | ftd3.example.com

Group: General i

Username: | it.admin

Password: | s*ss=sss|

(84 Cancel

!'5:' Cisco AnyConnect Secure Mobility Client — X

Connected to ftd3.example. com.

ftd3.example.com E  Disconnect

00:00:14 IPv4

a0

AEXHIT 22lX7F Windows Server0d| CH e RDP HA|A # 80| 2= AnyConnect & 2IXF & 0|
UK|ZH HTTPO| HAMAE 4= & LICH O] Mol CHEF RDP 2! Firefox M412 ™ O] AL X} 7}
RDPE SaHAMEF Mol HMAE = U=X| & lgtLct




Windows Secunty

Enter your credentials
These credentials will be used to connect to win 2006 eamplecam,

!E" I
| Remote Desktop | ser name
»¢/ Connection o)
U Paszwoad
win201E peampke com Domain:
Usernams:  Nons speofisd
You wil bo asksd for credentials when you connect. [JRemembes my credentials

- & Problem oading page *

— o G © @ win20i6.eample.com e i n D &

]

The sereer at win2016.example.com is taking too long to respond.

# The zite could be temporarily unavailable or too busy. Try again in a
few roments.

= |f you are unable to load any pages, check your computer’s network
COnnection,

# |f your computer or network is protected by a firewall or proxy,
make sure that Firefox is permitted to access the Web,

HTTP HAl|lA I 2AX|2H RDP HAM|A F8H0| @i= AnyConnect AL AF 1 &0 = HAE AL
Q'XPE Ej_l_él_ F 74 o_II-IA-”A x.||o.| K-IxH -|_-|'-7°|O| x_-llgﬂfﬂ §|‘O|o|‘ A OIAL_||:|._

AN EH

&_,‘ Remote Desktop
»¢ Connection

@ FEemaote Desktop can’t connect to the remote computer for ane of thess reasons:

1) Remote access to the server i not enabled
Comprter  win201E=mmple.com e 2) The reroate computer is turned off

3) The rernghe computer is not available on the network
Uesr ramia.  Mone spaciied

Make sure the remole compufer is lumed on and connected to the nebwork, and that remete
You vl be: ashed for credentials when you connect, .

x| Show Optio...

115 Windaws Sereer

- o @ @ & winZ016.examplecom o [ n O & &

indows Serve
Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa




=4

glg

4

At&stod Hm|aefo|Mo| M= 2 Sst=X] #HlgL|ct
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fjo

C|tH&E
Ol Clt{1= Rk CLIOIA Al35t04 LDAP Q15 22 2/|E 28 4= 9!&LIChdebug Idap 255.

AEXHID AMA Ko HHM EME sti@st7| e AAE X[ BEY AT CIHAE SeHAEHT
otod EBfE 0| 0i|7|X]| &t H 518 EI7-ILP AtEHE O|R & #Helg +~ AU&LCH

LDAP C|HHZ &Y

[53] Session Start
[53] New request Session, context 0x00002b1d13f4bbf0, reqType = Authentication
[53] Fiber started
[53] Creating LDAP context w th uri=ldap://192.168.1.1:389
[53] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
[53] supportedLDAPVersion: value = 3
[53] supportedLDAPVersion: value = 2
[53] LDAP server 192.168.1.1 is Active directory
[53] Binding as ftd.adm n@xanpl e. com
[53] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[53] LDAP Search:
Base DN = [ DC=exanpl e, DC=com
Filter = [sAMAccount Name=it.adm n]
Scope = [ SUBTREE]
[53] User DN = [CN=I T Admi n, CN=User s, DC=exanpl e, DC=conj
[53] Talking to Active Directory server 192.168.1.1
[53] Reading password policy for it.admn, dn:CN=IT Adm n, CN=User s, DC=exanpl e, DC=com
[53] Read bad password count 6
[53] Binding as it.admn
[53] Performing Sinple authentication for it.admn to 192.168.1.1
[53] Processing LDAP response for user it.admn
[53] Message (it.admn):
[53] Authentication successful for it.admn to 192.168.1.1
[53] Retrieved User Attributes:

[ 53] obj ect d ass: value = top

[ 53] obj ect 0 ass: val ue = person

[ 53] obj ect d ass: val ue = organi zati onal Person
[ 53] obj ect O ass: val ue = user

[ 53] cn: value = 1T Admin

[ 53] sn: value = Adm n

[ 53] gi venNanme: value = 1IT

[ 53] di stingui shedNanme: value = CN=IT Adm n, CN=User s, DC=exanpl e, DC=com
[ 53] i nstanceType: value = 4

[ 53] whenCreat ed: val ue = 20200421025811. 0Z

[ 53] whenChanged: val ue = 20200421204622. 0Z

[ 53] di spl ayNane: value = IT Admin

[ 53] USNCr eat ed: val ue = 25896
[ 53] menber O : val ue = CN=AnyConnect Adnmi ns, CN=User s, DC=exanpl e, DC=com
[ 53] uSNChanged: val ue = 26119

[ 53] nanme: value = I T Admin
[ 53] object@U D value = &..J..0.2w...cC
[ 53] user Account Control : value = 512

[ 53] badPwdCount: value = 6
[ 53] codePage: value = 0



[ 53] countryCode: value = 0

[ 53] badPasswor dTi ne: val ue = 132320354378176394

[ 53] | astLogoff: value =0

[ 53] | ast Logon: value = 0

[ 53] pwdLast Set: val ue = 132319114917186142

[ 53] primaryG oupl D: value = 513

[ 53] objectSid: value = ............. {r...;..... j--

[ 53] account Expi res: val ue = 9223372036854775807

[ 53] I ogonCount: value =0

[ 53] sAMAccount Nane: value = it.admn

[ 53] sAMAccount Type: val ue = 805306368

[ 53] user Princi pal Name: val ue = it.adm n@xanpl e. com
[ 53] obj ect Cat egory: val ue = CN=Per son, CN=Schenma, CN=Confi gur at i on, DC=exanpl e, DC=com
[ 53] dSCor ePr opagat i onDat a: val ue = 16010101000000. 0Z
[ 53] | ast LogonTi mest anp: val ue = 132319755825875876
[53] Fiber exit Tx=515 bytes Rx=2659 bytes, status=1

[ 53] Session End

LDAP MHHete| eids H™E + o

S

[-2147483611] Session Start
[-2147483611] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483611] Fiber started
[-2147483611] Creating LDAP context with uri=ldap://171.16.1.1: 389
[-2147483611] Connect to LDAP server: ldap://172.16.1.1:389, status = Failed
[-2147483611] Unable to read rootDSE. Can't contact LDAP server.
[-2147483611] Fiber exit Tx=0 bytes Rx=0 bytes, status=-2
[-2147483611] Session End
SPVESIEE P}
. BtREE =I5t 1 FTD7} LDAP MHERE SEHE s AlISt=X| =gt
- LDAPS EE= STARTTLSE At835t= A SSL #MEMO|T 7 HBHoR E2EH £ AEE 2
HHE FE CA QIBME AZE & J=X| gL/t
. SHIE IP A9 ZEJF A EIEX| HOIELICLSAE O|&2 AL85HE 7 DNS7H 242

P =AZ 80|58 & Ql=x| 20I3t_|C},

HIQIZ! 2321 DN

[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
credentials

NEE 27 ¥R EIUGLICH

Session Start
New request Sessi on,
Fi ber started
Creating LDAP context with uri=ldap://192.168.1.1:389
Connect to LDAP server: |dap://192.168.1.1:389, status

cont ext 0x00007f 9e65ccdc40, reqType = Authentication

= Successful

def aul t Nanmi ngCont ext: val ue = DC=exanpl e, DC=com
support edLDAPVer si on: value = 3

support edLDAPVer si on: value = 2

LDAP server 192.168.1.1 is Active directory
support edSASLMechani snms: val ue = GSSAPI

support edSASLMechani sns: val ue = GSS- SPNEGO
support edSASLMechani sns: val ue = EXTERNAL
support edSASLMechani sns: val ue = DI GEST- MD5

Bi ndi ng as ftd.adnm n@xanpl e. com
Perform ng Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
Sinpl e authentication for ftd.adm n@xanpl e.comreturned code (49) Invalid



[-2147483615] Failed to bind as administrator returned code (-1) Can't contact LDAP server

[-2147483615] Fiber exit Tx=186 bytes Rx=744 bytes,

status=-2

[-2147483615] Session End

Idp.

I

- =2

=

AR S2M200 DN Y 2720 HlYHE T} A 2)
exeS AF85H04 AD MEHOIA ZHQIE £ Q& LICH A0l Idp AFS T AT
CHAE 23t AlAlL.

EX| #elstedH Chs

1. AD MH0|MH Win+R2 +

27 |dp.exeE HMEHLCE.

2.

Run

[

Type the name of a program, folder, document, or Internet
resource, and Windows will cpen it for you.

Open:

R

>4,

QK I Cancel Browse...

#E|ErLCt. o|0|x|ol| EAIE HxH

=
~

7t M A F S =R =] EF"._lé*l—IEP ol=
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£ Ldp - O X

Browse View Options Utilities Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Ctrl+M
Save
Save As

Exit

NUM

3. 2| localhoste} ST ZEE X|XH$t CI2 &Qleg Z2IshL|C}.

Connect X

server: | RREaT

Port: 389 [ ] connectionless

[]ssL
I oK Cancel

4. 2QEZ Yol HE%0l A2 LIEIHLHE BIAE 7} E AIELIC} Connection(®Z) > Bind...B &
X

=
2|grL|ct. o|o|X|ofl EAIE! Zdx{H




A7 |dap://win2016.example.com/DC=example, DC=com — [ >

ICﬂ-nnE::tiun Browse View Options Utilities Help

Connect... id = Idap_open ['-'Iu calhost”, 3289}, s
_ _Esta blished con n_ectiun to localhost.
Bind... ':tf|+5| Retfrieving baze DSA information. ..
. Getting 1 entries:
D ct
seenne Dn: {RootDSE)
configurationMamingContext:
et S CH=Configuraticn, DC=example, DC=com;
Save currentfTime: SM1M1/2020 4:18:55 PM Eastern Daylight
Time;
Save As

defautMamingContext: DC=example DC=com;
] dnsHostName: win2016. example. com;
Exit domainContrellerFunctionality: 7 = { WINZ018 ),
domainFunctionality: 7 = { WINZ016 ),
deZerviceMame: CH=NTDS
seftings, CH=WINZ018 CH=5ervers, CH=Default-
First-Site-
Mame, CH=5ites, CH=Configuration DC=example DC=
COom,
forestFunctionality: 7 = [ WINZ018 J;
highestCommittedUSM: 13410,
izGlobalCatalegReady: TRUE;
izsynchronized: TRUE;
IHanServiceNames pxamnle comowin?016

5. Ee HIQIE S M=ist Oh CIME 2l AR AL R 018 L HIYWS S xIMErLIchaele St

Bind X
L=zer: ftd. admin @example.com
Password: TIIII1L
Domair:
Bind type

(") Bind as currently logged on user
[ ) Bind with u:redentlals

) Advanced {DIGES‘I’}

Encrypt traffic after bind

Advanced Cancel oK I

335t Idp= Authenticated as DOMAIN\username(DOMAIN\username2 £ 215 E)E




£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

T2 040 113056 1.4 2755;
1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2305;

supportedl DAPPolicies (20} MaxPoolThreads;
MaxPercentDirSyncReguests, MaxDatagramRecy;
MaxReceiveBuffer; InitRecvTimeout;
MaxConnections; MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=zages; MaxtueryDuration;
MaxDirSyncDuration;, MaxTempTableSize;
MaxResultsetSize; MinFesultSets,
MaxResultSetzPerConn; MaxNotificationPerConn,
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiBemoryLimitPercent;

suppertedl DAPYersion (2): 3; 2;

supportedSASLMechanizms (4); GSSAPL GS5-
SPNEGOD; EXTERMAL, DIGEST-MDS,

res = ldap_simple_bind_s({ld, "ftd. admini@example.conT,
<unavailable=}); f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

SEoHX| S ABAF OIS £k HIUHE 2 HHITE AlTohed Of2{8t QR 7 WARLICH



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

MaxRezultSetSize, MinResultSets, s

MaxResultSetzsPerConn; MaxNotificationPerConn,

MaxValRange; MaxValRangeTransitive;

ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55

SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

Ready

LDAP MHoIX ALEX O|B &8 &E + AUS

[-2147483612] Session Start
[-2147483612] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483612] Fiber started
[-2147483612] Creating LDAP context with uri=ldap://192.168.1.1: 389
[-2147483612] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
[-2147483612] supportedLDAPVersion: value = 3
[-2147483612] supportedLDAPVersion: value = 2
[-2147483612] LDAP server 192.168.1.1 is Active directory
[-2147483612] Binding as ftd.adm n@xanpl e. com
[-2147483612] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[-2147483612] LDAP Search:
Base DN = [ dc=exanpl e, dc=comn
Filter = [samaccountnanme=it.admi]
Scope = [ SUBTREE]
[-2147483612] search result parsing returned failure status
[-2147483612] Talking to Active Directory server 192.168.1.1
[-2147483612] Readi ng password policy for it.adm, dn:
[-2147483612] Binding as ftd.adm n@xanpl e. com
[-2147483612] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[-2147483612] Fiber exit Tx=456 bytes Rx=1082 bytes, status=-1
[-2147483612] Session End
TAHE 2 MADTFTDOIM 88t AMO 2 AHSXIE &S 4 AUEX| 2QIFLICHIdp.exeT Al
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£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X
Connection Browse | View | Options  Utilities  Help
ﬁree Ctrl+T ™
Enterprise Configuration laxPoolThreads:
ztg; MaxDatagramRecyv,
" Status Bar wwTimeout;
Set Font... I'I.H2||ETII'I'IE; r.'IE:-{F'ag.eS!ze;
=, MaxQueryDuration;
MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPYersion (2): 3; 2
supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;
res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
<ynavailable=), # v.3
Authenticated as: "EXAMPLE\ftd. admin’.
| W
2. FTDOi| 7 El 7|2 DNE X|d¢t 2 OKE Z=/gfLch
Tree View it
BaseDN: DE=exampIe.DE=n:Dm| ~
Cancel
3. 7|2 DN2 0t2A QEF HESR ZF&|¢t O3 o|0[X|o] EA|E THE Search(HdA)E Z=IEL

Ct.



Browse

Connection

A ldap:/fwin2016.example.com/DC=example,DC=com

— O x

e} DC=example DC=com

Create a new document

View Options Utilities Help
- cipals, DC=example DC=com;, A

Search Ctri+5 ]  41D2B9AAODCO4FTIFS0S:CN
Virtual List View -example, DC=com,

110257 C400C04FDE80SCD:C
Delete Ctrl+D -example, DC=com;
Modify Ctrl+ M 1101 ADEDOOCOLFDEDSCD:C

=gxample DC=com;
Modify DN Ctrl+R 110 ADEDOOCO4FDEDSCDC

i Jle, DC=com;

Add child Crl+A L1 101AA4BO0CO4FDTDE3A0
Compare ;, DC=example, DC=com;

10 ADEDODC4FDEDSCDC
Advanced ample, DC=com;

31101 ADEDOOCOLFDEDSCD:C
Copy DN g, DC=com;
Copy Chrl+C 0 3:43:5% PM Eastern Daylight
Select all 2:41:57 PM Eastern Daylight
Clear output Ctrl+MN

W

4. CIH0| EAIE Zi0 5

LICE.

. 7|2 DN:dc=04,dc=com

7|2 DB,

M
o

S

. ZlE{:samaccountname=it.admi

. H4Q|:SUBTREE

1



A7 |dap://win2016.example.com/DC=example, DC=com — [ >

Connection  Browse View Options  Utilities  Help

C b % Mo=example DC=com; e
' p&a1 101 ADEDOCCO4FDEDSCDC

|DC=example, DC=com;

Base DM: | DC=example,DC=com « | 13881101 ADEDOOCO4FDEDSCD:C

ample, DC=com;

f021101 AA4BOOCO4FDTDEIA:O

Scope lers, DC=example DC=com;

581101 ADEDOOCO4FDEDSCD.C
I:::I A58 ID n=LEve rexample, DC=com;

_ G211 ADEDOOCO4FDEDSCIC
Attributes: | objectClass;name;description;canonicalMame ~ mple, DC=com;

[020 3:43:59 PM Eastern Daylight

Filter: sAMAccountMName =it.admi w

Ot =) Cl
ptions I un I - }20 2:41:57 PM Eastern Daylight

l1'|'|'|'\.|I

=*hearching...

iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admi”®, attrList, 0, &m=sg)
Geﬁing 0 entries:

Ready

|dpE Base DN dc=example,dc=com0lA samaccountname=it.admi& 7=l AL X} H/Z 0| gi7]| l
Zolo g53s a&Lct

2 HIE samaccountname=it.admin2 2 C}A|

Al=stH CHE 207 EA|E LICHIdp= Base DN
dc=example,dc=com Of2Z{0{| A 17Ho| =2

2|l DN2 IMELICH

k1 H1
g|=l
ol
>
ol
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57 |da pfiw

in2016.example.com/DC=example DC=com — [ >

Connection  Browse View Options  Utilities  Help
seoTTDTADEDUOLOAFDEDoLDIL
- |DC=example, DC=com:
s881101 ADEDOOCO4FDE05CO.C
Base DN: | DC=example,DC=com « || Bmple,DC=com;
021101 AA4B00CO4FDTDE34A:0
Filter: sAMAccountMame =it.admin ~ || lers,DC=example DC=com:
— p&81101 ADEDOOCO4FDEDSCIC
SCope i
rexample, DC=com;
Opase  (Oorelevel |@ subtree I 6881101 ADEDOOCO4FDA05CDC
mple,DC=com;
Attributes: | objectClass;name;description;canonicalName | 1020 3:43:59 PM Eastern Daylight
120 2:41:57 PM Eastern Daylight
Options I Run I Close
=rrearching...
iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admin®, attrList, 0, &m=g)
Getting 1 entries:
Dn: CH=IT Admin,CH=Users,DC=example,DC=com
canonicalMame: example.com/Users/T Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;
USEr;
W
Ready
A%t o|Fof CiEh &R E HIEHE
[-2147483613] Session Start
[-2147483613] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483613] Fiber started
[-2147483613] Creating LDAP context with uri=Ildap://192.168.1.1: 389
[-2147483613] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
[-2147483613] supportedLDAPVersion: value = 3
[-2147483613] supportedLDAPVersion: value = 2
[-2147483613] LDAP server 192.168.1.1 is Active directory
[-2147483613] Binding as ftd.adm n@xanpl e. com
[-2147483613] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[-2147483613] LDAP Search:
Base DN = [ dc=exanpl e, dc=comn
Filter = [samaccountname=it. adm n]
Scope = [ SUBTREE]
[-2147483613] User DN = [CN=I T Adm n, CN=User s, DC=exanpl e, DC=conj
[-2147483613] Talking to Active Directory server 192.168.1.1
[-2147483613] Readi ng password policy for it.admn, dn:CN=IT Admi n, CN=User s, DC=exanpl e, DC=com
[-2147483613] Read bad password count O
[-2147483613] Binding as it.admn
[-2147483613] Performing Sinple authentication for it.admn to 192.168.1.1




[-2147483613] simple authentication for it.admin returned code (49) Invalid credentials
[-2147483613] Message (it.admi n): 80090308: LdapErr: DSID-0C09042A, comment:

Accept SecurityContext error, data 52e, v3839

[-2147483613] Invalid password for it.admin

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1

[-2147483613] Session End

HANM £FMAMSA HIZEHE 7 HEHSH 8|0 I B2 E|X] oI =X] HlFFLCh 2T
Q! DNI} OtEH7HR|2 FTDE AFE AL RH4 SBE AFE 35101 ADo]| CHal HHCIE S & LICt. O] HE
olzl2 AD7} S U ALK} O|E T &5 RHA §U='° QIAE £ QIEX| #Qlst7| 28l Idpoll M=

W

+3E 2~ Ql&LIChIidpel B A= Binding Login DN %/&E £ Password Incorrect Al AMoi| 3£ AIE|L|CH
.EE 8t Microsoft Server Event Viewer 21 & ?:'.'E%}EH I8t 0| E & £ laLCH.

o

[>

E™AEX 0|§ L HILUHS Z FTDOIAM 215 A E AIZD|0|M517| 2I5H test aaa-server B

S AFRE & QI&LICHOIZ EE 0I5 ATIS HIAESHE Of ASE & olaLicho| Haie ElIéE

aaa-server authentication [AAA-server] host [AD IP/hostname] &/ L|C}.

E AAA

> show runni ng-configurati on aaa-server
aaa- server LAB-AD protocol |dap

realmid 7
aaa- server LAB-AD host win2016.example.com
server-port 389

| dap- base-dn DC=exanpl e, DC=com

| dap- scope subtree

| dap- | ogi n- password *****

| dap-1 ogi n-dn ftd.adm n@xanpl e. com
server-type auto-detect

> test aaa-server authentication LAB-AD host win2016.example.com

Usernane: it.admn

PaSSV\DI’d *kkkkk k%

INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO  Aut henticati on Successful

i 0 AD MO HAZE 4 QU=X] &g = U&LICHLDAP IHZ!0| FTDO A LE
o 80| i B2 2t EME LiEH £ &L

ChE2 U LDAP EEEE 2o & X YLICH

> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known vi a "connected", distance 0, netric O (connected, via interface)
Routing Descriptor Bl ocks:
* directly connected, via inside
Route netric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389
> show capture

capture AD type rawdata interface inside [Capturing - O bytes]
match tcp any host 192.168.1.1 eq | dap



> test aaa-server authentication LAB-AD host wi n2016. exanpl e.com usernane it.adm n password
*kkk k%

INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO Aut hentication Successful

> show capture
capture AD type rawdata interface inside [Capturing - 10905 bytes]
match tcp any host 192.168.1.1 eq | dap

> show capture AD

54 packets captured

1: 23:02:16.770712 192.168.1.17.61960 > 192.168.1.1.389: S 3681912834: 3681912834(0) win
32768 <mss 1460, nop, nop, ti mestanp 1061373057 0>

2: 23:02:16. 772009 192.168.1.1.389 > 192.168.1.17.61960: S 491521506: 491521506(0) ack
3681912835 wi n 8192 <mss 1460, nop, nop, ti mestanp 762393884 1061373057>

3: 23:02:16. 772039 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491521507 win 32768
<nop, nop, ti mestanp 1061373058 762393884>

4: 23:02:16.772482 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912835: 3681912980( 145)
ack 491521507 wi n 32768 <nop, nop, ti nestanp 1061373059 0>

5: 23:02:16. 772924 192.168.1.1.389 > 192.168.1.17.61960: P 491521507: 491522141(634) ack
3681912980 wi n 65160 <nop, nop, timestanp 762393885 1061373059>

6: 23:02:16. 772955 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522141 win 32768
<nop, nop, ti mestanp 1061373059 762393885>

7: 23:02:16.773428 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912980: 3681913024( 44)
ack 491522141 win 32768 <nop, nop, ti nestanp 1061373060 0>

8: 23:02:16. 775030 192.168.1.1.389 > 192.168.1.17.61960: P 491522141: 491522163(22) ack
3681913024 win 65116 <nop, nop, ti mestanp 762393887 1061373060>

9: 23:02:16. 775075 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522163 win 32768

<nop, nop, ti mestanp 1061373061 762393887>
[...]

54 packets shown

Windows Server O|HIE Ho{ 21
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| |

[&] Event Viswer
File Action View Help
« | 2w B
[4] Event Viewer [Local) Secuarity  Mun
k2 . R Vg
w Keywsprds Cate and Tirne Spurce  EventID Tagk (.. -
| Application KL Audit Success  501/20204:45:25 PM Micros... #5314 Logolf
:1 Audit Failure 51/2030 4:45:25 PM Micros— e
L Audit Success 30 P000 4:45:25 M Micras... 250 Logon
[#] System .45 Ficran £54% | mnan .
__ [ Forwerded Events Event 4525, Mitrosoft Windows security auditing, x
» L5 Applicstions and Services Lo
174 Subscriptions Genersl  Dietails
fccount For Which Logon Failed:
ity B MULL 510
focoumt Domain:
Failure : — =
Failure Reasore The specified user account has expired. |
5 TR L T0
Sub Status: ]
Frocess Infanmaticn:
Log Marne Security
Sournce: Microsoft Windows security  Logged: 31,2020 44525 F
Event ID: 4525 Task Category: Logon
Lewel: Informatian Emywards Audit Failure
User: HA Computer: win2MB.eample.
DpCode Infa
Meae Infomrmaticn: Fit riling Hel
€ »
< »

= Qpen Saved Log...

Create Custom View...
Ievgrait, Custam Vigw...
Clear Leg..

Filter Currerit Log...
Properties

Find...

Savie All Events As...
Attach a Task To this Log...
View

|6, Relresh
H Hep

Event 4523, Microsoft Windows security auditing.

=
E] Adtach Task To This Event..,
=y Copy

Event Properties

Save Selectad Events,..
Refresh
Help

An account failed to | og on.

Subj ect :

Security | D: SYSTEM
Account Nane: W N2016%$
Account Domai n: EXAMPLE
Logon | D: Ox3E7

Logon Type: 3

Account For Wich Logon Fail ed:
Security |ID:NULL SID

Account Name:it.admin

Account Donmmi n: EXAMPLE

Failure Information:

Failure Reason:The specified user account has expired.

St at us: 0xC0000193
Sub St at us: 0x0

Process | nformation:
Cal l er Process |D:.0x25c

Cal | er Process Nanme: C.\ W ndows\ Syst enB2\ | sass. exe

Net wor k | nformati on:

Wor kst ati on Nanme: W N2016

Source Network Address: 192.168.1.17
Source Port: 56321



	AnyConnect 클라이언트에 대해 FDM에서 관리하는 FTD에서 AD(LDAP) 인증 및 사용자 ID 구성
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	구성
	네트워크 다이어그램 및 시나리오
	AD 구성
	LDAP 기본 DN 확인
	FTD 계정 생성
	AD 그룹 생성 및 AD 그룹에 사용자 추가(선택 사항)
	LDAPS SSL 인증서 루트 복사(LDAPS 또는 STARTTLS에만 필요)

	FDM 구성
	라이센스 확인
	AD ID 소스 설정
	AD 인증을 위한 AnyConnect 구성
	사용자 ID에 대한 ID 정책 활성화 및 보안 정책 구성


	다음을 확인합니다.
	최종 구성
	AnyConnect로 연결 및 액세스 제어 정책 규칙 확인
	￼

	문제 해결
	디버깅
	LDAP 디버깅 작업
	LDAP 서버와의 연결을 설정할 수 없음
	바인딩 로그인 DN 및/또는 암호가 잘못되었습니다.
	LDAP 서버에서 사용자 이름을 찾을 수 없음
	사용자 이름에 대한 잘못된 비밀번호

	테스트 AAA
	패킷 캡처
	Windows Server 이벤트 뷰어 로그



