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) Users %Dmied OO0 Passw...  Securiby Greup... Mer Cut
B2 Dnst drmins Security Group._. DR Delete
EDnﬂdeatePruxg.r Seurity Group-, DN Ranams
£, Darnain Admins Security Groug., Des
%DDI‘MH‘I Computers Security Group—. Al
Eﬂnmin Controllers Segurity Group-.., Al Help
Enﬂﬁ“il‘l Guests Euunt_i.r GrI}L‘h | [ S—— ey
B, Domain Weers Security Group... Al domam users
%Emﬁﬂ Admins security Group—.  Designated administrata...
aEnurprise Key Admins  Security Groug...  Members of this growp ..,
B Enterprice Read-only .. Security Group... Members of this group ..
&, FTD Admin User
Eﬁrnup Pelicy Creator., Security Groug-.  kembers in this group ..
P Guest Uzer Busilt-im acceunt for gue..
E,I'I'.l!u.l:lmin User
= = El{ty Admming security Group-,  Members of this growp ..,
[ W T N ] - e W 5 Fai =
Fenames the curent zelection.
5. g ”olM F7HE S=ELICH
AnyConnect Admins Properiies ¥ kA
General Member 0 Managsd By
Meminers:
Hame Active Dectony Comain Services Folder
 Remove
Lok || GCoedl | [ deoly




Zcof A8XE st O|F &els 2250 AASKHE &elg LIt
L|C}.
Seect Users, Contacts, Computers, Senace &ccounts, ar Groups -
Sedect this objed type:
|L.her:. Senioe Accounts, Groups, or Ceher objects Dt Types:
From thig lecation:
Enter the object names 1o select (samples)
T Admin in il I E Marmess I
dvaread_.. [ox ] cones
SHIE MERITL FIHE|R=X| &l CHE OK(E Q) HES Z8lE
S Ut BHAHE AFE 510 AnyConnect AFEAF 20| = F7HE LIC.
AnyConnect Admms Propeiss ¥ *,
Geraral Members  Mamber O Managed By
Members:
Hame: Active Directony Domain Serdces Folder
i_'-. IT Admin Exampe comUsems
e
QK Cancel Aoy

LICt AFE A EIAE A 8AH=

LDAPS SSL 2I&A FE HAHLDAPS =& STARTTLSO|ZF ER)

ol2dq
=

rob

1. Win+R€ 521 mmc.exeE



&= Bun

= Type the name of 2 program, falder, dacument, or Internst
L= resource, and Windegws wall open it fior youw,

Oper: | TR 7]

DK | Cancel Browse... |

2. 0t > 2O FIHMHZ OIS ELICE.

Consalel - [Consale Rost] ¥
Action View  Favorites  Windew  Help - 8 x
4 Mew CrbeM
= Cpen.. Ctd+0 Acts
Save Ctri+5
Save A5 There are no items ta shaw in this view. Cﬂmhlhﬂt. =
More Letians ¥
|addRemove Snap-in_. Cirl=bd |
Opticns...
1 drsrogmt
2 dsa
Exit

Enables you to add snap-ins ta ar remave them from the snap-in console.

3. Available A Q10| A CertificatesE MENEH OIS AddE 2



Add ar Remowve Snap-ins

.ﬁ.'mluhl:glq:-hs:

Snag-in Vendor Crd
[l Active Directory Do...  Microsoft Cor...

P Active Directory Site... Microsaft Cor...

] Active Directory Use... Marosoft Cor...

=" Active Contral Microsoft Cor,..

" ADS] Edit Microsoft Cor. ..

'_.!’: Aukhorization Manager  Maeresaft Car. .. r
Certificate Templates  Marosoft Cor,.,
i Certificates Mhrosoft Cor,.,,
[/ Certfication Authority  Microsoft Cor,.,.
. Comparent Serviees  Micregalt Cor. .
fl:mnmtafr-lmaqan... Mucrosaft Cor..,

ﬂbe'.m:e Manager Murosaft Cor,..
= Disk Management Moresoftand...
W o e . Lo -
Desmiption:

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Selected snap-ins:
[ conscle Root Edlit Extengions. ..
Eemove
Mave L
[iovre Do

The Certificates snap-in alews you to brawse the contents of the certificate stores for yourself, a sanvice, or a computer.

I

Cancel

4. H#E HYs ME# £ O3S 88U

Certificates chag-in

Thitz znizpn will dways manage caitificates for

() My us=r acoount
i) Bervice acoount

< Back

[t ] | conce

Finish(OF&)E 2=!8Lct.




Select Computes

() Another compater:

This smap-n will always manage:
{®) Local computer- fthe computer this conacle & running on)

Select the computer you wertt this snep-n Lo manage

[T] Ao B selecied computer to be changed when |aunching Tram the command line.  This
orfy ppliea £ you save the consedla.

Browse:

T o

5. O|A| &ele E=ELct

Add ar Remowve Snap-ins

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Available snap-ns: Selected snap-ins:
S in Vendar - (] Console Root Edit Extensione. ..
é-h:ﬁm: Directory Do...  Microsoft Cor., .. 3 certificates (Local Comouter) Remove
Bz Active Dirsctory Ste... Maresaft Cor. ..

] Active Directory Use... Marosoft Cor...

=" Active Contral sicrosoft Cor, .. Mave Lip

& ADSI Edit Microsoft Cor... "
Aukhorization Manager  Maeresaft Car. .. T =

#| Certificate Templates  Mrosoft Cor,..

Il Certificates Microsoft Cor,.,

i) Certification Authority  Microsoft Cor...

.'*-.Cummmnt:ia-.ri:u Mucresaft Cor. ..

A= Computer Managem... Mirosoft Cor...

HDE'.m:e Manager Murosaft Car. ..

TE‘!E‘E Management \icrmﬁ a_nd - Acvanced...

Desaiption:

The Certificates snap-in alews you to brawse the contents of the certificate stares for yourself, a sendce, ar a computer,

[ ][ cne

6. 740! ECIE BT H2 015

FQDN(Fully Qualified Domain Name)0i| &= & LICt. O] Mol 3712 915

- example-WIN2016-CA0| A

ME S2|ELICE LDAPSOIM AF2 5= 915 M7 Windows A{H{ 2]
EYS!

gt
=

=& CA

7b LhEEL o



. example-WIN2016-CA7} WIN201601 &2 3t ID QIS A QILIct,

. example-WIN2016-CA7} win2016.example.com0 &2 8t ID Q15 A
O| Z4x|22i0|M 7+0|=0{ A FQDN2 win2016.example.comO|2 2 X Z 27l2| 215 A= LDAPS
SSL Q1B MZE AL E £ gi&LICH win2016.example.com0i| & Z &l ID 215 M= Windows Server
CA MH|AMM AHSo 2 UZE CIBMAULICH T HEE &0l5te{H QIS ME F H E2IF L
Ct.

E Consolel - [Consale Roeth Cestificates (Local Camputer)\PersanalCertilicates] — O =
g File Action  Wiew Favorites  Window  Help - &
| mmolE=|HE
1 Censole Reot | Issued To B Issued By Espiration D | Actions
e "' ':Ff:“"‘:l Local Computer) || =) 0 o mple. WINZO15-CA example-WINZ016-CA 4192060 || Certificates -
o ”ﬁml example-WINZHE-CA 472775 More Actiorns R
e i Lol win206.examplecorm example-WIH2E-CA 472820

|| Emterprise Trust

| Interrediate Certilfication

" Trusted Publishers

| Untrusted Certificates
Third-Party Root Certificat

" Trusted Peaple
Cligrit Authartscation |55y
Previes Build Foots

1 Lol MenRemonable Cert

| Rermote Desklop

| Certificate Enrallment Reg
Smiart Card Trusted Ropts
Trusted Devices

| Web Hasting

| Windows Live D Token lss

€ > € >

Personal store contains 3 certificates.

7. LDAPS SSL QIS ME AIE5te{H QIS M7 CHE @7 AIE S &F5HoF g LICt.

. 38 O|& == DNS FA| Cixll o|F S Windows Server?| FQDNIF x| & LIC.

. 215 M0l= Enhanced Key Usage(L& 7| AF®) B = ol 2ol MH @1& 0] QU &LCt.
21E M 2| Details(Ml 5 AtE) 01| A Subject(F#i) & Subject Alternative Name(Z*| CHA|| O|&)2
MERBILICH. FQDN win2016.example.comO| 4 &LIC}.



i Certificats

General Detsils  Certfication Path

Show: s> o
Fighd valus G
=] win20 16, example.com
RS54 (2048 Bits)

1|Public ke y parametzrs a5 00

Certficate Templabe Mame DamainCentroller
Client Authenticaton (1,3.6, L.

[1]5MIME Capabilty: Obgect I...
WhET D e4B0f 17176 ...

= win2016.example.com |

EdtProperties... | Copy ofie. |




oi Certificate ot
General Detsils  Certfication Path

Showe: .c:.ﬁl:r e

Field Value G
E-Jbla:tﬂzﬂdenufmr W0bT D de 48 0f 2F 17 1706 ...
El.ﬁ.utl-w'rty Key [dentifier KeylD=13d 9F 26 17 fo 11 1f 4...
Hi1|CRL Distribution Points []CRL Distribution Point: Distr....

- [£] Autherity Info Access: Aoc...
Other Hame:DS Object Guid=...
Cugital Signature, Key Enopher...
shal
FaRs 11 ek e nifa dann ¥

Oither Mame:
DSEtI;jEft Guid=04 10909923932 38 24554734 7464 25 cd 05 80

] =W

| EdtProperties... | Copy toFike...

[ox 1]

Enhanced Key Usage(ZL& 7| AF&) of2Hoil Server Authentication(AH 1&)0| Q& LICt.

AAEH



ga Certificate

General Detsils  Certfication Path

| __ Public key paramebsrs

Showe: .cu!.!: e
Field Value L
|:5ul:-]a:t win 2016, example.com
|11 Public ey RSA (2048 Bits)

a500

DamainCentroller
Chent Authenticaton [1.3.6. L.
[11SMIME Capabiity: Obgect 1.

deritifisr NBTH =450 2 17 17eh . "

ayiTi= 3 OF 25 T7 Ak 11 1F 4
erver Authentication (1.3.6. 1.5.5.7.3.1)
EdtProperties... | Copy toFik...

[ox 1]

8. & elo| 2= | Certification Path(2l& A2) B0 FE CA QB ALl 2|42

CHS View Certificate(@I&M E7)

=2 =3
= =

2|7 LIk

ol
—

5M

M

EH
=0

o



g Certificate ot

General  Detpils  Certification Path

Certification path

E_I:z-:mpi:-ll'm'lm]ﬁ*:ﬁ
o v 15 example . com

| view Certificate |

Cerlificats stabus:
& cerhficate is DK,

[ 1]

9. 2E CA Q15 Moil Tt Q15 M MRAE 0| WRILICH



g Certificate ot

Gererd Details  Certification Path

_R Certificate Information

This certificate is intended for the following purpose(s):

= Al issuance poloes
= Al appiicabion polioes

Issued tor  example-WINI16-CA

Issued by: sxemple-WINI016-CA

Valid from 4/2772020 to 4 15/2060

Izmier Statement

[ 1]

Details E{0{| A Copy to File...(Tt | FAL..)& 22§ LICH




g Certificate ot
General E Certification Path
Shawe: .cu!.l: (¥
Field value i
|;'-'E1'5::rn V3
|_'_'___5'-criulri.|mb:f 1386 45 259d 70 4F 29 42 35,
| 1| Signature algarithm shadSEREA
|- | signature hash akgerithm sha2ss
Fol|Isguer axample-WIN20 1624
[ vakd from Manday, Apri 27, 2020 10:50:...
!_"‘ Wald fo Manday, Apri 15, 3060 10:30:...
ey syt sy ammla ATH 1A 8 s
| EditProperties... | | Copy toFie... |
10. FE CAE PEM 8402 LHE U= QIS M LHELYZ| OtHALE

ks

gf LIk



A Certificate BExport Wizard

Woelcome to the Certificate Export Wizard

This wizard helps you copy cerificates, certficate trust ksts and certficate revocabon
lists from a certificabe store to wour disk,

A eerlificate, which i issued by a cerbification autharity, & a confirmation of your idenlity
and convtains information used to protect data or to establish seoure metwork
cannections, A cerbficate store is the system area where certificates are kept.

To contirwe, dick Mext.

Cancel

Base-64 Q13 E X 5098 ME4EILICE.



“

A Certificate BExport Wizard

Export File Format
Certificates can be exported in 2 vaniety of file formats,

Select the format wou want to use:
(C3BER encoded binary ¥, 505 {OER)
[ Bsse-64 encoded x.509 (.cEr)]

() Cryptographic Message Syntax Standard - PKCS 27 Certificates (P7E)
Indude all certficates in the cerbfication path if possble

Personal Information Exchange - PEKCS 212 (PFY)

Indude all certificates in the cerlification path if possible
Dislete the private key if the export is swecessful
Export all extended properties

Enable certificates privacy

Micrasaft Serialized Certificate Store [55T)

Cancel




& E¥ Certificate Export Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

Pt

Cancel

& Save As
e = 4 Bl » ThisPC = Deskiop

Organize » Mew fielder

Mame
W Cluick access

[ Desktop
4 Downloads
[ Documents

E Y Y

&= Pictures
System3?

I This PC

g Metwork

[Date modified

w

Type

Mo iterns match your search,

Search Decktop

Fille mamne: I mnd

Sove as type: | Basetd Encoded X509 (*.cer)

~ Hide Folders

= o |




“

Ar Certificate BExport Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

CilsersadminDeskiopy oot cer

Cancel

O|A| Finish(Ot&)& &=/&rct.




& E¥ Certificate Export Wizard

Completing the Certificate Export Wizard

Tiou have successfuly completed the Certficate Export wizard,

Yo have specified the following s=ttngs:

Swpark Keys Mo
[nchude all certificates in the certification path Mo
S Formart Basetd Encoded X, 504 (*.cer)
Conc
11. O|A| #I%x|2 0|5 35to HZEO|Lt EPE = éE HETIZ QB ME ALICt PEM A QIS M7t
EAELC US| AFESE = JUZE MHESIAAI2L.

----- BEGQ N CERTI FI CATE- - - - -

M | DCDCCAf CgAwW BAgl QE4ZG5Z1wT6l ONTj 0oEQy MTANBgkghki GOwOBAQs FADAd
MRs WGQYDVQQDEXJI eGFt cGxI LVAJITj | wMTYt QQEW BcNM AWNDI 3MTQLMDUSWhgP
M A2 MDAOMT KX NDUWNTI aMBOx Gz AZBgNVBAMTEmvV4YWLwb GUt VOI OM AxNi 1DQTCC
ASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQuCggEBAI 8ghT719Nz SQooQPhOYT67b
Ya+PngsxMyvkewP33QLTAWVIHWL ThOMK5BDWO t TaVsgHWPBF d++M+-bLn3Ai ZnHV
OO+k6dVWY/ E5qVKEKSGOY+v940S23161 zdwReMOFhgbc2qMer t | of i cr Rhi honuU
G yeub3CO+meJUuKon2R47C0D35TUvo/ FEHGgXJFaJ S1se2Ur pNO7 KEMkf ALLPuM
aob4XE/ QzxYQPal8dj sNnskf cFqD/ HOTFQN4+Sr ChHW RnUI QBUaLdQaabhi pD/

sVs5PneYJX8YKma821uYl 6j 90Yuyt nsHBt Ci ey C062a8BKgOL7N86HFPFkMA3U8C
AWEAAaNCVEAWDg YDVROPAQH BAQDAg GGVA8 GAL Ud EWEB/ wQFMAMBAF 8WHQYDVROO
BBYEFD2f Jj f 7EROEM HCx CVFN5Qz qEdv MAOGCSqGSI b3DQEBCOWMUAA4I BAQB31ZJ0
vzwWD3c5QLnr NP+6My620FpYHI1k4Ch9S5g/ CECemhcwg8MDI ox\W2dTsj enAEt 7r

phFl HZoCoSyj Bj MyjK3xybnmSeg8vBj CXseYNGENTDc9KWLoFmMTOvdNVI b7 Xpl 11 Va
6t ALTt SANRNgREt x PA6Yy Qot hKGavW)ANf soj k91 cDr 2vpOMTj | BCxsTscbubRl +D
dLEFKQgmVeYVvk Vf +a7a64myPZs G3Uxo0r d6cZxAPKkq/ y| cdwNSJIFf Qv3DgZg+R96
IWL.CR3Ohi g6xy09Zu+l i xcWhdr bADO6z MnbEYEhkhOG Br UEBBI 6Cy83i TZ9ej sk
KgwBJ XEu33Ppl WSE

----- END CERTI FI CATE- - - - -

12. (ME4 AL
LDAPS AE{0f

= -
FE cag =L

APSOHH A+2°* £ Qe ID QASM7F o] 74 U AFE o7}
AE A2 Windows AMB{ EEE FTDOIIAM =&t



FMC 7 x|22)0|M
2ol 4l &) £ 0l

AnyConnect Z4T|12|0|M4 & F&35t2{H FTDE Smart Licensing Serveroll S8 3Hof 5t0{ ¢ & 3
Plus, Apex EE= VPN Only 2tO|MAE C|HIO|A O &3 ofF & L|C}.

1. System > Licenses > Smart Licensing2 £ 0| S £fLIC}.

[NCRUEITE Analysis Polides Devices Objedts = AMP Intelligence " s Bkl Help v admin v

Configuration  Usars  Domains Integration ~ Updates Health*  Monlboring*  Tooks +

Clagsic Licenaes

2. &7t HE EFSt ’S%"—*.QE SEEIRA=K| =elgtLct ClHOo|A7F AnyConnect Apex,
Plus == VPN & &

werview  Analysis  Polides Devioes IZZII:-.||:-.":.-: AMP  Intelligenos Deploy L BEEREUl Help v admin v

Configuration Lisars Cramalnis Integration Updatos Licenses * Smeart Licenses Health = Monitoring * Toods T

Smart Licanse Status Ciwc Sl Softpare Macgger @ 3@
Usage funhanzasbon: G muthorzed (Last Swichronioeg On May 00 7020
Frodect Registiraton: L Regictersd (Lact Renessed On Mar 03 2000}
fumgred Virtusl Bccount: SECTAC
Export-Contrelled Features: Enabled
Cmsn Gucrees Fatwsrk: Dizabled jjl
Caen Support Disgnashes: Dizakled J.F'
Smart Licenses Filtes Do . - Edw Laserces
Liceie Type/Devie Rl Lereihe Db Diswhie Thipe Crzeiiaiin GFOLD
i Firepower Management Conter Wirual {3 [
[ Base [ 3) [~}
L4 Hahware (1) [}
L4 Threat (2) L
L4 URL Flikering [2) L=
# 1 AmyConmect Apex (1] [~
FTD-2 - Cinid Firtgd Threal Defense Tor W ee Gl A
103 1£8.9.17F - Cisgs Firepower Threst Defense for VRApee - w00 "'-“‘ L Fe it eil Detense Tor Wihens 1 bl

Anylonnecd Plas (0]

AnyConnect VPN Only (0]

Hobe: Contarer Imtances of same Blade share feabure licenses

Ao M

1. AMAE > 8BS 2 o|SEILC

Owerview  Analysis  Polides Devioss Objects  AMP Inbelligencs reploy : teelp v admin v
Confliguration Lagre Doenging | Integeation | Updstes Lisersag = Healil = Manitering = Tealg =

2. G ot2fol|l M M IS FELICH



v Analyss  Polices Dewioss Objects | AMP Intelligence

Configuration Users Domeins Integration Wpdates Licenses = Health » HMon&oring = Toods

Clnsd Services Izn Iduptity Sources  eStreamser Host Inpul Cliest Smort Softwore Satelite

Hama Dscription Dicamanin Type Pume CIK Group [H ‘wroup Attribute Htabe
3. Microsoft MEHO|AM =&8t HEE HIE® o2 MM e & AT LI 2™ =elg FEIf
LIt
Add New Realm T X
Marme * LAaB-aD
Desariplian
Type ™ A0 hd
AD Promary Domain * sxample,com ex: domain.com
AD Ioin Lisername ex: usen@daormain

AD Join Password

Dwrectory Username ™ frd. admin@exampla. cam B usEr@doman

Directory Password * EEEEEES

Baze DM * CC=example, DC=com ex: pu=user,de=cisco,dc=oom
Group DN * DC=example, DC=cam £34: su=groupde=asco,de=cam
Group Attmbute Member =

* Required Field

0K Cancel

4. A7 oM CIMER|E M5t ot & MEYSHX| o2 B CI™ER| &7t +&LICt

Owerview  Analysis  Policdes Devices  Objects | AMP Intelligence eploy s IGieul Help v admin »

Ceafiguratian Users Demains Integraticn Updates Licenses » Health = Monitoring = Tools =

LAB-AD ) Cancel

Realm Configuration  User Download

| e Add directory |

AD Mol CHEH MIS 52 8 2243HLICH FQDN AL83H= 9 FQDNS 2QI5tE S DNSE 7

=
dotx| fo™ FMC 2 FTDE H3 M2 HIRIEE =+ E.’iﬁL—IEF.

FMCoi| CHE DNSE 447 5l24™ System > Configuration2 2 0|5 5t 1 Management Interfaces&
AEdBFLICE

Devices(C|HIO|£) > Platform Settings(&3H& A&)2 0|53t
M S -8 CH= DNSE O[S & LCt.



Add directory ? X

Hostname [/ IF win20158.example. com

Address

Port 389

Encryption () STARTTLS _) LDAPS /) Mone
55L Certificate v

Ok Test Cancel

4

0>|
o
jul
1o

LDAPS EE= STARTTLSE A5t A sM+ 7|58 2=I5t1 IS M0 0|EE K|
PEM & 4lo | E CA RIBME SAIELICH 2tZE|™ Save(ME)E Z=l8rLCt

Import Trusted Certificate Authority ? X

Mame: LDAPS _ROOT

Certificate Data or, choose a file: Browse..

-----BEGIN CERTIFICATE-----

MIIDCDCCAMCgAWIBAQIQE4Z GEZ IwWTBIONTjooEQyMTANBgkghkiGSwWIBAQSFADA
MRswGOYDVOQDEeGRcGxILYV dITiIwWwMTYEQ0 EWIBCMMjAwND IIMTO1IMDUSWhgP
MjAZMDADMTkxNDUWNTIaMBOxGzAZ BgNVBAMTEmY4YW 1wbGUEVOIOMjAxNi1DQTCC
ASIwDOQYIKoZThweNAQEBBQADgoEPADCCAQoCooERBAIRgh T 10MNzSQpoQPhO0YTE7h
Ya+PngsxMyvkewP3IQLTAWWIHWIThaMESBDWOItTaVsgHwWPBfd+ + M+ bLn23AIZnHY
Do+kbdWWYESgVKEKSGoY +v24052316lzdwReMOFhgbc2gMertToficrRhihonull
Ciyeub3CO+mellukom2R47C0D35TUvo/FEHGgXIFa151 522 UrpNO7KEMEFATL PuM
ao0b4¥E/OzY QpPal8djsNnskicFgD/HOTFQN4+SrohHWIRNUIQBUaLd QaabhipD/
sVsSPneY HEYKmas2 1uyTsj90YuytmsHB Ciey C06228BKgOL7NA6HFPFKMA3UEC
AwEAASNCMEAWDOYDVRIPAQH/BAQDADGGMABGAIUdEWER /WQFMAMBAfSWHOYDVROD
BEYEFD2f]if7ERSEM/HCxCVFNSQzqEdvMADGCSgGSIb3DQEECWUAASIBAQE31 D0
vzwWVD3c501nrNP+6Mg62 OFpYHI1k4Chas5g/CEDemhowg8MDIox W2 dTsjenAEL 7
phFIHZ oCoSyiBjMok3xybmoSegBvBi CseYNGEmMO oKW loFmT OvdNVIb T Xpl1Iva

ptAl TEIANRNgREEPASYQbthKGavW0ANfsojkeIcDr2vpOMTiIBCxsTscbubRI+-D
dLEFKQqmMeYvkvT+a7acdmqPZsGIUxo0rdecZxaPkgvlcdwNSIFFQWV3DoZ g+ RO6
OWLCRI0big6xyo9Zu+lxcWpdrbADCSzMhbEYERKhOOiBAUEBBIS Cya3ITZ 92jsk
KagwBIXEu33PplWaE

----- END CERTIFICATE-----

[] Encrypted, and the password is:

Save Cancel

SSL Certificate(SSL 21& M) &o| EECHR
=

I MZ F7IEl FE CASE MEHS T
STARTTLS(STARTTLS) EE = LDAPSE |8

0
=grct.



Edit directory ? %

Hostname / IP win2016.example.com

Address

Port 635

Encryption () STARTTLS (@) LDAPS () None
S5L Certificate LDAPS _ROOT v

Ok Test Cancel

Test(EIAE)E 225104 FMC7} O] BH0IM XS CIREZ| ALK 0|8 L HIEHSZE HB
Mo 2 HielEe = =X| = elghLct.

Ol2{Et E|AE £ FTDO| A 2t & Jhs e QIEHO0lA(0f: L%, 9 dmz)& E5%| gfn
FMCOIM A|ZtE|2 2, AnyConnect LDAP 215 Q%0| FTD 2t & 7Hs 3t QIE{TIo|A & BHLtof |A‘|
AEE2 2 dZ20f HF 5L Al stHEE AnyConnect 150 CHEH S U8t Aty E & E[X| of
&Lct.

FTDO|AM LDAP 21Z2E E|AESt=

c roubleshooting(Z Al sHZ) ¥ 9
Test AAA and Packet Capture(AAA &

Ho T
I 2 A X5HAAIL.

CHet REMIEF LHE2
A

|
HZ! 2R BlAE) A

Status

"ir) Test connection succeeded
. User Download(AF& A} CH2 2 E) of2{oi| Al O|F EtHM AHE R IDA| ALEEl= IEE CIRE

MEX A OE CIREE &QlEtg MEIStT AL 7HsS8t 1 & 2| 0| Active Directory LHO| T4 &l

IE2 Include(Z&) E& Excluded(XM2/E)Y == JUX[BH 72X S Z Group DN(ZE DN) Of2Ho]|
AE BE OE0| E?:.*E!LIEF.

n
FIF
m

EY AEX P% iz P7-II—P Melg == &Lt ZafE 2 L ALSKHE LSO AAERL

D01| CHal Ad=de = QU&LICH

a

. ok
o|-
uol'
rn
I

2R M MY E &g cH
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Add & new certificate to the device using cert enrollment object which iz used to generate CA and
identify certficate.
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Add New Certificate ?

Add a new certificate ko the device using cert enrollment object which is used to generate CA and
identify certificate.
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&~ Bittorrent

&7 DNS_cver_TCP
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&dd Cancel
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fdd Rule
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Fil= Events:
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1. Devices(C|HIO|£) > NATZ O|S &Lt
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Device Managemank WP Y QoS Platform Settings FlexConfly ~ Certificates

FTDO| M E|= NAT A2 MEdstL|Ct.

L Systemn Help v admin v
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2. O] NAT H&of= 2| QIE{HO|AE 2[F QIE{HO|AZ 0|k A(egress)sts ZE ECHE
(AnyConnect E2{{Z Z g)ofl PAT7¢ °4%% F= S PAT7} OFK|2Hof| &L

AnyConnect EEHZ/0| NATOI| H&2 &X| A= 5 5loiH RLEZ & thol M Add Rule(+& F7H2
EEENY
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Systern Help » admin »

Overview Analysis Policies EICIEER Objects | AMP  Intelligence
Device Management  WAT  WPN® QoS Platform Seffings  FlexConfip  Certificates

Ehow Warnings ﬂ Corzel

FTD=-2-NAT-Palicy

Bl Polcy Assagrerenis (1)

& Flter by Devica I e A Faiks I

f Ciriginal Packet " Translafed Pnl:l\gl_\
#.. Danectiom Type SOuroe |Coe=siti o Origanal diriginal dirig... Tramslated Translated Trans... Opkions
Interface Obje Interfae Object Sources Destinations: Servioe) Sources Destinations Services
T NAT Rules Before
W Aty NAT Rulas
= Cynemic ol oy I, outside-zone g obi-eny @ Inberface ol Onsfalse & i

T FAT Bules after
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el

3 NAT +&[@IX| & elgrL|Ct AnyConnect
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3. NAT 02| #3lg 7+ M5t11, #=io| &0l 1
ECiZlof ME8|s ErsF NAT &L
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Add NAT Rule ? X
HAT Rule: |Hanual MAT Rule vl Insert: I Category w || MAT Rules Before | v
Type: |=zatic ~| | ¥l enabie
Dregcriphion:
Translation  PAT Pool  Advanced
Available Interface Objects & Source Interface Objects (1) Destination Interface Objecks (1)
, TOME |5 inside-zane i3] |:& ovtside-zone il

sew inside-zone

s5a oulside-zone

K Cancel



Add NAT Rule ? K

MAT Rules Mansal HAT Rule W Insert: In Category * | HAT Rules Before L
Type: Shabie > M Enable
Descriphion:

Interface Objects WL S UM PAT Pool  Adwanced

Original Packet Translated Packet
Original Source:* [Trzsde_pet ~|@ Translated Source: Address L
- A Iriside_Net g

Oniginal Destination: Address B I ] =
[#ryCannec_pacl i [+ Translated Destination: [arycannest_Pacl o [+

Original Source Port: ~ [ Translated Source Paort: ~

Original Destination Port: w g3 Translated Destination Port: &3

QI || Cancal |

LSt FTDE Z 5 A| ARP7 ofL|2t o EcHE|ol CHsll B2 =2(|E st F DY ELICH 2=
T OK(®f )& Z=gfLict
Add NAT Rule 7 K
MAT Rule: Marual MAT Rule ~ Insert: In Categany v | |MAT Rules Before |~
Type: Static ¥ | | & Enable
Dreseription:

Interface Objects  Translation  PAT Pool BT EETITES

L

[

] tpvs

[T het ko Mek Mapping

| Do not provy ARF on Destination Interface

b perform Route Lookup for Destination Interface

[ uniderectionsl

4. M2 =gt
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rview Analysis  Polices EREUIEEE Objects | AMP  Intelligance
Device Management  WAT  WPN® QoS Plalform Setfings  FlexConfip  Certificates

FTD-2-NAT-Palicy

veu hwwe orsaved chasges Ehow Warnings ﬂ Carzel

Fl Podcy Assigresesns {1

[ Rules |
B AR

& mter by Desice

Original Padket " T lated Packet \
# Direction  Type L2 Destinat Original Cirigginal frig... T T ated Trans... Options
Ieterface Obje: Dnledace Object S Destanals Servdes Sy Destinations Services

¥ NAT Rules Belore

1 # SRRk i inside-dore 0y oobiele-one e Droade Met g ArrpCennis_Posd e Droide_Het B AnyCennes_Pew ) Cnacladse |
:l& rocbelaskos
i no-proogy-ann

¥ Aty NET Rules

= Dyrame ol any Te Dutsdde-zone gl obg-any i Interface o Dnsfalse 8

W NAT Rules after

Displaying 1-2 ol 2 rews [ 4 Page |1 ofi » ¥ & Rowes per page; 100 =

¥

;l.

mo
o
I
el
C
n

1. Z4Z|ago|Mo| 2t R E[H R EZ 4 HHoi| A Deploy(T5) HE

Deploy L, System Help » admin v

—_ —_ 5 (=) —_— ~ O
2. 7440l B EIE FTD Yol Y& Holzte g2istn 758 FgU
Dieploy Policies version: 2020-05-04 09:40 AM
%] Devioe Inspect Interruption Type Group Current Version £
[ @ e Mo FTD: 2020-05-04 09:16 AM

Selected devices: 1

CtSS &l



Z|F 7u|eolM

AAA ZHx|ago|M

> show runni ng- confi gurati on aaa-server
aaa- server LAB-AD protocol |dap
max-fail ed-attenpts 4

realmid 5

aaa- server LAB-AD host wi n2016. exanpl e. com
server-port 389

| dap- base- dn DC=exanpl e, DC=com

| dap- gr oup- base- dn DC=exanpl e, DC=com

| dap- scope subtree

| dap- nami ng-attri bute sanaccount nane

| dap-1 ogi n- password *****

| dap-1 ogi n-dn ftd. adm n@xanpl e. com
server-type mcrosoft

AnyConnect 71|18 0| 4

> show runni ng-config webvpn

webvpn

enabl e Qutside

anyconnect inmage di sk0:/csnlanyconnect-|inux64-4.7.03052-webdepl oy-k9. pkg 1 regex "Linux"
anyconnect inmage di skO:/csm anyconnect-w n-4.7.00136-webdepl oy- k9. pkg 2 regex "W ndows"
anyconnect profiles Lab disk0:/csm | ab. xm

anyconnect enabl e

tunnel -group-1ist enable

cache
no di sabl e

error-recovery disable

> show runni ng-config tunnel -group
tunnel -group General type renote-access
tunnel -group General general-attributes
addr ess- pool AnyConnect - Pool

aut henti cati on-server-group LAB-AD
tunnel - group General webvpn-attributes
group-alias General enable

> show runni ng-config group-policy
group-policy DfltGpPolicy attributes
vpn-si mul t aneous- 1 ogi ns 10
vpn-tunnel - protocol ikev2 ssl-client
split-tunnel -policy tunnel specified
split-tunnel -network-1ist value Lab
user - aut henti cation-idl e-ti meout none
webvpn

anyconnect keep-installer none

anyconnect nodul es val ue dart

anyconnect ask none default anyconnect

htt p-conp none

activex-relay disable

file-entry disable

file-browsing disable

url-entry disable

deny- nessage none

anyconnect ssl df-bit-ignore enable



> show runni ng-config ssl
ssl trust-point FTD 2-Sel f Si gned outside

AnyConnect2 942 & HAA Aof H2A F&| &l

'{ﬁ? Cisco AnyConnect Secure Mobility Client

VPN
Contacting ftd2.example. com.

ftd2.example. com Connect

@ Cisco AnyConnect | ftd2.example.com

=

Group: zeneral

Usermname: | it,admin

Password: | =swss==s|

Ok Cancel

8 Cisco AnyConnect Secure Mobility Client = X

Connected to ftd2. example.com.

ftd2.example. com Disconnect

00:00:12 IPv4

1O

MEX} T 22|XH= Windows Serverol| CH3F RDP U A|A 80| 94 K|BF HTTPO]| CHEF MM A et

Ol @& AnyConnect #2|Xt &0 Q&LICH

Ol MEHoil CHEH RDP ! Firefox M4 @ Ol AHS X7t ROPE SallA{gh Aol AMAE 4
x| 2olgtLict



Windows Secunty

Enter your credentials
These credentials will be used to connect to win 2006 eamplecam,

!E" F
| Remote Desktop | ser name
»¢/ Connection o)
i Password
Win 2T 6 mcamiphe com Domain:
Usernams: None speciisd
[] Remember my credertials

Yo will b askad for credentials when you connect.

e

" ¥ i

- &k Problem oading page x
A c B & winz0i6eamplecom e o W O &

]

The sereer at win2016.example.com is taking too long to respond.

# The zite could be temporarily unavailable or too busy. Try again in a
few roments.

= |f you are unable to load any pages, check your computer’s network
cannection.

# |f your computer or network is protected by a firewall or proxy,
make sure that Firefox is permitted to access the Web,

EXEE .

AnyConnect AtE Xt &0 U= ALK EIAE AEXE
MBE|=X| &g = UsLct

Timed Cut

HTTP HAM|AO|X|ZF RDP HMAE O
2IQIE B2 AAMA Ko HH 7Eo0|

Rormnte Deckt e ctinn

k,‘ Remote Desktop
?f-' cu“nectlon @ Eemate Desktop can't coannect to the remiote computer for ane of thess reasons:

1) Bemicte access to the server is not enabled
2) The rereate computer is turmed off

Compuer: win2{16.m@mple.com ~r
' 3) The reracte computer is nat available on the netwark
Uperrame:  None speciied
Make sure the remote computér is kumed on and connected to the netwark, and that remote
You val be ashed for credentials when you connedt, peeets it enahbisd,

x| Show Optio...

1% Windaws Sereer

“— o @ & winZ016.example.com w9 oy In @ & &

BE Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa
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Analysis(£44) > Connections(21Z) > Events(0|HI E)Z O|SgLCt.

; System Help v admin v

Cverview EEUENEEE Policies Devices Objects | AMP  Intelligence

Context Explorer Connections v Intrusions v Files = Hosts v Uzers v Correlation Advanced » Search

Events
Security Inbelligence Events

€ o|HEO| E|o|& E7I0M 2 & IT 2rE[Xtof CiEh 42 o|HERF E Alst =5 TEZELICH

0{7|M AMEHoi| CHEF RDP E2HE(TCP %! UDP 3389)0| 342 == X| &Ql& £ QK| £E 80 EC|
|2 XtEHELICE

. System Help »  admin »

Overview ENEITEEE Policies Devices Objects  AMP  Intelligence
Intruzions ¥ Filess*  Hosts®  Usersv  Comrelation ¥  Adwanced ¥ Search

Context Explonar Connections » Events
Bookmark This Page Repert Designer  Dashboard View Boskmasks Search v

Connection Events fsiuh wofiow) I . -
Conrectipne with Spplication Cutedls Table ¥iew of Connection Cyents = = = F.»:|:-||:|I|||.:;

Dizaltled Columnz

& Search Constrairts (Bt Search Save Seardh)

Jump to... W
[] Action =  [;itiater *  I[nibiotor User X Besponder ¥ Inoress ®  Coress ¥  Source Port [ % Destingtion Port /%
IE In LUty 2ons Seciarity Soce ICME T ICMP Corils;
3 [ Alow L2 N [ " i min { -6 [P it adion i, LDEE] 19216841 outside-zone reide-zon [ e A T 3385  tcp
4 [ Dk 10.10.10.1 54 it admin {LAR-8 04 admin, LDGE 19716811 outside-zone o 2474k 5
O[] Bk 10.10.10 4 it admin (LAR-6 0N admin, LOGE] 19218211 gutside-zone ide-zon 2475 ke B (hetoh S tep
4+ [0 Bk AR 30u B4 it admin (LAB-SDALdmn, LDAF] 193 1ea11  oubside-zons FsEide-zone E2476 / bip BO dPatol f top

. System Help v admin v

Overview JEUEINNIEE Policles Devices Objects  AMP Intelligence
Hosts®  Users*  Comelation»  Advanced »  Search

Context Exploner Connections * Events Intnssions ¥ Files =
Bookmark Tho Page Repcet Designer Dashboard View Boskmsrks Search v

Connection Events fmith wafiow .
. o ) I 2020-08- _ 4@
! ¥ = = Expanding

nrectipns with Application

Disabled Columns

» Search Constraings (Edt Search Save Search)

ump tou. T
]  Action ®  [Initistor *  [netigbor User % Eesponder % | Ingress ¥ | LOrcrs ®  Spurce Port [ % | Destingtion Pork £ »
IE i Securily Zone Securily Zone ICME Type ICHP Code:

4+ L Al 10.10,18.1 o best poar (ARG et geer, QDGR 19246213 gutside-zone mimide-zone 3404 fkep A0 (ke top
= -
ZAM 4
CIHZ
O| CIHZ = TIE CLIOIA LDAP 215 #t2d EXIE slidst7| flis &le 4+ A&LICH debug Idap
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AR ID AMA Mol HA 2XIE sHEstT| 2I5H AlAE X[ firewall-engine-debug® & 2+0|2d
EE M#stod EBHEO| o7|x| AH HSE7LE RIEHE|= OIRE =g = &Lt

LDAP C|HHZ =]

[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]

[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]
[53]

Session Start
New request Session, context 0x00002b1d13f4bbf0, reqType = Authentication
Fi ber started
Creating LDAP context with uri=Ildap://192.168.1.1:389
Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
support edLDAPVer si on: value = 3
support edLDAPVer si on: value = 2
LDAP server 192.168.1.1 is Active directory
Bi ndi ng as ftd.adm n@xanpl e. com
Perform ng Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
LDAP Sear ch:
Base DN = [ DC=exanpl e, DC=com
Filter = [sAMAccount Name=it. adm n]
Scope = [ SUBTREE]
User DN = [CN=I T Admi n, CN=User s, DC=exanpl e, DC=com
Talking to Active Directory server 192.168.1.1
Readi ng password policy for it.adnmin, dn:CN=IT Admi n, CN=User s, DC=exanpl e, DC=com
Read bad password count 6
Binding as it.admn
Perform ng Sinple authentication for it.admin to 192.168.1.1
Processi ng LDAP response for user it.admn
Message (it.admin):
Aut henti cation successful for it.admn to 192.168.1.1
Retrieved User Attributes:
obj ectC ass: value = top
obj ect d ass: val ue = person
obj ect O ass: val ue = organi zati onal Per son
obj ectd ass: val ue = user

cn: value = I T Adm n
sn: value = Adnmin
gi venName: value = IT

di stingui shedNanme: val ue = CN=I T Adni n, CN=User s, DC=exanpl e, DC=com
i nstanceType: value = 4

whenCr eat ed: val ue 20200421025811. 0z
whenChanged: val ue 20200421204622. 0Z

di spl ayNane: value = I T Admn

USNCr eat ed: val ue = 25896

menmber Of : val ue = CN=AnyConnect Adni ns, CN=User s, DC=exanpl e, DC=com
uSNChanged: val ue = 26119

name: value = I T Admn

object@UD: value = & ..J..0 .2w...cC

user Account Control : value = 512

badPwdCount: val ue = 6

codePage: value = 0

countryCode: value =0

badPasswor dTi ne: val ue = 132320354378176394

| astLogoff: value =0

| ast Logon: value = 0

pwdLast Set: val ue = 132319114917186142

pri maryG oupl D: value = 513

objectSid: value = ............. {r...;..... jo.-
account Expi res: val ue = 9223372036854775807

I ogonCount: value =0

sAMAccount Name: value = it.admin
sAMAccount Type: val ue = 805306368
user Princi pal Name: val ue = it.adm n@xanpl e. com



[ 53] obj ect Cat egory: val ue = CN=Per son, CN=Schenma, CN=Conf i gur at i on, DC=exanpl e, DC=com
[ 53] dSCor ePr opagat i onDat a: val ue = 16010101000000. 0Z

[ 53] | ast LogonTi mest anp: val ue = 132319755825875876

[53] Fiber exit Tx=515 bytes Rx=2659 bytes, status=1

[53]

Sessi on End

S

LDAP MHHete| eids H™E + o

[-2147483611] Session Start
[-2147483611] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483611] Fiber started
[-2147483611] Creating LDAP context with uri=ldap://171.16.1.1: 389
[-2147483611] Connect to LDAP server: ldap://172.16.1.1:389, status = Failed
[-2147483611] Unable to read rootDSE. Can't contact LDAP server.
[-2147483611] Fiber exit Tx=0 bytes Rx=0 bytes, status=-2
[-2147483611] Session End
AR &2 M
. BtREI2 2015t 1 FTD7} LDAP MHERE| S 4 AlstEX| & QlgtL|ct,
LDAPS = STARTTLSE A &35H= B2 SSL #HEM 0|27t MBS o2 dRE £ UTE 2
HHE £ E CA éH AlZ|stoF grLch.
- SHEIPFA Y ZEJ ASEREX] EQELICH SAE O|§E M85t B2 DNSOHM 2
HHE IP FAE 2*0._%* T A X| Eelgtct
E1QIDN %/E&= HIEHE HIQIE o] FRE[A&LICEH
[-2147483615] Session Start
[-2147483615] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483615] Fiber started
[-2147483615] Creating LDAP context with uri=Ildap://192.168.1.1:389
[-2147483615] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
[-2147483615] defaul t Nam ngCont ext: val ue = DC=exanpl e, DC=com
[-2147483615] supportedLDAPVersion: value = 3
[-2147483615] supportedLDAPVersion: value = 2
[-2147483615] LDAP server 192.168.1.1 is Active directory
[-2147483615] supportedSASLMechani sns: val ue = GSSAPI
[-2147483615] supportedSASLMechani sns: val ue = GSS- SPNEGO
[-2147483615] supportedSASLMechani sns: val ue = EXTERNAL
[-2147483615] supportedSASLMechani sns: val ue = DI GEST- MD5
[-2147483615] Binding as ftd.adm n@xanpl e. com
[-2147483615] Performing Sinple authentication for ftd.adnm n@xanple.comto 192.168.1.1
[-2147483615] Sinple authentication for ftd.adm n@xanpl e.comreturned code (49) Invalid
credential s
[-2147483615] Failed to bind as administrator returned code (-1) Can't contact LDAP server
[-2147483615] Fiber exit Tx=186 bytes Rx=744 bytes, status=-2
[-2147483615] Session End
HAM £FM: 232 DNt 2391 H|ZH S I7F MAsHA L H L= X] & lEL|ct ol AD AMH
ofl A Idp.exe % AL83tod EQlg = QIELICH HHO| IdpE ME5to H3Ha=E HIRIFE = U=
x| #elstedw ChE BHAHE s-stAAIR
1. AD MEHOA Win+RE + 211 Idp.exeE AMELICH



5/ Run 4

Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.

Open: | [FEE v

I QK I Cancel Browse...

2. 24 oteoilM HE...& =g

52 Ldp - O
BI!'DWSE View Options Utilities Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Chrl+M
Save
Save As

Exit

NUM

tChS Eolg &g

Nk

rok

3. M2l localhost & &5t Z E



Connect o
SErver: acalhio
Port: 389 [ ] Connectionless
[IssL
I oK Cancel
4. LEZ Holls 83l HAAE LIEHL = BAE T EA|ELICH Connection(24&) > Bind...(HI 2!
=..)2 o|SEfLCt.
L7 |dap://win2016.example.com/DC=example, DC=com — L >
I Connection | Browse View Options  LUtilities  Help
Connect... B e h:lap_up-&n('-'lucalhust", 389}, s
. Eztablished connection to localhost.
Eind... th|+E| Retrieving base DSA information. ..
. Getting 1 entries:
D ct
sEenne Dn: {RootDSE)
configurationMamingContext:
New Ctrb+N CH=Configuration, DC=example, C=com;
Save currentTime: SM1/2020 4:16:55 PM Eastern Daylight
Time;
Save As

defaultMamingContext: DC=example, DC=com;
] dnsHostName: win2015.example. com;
Exit domainControllerFunctionality: 7 = [ WINZ01E J;
domainFunctionality: 7 = { WINZ016 J;
deServiceMame: CH=NTDS
seftings, CH=WINZ018 CH=5ervers, CH=Default-
First-Site-
Mame, CH=5ites, CN=Configuration, DC=example DC=
COom,
forestFunctionality: 7 = { WINZ01E8 )
highestCommittedUSM: 13410,
izGlobalCatalogReady: TRUE,
igSynchronized: TRUE;
iHanServiceNames examnle comowin?016

5. B HRRIC @ MEi3 O+ CIME R A ALK OIB T HIWHE E XIHELICH OK(H)E 2
=



Bind >

szer: fid. admin@example. com
Password: Tl
Domair:

Bind type

(") Bind as currently logged on user
. ) Bind with credentials

) Advanced (DIGEST)
Encrypt traffic after bind

Advanced Cancel oK I

HFQIE 0| 4B 3tH Idp= Authenticated as: DOMAIN\username(DOMAIN\username2 £ QIS &)
F A|gLct.

52 |dap:/fwin2016.example.com/DC=example, DC=com — O >
Connection Browse View Options Ubiliies  Help
T.£eal 1130001 4. 4800, A
1.2.840.113555.1.4 2255,
1.2.840.113555.1.4 2309,
supportedLDAPPolicies (20} MaxPooThreads;
MaxPercentDirSyncReguests; MaxDatagramRecy;
MaxReceiveBuffer; IntRecvTimeout;
MaxConnections, MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=ages; MaxQueryDuration;
MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPYersion (2): 3; 2
supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;
res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
<ynavailable=), # v.3
Authenticated as: "EXAMPLE\ftd. admin”.
W
Ready

FESHK| o2 ALER O|F & HIZHE = HRIYE Al=stH 017(0] T A|E 29 22 Aluf7t &
T



Connection

£ ldap:/fwin2016.example.com/DC=example,DC=com

Browse View Options Utilities Help

Ready

MaxRezultSetSize, MinResultSets,
MaxResultSetzsPerConn; MaxNotificationPerConn,
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55
SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

LDAP A7} AHX} Ol

[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]

Base DN =
Filter

Scope
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]

R &2 M: AD7} FTDOIA ZiAt

Jts &L

1. 2ol EAE CHE MEXo 2 HIQIRE

mjo

sE 4 ¢l

djo

Session Start
New r equest Sessi on,
Fi ber started
Creating LDAP context with uri=ldap://192.168.1.1:389
Connect to LDAP server: |dap://192.168.1.1:389, status
support edLDAPVer si on: value = 3
support edLDAPVer si on: value = 2
LDAP server 192.168.1.1 is Active directory
Bi ndi ng as ftd.adm n@xanpl e. com
Perform ng Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
LDAP Sear ch:
[ dc=exanpl e, dc=con

= [samaccount nanme=it. adm ]

= [ SUBTREE]
Search result parsing returned failure status
Tal king to Active Directory server 192.168.1.1
Readi ng password policy for it.adm, dn
Bi ndi ng as ftd.adm n@xanpl e. com
Perform ng Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
Fi ber exit Tx=456 bytes Rx=1082 bytes, status=-1
Sessi on End

cont ext 0x00007f 9e65ccdc40, reqType = Authentication

= Successf ul

Xtoi=
= .

MEXE golgLct. of ldp.exeZ T

% H7|> EC|Z o|S#ct.




£ ldap:/fwin2016.example.com/DC=example,DC=com

Connection Browse | View | Options  Utilities  Help

Ctrl+T

Enterprise Configuration

" Status Bar

Set Font...

laxPooThreads;

ztg; MaxDatagramRecyv,
»wTimeout,

nidleTime; MaxPageSize,
=, MaxQueryDuration;

MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;

supportedLDAPYersion (2): 3; 2

supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;

res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
<ynavailable=), # v.3
Authenticated as: "EXAMPLE\ftd. admin’.

2. FTDO| 714 7|2 DNE X|Ygh oh3 gele R Lo

Tree View

BaseDN: | DC=example,DC =EDITII

Cancel

3. 7|2 DN2 024 QEZ HESER 2|3 Ct3 HAg =/#hCH




Browse

Connection

A ldap:/fwin2016.example.com/DC=example,DC=com

— O x

e} DC=example DC=com

Create a new document

View Options Utilities Help
- cipals, DC=example DC=com;, A

Search Ctri+5 ]  41D2B9AAODCO4FTIFS0S:CN
Virtual List View -example, DC=com,

110257 C400C04FDE80SCD:C
Delete Ctrl+D -example, DC=com;
Modify Ctrl+ M 1101 ADEDOOCOLFDEDSCD:C

=gxample DC=com;
Modify DN Ctrl+R 110 ADEDOOCO4FDEDSCDC

i Jle, DC=com;

Add child Crl+A L1 101AA4BO0CO4FDTDE3A0
Compare ;, DC=example, DC=com;

10 ADEDODC4FDEDSCDC
Advanced ample, DC=com;

31101 ADEDOOCOLFDEDSCD:C
Copy DN g, DC=com;
Copy Chrl+C 0 3:43:5% PM Eastern Daylight
Select all 2:41:57 PM Eastern Daylight
Clear output Ctrl+MN

W

4. C|H10l EAIE 2410t S5t 7|2 DB, WE L He| 22 XI-HELict.

Ol ool M= CtEt Z &L

. 7|& DN: dc=example,dc=com
. ZIE4: samaccountnames=it.admi

- Helot el EC



A7 |dap://win2016.example.com/DC=example, DC=com — [ >

Connection  Browse View Options  Utilities  Help

C b % Mo=example DC=com; e
' 381101 ADEDOOCO4FDEDSCD.C

|DC=example, DC=com;

Base DM: | DC=example,DC=com « | 13881101 ADEDOOCO4FDEDSCD:C

. - - ample, DC=com;

Filter: sAMAccountiName =it. admi * | 021101 AA4B00C04FDTDE3A:0

Scope lers, DC=example DC=com;

581101 ADEDOOCO4FDEDSCD.C
I:::I A58 ID n=LEve rexample, DC=com;

_ G211 ADEDOOCO4FDEDSCIC
Attributes: | objectClass;name;description;canonicalMame ~ mple, DC=com;

[020 3:43:59 PM Eastern Daylight

Ot =) Cl
ptions I un I - }20 2:41:57 PM Eastern Daylight

l1'|'|'|'\.|I

=*hearching...

iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admi”®, attrList, 0, &m=sg)
Geﬁing 0 entries:

Ready

7|2 DN dc=example,dc=com O}2H0{| samaccountname it.admiE 7} %! AFE X} A& 0| 87| 2o
ldp= 07He| &= 2 &Lt

£H}IE samaccountname it.adminE AF&§h &=
DN dc=example,dc=com O}2H0i| A 1742 &

CHE A2 CHE 27 ZAELICH IdpE 718
5% oy APQIF DNE QlaMgrLct.

ook r°l-



57 |da pfiw

in2016.example.com/DC=example DC=com — [ >

Connection  Browse View Options  Utilities  Help
seoTTDTADEDUOLOAFDEDoLDIL
- |DC=example, DC=com:
s881101 ADEDOOCO4FDE05CO.C
Base DN: | DC=example,DC=com « || Bmple,DC=com;
021101 AA4B00CO4FDTDE34A:0
Filter: sAMAccountMame =it.admin ~ || lers,DC=example DC=com:
— p&81101 ADEDOOCO4FDEDSCIC
SCope i
rexample, DC=com;
Opase  (Oorelevel |@ subtree I 6881101 ADEDOOCO4FDA05CDC
mple,DC=com;
Attributes: | objectClass;name;description;canonicalName | 1020 3:43:59 PM Eastern Daylight
120 2:41:57 PM Eastern Daylight
Options I Run I Close
=rrearching...
iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admin®, attrList, 0, &m=g)
Getting 1 entries:
Dn: CH=IT Admin,CH=Users,DC=example,DC=com
canonicalMame: example.com/Users/T Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;
USEr;
W
Ready
A%t o|Fof CiEh &R E HIEHE
[-2147483613] Session Start
[-2147483613] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483613] Fiber started
[-2147483613] Creating LDAP context with uri=Ildap://192.168.1.1: 389
[-2147483613] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
[-2147483613] supportedLDAPVersion: value = 3
[-2147483613] supportedLDAPVersion: value = 2
[-2147483613] LDAP server 192.168.1.1 is Active directory
[-2147483613] Binding as ftd.adm n@xanpl e. com
[-2147483613] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[-2147483613] LDAP Search:
Base DN = [ dc=exanpl e, dc=comn
Filter = [samaccountname=it. adm n]
Scope = [ SUBTREE]
[-2147483613] User DN = [CN=I T Adm n, CN=User s, DC=exanpl e, DC=conj
[-2147483613] Talking to Active Directory server 192.168.1.1
[-2147483613] Readi ng password policy for it.admn, dn:CN=IT Admi n, CN=User s, DC=exanpl e, DC=com
[-2147483613] Read bad password count O
[-2147483613] Binding as it.admn
[-2147483613] Performing Sinple authentication for it.admn to 192.168.1.1




[-2147483613] simple authentication for it.admin returned code (49) Invalid credentials
[-2147483613] Message (it.admi n): 80090308: LdapErr: DSID-0C09042A, comment:

Accept SecurityContext error, data 52e, v3839

[-2147483613] Invalid password for it.admin

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1

[-2147483613] Session End

AN sHE 2 ALS AL H|HS 7F M 5HA| -_r““5|01 A BtEE|X| I EX| SIS AR,
230l DNzt Dmﬂﬂi FTD= At X AHE EHE A&t ADOI| HFRQIE = LICH.
O| HIRIE2 AD7t St ALEXL O|F U HIUHE X4 ZHE Qg = U=K| 2 lst7| 2I5H
ldpOI M= -&E = UA&LICH Idp 2 ':F74|'— Binding Login DN and/or password incorrect 4|440|
Liot J&Lct.

EE 8t Microsoft server Event Viewer 21& AE& &+ Q&L|CH

E|AE AAA
test aaa-server BHEE AL25101 E AIEXL 0|8 L HIYHS Z FTDOM 215 A|EE AIZdI0]
M = QI&LICH A EE= 2B ’é'llH% E1I__oPE O AF2E £+ A&LICE O] HH 2 test aaa-

server authentication [AAA-server] host [AD IP/hostname](aaa-server 21&[AAA-server] ZAE E||
AE)QIL|Ct

> show runni ng-configurati on aaa-server
aaa- server LAB-AD protocol |dap

realmid 7
aaa- server LAB-AD host win2016.example.com
server-port 389

| dap- base-dn DC=exanpl e, DC=com

| dap- scope subtree

| dap- | ogi n- password *****

| dap-1 ogi n-dn ftd.adm n@xanpl e. com
server-type auto-detect

> test aaa-server authentication LAB-AD host win2016.example.com

Usernane: it.admn

PaSSV\DI’d *kkkkk k%

INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO  Aut hentication Successful

AR LY

IHZ! ZHAHE AFE 5104 AD MEH{of CHSF A E & ele = QI&LICH LDAP IHZ!0| FTDE [H% K|
O 80| Qe AR EIRE EXE LIERE &= U&LICH

> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known vi a "connected", distance 0, netric O (connected, via interface)
Routing Descriptor Bl ocks:
* directly connected, via inside
Route netric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389



> show capture
capture AD type rawdata interface inside [Capturing - O bytes]
match tcp any host 192.168.1.1 eq | dap

> test aaa-server authentication LAB-AD host wi n2016. exanpl e.com usernane it.adm n password
*kkk k%

INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO Aut hentication Successful

> show capture
capture AD type rawdata interface inside [Capturing - 10905 bytes]
match tcp any host 192.168.1.1 eq | dap

> show capture AD

54 packets captured

1: 23:02:16.770712 192.168.1.17. 61960 > 192.168.1.1.389: S 3681912834: 3681912834(0) win
32768 <mss 1460, nop, nop, ti mestanp 1061373057 0>

2: 23:02:16. 772009 192.168.1.1.389 > 192.168.1.17.61960: S 491521506: 491521506(0) ack
3681912835 wi n 8192 <mss 1460, nop, nop, ti mestanp 762393884 1061373057>

3: 23:02:16. 772039 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491521507 win 32768
<nop, nop, ti mestanp 1061373058 762393884>

4: 23:02:16.772482 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912835: 3681912980( 145)
ack 491521507 wi n 32768 <nop, nop, ti nestanp 1061373059 0>

5: 23:02:16. 772924 192.168.1.1.389 > 192.168.1.17.61960: P 491521507: 491522141(634) ack
3681912980 wi n 65160 <nop, nop, ti mestanp 762393885 1061373059>

6: 23:02:16. 772955 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522141 win 32768
<nop, nop, ti mestanp 1061373059 762393885>

7: 23:02:16. 773428 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912980: 3681913024( 44)
ack 491522141 win 32768 <nop, nop, ti nestanp 1061373060 0>

8: 23:02:16. 775030 192.168.1.1.389 > 192.168.1.17.61960: P 491522141: 491522163(22) ack
3681913024 win 65116 <nop, nop, ti mestanp 762393887 1061373060>

9: 23:02:16. 775075 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522163 win 32768

<nop, nop, ti mestanp 1061373061 762393887>
[...]

54 packets shown

Windows Server O|HIE Ho{ 21
AD AHof CHEr O|HIE Hoi 21 = Fol7| et O|gof CHEr REM|SH HEE N3 E 4+ AU&L|Ct
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| |

[&] Event Viswer
File Action View Help
« | 2w B
[4] Event Viewer [Local) Secuarity  Mun
k2 . R Vg
w Keywsprds Cate and Tirne Spurce  EventID Tagk (.. -
| Application KL Audit Success  501/20204:45:25 PM Micros... #5314 Logolf
:1 Audit Failure 51/2030 4:45:25 PM Micros— e
L Audit Success 30 P000 4:45:25 M Micras... 250 Logon
[#] System .45 Ficran £54% | mnan .
__ [ Forwerded Events Event 4525, Mitrosoft Windows security auditing, x
» L5 Applicstions and Services Lo
174 Subscriptions Genersl  Dietails
fccount For Which Logon Failed:
ity B MULL 510
focoumt Domain:
Failure : — =
Failure Reasore The specified user account has expired. |
5 TR L T0
Sub Status: ]
Frocess Infanmaticn:
Log Marne Security
Sournce: Microsoft Windows security  Logged: 31,2020 44525 F
Event ID: 4525 Task Category: Logon
Lewel: Informatian Emywards Audit Failure
User: HA Computer: win2MB.eample.
DpCode Infa
Meae Infomrmaticn: Fit riling Hel
€ »
< »

= Qpen Saved Log...

Create Custom View...
Ievgrait, Custam Vigw...
Clear Leg..

Filter Currerit Log...
Properties

Find...

Savie All Events As...
Attach a Task To this Log...
View

|6, Relresh
H Hep

Event 4523, Microsoft Windows security auditing.

=
E] Adtach Task To This Event..,
=y Copy

Event Properties

Save Selectad Events,..
Refresh
Help

An account failed to | og on.

Subj ect :

Security | D: SYSTEM
Account Nane: W N2016%$
Account Domai n: EXAMPLE
Logon | D: Ox3E7

Logon Type: 3

Account For Wich Logon Fail ed:
Security |ID:NULL SID

Account Name:it.admin

Account Donmmi n: EXAMPLE

Failure Information:

Failure Reason:The specified user account has expired.

St at us: 0xC0000193
Sub St at us: 0x0

Process | nformation:
Cal l er Process |D:.0x25c

Cal | er Process Nanme: C.\ W ndows\ Syst enB2\ | sass. exe

Net wor k | nformati on:

Wor kst ati on Nanme: W N2016

Source Network Address: 192.168.1.17
Source Port: 56321
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