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2016 17:20:37.974 +0600: %NAM-7-DEBUG_MSG: %[tid=1412]: Network testl23: AccessStateMachine
current state = ACCESS_STOPPED, received userEvent = START

M0l AFE X7 NAM 2 E0M U EKXTE MEIFH S NAMO| START2| userEvent@® = AI1%H
S& LIEFALICE

538: TESTPC: May 16 2016 17:20:37.974 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Network testl23:
AccessStateMachine new state = ACCESS_STARTED

539: TESTPC: May 16 2016 17:20:37.974 +0600: S$NAM-7-DEBUG_MSG: %[tid=1412]: Network testl23:
NetworkStateMachine current state USER_T DISCONNECTED, received access event ACCESS_STARTED

MU M| A AEf ZHBE{Q HIE QT AE) ZAREE{7} 25 A|ZHE[Qi& LT

545: TESTPC: May 16 2016 17:20:37.974 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Ipv4 {EFDAFOF0-CF25-
4D88-B125-E748CD539DFF}: received Cancel event [state: COMPLETE]

ME:IPv4 QIAEATL HENE R 5tT| lel FAZIR&LICH

547: TESTPC: May 16 2016 17:20:37.974 +0600: %NAM-7-DEBUG_MSG: %$[tid=1412]: starting
makeMatches. ..

549: TESTPC: May 16 2016 17:20:37.989 +0600: %NAM-6-INFO_MSG: %[tid=1412]: matching adapter
{484E4FEF-392C-436F-97F0-CD7206CD7D48} and network testl23

M D7} 484E4FEF-392C-436F-97F0-CD7206CD7D48¢! O{RE{7} LI E {3 E|AE12301 014
S 2 MEElO M, 0l NAMO| TAIE LIE 23 @170 o8 lLiCt.

551: TESTPC: May 16 2016 17:20:37.989 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Network testl23:
AccessStateMachine new state = ACCESS_ATTACHED

557: TESTPC: May 16 2016 17:20:37.989 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Network testl23:
AccessStateMachine current state = ACCESS_ATTACHED, received userEvent = CONNECT

AHE:NAMO| O| HIERZ 0| CHEH O{RHEHE HAZAZHELICH O|XM NAM2 O] LI ER| =0 AZA(FM o
Z\stedo shuct.

561: TESTPC: May 16 2016 17:20:37.989 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: ACE: adapter SM
current: state(STATE_DISCONNECTED_LINK_DOWN), event (EVENT_CONNECT)

562: TESTPC: May 16 2016 17:20:37.989 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: ACE: adapter SM
state change: STATE_DISCONNECTED_LINK_DOWN -> STATE_ASSOCIATING

567: TESTPC: May 16 2016 17:20:37.989 +0600: $NAM-6-INFO_MSG: %[tid=1412]: Starting wifi
connection, trying ssid testl23

568: TESTPC: May 16 2016 17:20:37.989 +0600: $NAM-6-INFO_MSG: %[tid=1412]: Connection
Association Started(openNoEncryption)

A H:openNoEncryption2 HE 237} B2l HdEfZ2 T HEJUIS S LIEHHLICHF M LAN ZHEE T
oﬂH MAB(MAC Authentication Bypass)& AF& 304 Q15 &tL|C}.

234: TESTPC: May 16 2016 17:20:38.020 +0600: %NAMSSO-7-DEBUG_MSG: %[tid=1912]: waiting for cs...
AMH:cs= NAM 220 AM BLo| £ £ Ql&LICH o8t 2a= 2240| Q= 20|22 F Al ok
I-—||:|'.

mo

575: TESTPC: May 16 2016 17:20:38.020 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Network testl23:
NetworkStateMachine new state USER_T DISCONNECTED 236: TESTPC: May 16 2016 17:20:38.020 +0600:
INAMSSO-7-DEBUG_MSG: %$[tid=1912]: Tx CP Msg: <?xml version="1.0" encoding="UTF-8"?><SOAP-



ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ssc="http://www.cisco.com/ssc" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body> <networkStateEvent> <sequenceNumber>16</sequenceNumber> <groupName>Local
networks</groupName> <networkName>testl23</networkName> <networkState>Associating</networkState>
<adapterName>Intel (R) Centrino(R) Ultimate-N 6300 AGN</adapterName>
<gerverVerifiedName></serverVerifiedName> </networkStateEvent> </SOAP-ENV:Body></SOAP-
ENV:Envelope>

490|248 HIAIXI= AnyConnect GUIO 24 & EH M AIX|(04: Associating in this case)S
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582: TESTPC: May 16 2016 17:20:38.020 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: {484EAFEF-392C-436F-
97F0-CD7206CD7D48} - Received STATE_AUTHENTICATED

583: TESTPC: May 16 2016 17:20:38.020 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: ACE: adapter SM
current: state(STATE_ASSOCIATING), event (EVENT_AUTH_SUCCESS)

SIZNANE AUTH SUCCESS OIHIE & 241zt B4} it 9150] 417 miol o olti= &
S LS e15l e simol Hzsi 1ot S O] OIME S S & SleB = JEmoE oI5
of SBELICH

595: TESTPC: May 16 2016 17:20:38.738 +0600: $NAM-7-DEBUG_MSG: %$[tid=1412]: Network testl23:
AccessStateMachine current state = ACCESS_ASSOCIATING, received adapterState = associated

A H:SSID(Service Set Identifier)ol| GAZ LR & LICH Q15 E *2|st= ol ZEl= Alzh Lt

603: TESTPC: May 16 2016 17:20:38.754 +0600: %NAM-6-INFO_MSG:

%[tid=1412] [mac=1,6,3c:a9:f4:33:ab:50]: Authentication not required.

604: TESTPC: May 16 2016 17:20:38.754 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: ACE: adapter SM
current: state(STATE_ASSOCIATED), event (EVENT_AUTH_SUCCESS)

605: TESTPC: May 16 2016 17:20:38.754 +0600: %$NAM-7-DEBUG_MSG: %[tid=1412]: ACE: adapter SM
state change: STATE_ASSOCIATED -> STATE_AUTHENTICATED

M- JHEE HEQF 0|22 7|2Xo 2 QIS EL|C.0| AIMMA NAME HIEQT o ¢4Z2E |1 0]
N DHCP ZZMAE A|ZHELICH

610: TESTPC: May 16 2016 17:20:38.754 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: {484E4AFEF-392C-436F-
97F0-CD7206CD7D48} creating a new DHCP work

612: TESTPC: May 16 2016 17:20:38.754 +0600: $NAM-6-INFO_MSG:

%[tid=1412] [mac=1,6,3c:a9:f4:33:ab:50]: {484E4FEF-392C-436F-97F0-CD7206CD7D48}: DHCP: Sending
DHCP request

613: TESTPC: May 16 2016 17:20:38.754 +0600: S$NAM-7-DEBUG_MSG: %[tid=1412]: queueing DHCP work
642: TESTPC: May 16 2016 17:20:40.830 +0600: $NAM-7-DEBUG_MSG: %[tid=1448]: Ipv4d {484E4FEF-392C-
436F-97F0-CD7206CD7D48}: connectivity test[03]: IP:10.201.230.196(255.255.255.224)
GW:10.201.230.193 [Success]

643: TESTPC: May 16 2016 17:20:40.830 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Ipv4d {484E4FEF-392C-
436F-97F0-CD7206CD7D48}: received Success event [state: WAIT FOR_CONNECTIVITY]

645: TESTPC: May 16 2016 17:20:40.845 +0600: $NAM-6-INFO_MSG:

%[tid=1412] [mac=1,6,3c:a9:f4:33:ab:50]: {484E4FEF-392C-436F-97F0-CD7206CD7D48}: IP Address
Received: 10.201.230.196

646: TESTPC: May 16 2016 17:20:40.845 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Ipv4 Connectivity
Result: SUCCESS
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648: TESTPC: May 16 2016 17:20:40.845 +0600: %NAM-7-DEBUG_MSG: %[tid=1412]: ACE: adapter SM
current: state(STATE_AUTHENTICATED), event (EVENT_IP_CONNECTIVITY)

649: TESTPC: May 16 2016 17:20:40.845 +0600: %NAM-7-DEBUG_MSG: %[tid=1412]: ACE: adapter SM
state change: STATE_AUTHENTICATED -> STATE_CONNECTED

MFEIP FATF = AE[H NAM2 ARP(Address Resolution Protocol) 2 &2 HI0|E 9 0|(Get-
Connect|V|ty)01| E%E LICt ARP 80| #=4IE|H Z2to|AET7 AZE LCH

802.1x X PEAP over Wired NetworkE Al23sle UIEQID HAC 21 29

1286: TESTPC: May 16 2016 17:55:17.138 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Network WiredPEAP:
AccessStateMachine new state = ACCESS_STARTED

AE:NAMO| HIE |3 WiredPEAPO 915t 7| AlZr#i&LICt.

1300: TESTPC: May 16 2016 17:55:17.138 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Binding adapter
Intel (R) 82579LM Gigabit Network Connection and user auth for network WiredPEAP

1303: TESTPC: May 16 2016 17:55:17.138 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Network WiredPEAP:
AccessStateMachine new state = ACCESS_ATTACHED

A NAMO| O| HIE{30il O{RHE{E LUX|IAIZR&LICEH

1309: TESTPC: May 16 2016 17:55:17.138 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: Network WiredPEAP:
AccessStateMachine current state = ACCESS_ATTACHED, received userEvent = CONNECT

1342: TESTPC: May 16 2016 17:55:17.154 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: STATE (4)
S_enterStateAux called with state = CONNECTING (dotlx_sm.c 142)

AIE:NAMO| O] M HERIT o HAZ25H7| AlRFZH&LICE

1351: TESTPC: May 16 2016 17:55:17.154 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: 8021X (4)
Sent start frame (dotlx_sm.c 117)

M. Z2t0|HE 7} EAPOL_STARTE & ghLCt

1388: TESTPC: May 16 2016 17:55:17.154 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: PORT (3)
net: RECV (status: UP, AUTO) (portMsg.c 658)

1389: TESTPC: May 16 2016 17:55:17.154 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: 8021X (4)
recvd EAP IDENTITY frame (dotlx_util.c 264)

1397: TESTPC: May 16 2016 17:55:17.154 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: EAP (0)
EAP State: EAP_STATE_IDENTITY (eap_auth_client.c 940)
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1406: TESTPC: May 16 2016 17:55:17.154 +0600: $NAM-7-DEBUG_MSG: %[tid=1464]: EAP-CB: credential
requested: sync=8, session-id=1, handle=00AE1FFC, type=AC_CRED_SESSION_START

1426: TESTPC: May 16 2016 17:55:17.169 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: EAP: processing
credential request: sync=8, session-id=1, eap-handle=00AElFFC, eap-level=0, auth-level=0,
protected=0, type=CRED_REQ_SESSION_START

1458: TESTPC: May 16 2016 17:55:17.169 +0600: $NAM-6-INFO_MSG: %[tid=1412]: Trying fast
reauthentication for unprotected identity anonymous

1464: TESTPC: May 16 2016 17:55:17.169 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: EAP: credential
request completed, response sent: sync=9

M. 72222 AnyConnecte= EE ESE[X| 242 ID(RIF ID)E TMEFIEE 0{7|M EE Al
S50 MH7F HAQIXK| & QIELICHIDI BAE/HD BHCHZ 2HO|2HE AFA2 Al QIS ELCt
= MEXt 15 S LIEHL(C

1492: TESTPC: May 16 2016 17:55:17.185 +0600: %NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: 8021X (4)
recvd EAP TLS frame (dotlx_util.c 293)

MH:RADIUS AMHHE LI 10| EAP-TLS(Extensible Authentication Protocol-Transport Layer
Security) ZHQS MSELICHEAP-TLS Z2ZEES Z2lo|MES} HASE Zdo| SXUL|CH

1516: TESTPC: May 16 2016 17:55:17.185 +0600: $NAM-6-INFO_MSG: $[tid=1412]: EAP: EAP suggested
by server: eapTls

1517: TESTPC: May 16 2016 17:55:17.185 +0600: $NAM-6-INFO_MSG: $[tid=1412]: EAP: EAP requested
by client: eapPeap

1518: TESTPC: May 16 2016 17:55:17.185 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: EAP: EAP methods
sent: sync=10

1519: TESTPC: May 16 2016 17:55:17.185 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]: EAP: credential
request 10: state transition: PENDING -> RESPONDED

MENAM2 MHQ| EAP-TLS AHE S 2145t X|Bt E2t0|1E = PEAP(Protected Extensible
Authentication Protocol)& AI&3stT 5 T dE LICt 0/Zd0] NAMO| PEAPO CHEF 72 E AMIeHS C}
Al 2= olR Lt

1520: TESTPC: May 16 2016 17:55:17.185 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]:
Auth [WiredPEAP:user-auth]: Authentication state transition:
AUTH_STATE_UNPROTECTED_IDENTITY_SENT_FOR_FAST REAUTHENTICATION ->
AUTH_STATE_UNPROTECTED_IDENTITY_ ACCEPTED
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2 IDE 438t
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1551: TESTPC: May 16 2016 17:55:17.200 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: 8021X (4)
recvd EAP PEAP frame (dotlx_ util.c 305)

1563: TESTPC: May 16 2016 17:55:17.200 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: EAP (0)
EAP-PEAP: SSL handshake start (eap_auth_tls_p.c 409)
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1565: TESTPC: May 16 2016 17:55:17.200 +0600: $NAM-7-DEBUG_MSG: $%[tid=1468] [comp=SAE]:
SSL STATE: SSLv3 write client hello A (eap_auth_tls_p.c 394)

1566: TESTPC: May 16 2016 17:55:17.200 +0600: $NAM-7-DEBUG_MSG: $%[tid=1468] [comp=SAE]:
SSL STATE: SSLv3 read server hello A (eap_auth_tls_p.c 394)

EAP

EAP

Zzto|ed

(0)

(0)

MH-NAM2 EAP HIA|X|0f| Zi=3tEl 22}0|HE helloE ELHT MB{ hello7} & WH77HX| Z|CHEIL
I:LA-II:I-IP_I helloO]| ISE QI1Z M7t Z &t E|o] Qo2 MEE 2625t O AlZho| ChA Z 2Lt

1622: TESTPC: May 16 2016 17:55:17.216 +0600: %$NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]:
recvd EAP PEAP frame (dotlx util.c 305)

1632: TESTPC: May 16 2016 17:55:17.216 +0600: %$NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]:
SSL STATE: SSLv3 read server hello A (eap_auth_tls_p.c 394)

1633: TESTPC: May 16 2016 17:55:17.216 +0600: %$NAM-6-INFO_MSG: %$[tid=1468] [comp=SAE]:
looking up: "/CN=ISE20-1.kurmai.com" (lookup.c 100)

1634: TESTPC: May 16 2016 17:55:17.232 +0600: %$NAM-6-INFO_MSG: %$[tid=1468] [comp=SAE]:
Certificate not found: "/CN=ISE20-1.kurmai.com" (lookup.c 133)

1646: TESTPC: May 16 2016 17:55:17.232 +0600: %$NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]:
SSL_ERROR_WANT_X509_LOOKUP (eap_auth_tls_p.c 193)
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1649: TESTPC: May 16 2016 17:55:17.232 +0600: $NAM-7-DEBUG_MSG: $%[tid=1468] [comp=SAE]:
EAP_EVENT_CRED_REQUEST queued (eapCredProcess.c 496)

1650: TESTPC: May 16 2016 17:55:17.232 +0600: $NAM-7-DEBUG_MSG: $%$[tid=1464] [comp=SAE]:
EAP: CRED_REQUEST (eapMessage.c 355)

EAP

EAP

8021X
EAP (0)
CERT (0)
CERT (0)
EAP (0)

g FEFELICLEHAE MEA0 MHH B
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(5)

(5)

1662: TESTPC: May 16 2016 17:55:17.232 +0600: $NAM-6-INFO_MSG: %$[tid=1412]: Getting credentials

from logon.
1685: TESTPC: May 16 2016 17:55:17.232 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]:
Auth [WiredPEAP:user-auth]: ...resumed

HBE:NAMS E{'do| MHE £ RADIUS MHE TS E LIF/EE IDE #&LICHo| B2 &M ofH
E{0ll M "Windows E:L% Olf X &% x5 A" SMOo| Moz 2 NAM AL RLof|H 2
x| &1 Windows 212 A2 %%% A+ LICH

1700: TESTPC: May 16 2016 17:55:17.247 +0600: $NAM-7-DEBUG_MSG: %[tid=1464] [comp=SAE]: EAP (0)
SSL STATE: SSLv3 write client key exchange A (eap_auth_tls_p.c 394)

1701: TESTPC: May 16 2016 17:55:17.247 +0600: $NAM-7-DEBUG_MSG: %[tid=1464] [comp=SAE]: EAP (0)
SSL STATE: SSLv3 write change cipher spec A (eap_auth_tls_p.c 394)

1750: TESTPC: May 16 2016 17:55:17.278 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: EAP (0)
SSL STATE: SSL negotiation finished successfully (eap_auth_tls_p.c 394)

1751: TESTPC: May 16 2016 17:55:17.278 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: EAP (0)
EAP-PEAP: SSL handshake done (eap_auth_tls_p.c 425)

1752: TESTPC: May 16 2016 17:55:17.278 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: EAP (0)
EAP-PEAP: New session. (eap_auth_tls_p.c 433)

1753: TESTPC: May 16 2016 17:55:17.278 +0600: $NAM-7-DEBUG_MSG: %[tid=1468] [comp=SAE]: EAP (0)

EAP-PEAP: session cipher AES256-SHA. (eap_auth_tls_p.c 441)

(4)
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1810: TESTPC: May 16 2016 17:55:17.294 +0600: $NAM-6-INFO_MSG: %[tid=1412]: Protected

identity/ (Username) sent.

1814: TESTPC: May 16 2016 17:55:17.294 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]:
Auth[WiredPEAP:user-auth]: Authentication state transition:
AUTH_STATE_UNPROTECTED_IDENTITY_ ACCEPTED -> AUTH_STATE_PROTECTED_IDENTITY_SENT

1883: TESTPC: May 16 2016 17:55:17.310 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]:

Auth [WiredPEAP:user-auth]: Authentication state transition: AUTH_STATE_PROTECTED_IDENTITY_ SENT -
> AUTH_STATE_PROTECTED_IDENTITY_ ACCEPTED

MH-H

El ID= IDE w&sts MHE ™S ELICHOIA MEo|M HIZHE E &L

—

ok

1902: TESTPC: May 16 2016 17:55:17.310 +0600: $NAM-7-DEBUG_MSG: $%[tid=1464] [comp=SAE]: EAP (5)
deferred password request (eapRequest.c 147)

1918: TESTPC: May 16 2016 17:55:17.310 +0600: $NAM-6-INFO_MSG: $[tid=1412]: Protected password
sent.

1921: TESTPC: May 16 2016 17:55:17.325 +0600: $NAM-7-DEBUG_MSG: %[tid=1412]:

Auth [WiredPEAP:user-auth]: Authentication state transition:
AUTH_STATE_PROTECTED_IDENTITY_ ACCEPTED -> AUTH_STATE_CREDENTIAL_SENT

HBENAME HIZHE 2HE +Ast T HHZ HIPHE E MSELICH

2076: TESTPC: May 16 2016 17:55:17.856 +0600: 3$NAM-7-DEBUG_MSG: %[tid=1412]:
Auth [WiredPEAP:user-auth]: Authentication state transition: AUTH_STATE_CREDENTIAL_SENT ->

AUTH_STATE_SUCCESS
2077: TESTPC: May 16 2016 17:55:17.856 +0600: $NAM-7-DEBUG_MSG: $%[tid=1468] [comp=SAE]: STATE (4)

S_enterStateAux called with state = AUTHENTICATED (dotlx_sm.c 142)
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