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ciscoasa# sh run access-1i split
access-list split standard permit host 2.2.2.2

ciscoasa# sh run group-policy
group-policy GroupPolicy-OpenDNS internal
group-policy GroupPolicy-OpenDNS attributes
wins-server none

dns-server value 1.1.1.1
vpn-tunnel-protocol ssl-client
split-tunnel-policy excludespecified
split-tunnel-network-list value split
default-domain value cisco.com
address-pools value acpool

webvpn

anyconnect profiles value AnyConnect type user
ciscoasa#

VPN E{'&0i| A OpenDNS EcHE X2
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= 208.67.222.2222%}2| 2= EAI0| VPN E{E QB0 £¥EH, 24 =
El2 E5 & ME|2 S Eh|C}.

ciscoasa# sh run access-1i split
access-1list split standard permit host 208.67.222.222

ciscoasa# sh run group-policy
group-policy GroupPolicy-OpenDNS internal
group-policy GroupPolicy-OpenDNS attributes
wins-server none

dns-server value 1.1.1.1
vpn-tunnel-protocol ssl-client
split-tunnel-policy excludespecified
split-tunnel-network-1list value split
default-domain value cisco.com
address-pools value acpool

webvpn

anyconnect profiles value AnyConnect type user
ciscoasat

O| oflofl M= LHE 192.168.1.0/24 MEY0f CHEt AZ S8 AHI|TBo|HE &

o4& LI|Ct.0| ZAL|

1240|Mof| M= 208.67.222.2220] CHEt EEHEIO| E{HS S5 MEE|X| oo 2 24 Zal0|ME

7t o4%ds| d =3t El 23 HEHE ESELICH

ciscoasa# sh run access-1i split
access-list split standard permit 192.168.1.0 255.255.255.0

ciscoasa# sh run group-policy

group-policy GroupPolicy-OpenDNS internal
group-policy GroupPolicy-OpenDNS attributes
wins-server none

dns-server value 1.1.1.1
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split
default-domain value cisco.com
address-pools value acpool

webvpn

anyconnect profiles value AnyConnect type user
ciscoasa#

Note: Split-tunnel-all-dns must be disabled in all of the scenarios

Cte& & elRrLic

VPNO| 917481 32 2 22t0|iE & O+ ol|xlofl EAIEI 42 23 o
shL|ct
= .

ot s

=

t=lo4 ZE Al=|o{ok



Umbrella Roaming Client  (2.0.154)
O Protected
B Encnpted
Last Connected: less than a minute ago
Logging: On
Client Mame: ANIRODRI-WS03
Aun [eagneestic Tool




	AnyConnect와 OpenDNS 로밍 클라이언트 간의 상호 운용성
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	배경 정보
	기능
	AnyConnect DNS 처리
	
Windows 7+
	
Split-include 컨피그레이션(tunnel-all DNS 비활성화됨 및 split-DNS 없음)
	
Split-exclude 컨피그레이션(tunnel-all DNS 비활성화됨 및 split-DNS 없음)
	
Split-DNS(tunnel-all DNS 사용 안 함, split-include 구성)
	Mac OS X
	터널 전체 컨피그레이션(tunnel-all DNS가 활성화된 스플릿 터널링)
	Split-include 컨피그레이션(tunnel-all DNS 비활성화됨 및 split-DNS 없음)
	
Split-exclude 컨피그레이션(tunnel-all DNS 비활성화됨 및 split-DNS 없음)
	
Split-DNS(tunnel-all DNS 사용 안 함, split-include 구성)

	리눅스
	터널 전체 컨피그레이션(tunnel-all DNS가 활성화된 스플릿 터널링)
	Split-include 컨피그레이션(tunnel-all DNS 비활성화됨 및 split-DNS 없음)
	
Split-exclude 컨피그레이션(tunnel-all DNS 비활성화됨 및 split-DNS 없음)
	
Split-DNS(tunnel-all DNS 사용 안 함, split-include 구성)

	
OpenDNS 로밍 클라이언트

	제한 사항
	해결 방법
	구성
	터널 OpenDNS 트래픽
	VPN 터널에서 OpenDNS 트래픽 제외


	다음을 확인합니다.


