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Connect Threat Grid Appliance to AMP for Endpoints Appliance

Threat Grid Connection test failed.

« Threat Grid host is invalid.
« Threat Grid SSL Certificate could not be tested.
» Threat Grid API key could not be tested.
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Connect Threat Grid Appliance to AMP for Endpoints Appliance
Threat Grid Connection test failed.
AMP Threat Grid API.

oY Bl

. Threat Grid 0{Z2t0|HA AL R2| H™H M 0i M Disable API Key OH7H ¥4=7F True2 X



E|X| etk & L.
- Disable APl Key O§7H H4~= CtS o 2 M7%d5H{oF & LICt False == Unset®] LTt

API

R < g
ble AP REY ‘I True False Linset
Can Download Sample lrue IIIEEH%HIIII s
i{ju.“.. .Tifhﬂ i:

- AMP Private Cloud # 2| Z & Integrations > Threat Gridoi| 723 E! Threat Grid API 7|7} Threat
Grid O1Z2}0|1A 9| AFS X Mo Q= ST API 71X & QlFLC.
. 2H}2 Threat Grid API 7|7} AMP Private Cloud C|HFO|A CI|O|E{H|O| A0 HE E|R= K| & 2l
grulct,
AMP Private Cloud C|HO|A B0 A AMP C|HO|A 01 F4dEl 24ZH Threat Grid API 7| &
g 4 A&LICHSSHE S5l AMP Private Cloud CIHFO|A0 23215t 0] BHEE &350
Threat Grid AFE X} API 7|& ZAMEFLICEH

fh

ol

—

N

d

e
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[roct@fireamp ~]# wmysql -e "select tg_api_key, tg_login, api_client_id from db_smwbe.businesses;®
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| tg_api_key | api_client_id |

---------------------------- o T

Ea
| mirtlif S nnjze? | argarci2_samples-user | dedc23c64d3e36034bb7 ||
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[roct@fireamp ~]#
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| tg api key | tg login | api client id
$e-cmcccccccccccccccesacca- e $ommma | ---------------- +

| thisisanwrongapikey | muLL ded fld31e36034bbT |

[ root@fireamp ~]#

tg_login NULL. AMP Private Cloud Threat Grid Threat Grid .
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mysql -e "select hex(fingerprint), disposition_id from protect.binaries where fingerprint=0x

. Administration(22|) > Manage AMP Private Cloud Integration(AMP Z2}0[|H! 22I*E &
Z+2]) Q| Threat Grid 0{Z2+0|HA 2| ZEo| 2HHE AMP Private Cloud S8 H|Z#H S 7} &

7tE|RA= K| & lgrLCt
AMP Private Cloud 2| Z&

Step 2: Threat Grid Portal Setup
1. Go to the Threat Grid Appliance Portal.

2. Navigate to the Manage AMP for Endpoints Integration page on the Threat Grid appliance.
3. Add the Service URL, User, and Password from the section below.

Details

Service URL https://dupdateamp3.argarci2-lab.com/

User disposition_update_user

Password G ew'QSBEXJYfPK & » Pass

Threat Grid 0{Z2t0|1A E2£ ZEILCH

IIC|II5ICI|C;I Threat Grid Submit Sample Dashboard Samples Advanced Search Reports Indicators Administration

Disposition Update Syndication Service

Passwaord Action(s)

o o

Service URL User

= [
____________ e | Remore |
https://dupdateamp3.argarci2-lakt disposition_update_user cw23r::xJYfPK m
. ] e | Remove

- AMP Private Cloud C|H}FO|A &4 O[O|E MH|A CL%HOH H“='°+ CA7} CA 1B M2
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> Sub_CA > Disposition_Update_Service 2/1& M L|C}.[} 2t A RootCA 2! Sub_CA= Threat Grid

Appliance2| CA @I&F Mol A x|5HoF & L|CH.
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il AMP for Endpoints  private cloud Administration Portal . Support M Announcements ?Help @ Logout

a Configuration « Operations = Status ~ Integrations = Support ~ - ¢ -

O Sanity Check Failing

Certificate Authorities are used by your Private Cloud device to verify SSL certificates and connections.

Add Certificate Authority
n Certificate (click to collapse)
Issuer rootca_vpc
& Download
Subject rootca_vpe
Validity 2020-11-15 00:00:00 UTC - 2025-11-14 23:59:59 UTC
u Certificate (click to collapse)
Issuer rootca_vpe
& Download
Subject subca-dus
Validity 2020-12-05 12:01:00 UTC = 2023-12-05 12:01:00 UTC
Threat Grid :
l::lllf::‘.lc;' Threat Grid ADD”BHCG Home Configuration Status Operations Support
Configuration e CA Certificates
Authentication Details Validity
CA Certificates Subject: CN=roctca_vpc 2020-11-1
Issuer: CN=rootca_vpc Valid for alr
Change Password Fingerprint: 66:BF:EB:63:36:9F :AC:E9:39:AD: 76: A4 :0E:5A:57:B1:45:B9:FD:A4:FD:63: 7E:5A: 11:FF:47: AA:CC:1E:FF:F2
Clustering Su § -03-0
- Issi for ab
Date and Time Finj
Eaot sut -03-2
Integrations Iss! for ab
Fin
License
Sul] -07-2
Network Issy for ov
Fin.
Network Exit
Sul -03-0
NFS Is_st for ab
Notifications Fing =
SSH Subject: CN=subca-dus 2020-12-0
Issuer: CN=rootca_vpc Valid for alr
Fingerprint: 51:D5:74:90A:6C:44: 4B:1A:F9:45:93:CB:B6: 7C:3A:EB: 7B:BE:BD:04:51:4D:79: BE: D4:23:35:92:C0:17:9D:5C

Add Certificate Lookup Certificate

« AMP Private Cloud Disposition Update Service FQDN Administration() > Manage AMP Private Cloud
Integration(AMP ) Threat Grid . AMP Private Cloud [P FQDN

disposition_update_user = st ﬂ

|https:ﬁdupdateampa.argarciz—lai: ‘ Hisposition_update_user ‘ ew236| IxJYfPK H
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|
Threat Gridol| A Test Connection(?3d EIAE) HHE
AL

L|Ct."2t= HIAIX|7} Integrations(S &) >
MEHSH £ AMP Private Cloud C|HFO| A0l A

Threat Grid Connection test failed.

« Threat Grid SSL Certificate is invalid.
» Threat Grid AF| key could not be tested.

3 e

. Threat Grid 0{Z2t0|21A M4 ClE{H| o|A0| MX[El 1B M7t 7| CAl 2l MBE[RA=X|
grelgr|ct.
CAO|IM MEEH B2 T 2B M #|Qlg ot Liol| =7t ok & LICt. AMP Private Cloud C|HEO|A
2| 2=l Integrations(& &) > Threat Grid(Threat Grid SSL 218 A)2| Threat Grid(Threat
Grid)ofl F&7}8H{ of grL|Ct.

Threat Grid Configuration Details

Edit

Hostname | fcisco.com

API KBV Q [ —— @

4 n'
u Threat Grid SSL Certificate
Issuer subca_tga_clean

Subject | kisco.com

Validity 2020-11-24 00:00:00 UTC 2021-11-23 23:59:50 UTC
e o

AMP Private Cloud C|HFO|AO| A 34X A X|El Threat Grid 01ZZI0|HA QIS M= CHS 0l A &2l
& = & LICt /opt/fire/etc/ssl/threat_grid.crt

RIF A2t #AEl Threat Grid 0{&E 20|24 0| ZD

B3 HIAIXK] - 70l 10l M ZH &l S7H 7[7F Lx|5HX| k&Lt
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T3t £ Threat Grid 0{Z2} 0|4 A 0| A £ AlEL|C}.
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Configuration e Upload SSL certificate for PANDEM

Authentication e o e

CA Certificates gucNAOELBQADggEBAKXZBOIDWacWYSVOXSHWrOIMULAMNAEBOZIXNkuB\.rGﬁwhj

Change Password Jkgjju9xKrkeSLCr+trWnr+qgjZlc4ecVCmB8FXBWUtr8BjHcimbHUbZ IVLYp6WDxO

Clustering

Pat=landilime HMS37fvd44R9CirdpjUz0bc61HS4wo5PATUYjPtO1Dy0dHiad4zE3pH4X3D9rzQYYd
Cl6KJpevCJzFyoQW3ahTZoxrdF1115wO3XcH41Q= v

Email e END CERTIFICATE----- &

Integrations

Prlvato Kmr (PI:M‘J

License waaBsZJpSOZNJ RtvaminmPpNZzhqlwacceoASaRsx.eu+4c+HmUknahEHJ NNS
Network IJbkA4UJQgWgeD4QKOj8cQKBgQCIZmRmL7H7d1avaPzbEIAOKYNIgIXsBKDCHjYo
g+HONXxIdI8zUSHYFab9L0361thYO+0Bwd3EGhbQ2u7CeinFp8Y7mQuqQNFThHIZO

Network Exit

NFS

f8E/D+)dT8zhA3aWNAADIEDYX|IRES24 TFATIT/ Ga09q2d/y /d9btCal PRaMUiAGe
Notifications nY2D9wNsniSuk 1IHL2SojLtVxBBYqwa8wluuBOmgZZVNprSparsyw== -
————— END RSA PRIVATE KEY----- p

public key derived from private key does not match

Hel Z]oiM LHEH S0 7|71 iE Mol T+ JE S7H 7|k YRIstK| ef&LICt

MY B

- 7HRL Z|7F 1B MLl STH 7| UXISt=X] &
MRl 7|7k QlE M2l 7K 719F UR|stH RESA
DEHAT QB MO 71! 7[2t SIH 7|0l S LEt

QIghL|cH,
al

SN X7 S
27
=

Sgslior &LICh ol 2M0Me
7tx|z A=x| #elst

af 7|0l S2 &Lt

1EH7|. OpenSSL €& AE36t0o4 712l 7|o| RE1 QIS Mol +HE 71 7|1€ HlmErLICt.
openssl x509 -noout -nodulus -in

$ openssl x589 -noout -in certificate.cert | openssl md5
(stdin)= d41d8cd98{0eb204e9800998ect8427e

$

$

% openssl rsa -noout -in private-key
(stdin)= d41d8cd98f00b204e9800998ec

| openssl md5

-key
ct842 ?

A1 HIAIX] - 712l Z]ofl Bl PEM 2EIX7} g Elo] &Lt
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Configuration e Upload SSL certificate for PANDEM

Authentication Certificate (PEM)

CA Certificates MIIDTCCAjagAWIBAgIICR 1youl OY/MwDQYJKoZIhve NAQELBQAWGIEYMBYGA 1 UE
AwwPc3ViY 2FfdGdhX2NsZWFuMB4XDTIwMTEYNDAWMDAWMFoXDTIXMTEyMzIzNT
k1

Clustering OVowSTEbMBKGA1UEChMSQ2IzY28gU31zdGVicywg SW5MSowKAYDVQQDEYFre2Vj

Change Password

Date and Time

NIgQT03qqfX7Zh5wKY4BrTWxOpNBodUclOKxzODPWYZqUUjpeKcjyUkj2L6fY 0OV

Email v

Integrations
2 Private Key (PEM)

License wZfa8sZJp30zivJRtvBioPnwmPpNZzhglW3cC90ASaRSXeU+4c+HmUknahEHJNN8 -

IJbkA4LUJQgWgeD4QKOj8cQKBgQCIZMmRmML7H7d 1 avaPzbEIAOKYnIglXsBKDCHjYo

Network
g+HONxIdIBzUSHYFab9LO361thYO+0Bwd3EGhbQ2u7CeinFp8Y 7mQuqONFTEHIZO

Network Exit

NFS /8E/D+jdT8zhA3aWNXADI8bIx|IRE3 24 TFAfJf7 3a59q27y7d96tCa 1 PFaMOIXGe
nY2D9lwNsni5uk 1IHL2SojLtVx8BYqwaswOuuBOmgZZVNprSparsyws==

Notifications
————— END RSA PRIVATE KEY----

private key contains non-PEM content

Add Certificate . Cancel |

7Hel 7| e LHe| PEM ClIO|E{7} & & E|RI&LICE.

oY EAl

1EH7|. OpenSSL E2 At83st04 72l 7|0 FAH S & lFfLICt

openssl rsa -check -noout -in
. PEM PEM

y

64:PEM routines:PEM read bio_ex:bad basetd decode:../crypto/pem/pem_lib

sa -check -noout -in correct-private-key.key

OpenSSL B £2{0| RSA Key7t otl B2 ol 7| LH2| PEM HIO|E{of 2|7} A4S E 2l0[EfL]
Ct.

OpenSSL BHoZ EM|7t UAE AR LSS - ELICH

- 7§l 7| LHe| PEM HIO|E{7F B EIRA = X| & QIF LIt
el 7| ot Lio| PEM CI|O|E{= 64K €2 EAIELICE T Y LHS| PEM HIO|EE tit = H| HALSHEH
CIOIE7t 2 IR =X e & USLICHOI0IE7 +5 & ol mtAo| ChHE ot HEEIX] I
&LCh.



$ cat wrong-private-key.key

BEGIN PRIVATE KEY
MIIEvAIBADANBgkqhkiGIWOBAQEFAASCBKYweeSiAgEAA0TBAQCY FIytwkfoUICS
D1uK9PTbKvDrShegn8/Cen9wXEUDIBNahlFiZvwZb/5FL+I1ry/POWKIMiXRhLO52
YBoogsuDTw79MoabxXYLKq1P5QRIV6tQQDNiHUoHFNS Lkoo®HBubkDtGo/PWATE
/INGBMIU/d1DDuzxfgGzedviztT90rpCbZyQP2r+56xa0KMAc3AEEK /pYA7aCv/G
P6rGkHc /ViMINTulVIWAI cLgTUXODeHL jTIcI2q/vH/ iOWeIgAv10aGuBCOeg ¢
NwOgPyY3XI8g/I 1HAG /VsM1ONHKTAEhvSks
WXZW1XhNAgMBA tUShuSCL7tABF7VpSeKXM
Uh4/VrdglTYXFI 5 7k@sCwmhKUaMACTYANnrg
fINIJto/x0azh 17ttvlvX3zwe LCEXSDXKG
mdhzCQSTBFYbM A4M7HiocsbkLjijScTFYQ
JgSwASBEgqgeH3: 1gddkl6ddAasSjQSs7sIxaf
WtVHzbVDgJ+rb' 3gQDePpxacxGRZLXfja3s
SU+TvjNWQGcUs: 18yB8ZQde1gPZrVeZoMym2
155+/LS43HBS5hcCfnZplLAMBzHY vX+HPuGHm2x0Cy51K5KsfDPa/SrbhDkxZtyBSG
1CeVLEycQ5t1xtI6giBLKNmtrQKBgQDKI+BTMrHFYDS50gP cBZyGXVhmSyHcZ0P9k
OosXngeKtpdql8Ck/H2QftFpOAFoHQxD/t1iJA6E1eK9HTVnsq9+xbCU1fRLPxeCS
Cbct1DYBwaMn8Ywp9PfZKPgu /gl IXTUWT6TALcBGtdspYDEbApVYAB91PoS@vcBn
g7LG+bcIIQKBgHFNn/ZziDtrkSz1SN6fVGPhIHCUtI+yZRuBkkz/8ohv1Rf+En+VY
90GOGBq/MEBZy 3TV+SUYFPX1509eQDDYNQToKs FpUhOQvuQ@leIGSm+E6jFApheg
QauT9x@TkVDP1bP5LFKTMG27Brzr90G95F45hrZ0gWOD+w7YdTY1GD7Z AoGASHKU
b4XoeNS1771hUg5w27gR9q+LC+8EmiHNRrNxDsnCZd7 zGFQw7MKbQDdFQdfQUwvyn
FBDKFsrLRT1rIVDGle27NakE,/QmE20AVNS 7PG3UBYx/RxhYV/60smGGsXz 10Mn+AB
SxuwKiWoARshnMsDvsTYWofml1SMwT IMmCKpbTii1ECgYB187 jesdFv2NtY1mb1pAYS
DHiErbldtVumF42Tax+fucqUrdB3LZo6F jagvPy+LBjA3VjtRYkDjOQmstvxD5j+d
V3Pg4IWaocGUSRQUIYSLorme+y]ls6Z+iNkIcPeZtWidSgP+NZalxvhtj8Xel 5660
a+10neYA41zL1225cgyFzEQ==

END PRIVATE KEY

. 7HQI 7|2 A #imj &2 510|Z 57H, BEGIN PRIVATE KEY EHo{2 A|%H&t 1 5719| 5l0|Z2 =2
of.
—IHR! 7| AlEF—
. 72l 7lo| O} x|t £ 5712| 510|222 A|xsl T END PRIVATE KEYEHE EHo{2 AlEstD
57H2| 5tO|Zo 2 B Lt
of.
—IHel 7| BE—

of . 712! 7| Lhe|l PEM &4 A H|O|HE +HotMA2.



% cat correct-private-key.key
BEGIN PRIVATE KEY
MITEvAIBADANBgkghkiGOw@BAQEFAASCBKYwgeSiAgEAAOIBAQCYF IytwkfoUIcs
D1uK9PTbKvDrShgn8/Cen9wXEUDIBNah1FiZvwZb/5FL+I1ry,/PBWKIMiXRhL(Q52
Y@oogQsuDTw79MoabxXYLKg1P5QRIVetQQDNiHUoHFNS Lkoo®@HBubkDtGo/PWATE
/INGbMIU/d1DDuzxfegGze@viztT90rpCbhZyQP2r+sGxaOKMOc3AEgK/ pYA7aCv/G
P6rGkHc /VIMINTuWVIWAIcLgTUXODeHLjTIcI2g/vH/ iOWeIgAv10aGuBCOegVDU
NwOgPyY3XI8g7H AHAG /VsM1BNHKTAEhvSks
WXZW1XhNAgMBARA tU9huSCL7t4BF7VpSekKXM
Uhd/VrdglTYX{B 5 7k@sCwmhKUaMACTYANrg
fINIJto/x0azhe A7ttvLvX3zwe LCEXsDXK6
mdhzCQSTB+YbM4 RAM7HiocsbkLjijScTFYQ
JgSwASBEgqeH3z hgddkleddAaSjQSs7sIxat
WtVHzbVDgJl+rbS BeQDePpxacxGRZLXfja3s
SU+TvjNWQGcUsX 1 58y870d01qgPZrVeZeMym?2
155+/LS4jHBShcCfnZpL4Mez HYVK+HPUGHm£wﬂClethbePaIHrthkthvﬂHG
1CeVLEycQ5t1xtIogiBLKNmtrQKBgQDKI+BTMrHFYDS58gP cBZyGXVhmSyHcZ0P9k
OosXngeKtpdgl8Ck/H2QftFpOAFoHQxD/t1JA6E1eK9HTVnsq9+xbCULfRLPxeCS
Cbcf1DYBwaMn8Ywp9PfZKPgu/gI 3XTUWT6TALcBGtdspYDEbApVYAO91PoSBvcBn
g7LG+bcIIQKBgHFNn/ZziDtrkSz1SN6TVGPhIHCUtI+yZRuBkkz /8ohvl1Rf+En+VY
90GeGBq/MEBZy3TV+SUYFPX150Q9eQDDYNQToKsfpUh0QvuQeleIGSm+E6jFApNeg
QauT9x0TkVDP1bP5LFKkTMG27Brzr9oG95FAS5hrZ0ghW0D+w7YdTY1GD7ZA0GASHKU
b4XoeNS1771hUg5w27qR9g+LC+8EmiHNRrNxDsnCZd7 zGFQw7MKbQDdFQdFQUvyn
FBDKFsrLRT1rIVDGIe2ZNaE/QmE20AVNS7PG3UBYx/RxhYV/60smGGsXz10Mn+AB
SxuwKWoARshnMsDvsTYWofmlSMwT IMmCKpbTiiECgYBi87 jgsdFv2NtY1mb1pAYS
DHiErbldtVumF42Tax+fucgUrdB3LZo6FjagvPy+LBjA3VjtRYkDjQmstvxD5jfd
V3Pg4IWaocGUBRQUIYSL6rmw+yls67+iNkIcPeZtWidSgP+NZalxvhfj8Xel 5600
a+I0nBY41z1 122SceyFzEQ==
END PRIVATE KEY

B3 HAIX] - 70l 1ol Bl 718 doE + elgLict
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Configuration e Upload SSL certificate for PANDEM

Authentication Certificate (PEM)

g A TR T N M RS T E P R T 34 A R [ A L F W R T W MARME 11T N[ Ak WY S 1A W A § A ] Ty

. AN =
CA Certificates BakahkiGOWOBAQSFAAOCAQEASCQ1iOkPKLi6ATRI4eueZ642CYGUIBWG02Z2SIKle
Change Pasaword epigQobaJadi3WTh7LMHUXHZPO2YZJIO/OjUQ/8uLk 1sG7rVESROE/EVIOV|LENE
Clustering
T WhTboJukREZOyYiBoQDPcSWhQe8j3FELJIf9yfu2bthOFQQ+Lf3BU4ZPIXPVEtUUL
7FIPOkJC/33s5ZWpC80zCmdPvFgx//JbpWr1gllYVsluYg== -
Email === END CERTIFICATE-----

B

Integrations

Private Key (PEM)

License I BEGIN RSA PRIVATE KEY----- -
MIEEpAIBAAKCAQEAUCh3AUTSP91Ym/PyvHva/xKBCbLeY7+|QJGO7wm7eruX3KTLY
EE9N6gn1+2YecCmOAal1sTgTQaHVHJdCsczgz 1mGalFI6XinI8IJISi+n2NDIcNr

Network Exit XBVPvCUs5fnH2cZwKGTen/NDJhnyC5DIb1 7RLY7 Y+wxhMiyRCHH3aZ 310Mpl Tk4 X

Network

NFS

CjScIWSBFy/CDXbX27KncS4gWe91phsKXg0jo7wIDAQABACIBAFrHBEHRSVNTXY 5v -
| yYCSwXQtfalYpjXGGgdduaPzdIrlCrCGWbbgimKeYQBYGTUIV7 vXAx2EANS7Izvb2

Notifications
SSH

cannot generate public key from private key

SSL

Syslog Add Certificate Cancel

el 7| mtd LHe| #4XH PEM Ci[O|E{olM S7H 7|& dEdE + el&Lich

& BHA:

1. OpenSSL

openssl rsa -check -noout -in

OpenSSL B £7§0| RSA Key7t otl Z< ol 7| L2l PEM Cllo|E{oll X7t IS & 20|
Ct.

2EF7|. OpenSSL E2 AF&38t0{ 712l Z|olM S 71§ WEH = U=X| ZlgfLch

openssl rsa -in
.74 7| LHELHZ|of| AuiRier 371 7|& 4352z LEH&LICH

o



$ openssl rsa -in wrong-private-key._key -pubout
unable to load Private Key
14019516152352@: error:09091064:PEM routines:PEM read bio ex:bad baseb64 decode:../crypto/pem/pem_lib.c:929:

% openssl rsa -in correct-private-key.key -pubout
writing RSA key
-----BEGIN PUBLIC KEY-----

MIIBIjANBgkqhkiGOwOBAQEFAAOCAQSAMIIB CAQEAr3yMrcIH/VCHOQ5bivTe

2yrw60oY/Pwnp/cFxFAYATWOZRYmb8GW/+RS/iNa8vzoFiiTI10YS@0dmNKKIEL
Lg®80/TKGusV2CyqtT+UESFerUEAzYh1KBxTU15KKNBILmSA7RgPz 1uHxPy TRmzC
FP3dQw7s8X4Bs3tL4s7U/Tq6Qm2ckD9q/ rBskjijNHNWBICvEWAD2gr /xj+qxpB3
P1YjNTU711SFnSHCAE1Fzg3hyd@yHCNqv7x/4j1niIAL9dGhrgQjnoFQ1DcDoD8m
N1yPIOx3C@1WeVForZmx+Dg6l+J14uljytkVeeBwOvibDNdDRyk+BIbOpLF12VtVa
TQIDAQAB

Z1 HAIX| - & 24 2 /7:PEM C|O|EE C|ZYE + gigLCt

= Al
S o
. = | =. = s A A 1T = = = =
A0 HAIX:7E 24 2LF:PEM OIO|EHE C|ZEE = gi&LICH QIE{m|o|A0] QIS MHE F7t5t
B{0 A8t F Threat Grid 0{Z2t0|HA MM = AIELICH
"cll's'élc;’ Threat Grid App“aﬂce Home Configuration Status Operations Support
Configuration Upload SSL certificate for PANDEM
Authentication Sl
CA Certificates A )
BgkghkiGO9wOBAQsFAAOCAQEAsCQ1IOKPKLEATR94eueZ642CYGUfBwg02259Kle
Change Password epjgQobaJadi3WTh7LMHuUxHZPO2Y ZJIO/QJUQ/BuLk1sG/rVESROe/EvI0OVjL5NF
Clustering
Darstandilime wbTboJukREZOyiBoQDPcSWhQe8j3FEtJIf9yiv2ZbthOFQQ+Lf3BU4ZPiPVEtuUL
7FIPOKJC/33s5ZWpC80zCmdPvFgx//JbpWrigllYVs1uYg== -
Email el END CERTIFICATE----- .
Integrations parse error: PEM data could not be decoded
License Pr va Le I(e,f *PEMJ
Network waaBsZJp3C|z|uJRWB|0F’nwmPpNZthIWBCCBOASaRSXeU+4c+HmUknahEH.JNn8 -
Network Exit IJbkA4UJIQgWgeD4QKOj8cQKBgQCIZmRmML7H7d1 avaPzbEIAOKYNnIgiXsBKDCHjYo
g+HONxIdI8zUSHYFab9LO361thYO+0OBwd3EGhbQ2u7 CeinFp8Y7mCQugQNFTbHIZO
NFS
Notifications /8E/D+jdT8zhA3aWNXADBbIxIRE324 TFAfJF73a59g27y7d96tCa 1 PFaMOIiXGe
nY2D9IwNsniSuk1IHL2SojLtVx8BYqw9BwOuuBOmqgZZVNprSparsyw== -
————— END RSA PRIVATE KEY----- A

Add Certificate | Cancel

CIE M mel LHo| &) PEM OIO|E{0I M Q1B ME C|

kU
ot
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als
50
o>
L
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el Lol PEM O

. Q1M T+ LHO| PEM GlOJE{ol M Q1B M MBS 2B 4 QU=X| 2RlBLIC

1E7A|. OpenSSL €2 AtE36t0{ PEM H|O|E mA 2| QIEAM HEE EAIRLICH



openssl x509 -in
PEM CIO|E{7} &4 &l 732 OpenSSL £0| QEAM MEE 224D AT E M 27 7F ehAlishL|
C}.

of.Q1EM m ol PEM ClIO[E{7} &4 E[o] QIS M HE & ZE5tX| ZR&LICH

% openssl x5@9
unabl

ox

1 HIAIX] - 22tO0IKE/MH CA & M7t ot

B4

A0 HAIXKZE BN 2 F:320|E/MHH CA 213 M7t oFL|2t Threat Grid 0{Z 20|91 A 01| A
£ AIEILICH Ol Configuration(ZAZ|Z12i|0|44) > CA Certificates(CA 215 M)0ll CA 2IZME F7}
stedm Al 8t 2ol ZLict

o] ; ] . -
P Threat Grid Appliance Home  Configuraton  Status  Operations  Support

Configuration CA Certificates

Authentication Certificate (PEM)

e

Ir2MrtEmB8vul3CzLgSnC3iFRYFIbbwiQTW/AgMBAAG|DzANMASGA 1UdDWQEAWIC

SRS EE T iDANBgkghkiGIWOBAQSFAAOCAQEAY3b0+QmLEORi7g3iHUSK3cGeWhCIWIF5230R

Change Password

Clustering wByBX 1YrWKICWSOmMT8K/3mscEbUvyjALFRvoGeeYLII3whoaB8ZLxysELENwW7r+5

Date and Time AtTgHWYUEdrgnnAUjQbiOls+NUY826gpRwWuH7PBYT9k330KE8XSz08xmsQQG+oHOo
L2wj6R2hS8e7dzJzHbsp+ TicL/w7MAUFRWKTAQ]7gEbKmYj+0Q== -

Email END CERTIFICATE----- 4

Integrations not a client/server CA cert

License I—

T— Add Certificate Cancel

Network Exit

NFS

Notifications

CAQIBEMO| 7|8 M2t =74 & & 710| CAR ™Ho|x|Xx| eik&Lct aE &Lt
Basic Constraints 2f & 20| CAZ M™HE B2 OpenSSL E 2 = QIFLICHCA Q1B Mo A Trued
L|Ct.

1EtA|. OpenSSL £ 2 AF&3st0o1 PEM Cl|O|H mt | QIS M HEE ZEA[EfLICH

openssl x509 -in



2EHA| Q1B M HEOM 7|8 Mok = =E ol 2/ gt AMELICH

0i.Threat Grid 01Z2}0|1A M 5{&35t= CAQ| 7|8 AMIeF =74 ZhlL|Ct.

Exponent:
xtensions:
Basic Constraints:
CA:TRUE
09v3 Key Usa
Digital Si

nature, Key Agreement, Certificate

=)
L=
=2
=

o e

. Threat Grid Appliance - Z1I|18|0|44 7}0|E
. Cisco AMP Virtual Private Cloud Appliance - Z1I| 18]/ 0|4 0] 2! TechNotes

. 7|& X|® & E M - Cisco Systems



https://www.cisco.com/c/ko_kr/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ko_kr/support/security/fireamp-private-cloud-virtual-appliance/products-configuration-examples-list.html
https://www.cisco.com/c/ko_kr/support/index.html
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