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# | Configuration - Operations ~ Status - Integrations = Support - [ I

. Support  ?Help @ Logout

Updaies keep your Private Cloud device up 1o date.

= Check/Downlcad Updates

Content

2. 4,4_1528990794 T —

Ciient Definitions, DFC, Tatra Confant Version

Software

@ 2.4.4_1528991036

Private Cloud Software Version

Checked 43 minutes ago; software is up to date.
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L. Configuration - Operations - Status ~ Integrations - Support - . e -

. Bupport  THedp (% Logout

Updates keep your Private Cloud device up to date.

o CheckDownload Lpdates

Content
@ 2. 4 4 2319@421@?@}?? © Update Content
Software

© 2.4.4_1528991036

Checked 35 minutes ago; software ts up to date.
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#  Configuration = Oparations = States - Intagrations = Support - - 4 -

L Support  PHelp & Logout

Backups create a copy of your FireAMP Private Cloud databases in /databackups named amp-backup-
YYYYMMDD-hhmm.ss.bak, where YYYY is the year, MM is the month, DD is the day, hh is the hour, mm the
minute, and ss the second the backup was run.

£ Manage Schedule = ¥ Notifications

Manual Backup

Previous Backups
Namé 5 Bize: Timestamp S Operations

fdata/backupsfanp-backup-20193424-2000. 81. bak 359 MB 201 9-04-24 00:00:37 +0000 s n
about © hours ago
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A Configuration = Opemtions - Status = Intagrations - Support - - [ ] -

S The backup was sucoessiul,

Backups create a copy of your FireAMP Private Cloud databases in /data/backups named amp-backup-
YYYYMMDD-nhmm,ss.bak, where YYYY is the year, MM is the month, DD is the day, hh is the hour, mm the
minute, and ss the second the backup was run.

4 Manage Schedule | T Notifications

Manual Backup

=

Last Manual Backup Successful

& Backup Job Dotails

Previous Backups

Mamie £ Size 5 Timestamp i Operations
fdata/backups/anp=-backup=-20198424-0825.43. bak 352 MB 20190424 08:26:18 +0000 3
Jdata/backups/amp-backup-20190424-0000.01. bak 359 ME 2019-04-24 00:00:37 +0000 Y B
_ - = - ol =Ll=
40t o BHEE S 28LICH 0| KICHE CHe 2= 5|1 OFXEH %[0l KR EIUE K| EolgtL

Ct.

3. M HE AR

0| MMof|ME 3.0.1 FireAMP Virtual Private Cloud2 7t4 t{Alo| o|O| #+& E|RICt 7P e
VMWare ESXi2| 3.0.1 OVAE 74 HAlof| CHst Mx| Mxt= CtS @30 =elg £+

.ESX Server0i OVA I} 2 E$HL|C}

#3:0| 2ol M AIE HEXtol A= FireAMP Virtual Private Cloud 2. 4 4 213.0.10 CHsH X
S| Solst BAE O8I IP FAE AFBELICE O 7H0|ofl et HE £ 3B % FireAMP

T =

Virtual Private Cloud 2.4.42 & 2380} &L|C}.

0|| A

A0 CHet 2& EOIEE YLICh.Tab,

HH
rﬂ
N
0x
E
r§

1EH7A[. 3.0.1 T O] Mx|E M
Enter EJ §|’§£ 9'% |E:'| A—I]Igal- ‘¢' u\ﬁl—ll-_—l'

2CHA|. CONFIG_NETWORKZE 0|S5t1 7|2 =E2| Enter 7|12 2 3P 1 FireAMP Private Cloud2|
22l IP A AT |o[ME AIEELICHDHCPE AI&3HXR| &2 22{™H NoE MEISID EnterE B

LCt.


/content/en/us/support/docs/security/sourcefire-fireamp-private-cloud-virtual-appliance/118336-configure-fireampprivatecloud-00.html#anc5

pgruszcz_ampvd_test 132 133 To release you mouse press: Control-3

AMF -- Frivate Cload Advanced Malware Protection Cuer. 3.8.1)

Hain Menu
Your AMF Frivate Cloud device canmmot be managed until your Web
administration interface is properly conf igured.
.+ BA:58:56:8d:89:b6

Fleaze conf igure your Web administration interface by selecting
CONF IG_NETHORE in the menu below,

CONSOLE Start command-line console ~ shell.

COHF IG_MHETWORE Conf igure the Heb adminiztration interface.
INFO Display device status ~ information.
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pgruszcz_ampvd_test 132 133 To release you mouse press: Control-3

AMF -- Frivate Cload Advanced Malware Protection Cuer. 3.8.1)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the ThB key to toggle
between the form fields and buttoms.

Press the ENTER key when finished, or ESC to cancel.

=HOTE: Gateway for administration portal return traffic only.

Gateway= (Optiomall) ... .. :
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pgruszcz_ampvd_test 132 133 To release your mouse presse Control-3

AMF -- Frivate Cloud Advanced Malware Frotection Cwer, 3

Hain Menu
Your AMF Frivate Cloud device can be managed at:

: https: -10.46.17.132
: BA:58:56:84:89: b6

Password ... ... : fUsBMKuuPu

The password shown abouve has been antomatically generated for gow. You
will be required to change this password when you first login.

CONSOLE Start command-line console ~ shell.

COHF IG_HETWORE Conf igure the Heb adminisztration interface.
INFO Display device status » information.
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freAMP™

Password Required

Authgnbcation & rmguined 10 adminisier your FinetMP Privato Cloud devicn, The
password can be Tound on the dinvice conaols ol your Priv 'mi.'r 1 ChraiCn

‘. Support



7EA. 2301 83 % H|ZHE & wZsoF #LICHOId Password ZE9| 240 £7| HIYHE
B ASELICEM HIYEHE ZEoM M HIZYHES E F i AL ELICH.Change Password& & 2|8t
LICH.
¢ =
ﬁFEAMP Private Cloud Administration Portal . Support PHelp Logout
#  Configuration - Operations = Status - Integrations = Support - - -

& Password Expired
Change the password used o access the FredMP Private Cloud Administration Portal and the device
console. Mote that this is also the root password for your denvice.

Warning
Yol Do |

assword is used to authenticate 1o the Adminstration Portal as well &S the devics consols. It miy not ba possible 1o paste
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% Support THelp G Logout

Installation Options

Install or Restore

Install of Restors Either perlonm a chean installation or sedect a location to rmestone your device from. When restoring you will
Lt hawe the option 1o edit your configuration before resiore procesds.

Clean Installation

| surt> |

RE store Local  Remote m

Aestone a recovery file using your browses. Nobe that this method is only recommended for small recovery
files (less than 20MB),

k + Choasa Restore File

m Jdata
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ff?EAMPmm“mmm L Suppors  ThEp B Logmd

" Corfigaration - Cicarmtong - Sighm v ntagrationg ~ Suppor] v L
Installation Opticna
S ... Install or Restore
% bractsll or Ragioea Efther pariorm & chean installation or select 4 loCafon bo nesionm your devics fom. When resiosing you wil
% Linaaaa P E ity e it YOL Coriliguritnn Baforn rsbon Dt
Clean Installation
Restore Locsl Uplo

Flestons from a fils o0 & nemoledy accoesibin Sora,
@ 0488 1 Dl amp-Backus- 201 B2 104, 11, bak

W fdatn

¢ .
FIPEAMP ™ ... coui ramsissson sor st Tren @ togout

# | Confguration -  Operations -  Status - Inlegrations - Support - - -
Installation Options
e INSTAll OF Restore
alersd after instaliation
» Inatall er Roatore Either perfcem a clean installation or select a kecathon 1o restone your device from. Whan restorng you will
Tl e Feios This opSion be edit your configuration befon riston proceeds.

Clean Installation

Restore oo Uploes
Restore from a file on a remotely accessible server,
@ | httpy 048 26 106 amp-backup-20190424-1044.11 . bak

B Sdata
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L Configuration - Dparations - Siatus - Inegrations - Support - L .

L Suppat  THalp B Logout

e . Install or Restore

% evasail or Agsineg o Eithisr parfonii & Chean installatnon o Select A ICAlion b Festion your dewics from. WIeR restaning you will

¥ Lcensa Fave the option 1o edit your configuration before restor proceeds.
Preparing Restore

Your nesions fils i being processed, ploass wail.

portalys T iredMP/ L inux /1. T. 8. 545/ rhel/ 7/ CURRENT_REVISION

portaly/firedMP/ 1inux/1. 7. 8. 545/ rhel/&

portals Tt ireAP Linue /1, 7.8, 545/ rhel/6/ ciscoampoonnector=1. 7,8, 545=1, 016, <B6_64. rpm
porral/TireAMP/ L inux /1. 7. 0. 545/ rhel/6/ T1ireanp-1 inux. TAF. §2

portalysf ireddP /1 inux /1. T. 8. 545/ rhel /6 CURRENT _REVISION

portal/fireAMP/ 1inux /1. 7.0, 845 /update. xml

portal/firesdP/protectent

portal/firesMP/protectent /REVISION

portal/TiredMF /protecients/5. 1. 15, 10653

portal/fireiP/protectent/S, 1. 15, 10683/ installer-32-tep. oxp

Clean Installation

Restore Local  Remote

Resiorn & recovery Tile LEing your bronvser. Nobe that 1his methedd B only recommaended bor small recoveny
filies [Jess than 20ME).

k + Chooss Resbars File

. Soata
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Reconfiguration of Administration Portal
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freAMP™

Reconfiguration of Administration Portal
Fleasea wait...
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#  Configuration =  Opemations =  Status =  Imtegrations = Support = | -

L Support PHelp & Logout

Installation Options

Install or Restore

Either parionm a clean installation or select a lecation to restone your device from. Whean nestoring you will
have the option to edit your configuration bafona resions Droceedss.

Ircitall o Radtons
Licorag

W Ty

Dl Moda
FireAdP Consals Account
Hardware Reguiremenis.

Restore Ready

Your configuration has been restored, and your data will be restoned during installation. You
Configuration may review and edit some parts of your configuration befora proceeding with installation
Kitbwich
Drate and Tirs
Cenificate Authoritios
Upestresam Prosy Seneer
oo Clowd

Ernasl

LA L LK

LI

Clean Installation

Moticationg
Hashans
38H

Syslog
Updales

LRLL LK

Restu re Local Rormate m

Aestore a recovany fle using your browser, Mote that this methad ks only recommended for small recowany
Ao nlication files (less than 20ME).

FirMP Condaky
Dpasition Somwver
Dhdposition Som
Extended Pratocol W fdata

Disposition Lipdato . .

w
Sk
Firpparmm Mragbmang
Canritr

Services

+ Choose Bestong File

%
r

Othar

Aeview and Install

5. 01& 7|
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W Configuration - Oporations - Status - intogrations = Support - -

LSupport  7Help % Logout

Installation Options

Certificate Authorities

Install o Aostors Add Cartificate Authority

WSO
Depiayment Made
¥ FirsMAP Consode Account

B Hiftwand RogurdTeis m

Configuration
Metwork
Crate i Tirmd

Mo certificatd authoritits hawe Desn uploaded 1 this dvicn.

LA L4 s

LS

Upstneam Proocy Senvr
Ciseo Cloud

Ernad

Nofators

Backups

S

W N N R N N WP N N W W

LAL L q

Upcatos
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I AMP oo

F. 1 Configuration - Operations - Statis - Integrations - Support - - -

Add Certificate Authority

@ Certificate Root (PEM .crt)

LSupport  THelp B Logout

Installation Options

# Install or Roeston

> Liconss

F Weltome

> Deployment Mods

3 FireAMP Consoly Account
» Harthwary Rogusomnts

Certificate file has been uploaded.

LALLRS

Configuration
& Hbwork
& Date ond Time

& Cortifcate Authorities a
o]

] Certificale start and end dates are valid.

(o]
E Certificate is in a readabie format.
(]

<4

Cartiicate end date is later than 20 months from oday.

# Upsiroam Proxy Senaer
> Clsco Cloud

> Email

# Motifications

> Backups

> 85H

> Gyshog

> Updales

Cortificate file only Contains one certificate,

¥ Add Certificate Root
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L Lonfiguration = LAparaisoams = =latus = niegralions - =R - . =

Add Certificate Authority

® Certificate Root (FEM .crt)

% Support  THelp & Logout

Installation Options

resiall o Featon

Lt vt

Wl

Doployrmont Mode
FirnAMP Console Account
Fandwing Faguinsmets

Cadtificate fila has baen uploaded.

LELLLL L

Caontificate is in & readable format

Configuration
Ptk
Dt and Tirme
Cortf b At oritiod
Uipstreamn Praxy Server
Clitay Clhisiad
Erruai
Mot fcations
Bae kg
S84
Sysiog
Uipdates

Cantificate start and ond dales an vald,

44

Centificate and data is later than 20 months from today.

00000

Certificate fila only contains one certificate.

B cortnew.cor + Acdd Cortificato Root
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#  Configuration - Operations - Status - Integrations. - Support - - -

L Support 7 Help (% Logout

Installation Options

e AUthentication Configuration

alterad &itee instalaticn

» Install or Rigsicen

¥ Licersa

¥ Welcomeo

* Dopleymant Mode

3 FirdAMP Consakh Ascount
¥ Handware Foguiromenis

Configuration Authentication Cartificata Replace Cartificate

Authentication Hostnamea o MELP

@ authentication.amptest. pgreszcz.com 18 Validate DNS Name

LA sL s

# Notwork

¥ Date and Time

» Conificxe Authosties
¥ Upatroam Prooy Senr
¥ Cisco Cloud

» Emad

# Motifications

* Batkups

» 85H

» Sysiog

3 Updates

Mo certificate has been provided for this sendce.

LALLLLLLiLs

Services

F Authentication
# FiroAMP Gonsolo
> Disposition Server

L4

2EtA. ZAE O|§0| XIEE|D SHE | = QIE[H o|O|x|of EA|E! CHE Replace Certificate(215
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L Suppont  THelp & Logout

Configuration - Operations = Status - Integrations - Support = - -

— Authentication Configuration

¥ Instal or Resionn

» Licorms

# Wolcoma

> Doployment Mo

> FirAWP Cordold Account
& Hardwan Roguingmens

Authentication Hostnamea i HELP

@ authentication. ampiesl.pgrusIcz.com 8 Valkdate DMNS Name

LA S

Configuration Authentication Cartificate Replace Cartificate

¥ Motwork

» Date arvd Tina

& Conificato Austhceilios
» Upstroam Prowy Servor
> Cioo Clowd

2 Emad

¥ Natifications

¥ Backups

» 85H

» Sysleg

> Updates

MNa certificate has been provided for this service.,

L

Services

¥ Authentication

¥ FiraAMP Corbale

# Dispoation Servor

. DEsposion Servor

” Extended Protocol
Disposition Update

? Sorice

. Firoponaer Managoemant

© Conter

L
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The device is installing...

Please wait for this page to redinct you. Refreshing manually might cause problems. Installation time is typically undar 20 minuies.

25 State &l Started £ Finished @ Duration

U Fri Ape 26 2019 12:54:03 GMT+0200 (Central Ewopean Summar Time) @ Please wait... @ Fleasa wait...

0 day, O hour, 1 minute, 14 seconds ago

Your davice will nesd to be rebooted after this oparation,

Reboot

[2819-84-26T11:55:18+@0:88) DEBRG: Current content's checksum:

[2019-24=-26T11:55: 10+00:00) DEBUG: Rendered content's checksus: 1c2cBf5383551c7cT6489059¢0¢582339220940T0C69d0d967a552
C3d471 26629

[2819-84-26T11:55:10+80:88] INFD: templatel/sopt/firefampfportalsconfig/linux/config_items.chef.yml] updated content
[2819-84-26T11:55: 18+0:08) INFD: templatelfopt/fire/ampfportali/config/linux/config_itens.chef.yml] owner changed to
[}

[2819-84-26T11:55:18+80:88] INFO: templatelsopt/firefamp/portalsconfigs/linux/config_items.chef.yml] group changed to
[}

[2819=04=26T11:55:10+20: 28] INFD: templatelsopt/firefampfportalsconfig/linux/fconfig_items.chef.yml] mode changed to &
44

[2819-84-26T11:55:18+80:88] INFOD: templatelfopt/firefampfportalscontig/linux/config_items.chef.yml] not queuing delay
ed action run on execute[reset_policy_network_items] (delayed), as it's already been queued

[2019-04-26T11:55: 18+00:208] INFO: Processing templote [fopt/firelamp/portalsconfig/virtualscontig items. chef yall acti
on create (fireamp-portal::config_chef lime 78)

[2819-B4=26T11:55: 10+08:88) DEBG: Current content's checksum:

[2019-24-26T11:55: 10+00:00) DEBUG: Rendered content's checksum: B6cBcd2083c15cabi?Toecledef2csa3d5627a387793cces53ae20
B817d4555b1c
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The device is installing...

Ploease wait for this page to mdirect you, Refreshing manually might cause problems. Installation time is typically under 20 minubes,
& State {3 Started £ Finished @ Duration
m Fri Apr 26 2019 13:54:03 GMT+I200 (Ceniral Fri Ager 26 2019 14:03:57 GMT+0200 (Central 0 ay, 0 hour, D minutes,

European Summer Time) Eunopean Summer Time) 54 saconds

Iy Al <5 SConNds ago

Your device will need 1o be rebodted after this operation.

un {fopt/firefchef/cookbooks /dasmontools/providers/service. rb line 148)

[2019-84-26T12:03:30+00:88] INFO: execute[fopts/{irefembedded/bin/svc -t fservice/fireamp-haproxy] ram successfully
[2019-24-26T12:03:30+00:00] INFO: tesplate(fopt/firefamp/portalSdb/migrate/20150426120103 vpdate_license_suamary_ 2819
0426129051, rb] sending run action to execute[run_migrate_license_summary] (delayed)

[2019=-24=26T12:03:30+20:00] INFO: Processing exetute[run migrate license summary] action run (fircasp-cnpres::license
lime 142)

[2019=-24=26T12:R3:57+00:08] INFO: executelrum_migrate_license sumsdry] ran successfully

[2019-84-26T12:03:57+00:08] INFO: Chef Run complete in 186.283958188 seconds

[2019-84-26T12:03:57+00:88] INFO: Aunning report handlers

[2019-84-26T12:03:57+00:08] INFO: Report handlers complete

Sending system notification (this may take some time).

Registration against the FireAMP Dispositien Server has préeviously succecded.

Installation has finished successfully! Please reboot!
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https://docs.amp.cisco.com/Release%20Notes.pdf#G8463473
 https://docs.amp.cisco.com/FireAMPPrivateCloudUserGuide-latest.pdf
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