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/var/log/messages
Mar 3 14:47:34 vnc stabulic: cisco-anp: starting rpmpre scriptlet (1)

Mar 3 14:47:34 vnt stabulic: cisco-anp: rpmpre scriptlet done

Mar 3 14:47:35 vnt stabulic: cisco-anp: starting rpmpost scriptlet (1)

Mar 3 14:47:35 vnt stabulic: cisco-anp: skip installing redirfs since it is already installed
Mar 3 14:47:35 vnc stabulic: Mar 03 14:47:35 vnc AMPInstal l er[2107]: Info: executing post

Mar 3 14:47:35 vnct stabulic: Mar 03 14:47:35 vnc AMPInstal l er[2107]: Info: sending event

Mar 3 14:47:35 vnt anpinsthel per: Set mininumreported log |level to error

Mar 3 14:47:36 vnt anpi nsthel per: Shutdown file | ogger for nodul e: anpsupport

Mar 3 14:47:36 vnct stabulic: Mar 03 14:47:36 vnc AMPInstal l er[2107]: Info: event sent

Mar 3 14:47:36 vnc stabulic: Mar 03 14:47:36 vnc AVPInstaller[2107]: Info: starting connector
Mar 3 14:47:36 vnt kernel: Kernel |ogging (proc) stopped.

Mar 3 14:47:36 vnc rsyslogd: [origin software="rsysl ogd" swMersion="5.8.10" x-pid="1133" x-
info="http://ww.rsyslog.con'] exiting on signal 15.

Mar 3 14:47:37 vnt kernel: inklog 5.8.10, log source = /proc/knmsg started.

Mar 3 14:47:37 vnc rsyslogd: [origin software="rsysl ogd" swMersion="5.8.10" x-pid="2136" x-
info="http://ww.rsyslog.conl'] start

Mar 3 14:47:37 vnt init: /etc/init.conf: Unable to | oad configuration: No such file or
directory

Mar 3 14:47:37 vnt init: cisco-anp pre-start: redirfs already | oaded

Mar 3 14:47:37 vnc init: cisco-anp pre-start: |oading avflt

Mar 3 14:47:37 vt kernel: Cisco Anti-Virus Filter for the RedirFS Franmework 1.0. Based on
Redi rFS AVFIt 0.6 <www. redirfs.org>

Mar 3 14:47:37 vnt init: cisco-anp pre-start: avflt | oaded

Mar 3 14:47:37 vnc init: cisco-anp pre-start: |oading anpnetworkfl ow

Mar 3 14:47:37 vnt init: cisco-anp pre-start: anpnetworkfl ow | oaded

Mar 3 14:47:37 vnt init: cisco-anp pre-start: done

Mar 3 14:47:37 vnt anpdaenon: Set mininumreported log |evel to notice

Mar 3 14:47:37 vnt stabulic: Mar 03 14:47:37 vnt AMPInstaller[2107]: Info: connector started
Mar 3 14:47:37 vnt stabulic: cisco-anp: rpm post scriptlet done

Mar 3 14:47:37 vnt yuni1995]: Installed: ciscoanpconnector-1.0.0.184-1.¢el6.x86_64[root@vmc
ciscol# ps aux rep -i amp r oot 825 0.0 1.1 203376 11532 ? Ssl  13: 47 0: 00
[ opt/ ci sco/ anp/ bi n/ anpnon - addr =

r oot 2166 0.0 0.0 0 02 S 14: 47 0: 00 [csco_anp_nsg_wq]

r oot 2167 0.0 0.0 0 02 S 14: 47 0: 00 [csco_anp_prc_wq]


https://www.cisco.com/c/ko_kr/support/docs/security/amp-endpoints/215163-amp-for-endpoints-linux-connector-os-com.html
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r oot 2170 1.4 3.7 814824 37540 ? Ssl  14: 47 0: 02 /opt/ci sco/ anmp/ bi n/ anpdaenon

r oot 2264 0.0 0.0 103240 884 pts/0 S+ 14: 50 0: 00 grep -i anp

[root@vmc ampl# lsof -p 825 COMWWAND PID USER FD TYPE DEVICE SI ZE/ OFF  NCDE NAME
ampnmon 825 root cwd DR 253,0 4096 2/

ampnmon 825 root rtd DR 253,0 4096 2/

ampnon 825 root txt REG 253,0 6775183 262792 /opt/cisco/ anp/ bi n/ anprnon (del et ed)

ampnon 825 root nmem REG 253,0 1921216 654097 /lib64/1ibc-2.12.so0
ampnon 825 root nmem REG 253,0 142640 654121 /1ib64/1i bpthread-2.12. so
ampnon 825 root nmem REG 253,0 154664 654085 /1ib64/1d-2.12.so

ampnon 825 root Ou CHR 1,3 0to0 4418 [/ dev/ nul

ampnon 825 root 1u CHR 1,3 0to0 4418 [/ dev/ nul

ampnon 825 root 2u CHR 1,3 0to0 4418 [/ dev/ nul

ampnon 825 root 3r REG 253,0 26555 393043 /var/| og/ ci sco/ anpdaenon. | og (del et ed)
ampnon 825 root 5r DR 0,10 0 1 inotify

ampnon 825 root 6w REG 253,0 1508 393591 /var/ | og/ ci sco/ anpnon. | og[root@vmc amp]#
lsof -p 2170 COVMAND PID USER FD TYPE DEVI CE SI ZE/ OFF  NCDE NAME

anmpdaenon 2170 root cwd D R 253, 0 4096 2/

anmpdaenon 2170 root rtd D R 253, 0 4096 2/

anmpdaenon 2170 root txt REG 253,0 7717228 262795 /opt/ci scol/ anp/ bi n/ anpdaenon
anmpdaenon 2170 root nem REG 253, 0 27424 654111 /1ib64/1ibnss_dns-2.12.so
anmpdaenon 2170 root nem REG 253, 0 65928 654113 /1ib64/1ibnss_files-2.12.so
anmpdaenon 2170 root nem REG 253,0 1921216 654097 /1ib64/1ibc-2.12.so0
anmpdaenon 2170 root nem REG 253, 0 67592 654184 /1ib64/1ibbz2.s0.1.0.4
anmpdaenon 2170 root nem REG 253, 0 110960 654123 /1ib64/l1ibresolv-2.12. so
anmpdaenon 2170 root nem REG 253, 0 596272 654105 /1ib64/1ibm2.12.so
anmpdaenon 2170 root nem REG 253, 0 142640 654121 /1ib64/1ibpthread-2.12.so
anmpdaenon 2170 root nem REG 253, 0 16304 654201 /1ib64/1ibuuid.so.1.3.0
anmpdaenon 2170 root nem REG 253, 0 19536 654103 /1ib64/1ibdl-2.12. so
anmpdaenon 2170 root nem REG 253, 0 43880 654125 /1ib64/1ibrt-2.12.so
anmpdaenon 2170 root nem REG 253, 0 88600 654152 /1ib64/1ibz.so0.1.2.3
anmpdaenon 2170 root nem REG 253, 0 206672 654199 /1ib64/1ibidn.so.11.6.1
anmpdaenon 2170 root nem REG 253, 0 154664 654085 /1ib64/1d-2.12. so

anmpdaenon 2170 root Ou CHR 1,3 0t0 4418 [/ dev/ nul

anpdaenon 2170 root 1u CHR 1,3 0t0 4418 [/ dev/ nul

anpdaenon 2170 root 2u CHR 1,3 0t0 4418 [/ dev/ nul

anmpdaenon 2170 root 3u uni x Oxffff88003d8elc80 0t0 17076 socket

anmpdaenon 2170 root 4w  REG 253, 0 1871 393045 /var/ | og/ ci sco/ anpdaenon. | og
anmpdaenon 2170 root 5r CHR 1,9 0t0 4423 [/ dev/ ur andom

anmpdaenon 2170 root 6u REG 253,0 46080 262812
/opt/ciscol/ anp/ et c/ cl oud_query. cache

anmpdaenon 2170 root 7u REG 253, 0 2048 262813 /opt/ciscol/ anp/etc/events. db
anmpdaenon 2170 root 8u sock 0,6 0t0 17096 can't identify protoco
anmpdaenon 2170 root 9r FIFO 0,8 0t0 17118 pipe

anmpdaenon 2170 root 10w FIFO 0,8 0t0 17118 pipe

anmpdaenon 2170 root 11r REG 0,3 0 17119 /proc/ 2170/ nount s

anmpdaenon 2170 root 12u CHR 248, 0 0t0 17062 /dev/anpavflt

anmpdaenon 2170 root 13u REG 253,0 8192 262819

/ opt/ ci sco/ anp/ et c/ quar anti ne/ quar anti ne. db

anmpdaenon 2170 root 14u REG 253,0 27648 262844

/opt/ciscol/ amp/ et c/ quar anti ne/ retrospective. db

anmpdaenon 2170 root 15u uni x Oxffff88003b5503c0 0t0 17121 /var/run/sfanpd

anmpdaenon 2170 root 17r I Pv4 17549 oto TCP 172.16. 168. 139: 48668- >ec2- 46-
51-181-139. eu-west - 1. conput e. amazonaws. com htt ps ( ESTABLI SHED)

anmpdaenon 2170 root 18r I Pv4 17182 oto TCP 172.16. 168. 139: 49661- >ec2- 52-
16- 63- 115. eu- west - 1. conput e. amazonaws. com htt ps (CLOSE_WAI T)

anmpdaenon 2170 root 19u sock 0,6 0t0 17194 can't identify protoco

root@vmc ciscol# 1ls -al /var/log/cisco/ total 16
drwxr-xr-x. 2 root root 4096 Mar 3 14:47 .

drwxr-xr-x. 4 root root 4096 Mar 3 14:47 .

SITWe- - - - - . 1 root root 0 Mar 3 14:47 anpcli.log

SITWe- - - - - . 1 root root 1871 Mar 3 14: 47 anpdaenon. | og

SITWe- - - - - . 1 root root 0O Mar 3 14:47 anpinstaller.log

SrW---- - . 1 root root 1256 Mar 3 14:50 anpnon.| ogbinaries in /opt/cisco/amp/bin/

[root@nt ~]# initctl start cisco-amp



ci sco-anp start/running, process 1567

[root@nt ~]# /opt/cisco/amp/bin/ampcli status
[l ogger] Set mininumreported log | evel to notice
Trying to connect. ..

Connect ed.

St atus: Connected

Scan: Ready for scan

Last Scan: 2016-05-02 08: 01 PM

Policy: Protect Policy for FireAWP Linux (#446)
[root@nt ~]# initctl stop cisco-amp

ci sco-anp stop/waiting

rhel 60 amp AH|A H|g438

# initctl stop cisco amp

# mv /etc/init/cisco-amp.conf /etc/init/cisco-amp.conf.disabled

# mv /etc/init/cisco-ampupdater.conf /etc/init/cisco-ampupdater.conf.disabled
# chmod -x /etc/cron.hourly/cisco-ampupdater.cron
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