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ASDM £2|E &35t = ASA Z4I| 18 o|M:

<#root>

ASA5525(config)#

interface G gabitEthernet0/0
ASA5525(config-if)#

nanei f | NSI DE



ASA5525(config-if)#

security-level 100
ASA5525(config-if)#

ip address 192.168. 75. 23 255. 255. 255. 0
ASA5525(config-if)#

no shut down

ASA5525(config)#
ASA5525(config)#

http server enable

ASA5525(config)#

http 192.168.75.0 255.255. 255. 0 | NSI DE
ASA5525(config)#

asdm i mage di sk0:/asdm 762150. bi n

ASA5525(config)#
ASA5525(config)#

aaa authentication http console LOCAL

ASA5525(config)#

usernane cisco password cisco

ASA/SFR 2 & 7to| 38t dE E QIS AIR. OZHX| et 2™ Firepower &

EE 3 ASAO{| A 3DES/AES EIO|MIAE &35l ofF Bf L

<#root>
ASAS5525#
show version | in 3DES

Encrypti on- 3DES- AES

Enabl ed
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https://www.cisco.com/c/ko_kr/td/docs/security/asa/compatibility/asamatrx.html#pgfId-137099

+ ASDM H{Z 7.6.2.150
« Firepower 2AZE 01 2 & 6.1.0-330

[nm

Ol Mol HE= §H & g 32| ClHI0|AE Ei= HYEIR&LICH o] 240 AFSE 2 E C|

P

=
Olak Z7|5HEI(7|2) HL|aBlo/Me 2 AISEIRSLIC BA WIEXIT} &S B2l B 2E
Wy ol HAYAQl WE S 0l2] SEI5HAI7| HHELICH

Ot 7= X
ASACHE 37HO| i QIE{m 0|47} Qe LIt

« asa_dataplane - ASA Cl|O|E{ ZZ0{M Firepower AZEQjo| ZEZ TIHZ!IE 2|C|AMEE= O

ArZELct,

- asa_mgmt_plane - Firepower 22| QIE{H|O|A 7} HEL|F 2t S4IE = UES dt= Ol A
ELct.

- cplane - ASA%} Firepower 2 & 70l ZIP2l0|EHE & st= O AAEEl= ZHEE EoiQl IF
Ho|AL|CH.

L% QIE{H 0|20l EBHTIS TXE 4 YBLICH

Hd
rin

<tfroot>
ASA5525#

capture CAP interface ?

asa_dataplane Capture packets on dataplane interface
asa_mgmt_plane Capture packets on managementplane interface
cplane Capture packets on controlplane interface



Management0/0
asa_mgmt_plane FirePOWER
# module mgmt IP

FirePOWER
software module

asa_dataplane —EE— cplane
GO0/0 G0/2
| I
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[Z) Cisco ASDM-IDM Launcher v1.7(0) (o] @ [

S, Cisco ASDM-DM Launcher 12t

CISCO
Device IP Address fMName: 192, 168.75.23 ;|
Usarname: ]
Pagzword: Il

|| Remember the username of the spedfied device on this computer

|| Run in Dema Mode

T

0 &

B 722 =0i A ASDMIt ASA 7+2| SSL E{'E 0| M- ELICH.

Source Destinaticn Protocol Length Data Info
192.168.75.22 192.168.75.23 TLSv1. 2 252 Client Hello
Ol CtEat Zo| AlZtEte = &L
ASDM Launcher ASA
| . 192.168.75.x G0/0 G0/2
22 WS pryy e
Management0/0

2EHA| - ASDMOIAM ASA Z1I|22{|0o|M & Firepower 2 & IP FAE AMELICE

ASDMO| ASAO| HAZE M MR E0|M +-ElE ZE HALE EAISHE{E ASA0AM debug http
255 BHPE UZFLICH



<ffroot>
ASA5525#

debug http 255

HTTP: processing ASDM request [/admin/exec/

show+nodul e

] with cookie-based authentication

HTTP: processing GET URL '/admin/exec/show+module' from host 192.168.75.22

HTTP: processing ASDM request [/admin/exec/show+cluster+interface-mode] with cookie-based authenticatio
HTTP: processing GET URL '/admin/exec/show+cluster+interface-mode' from host 192.168.75.22

HTTP: processing ASDM request [/admin/exec/show+cluster+info] with cookie-based authentication

HTTP: processing GET URL '/admin/exec/show+cluster+info' from host 192.168.75.22

HTTP: processing ASDM request [/admin/exec/s

how+nodul e+sfr+detail s

] with cookie-based authentication
HTTP: processing GET URL '/admin/exec/show+module+sfr+details' from host 192.168.75.22

« show module - ASDMOA ASA ZE S ZMstL|CH.
« show module sfr details(2 & sfr M AFE E A|) - ASDM Firepower 2| IP FAE E &

P
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= 2= MFA

&S AMELICH

Ole{et A2 PCOHIM ASA IP FAZ HZAE|E Y7ol sSL Hdz WIAEIR2E0i|M EAIFLICH
Source Drestination Protoccd Length Cats  Infa

192.168. 75. 22 192.168.75.23 TLSvl.2 252 Client Hello
192.168, 75. 42 192.168,7%.23 TLSvl. 2 284 Client Hello
192.168.75.22 192.168.75.23 TLSwl.2 2B4 Client Hello
192.168. 75.22 192.168.75.23 TLSvl.2 284 Client Hello
192.168, 75. 42 192.168,7%.23 TLSvl. 2 284 Client Hello
192.168.75.22 192.168.75.23 TLSwl. 2 2B4 Client Hello
192.168. 75.22 192.168.75.23 TLSvl.2 284 Client Hello
192.168, 75. 42 192.168,7%.23 TLSvl. 2 284 Client Hello
192.168.75.22 192.168.75.23 TLSwl. 2 2B4 Client Hello
192.168. 75. 22 192.168.75.23 TLSvl.2 284 Client Hello
192.168, 75. 42 192.168,75%.23 TLSvl. 2 284 Client Hello
192.1648. 7522 192.168.75.23 TLSwl. 2 2B4 Client Hello
192.168. 75. 22 192.168.75.123 TLSvl.2 252 Cclient Hello
192,168, 7%. 22 192.168,75%.23 TLSvl. 2 284 Client Hello
192.168.75.22 192.168.75.123 TLSwl. 2 220 Client Hello

[192.168. 75.22 192.168.75.23 TLSvl.2 284 Client Hello |

3CEt7| - ASDMO| Firepower 2 &2 &dll 8412 AI&ELICH

ASDMS Firepower 22| IP TAE &1 oo Z D EO0] CH5H SSL MIME AIZFEFLICEH



[T Cicen ASOM Launcher =Tl x|

% Cisco ASDM-IDM Launcher LG

Initializing FrePOWER communication || 17%

Device IP Address [ Name: |192.1658.75.23 -

Usermame: Oson

Password: Il

|| Run in Demo Mode

B ldla

ol Bzt =0l ASDM EAE 0| M Firepower 2| IP FAZ9| SSL HAZAZ EA|ELICH

Source Destination Protocol Length Data Info

192.168.75.22 192.168.75.123 TLSV1. 2 252 Client Hello

192.168.75.22 192.168.75.123 TLSV1. 2 220 Client Hello

Ol CtS1t ZOo| A=t & l&LCh

ASDM Launcher ASA
192.168.75.x
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OUTSIDE
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E-] Cisco ASDM Launcher

=, Cisco ASDM-IDM Launcher ol
- |

Authenticating FirePCOWER. login

Device IP Address [ Mame: [192. 165.75.23

Username: dsco

Password:
[

Security Warning

Do you want to Continue?
The connection to this website is untrusted.

Click to see the FirePOWER
Certificate information

Mote: The certificate is no cannot be used to verify the identity of this website,

More Information

’ Continue Cancel
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% Cisco ASDM-IDM Launcher i,

Device [P Address [ Mame: 192, 168.75.23 =]
Fassword: T

[™] Run in Demo Mode

HAME 2 O3S ofof Lot A& LICH

@ Home Conﬁguratlon - Maonitoring | g Deploy - oﬂeﬁ'esh |° Back o Forward

Help ‘

@
I
=
a
[a]
E General | License Interface IP Address/Mask
f:| INSIDE 192.168.75.23/24
N riost Name: s IMNSIDE3 192.168.79.23/24
ASA Version: 9.6(2)3 Device Uptime: 15d Oh 52m 28s B
. . IMSIDES 192.168,76.23/24
ASDM Version: 7.6(2)150 Device Type:  ASA 5525
MGEMT no ip address
Firewall Mode: Routed Context Mode: Single
QOUTSIDE 10.48.66,247/23
Environment Status: % 0K Total Flash: 8192 MB
Select an interface to view input and output Kbps

EE 3t ASA Firepower Z4I| 1o 0|M Ml &S5 2 AMELICH
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DeviceSetup & 8 Confiuration > Device Sctup > Startup Wizard

C
§ ) B Interface Settngs
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._.H..an Chok the Launch Starftup Wizand" button to start the wizard,
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Startup Wizard

The Cisco ASDM Startup Wizand assists you in getting your
Cesco Adapirve Secrty Apphance configured and ruming. Use
s wizard bo oreate a basic configuration that enforces
pecuFity pobches in your mebwerk,

The Startup Wizard can be run at any Bme and will be initalzed
with vadses from the aument neving confgurabion.
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File View Took Wizards Window Help
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_ |DevikeSetup & &  Confiquration > Device Setup > Startup Wizard
e vvnad

Lk
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2 || @43+ Routing Chck: the "Launch Startup Wizard” buthon to start the wizand.
H Devace Mame Fassword

E System Time

Startup Wizard

The Cisco ASDM Siartup Wirard asssts you in Qeting your
Cisco AdapSve Security Applance configured and running, Lse
this wizard to oreate a basic configurabon that enforces
seaurity polces in your nebweork,

The Starfup Wizard can be nun at any Gme and vl be inftislized
with values from the curment nunning configuration.
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<#root>

ASAS5525#

show interface ip brief | include Interface| Managenent0/0

Interface IP-Address OK? Method Status Protocol
Management0/0 unassigned YES unset

up up

tSELICHAolIE &l A2|X| ZE FE(H/0|F/AHE) & Q).
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firepower 2 E0| 35| X7|3, =& L A™ FQIX| = QI L|Ct.

<{froot>

ASA5525#

show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type:

Model:

Hardware version:
Serial Number:
Firmware version:
Software version:

MAC Address Range:

App. name:
App. Status:
App. Status Desc:

App. version:

Data Pl ane St at us:

Console session:

St at us:

DC addr:
Mgmt IP addr:

Mgmt Network mask:

Mgmt Gateway:
Mgmt web ports:
Mgmt TLS enabled:

<tfroot>

A5525#

FirePOWER Services Software Module
ASA5525

N/A

FCH1719]54R

N/A

6.1.0-330

6c41.6aal.2bf2 to 6c4l.6aal.2bf2
ASA FirePOWER

Up

Nor mal Operation

6.1.0-330
Up

Ready

Up

No DC Configured
192.168.75.123
255.255.255.0
192.168.75.23
443

true

session sfr consol e

Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-AX'.
>

show versi on

———————————————————— [ FP5525-3 J-----———cmmmmmmo -
Model : ASA5525 (72) Version 6.1.0 (Build 330)
UuID : 71fdlbed4-7641-11e6-87e4-d6caB846264e3

Rules update version

VDB version

: 2016-03-28-001-vrt
: 270
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« show module sfr log console BW2IO| E20|MH @LF L= 2 F

ping & racert/tracerouteQF e H2 AI25t0{ ASDM EAE 9} Firepower ZE ZHE| IP ZHe] 7|
O

E:HU;EP;Hci;cu}ping 192.168.75.123

Pinging 192_.168.75.123 with 32 hytes of data:

Reply from 192.168.75.123: bhytes=32 time=3ms TTL=64
172 _168.75.123: bytez=32 time{imz TTL=64
122 168.75.123: bhytez=32 time<{imsz TTL=64
172 _168.75.123: bhytez=32 time<{imz TIL=64

Ping statistics for 122.168.75.123:

Packets:- Sent = 4, Received = 4, Lozt = 8 (Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = 3ms,. Average = Bms

C:wUsepssciscortracert 192.168.75.123
Tracing route to 192.168.75.123 over a maximum of 38 hops
1 <1 ms £1 ms £1 ms 1922.168.75.123

Trace complete.

ASDM A E 2} Firepower 2| IP A7} %O'Ef Bl0]0 3 HIEL|T A U= B ASDM T AEO|
M ARP(Address Resolution Protocol) Ei|0|&

C:sxUsepssciscorarp —a

Interface: 122.168.75.22 —— HBxb
Internet Address Physical Address Type
1?22.168.75.23 bc—41-6a—al-2b—f9 dynamic
1?22 .168.75.123 bec—41-6a—al-2bh—f2 dynamic

192.168.75.255 ff—ff—ff— 111 static
224.8.8_22 A1-88-5e—-HAB-AA-16 static
224.8.8.252 H1-88-5e—-HAB-B8—1fc static
239 .255.255.258 A1-88-5e--ff-fa static




L|C}. miZ!e| MAC A7}

NEELIE

« ARP 20| gl= A2 WiresharkE Al23504 ARP 5t
ZHIEX| &QlgL|ct.
« ARP 50| A B2 i &F0| S2HEX| &lghLict
Eol5
A 9# Firepower 2 & AFO|0f| 248t TCP &410| UE=X| & 2I5t7| £/5H ASDME S35l 2145t
= S0t ASDM C|H}O| A0 A ﬂ.*ﬂ% EASIErLIC =|ASHOHS AFEE &olE £+ l&LCh
- ASDM ZAEQ} ASA 72| TCP 3-way SHEAM|0|3.
« ASDM S AEQ} ASA 7Hof| AX =l SSL E{ = QlL|Ct.
- ASDM ZAEQ} Firepower 2& Z2| IP FA 72| TCP 3-way SHEM|0O|3,
« ASDM ZAE2} Firepower 2 & 2| IP F4 7Hol A E SSL B4,
= C|H}

o =H siZd

N

aHsr 74

« TCP 3-way SHEM[O|3 7} MUiE Z<2 TCP A AtEst=

O|A7t ei= K| &elghLct.
« SSLO| Mg AL HZ0 MITM(man-in-the-middle)2 =&3t= CIHIO|A T} ©F
LICHAME 15 M w2 X7t ofof CiEt BIEE ®SEh.
gole
g 27t ESi=E &Ql5t2dM asa_mgmt_plane QIE{H| 0| A0 A captureE &35}

firepower L =2
grLICh Z4x{oil A Ct
+ ASDM ZAE Q9| ARP L (THZ! 42).

- firepower 22| ARP S & (! 43).
Zt9| TCP 3-way

+ ASDM 5 AEZ2} Firepower 2 &

C M|o|=(THZ! 44-46).

2

ASAS5525# capture FP_M GMT interface asa_mgmt_plane
ASABL525# show capture FP_MGMT |i 192.168.75.123

42: 20:27:28.532076 arp who-has 192.168.75.123 tell 192.168.75.22

43: 20:27:28.532153 arp reply 192.168.75.123 is-at 6¢:41:6aal:2b:f2
44: 20:27:28.532473 192.168.75.22.48391 > 192.168.75.123.443: S 2861923942:2861923942(0) win 8192

45: 20:27:28.532549 192.168.75.123.443 > 192.168.75.22.48391

S 1324352332:1324352332(0)
ack 2861923943 win 14600

46: 20:27:28.532839 192.168.75.22.48391 > 192.168.75.123.443: .

ack 1324352333 win 16695
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ASDM AFSRHO| Al T8t 2l 157t /=K| & QIELICE O|& & Qlst= & 71X &¥d2 debug http
255 H230| ASDME S5l Hd4L|= S0 o] HHEE =2dst= 2ddLict

<tfroot>

ASAS5525#

debug http 255

debug http enabled at Tevel 255.

HTTP: processing ASDM request [/admin/asdm_banner] with cookie-based authentication (aware_webvpn_conf.
HTTP: check admin session. Cookie index [2][c8a06c50]

HTTP: Admin session cookie [A27614B@20480@78CF@58989AACB80CE5159544A1B3EE62661F99D475DC]

HTTP: Admin session idle-timeout reset

HTTP: admin session verified = [1]

HTTP: username = [userl],

privilege = [14]

« Het =Z&0[ 157} otl B 1571 U= AERE A|ZELICH

ASDM Z A E 2} Firepower 2= ALO|0] Firepower 22| IP =40 CHEF NAT(Network Address
Translation)7t Q= A< NATed IP FAE X|5H0F & LICt

(£} Cannot connect to the ASA FirePOWER module. [

9 Cannot connect 1o the A5 Firel OWER module, Check that i 15 cormecily confegqured and an the network,
It's slco possable that the management address i being translated by NAT.
Please venfy the I address/Hostname and port.

IF Address:
LHZ 168 75,123
Port:

343

« A= ZOIE(ASA/SFR L 9l= 3 AE)0iAf O|2 &QlEtL|Ct
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firepower 2= 0| FMCO{|A{ ot & 22| E[X| ik =X| & QlgL|Ct. 0] B ASDME| Firepower B0

FEE7| W E LCh.

<#root>
ASAS5525#
session sfr consol e

Opening console session with module sfr.

Connected to module sfr.

Escape character sequence is 'CTRL-AX'.

>
show nanagers

Managed | ocal ly.

E Ct

rin

<#froot>

ASA5525#

B2 show module sfr details & QIL|C}H

show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type:

Model:

Hardware version:
Serial Number:
Firmware version:
Software version:

MAC Address Range:

name:
Status:
Status Desc:
version:

App.
App.
App.
App.

Data Plane Status:

Console session:
Status:

DC addr:

Mgmt IP addr:

Mgmt Network mask:

Mgmt Gateway:
Mgmt web ports:
Mgmt TLS enabled:

FirePOWER Services Software Module
ASA5525

N/A

FCH1719]54R

N/A

6.1.0-330

6c41.6aal.2bf2 to 6c4l.6aal.2bf2
ASA FirePOWER

Up

Normal Operation

6.1.0-330

Up

Ready

Up

No DC Confi gured

192.168.75.123
255.255.255.0
192.168.75.23
443

true
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« HEIRX{SSL AHS Z™EL|Ct.
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« Cisco ASA Firepower 25 HE A|ZF MO

« ASA with Firepower Services Local Management Z1I|28|0|M 7}0|=E, HHF1 6.1.0
« ASA5506-X, ASA5506H-X, ASA5506W-X, ASA5508-X 2! ASA5516-X HHFE1 5412 ASA

Firepower 2 & AFS HHAM
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/content/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/device_management_basics.html#ID-2242-00000786
/content/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/device_management_basics.html#ID-2242-00000786
/content/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/device_management_basics.html#ID-2242-00000786
https://www.cisco.com/c/ko_kr/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/ko_kr/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/ko_kr/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/ko_kr/td/docs/security/asa/compatibility/asamatrx.html
/content/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
/content/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
/content/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
/content/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
/content/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
/content/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
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/content/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
/content/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
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