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Internet Protocol Version 4 (TCP/IPv4) Properties e
General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IF address: 10 .10 .10 . 2
Subnet mask: 255 .255 .255 . 0
Default gateway: 10 .10 .10 . 1

Obtain DNS server address automatically

(@) Use the following DNS server addresses

Preferred DNS server: 4 . 2 .2 .2

Alternate DNS server: 8 .8 .8 . 4§

[ ]validate settings upon exit Advanced...

oK Cancel
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ciscoasa(config-if)# sh int ip br

GigabitEthernet@/o
GigabitEthernet@/1
GigabitEthernet@/2
GigabitEthernet@/3
GigabitEthernetd/4
GigabitEthernet@®/5
GigabitEthernet@®/6
GigabitEthernet@/7
Internal-Control®/e
Internal-Data®/@
Internal-Data®/1
Internal-Data®/2
Managementd/9

ciscoasa(config-if)#

047| A Gigo/1 QIE{H|0|A = QIE{H|0|A IP7} 10.197.223.92! Q|5 QIE{H|0|A 0|1, Gig/3 QIE{H
O|AE QIE{HO|A IP7} 10.10.10.10|2 CIE

IP-Address

unassigned

10.197.223.

unassigned
18.16.18.1
unassigned
unassigned
unassigned
unassigned
127.06.1.1

unassigned
unassigned
unassigned
unassigned

X

? Method

unset
DHCP
unset
manual
unset
unset
unset
unset
unset
unset
unset
unset
unset

ciscoasa(config-if)# ping 10.197.222.1
Type escape sequence to abort.

Sending 5, 10@-byte ICMP Echos to 108.197.222.1, timeout is 2 seconds:

Success rate is 180 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ciscoasa(config-if)# ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate i1s 100 percent (5/5), round-trip min/avg/max =

Status

administratively
up
administratively
up
administratively
administratively
administratively
administratively
up
up
up
up
up

| PCoi| 4 E LHF QIE{m| o[ L|Ct

1 run dns

omain-lookup outside
r-group DetaultDNS
name-server 4.2.2.2

=

ciscoasal(

www.facebook.com, www.google.com, www.instagram.com, www.twitter.comi| CH3Hf 4712| FQDN

7ﬁ|-|7';.||§ A—|%I-|_[_‘__

config)#

1/8/10 ms


https://www.facebook.com
https://www.instagram.com
https://www.twitter.com

scoasa({config)# sh run object
work OBJ GENERIC ALL

9.0.0.0 0.9.0.6

t network facebook.com
I.facebook.com

t ﬂetwmrk twitter.com

. twitter.com
t network instagram.com
Al . lrl_t
e . Com

DNS ECHEE X T ASA 2|F QlEHo|AN ZXE MHEELICH O ChS E8H0|ME
PCOHIM 222X 0| A www.google.comOf| HMASHAIA|L.

FAg AL A HXE dmSLch
No. Time Source Destination Protocol  Length Info
> 10.000000 10.197.223.9 Llpip )y DNS 76 Standard query 0x5315 A www.facebook.com
20.289978 4.2.2.2 10.197.223.9 DNS 364 Standard query response @x5315 A www.facebook.com CNAME star-mi
36.920002 10.197.223.9 4.2.2.2 DNS 77 Standard query 8x89c3 A www.instagram.com
4 6.965044 4.2.2.2 10.197.223.9 DNS 380 Standard query response @x89¢3 A www.instagram.com CNAME z-pd2-
511.959978 16.197.223.9 4.2.2.2 DhS 77 Standard query @xafb3 A www.instagram.com
612.083278 4.2.2.2 16.197.223.9 DNS 380 Standard query response @xafb3 A www.instagram.com CNAME z-pd2-
7 59.999984 10.197.223.9 4.2.2.2 DNS 76 Standard query @x9ab6 A www.facebook.com
8 60.049268 4.2.2.2 10.197.223.9 DhS 364 Standard query response @x9ab6 A www._facebook.com CNAME star-mi
9 65.039991 10.197.223.9 4.2.2.2 DNS 76 Standard query @xaB89f A www.facebook.com
10 65.889930 4.2.2.2 10.197.223.9 DNS 364 Standard query response @xa89f A www.facebook.com CNAME star-mi
11 67.209965 10.197.223.9 4.2.2.2 DNS 77 Standard query @x66a2 A www.instagram.com
12 67.261766 4.2.2.2 10.197.223.9 DNS 380 Standard query response @x66a2 A www.instagram.com CNAME z-pd2-
13 72.259965 10.197.223.9 4.2.2.2 DNS 77 Standard query @x540e A www.instagram.com
14 72.304687 4.2.2.2 10.197.223.9 DS 380 Standard query response @x548e A www.instagram.com CNAME z-pd2-
15 80.299972 10.197.223.9 4.2.2.2 DNS 77 Standard query @xf27e A www.instagram.com
16 80.4258085 4.2.2.2 10.197.223.9 DNS 380 Standard query response @xf27e A www.instagram.com CNAME z-p42-
17 84.926002 10.197.223.9 4.2.2.2 DNS 74 Standard query @xc@bb A www.google.com
18 85.008498 4.2.2.2 10.197.223.9 DNS 338 Standard query response @xc@bb A www.google.com A 172.217.166.1
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ciscoasa(config)# sh dns
Name: www.facebook.com

157.248.192 .35
Name : .google.com

Addr 172.217.166.164

Name: www.instagram.com
157.240.16.174

MName: www.twitter.com
» 184,244 42 .65
184244 A2 .°
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