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asa(config-smart-lic)# show license all
Smart |icensing enabl ed: Yes

Conpliance status: In conpliance
Overall licensed status: Invalid (0)
No entitlements in use

Serial Nunber: FCH12345ABC


/content/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/intro-license-smart.html
/content/en/us/td/docs/security/firepower/fxos/fxos281/web-guide/b_GUI_FXOS_ConfigGuide_281/license_management.html

Li cense node: Smart Licensing

Li censed features for this platform

Maxi mum Physi cal Interfaces D Unlimted
Maxi mum VLANs 1 1024

I nsi de Hosts > Unlinmted
Fai | over : Activel/Active
Encrypti on- DES . Enabl ed
Encrypti on- 3DES- AES . Enabl ed
Security Contexts ;10
Carrier : Disabled
AnyConnect Prem um Peers ;20000
AnyConnect Essenti al s : Disabl ed
O her VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mbile . Enabl ed
AnyConnect for C sco VPN Phone . Enabl ed
Advanced Endpoi nt Assessment . Enabl ed
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster . Enabl ed
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* WARNING *
* *
* THIS DEVICE IS NOT LICENSED WITH A VALID FEATURE TIER ENTITLEMENT *
* *
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asa(config)# license smart

I NFO License(s) corresponding to an entitlement will be activated only after an entitl enent
request has been authorized.

asa(config-smart-lic)# feature tier standard

asa(config-smart-lic)# show license all

Smart |icensing enabl ed: Yes

Conpl i ance status: |In conpliance

Overall licensed status: Authorized (3)
Entitlenment(s):

Feature tier:

Tag: regid.2015-10. com ci sco. Fl REPOAER 4100_ASA STANDARD, 1. 0_7d7f 5ee2- 1398- 4b0e- aced-
b3f 7f blcacfc

Version: 1.0

Enf or cenent node: Aut horized

Handl e: 1

Requested time: Tue, 04 Aug 2020 07:58: 13 UTC
Requested count: 1

Request status: Conplete

Serial Nunber: FCH12345ABC

Li cense node: Smart Licensing

Li censed features for this platform



Maxi mum Physical Interfaces : Unlinited
Maxi mum VLANs : 1024

Inside Hosts : Unlimited

Fai l over : Activel/Active

Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed

Security Contexts : 10

Carrier : Disabled

AnyConnect Prenmi um Peers : 20000
AnyConnect Essentials : Disabled

O her VPN Peers : 20000

Total VPN Peers : 20000

AnyConnect for Mbile : Enabled
AnyConnect for Cisco VPN Phone : Enabl ed
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : Disabled

Total TLS Proxy Sessions : 15000

Cl ust et ext
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asa# show failover | include host
This host: Primary - Active
O her host: Secondary - Standby Ready

asa# show license all
Smart |icensing enabl ed: Yes
Conpl i ance status: |In conpliance
Overal |l licensed status: Authorized (3)
Entitl enent(s):
Feature tier:
Tag: regid.2015-10. com ci sco. FI REPONER _4100_ASA _STANDARD, 1. 0_7d7f 5ee2- 1398- 4b0e- aced-
b3f 7f blcacfc
Version: 1.0
Enf or cenent node: Authori zed
Handl e: 1
Requested time: Tue, 04 Aug 2020 07:58:13 UTC
Requested count: 1
Request status: Conplete
Serial Nunmber: FCH12345ABC

Li cense node: Smart Licensing

Li censed features for this platform

Maxi mum Physi cal Interfaces cUnlimted

Maxi mum VLANs 1 1024

I nsi de Hosts cUnlimted

Fai | over : Activel/Active
Encrypti on- DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed



Security Contexts ;10

Carrier . Disabled
AnyConnect Prem um Peers ;20000
AnyConnect Essenti al s : Disabl ed
O her VPN Peers 1 20000
Total VPN Peers 1 20000
AnyConnect for Mbile . Enabl ed
AnyConnect for Ci sco VPN Phone . Enabl ed
Advanced Endpoi nt Assessnent . Enabl ed
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster . Enabl ed

Fai |l over cluster licensed features for this platform

Maxi mum Physi cal Interfaces :Unlimted
Maxi mum VLANs : 1024

I nsi de Hosts > Unlinmted
Fai | over : Activel/Active
Encrypti on- DES . Enabl ed
Encrypti on- 3DES- AES . Enabl ed
Security Contexts ;20
Carrier : Disabled
AnyConnect Prem um Peers : 20000
AnyConnect Essenti al s : Disabl ed
O her VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mbile . Enabl ed
AnyConnect for C sco VPN Phone . Enabl ed
Advanced Endpoi nt Assessnent . Enabl ed
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster . Enabl ed

AEHHEO| 7R

asa# show failover | i host
This host: Secondary - Standby Ready
O her host: Primary - Active
asa# show license all
Smart licensing enabled: Yes
Conpl i ance status: In conpliance
Overall licensed status: Not applicable in standby state
No entitlenents in use
Serial Nunmber: FCH12455DEF

Li cense node: Smart Licensing

Li censed features for this platform

Maxi mum Physi cal | nterfaces : Unlimted

Maxi mum VLANs : 1024

I nsi de Hosts : Unlimted

Fai | over : Activel/Active
Encrypti on- DES : Enabl ed
Encrypt i on- 3DES- AES : Disabled

Security Contexts ;10



Carrier Di sabl ed
AnyConnect Prem um Peers 20000
AnyConnect Essenti al s Di sabl ed
O her VPN Peers 20000
Total VPN Peers 20000
AnyConnect for Mbile Enabl ed
AnyConnect for Ci sco VPN Phone Enabl ed
Advanced Endpoi nt Assessnent Enabl ed
Shared License Di sabl ed
Total TLS Proxy Sessions 15000
Cluster Enabl ed

Fai |l over cluster licensed features for this platform

Maxi mum Physi cal Interfaces Unlimted
Maxi mum VLANs 1024

I nsi de Hosts Unlinted
Fai | over Activel/ Active
Encrypti on- DES Enabl ed
Encrypti on- 3DES- AES Enabl ed
Security Contexts 20
Carrier Di sabl ed
AnyConnect Prem um Peers 20000
AnyConnect Essenti al s Di sabl ed
O her VPN Peers 20000
Total VPN Peers 20000
AnyConnect for Mbile Enabl ed
AnyConnect for C sco VPN Phone Enabl ed
Advanced Endpoi nt Assessnent Enabl ed
Shared License Di sabl ed
Total TLS Proxy Sessions 15000
Cluster Enabl ed
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ci scoasa(config)# show run http

http server enable

http 0.0.0.0 0.0.0.0 outside

ci scoasa(config)# show run aaa

aaa aut hentication http console LOCAL
ci scoasa(config)# show run username
usernane cisco password ***** pbkdf 2

& 31l 3DES/AES EPOIMVVP A= FR0|E ASDME S5l ASAN| HAZE =+
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ci scoasa(confi g)# debug ssl 255
debug ssl enabled at |evel 255.
error: 1408A0CL: SSL routines:ssl 3_get_client_hello: no shared cipher
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interface Ethernetl/2

management-only

nanei f outside

security-level 100

ip address 192.168.123.111 255.255.255.0 standby 192.168.123.112

%CiscoASDM 7.10(1) il

Cisco

Cisco ASDM 7.10(1) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

s You can invoke ASDM from a desktop shortcut. No browser is required.
* One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application

Java Web Start is required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Copyright © 2006-2018 Cisco Systems, Inc. All rights reserved.
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f= Cisco ASDM 7.10(1) for ASA - 192.168.123.111 = ' =10( x|

Fle View Tools Wizards Window Help |T
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To configure an HTTP proxy for smart censing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensi

[+ Enable Smart bcense configuration

F8]192.168.123.111 Istandard 'I

[ (1-38)

| Device Management a &
[ (I Management Access el Registration Status: UNREGISTERED
= @ Ll:ensnng
e Asmart Licensing Renew ID Certificate | Renew Authorization |
= @ System Image/Configuration
L ‘{@ Boot Image /Configuratior o - - -
= &§ High Availability and Scalabilit f= Smart License Registration |
= {& Logging
: Smart Cal-Home ID Token: License Duration
8 Cloud Web Security [~ | Forc registration
[+ £ Users/ana
e Certificate Management
= {8 DHeP & II Cancel Help
FalL |
ki ?él ETE, i . ';l EMTTYPUOTOES EremE

|E=||'&1 Monitoring > Properties > Smart License s5 é"EH% i—ll'on_la'a:lnn_:'

E Cisco ASDM 7.10(1) for ASA - 192.168.123.111
File Wiew Tools Wizards Window Help I."-_:DE topic to search

@ Home 0% Configuration [‘a Monitoring LB Save @Reﬁ'esh o Back Q Forward @ Help
i e S i A

~Smart license

% Add [f] Delete ﬁ’ Connect

Find: I Go
i 192.168.123.111
Y

smart Licensing Tech Support info
Smart Licensing Status
— 5 o e
o o L
4] DNS Cache ;I Smart Licensing is ENABLED
E]"g Failov.er Registration:
[, Tdentity Status: REGISTERED
E]—-& Identity by TrustSec Smart Account: TAC Cisco Systems, Inc.
|@ IP Audit Virtual Account: KRE-NGFW
-} System Resources Graphs Export-Controlled Functionality: Allowed
E]"-@ weep Initial Registration: SUCCEEDED on Mov 25 2020 16:43:59 UTC
'ﬁ A— Last Renewal Attempt: None
Mext Renewal Attempt: May 24 2021 16:43:58 UTC
' PerProcess CPU Usage Registration Expires: Nov 25 2021 16:39: 12 UTC
L 1I'||.:|rt License
License Authorization
3 Flow OfF load flow [l S'.Etl..ls.' ALUTHORIZED on Mov 25 2020 16:44:33 UTC _ILI
= VM Attribute Agents o) | 4
- B53 WM Attribute Binding =]

7|2 ASA CLI &ol:

ci scoasal/pri/act# show license all

Smart Licensing Status

Smart Licensing i s ENABLED



Regi strati on:

Status: REG STERED

Smart Account: Cisco Systems, Inc.

Virtual Account: NGFW

Export-Control |l ed Functionality: Allowed

Initial Registration: SUCCEEDED on Nov 25 2020 16:43:59 UTC
Last Renewal Attenpt: None

Next Renewal Attenpt: May 24 2021 16:43:58 UTC

Regi stration Expires: Nov 25 2021 16:39: 12 UTC

Li cense Authori zati on:

St at us: AUTHORI ZED on Nov 25 2020 16:47:42 UIC

Last Conmuni cati on Attenpt: SUCCEEDED on Nov 25 2020 16:47:42 UTC
Next Conmuni cation Attenpt: Dec 25 2020 16:47:41 UTC

Conmuni cation Deadline: Feb 23 2021 16:42:46 UTC

Uility:
St at us: DI SABLED

Data Privacy:

Sendi ng Host name: yes

Cal I hone host nanme privacy: DI SABLED

Smart Licensing hostnanme privacy: DI SABLED
Version privacy: DI SABLED

Transport:
Type: Call hone

Li cense Usage

Fi repower 2100 ASA Standard (Fl REPOAER _2100_ASA STANDARD) :
Description: Firepower 2100 ASA St andard

Count: 1

Version: 1.0

Status: AUTHORI ZED

Product I nformation

UbDl : PI D: FPR- 2140, SN: JAD12345ABC

Agent Version

Smart Agent for Licensing: 4.3.6_rel/38

ci scoasal/ pri/act# show run license
license smart
feature tier standard

ci scoasal/ pri/act# show license features
Serial Nunber: JAD12345ABC
Export Conpliant: YES

Li cense node: Smart Licensing

Li censed features for this platform
Maxi mum Physical Interfaces : Unlinited
Maxi mum VLANs : 1024

Inside Hosts : Unlimited

Fai l over : Activel/Active

Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed



Security Contexts : 2

Carrier : Disabled

AnyConnect Premnmi um Peers : 10000
AnyConnect Essentials : Disabled

O her VPN Peers : 10000

Total VPN Peers : 10000

AnyConnect for Mbile : Enabled
AnyConnect for Cisco VPN Phone : Enabl ed
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : Disabled

Total TLS Proxy Sessions : 10000
Cluster : Disabled

Fai |l over cluster licensed features for this platform
Maxi mum Physical Interfaces : Unlinited
Maxi mum VLANs : 1024

Inside Hosts : Unlimited

Fai l over : Activel/Active

Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed

Security Contexts : 4

Carrier : Disabled

AnyConnect Premi um Peers : 10000
AnyConnect Essentials : Disabled

O her VPN Peers : 10000

Total VPN Peers : 10000

AnyConnect for Mbile : Enabled
AnyConnect for Cisco VPN Phone : Enabl ed
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : Disabled

Total TLS Proxy Sessions : 10000

Cluster : Disabled

ASDMEZ &3l CH7| ASAN| @1ZAELICHASAZL CHZ| IPE M El B<0i|Bt 7tS). CH7| ASA= CHS
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(5) mzafeiro_Win7-2 on ksec-sfucs-1 - X
File View VM
w6 aGRRP

E= Gisco ASDM 7.10(1) for ASA - 192.168.123.112 : = [=[ 2.5
Fle View Tools Wizards Window Help [Fype topic to search Go el
] ] L]

B e e Qo Ot O 2
Dercelst Swomarts | Confuration > Device Management > licensing > Smart licensing o

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Mote that Smart Call Home is automatically enabled and is required for
smart bcensing.

¥ Enable Smart license configuration

-5l 192.168. 123.111 Feature Tier: Islandard S l
[*]192.168.123.112
Context: I (1-38)
— I Enable strong-encryption protocol
Device Management a 2
e —r
e I Registration Status: UNREGISTERED I
383 Licensing
B Asrart Licensing Register |  RenewIDCertficate |  Renew Authorization
- B System Image/Configuration
# High Availability and Scalability
-4 Loaging ) e
{E] smart Call-Home Effective Running Licenses
-£ig Cloud Web Security License Feature I License Value [ License Duration I
-] Users/AAA Maximum Physical Interfaces Unlimited
@[ Certificate Management Mo VLANS 1024
=
i? E:SP Inside Hosts Uniimited
E'%g o Failover ActivefActive
—ff§* REST en
& ;@ Adarced = Enaryption-DES Enabled
= Encryption-3DES-AES Enabled
"""" Seaurity Contexts 4
& Device Setup Carrier Disabled
) ol AnyConnect Premium Peers 10000
5 Frew AnyConnect Essentials Disabled
F Remota A VBN Other VPN Peers 10000
g Total VPN Peers 10000
9 d Site-to-Site VPN AnyConnect for Mobile Enabled
. AnyConnect for Cisco VPN Phone Enabled
i e ; =
& Cisco ASDM 7.10(1) for ASA - 192.168.123.112 ] (=]
Fle View Tools Wizards Window Help f-’-.«'lJE topic to search Go

- LY
@) vome o n:onﬁgnuml[la moritoring|| [ save (b refresh ) Back () Forvard | D e cllsclo
_Device st [Bookmarks |

Device List o 2 ~Smart license
dh add [ Delete & Connect
Find: Go
-8 192,168.123.111
C=1192.168.123.112 =
:_-El ISIrurtLioensh'ig Tech Support info
iSmart Licensing Status

Properties o 2

AAA Servers "I Ert Licensing is EMABLED

#5409 Device Access
[+ i Connection Graphs stration:
E CAL Status: UNREGISTERED
Export-Controled Functionality: Mot Allowed

& ONS Cache
(¥ g5 Failover License Authorization:
o, Identity Status: No Licenses in Use
(¢]-&, Identity by TrustSec
AR 1P Audit Utility:
& System Resources Graphs Status: DISABLED
=l weee Data Privacy:
i Connectons s:nmgaﬁcgsme yes
() Per-Process CPU Usage Callhome hostname privacy: DISABLED =
Re> M smart Li
R P |
Interfaces
Fop L

CHZ| ASA CLIO= CHZ Ol EA|ELICEH

ci scoasal/ sec/ stby# show license all



Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:
Stat us: UNREG STERED
Export-Control |l ed Functionality: Not Allowed

Li cense Aut horization:
Status: No Licenses in Use

Uility:
St at us: DI SABLED

Data Privacy:

Sendi ng Host name: yes

Cal I hone host nanme privacy: DI SABLED

Smart Licensing hostnanme privacy: DI SABLED
Version privacy: DI SABLED

Transport:
Type: Call hone

Li cense Usage

No |icenses in use

Product I nformation

UDI : PID: FPR- 2140, SN: JAD123456A

Agent Version

Smart Agent for Licensing: 4.3.6_rel/38
ci scoasal/ sec/ st by# show run license
license smart

feature tier standard

A EHHEO| ASAOAM & d3tEl Efo|MA 7|52 ChEnt

ci scoasal/ sec/ stby# show license features
Serial Nunmber: JAD123456A
Export Conpliant: NO

Li cense node: Smart Licensing

Li censed features for this platform
Maxi mum Physical Interfaces : Unlinmited
Maxi mum VLANs : 1024

Inside Hosts : Unlimted

Fai l over : Activel/Active
Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Di sabl ed
Security Contexts : 2

Carrier : Disabled

AnyConnect Prem um Peers : 10000
AnyConnect Essentials : Disabled

O her VPN Peers : 10000

Total VPN Peers : 10000

Zt
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AnyConnect for Mbile :
AnyConnect for Cisco VPN Phone :
Advanced Endpoi nt Assessment
Di sabl ed
TLS Proxy Sessions :

Shar ed Li cense :
Tot al

C uster Di sabl ed

Enabl ed
Enabl ed
Enabl ed

10000

Fai l over cluster |licensed features for this platform

Maxi mum Physi cal
Maxi mum VLANs :
I nside Hosts :

Fai | over
Encryption-DES :
Encrypti on- 3DES- AES :
Security Contexts : 4
Carrier Di sabl ed

1024

AnyConnect Premi um Peers :
AnyConnect Essentials :
10000
10000
AnyConnect for Mbile :
AnyConnect for Cisco VPN Phone :
Advanced Endpoi nt Assessment
Di sabl ed
TLS Proxy Sessions :

O her VPN Peers :
Total VPN Peers :

Shar ed Li cense :
Tot al

C uster Di sabl ed

CH7| ASA S&:

Interfaces :

Unlimted

Unlimted
Activel/ Active
Enabl ed

Enabl ed

10000
Di sabl ed

Enabl ed
Enabl ed
Enabl ed

10000

dp add [ Delete & Connect

Find: I Go

B} 152.168.123.111

T%]192.168.123.112

Device Management

) ﬁ' Management Access

&= Q Licensing
PR A smart Licensing

System Image,Configuration

[ gt High Availability and Scalabiity

Logging

Smart Call-Home

&g Cloud Web Security

Users/AAA

Certificate Management

{is' DHCP
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REST API Agent
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To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensing.
[~ Enable Smart license configuration

Feature Tier: Istandard = |

Context: i (1-38)

[+ Enable strong-enaryption protocol

Registration Status: UNREGISTERED
Reqister Renew ID Certificate | Renew Authorization |
Effective Running Licenses
= Smart License Registration 4 EI Liration
Maximum
o e [ —
Inside Hot [~ Force registration
Faidover
Enaryptior Z
_Regsﬁer Cancel

Encryptior | e ’
Security G T
Carrier Disabled

AnyConnect Premium Peers 10000

AEHHIO| ASAQ| A1} = REGISTERED:
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To config HTTP for smart licensi th rk Call-H. Mote that Smart Call Home is automatically enabled and is required for
] ure an proxy censing, see the FTT Aes Hilns page. Mote tha is aul isre
dp Add [ Delete g5 Connect smart ficensing.
Find: | Go [ Enable Smart license configuration
-8 192.168.123.111 Feature Tier: standard =
152 166.125.112] ' ==
Context: I (1-38)
I Enable strong-encryption protocol
Device Management o 2
# F Management Access Registration Stafus: REGISTERED
=) @ Licensing
Smart Licensing Unregister Renew ID Certificate I Renew Authorization
#--8 System ImagefConfiguration
] High Availability and Scalability
&-13 Logaing ) )
Smart Call-Home: Effective Running Licenses
- Cloud Web Security License Feature | License Value | License Duration |
i) 6] Users/AAA Maximum Physical Interfaces Unimited
= Certificate Management Mananum VLANS 1024
Elﬁl DHC Inside Hosts Unlmited
& '}% DNS e Failover ActivefActive
& Riarcel ey Enaryption-DES Enabled
S Encryption-3DES-AES Enabled
"""" Security Contexts 4
& Device Setup ‘ Carrier Disabled

AEHH}O| ASAO| A CLI Eol:

ci scoasal/ sec/ stby# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:

Status: REQ STERED

Smart Account: Cisco Systems, Inc.
Virtual Account: NGFW

Export-Control |l ed Functionality: Al owed

Initial Registration:
Last Renewal Attenpt:
Next Renewal Attenpt:
Regi stration Expires:

Li cense Aut horization:
St at us: AUTHORI ZED on

SUCCEEDED on Nov 25 2020 17:06:51 UTC
None

May 24 2021 17:06:51 UTC

Nov 25 2021 17:01:47 UTC

Nov 25 2020 17:07:28 UTC

Last Communi cation Attenpt: SUCCEEDED on Nov 25 2020 17:07:28 UTC
Next Conmuni cation Attenpt: Dec 25 2020 17:07:28 UTC
Conmuni cati on Deadline: Feb 23 2021 17:02: 15 UTC

Uility:
St at us: DI SABLED

Data Privacy:
Sendi ng Host name: yes

Cal | hone host name privacy: DI SABLED
Smart Licensing hostname privacy: DI SABLED
Version privacy: Dl SABLED

Transport:
Type: Cal | honme



Li cense Usage

No |icenses in use

Product I nformation

UDl : PID: FPR- 2140, SN: JAD123456AX

Agent Version

Smart Agent for Licensing: 4.3.6_rel/38

ci scoasal/ sec/ st by# show license feature
Serial Number: JAD123456A
Export Comnpliant: YES

Li cense node: Smart Licensing

Li censed features for this platform
Maxi mum Physical Interfaces : Unlinited
Maxi mum VLANs : 1024

Inside Hosts : Unlimited

Fai l over : Activel/Active

Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed

Security Contexts : 2

Carrier : Disabled

AnyConnect Premnmi um Peers : 10000
AnyConnect Essentials : Disabled

O her VPN Peers : 10000

Total VPN Peers : 10000

AnyConnect for Mbile : Enabled
AnyConnect for Cisco VPN Phone : Enabl ed
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : Disabled

Total TLS Proxy Sessions : 10000
Cluster : Disabled

Fai |l over cluster licensed features for this platform
Maxi mum Physical Interfaces : Unlinited
Maxi mum VLANs : 1024

Inside Hosts : Unlimited

Fai l over : Activel/Active

Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed

Security Contexts : 4

Carrier : Disabled

AnyConnect Premi um Peers : 10000
AnyConnect Essentials : Disabled

O her VPN Peers : 10000

Total VPN Peers : 10000

AnyConnect for Mbile : Enabled
AnyConnect for Cisco VPN Phone : Enabl ed
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : Disabled

Total TLS Proxy Sessions : 10000

Cluster : Disabled

ASA #HAH
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Cluster unit unit-1-1 transitioned from DI SABLED t o CONTROL
New cl uster nenber unit-2-1 rejected due to encryption license mismatch

TRl FHAE U

asa(config)# cluster group GROUP1l

asa(cfg-cluster)# enable

Removed all entitlements except per-unit entitlement configuration before joining cluster as
data unit.

Detected Cluster Control Node.
Begi nni ng configuration replication from Control Node.

Crypt ochecksum (changed): ede485ad d7f b9644 2847deaf bal6830b
End configuration replication from Control Node.

Ze{A2EH Ao LE:

asa# show cluster info | i state
This is "unit-1-1" in state CONTROL_NCDE
Unit "unit-2-1" in state DATA _NODE

asa# show license all
Smart |icensing enabl ed: Yes
Conpl i ance status: In conpliance
Overall licensed status: Authorized (3)
Entitlenent(s):
Feature tier:
Tag: regid.2015-10. com ci sco. FI REPONER_4100_ASA STANDARD, 1. 0_7d7f 5ee2- 1398- 4b0e- aced-
b3f 7f blcacfc
Version: 1.0
Enf or cenent node: Authorized
Handl e: 2
Requested tinme: Mn, 10 Aug 2020 08:12:38 UTC
Requested count: 1
Request status: Conplete
Serial Nunber: FCH12345ABC

Li cense node: Smart Licensing

Li censed features for this platform

Maxi mum Physi cal | nterfaces : Unlimted

Maxi mum VLANs ;1024

I nsi de Hosts : Unlimted

Fai | over : Activel/Active
Encrypti on- DES : Enabl ed

Encrypt i on- 3DES- AES : Enabl ed



Security Contexts ;10

Carrier . Disabled
AnyConnect Prem um Peers ;20000
AnyConnect Essenti al s : Disabl ed
O her VPN Peers 1 20000
Total VPN Peers 1 20000
AnyConnect for Mbile . Enabl ed
AnyConnect for Ci sco VPN Phone . Enabl ed
Advanced Endpoi nt Assessnent . Enabl ed
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster . Enabl ed

Fai |l over cluster licensed features for this platform

Maxi mum Physi cal Interfaces :Unlimted
Maxi mum VLANs : 1024

I nsi de Hosts > Unlinmted
Fai | over : Activel/Active
Encrypti on- DES . Enabl ed
Encrypti on- 3DES- AES . Enabl ed
Security Contexts ;20
Carrier : Disabled
AnyConnect Prem um Peers : 20000
AnyConnect Essenti al s : Disabl ed
O her VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mbile . Enabl ed
AnyConnect for C sco VPN Phone . Enabl ed
Advanced Endpoi nt Assessnent . Enabl ed
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster . Enabl ed

Ze{AH ClolE B2l

asa# show cluster info | i state
This is "unit-2-1" in state DATA _NODE
Unit "unit-1-1" in state CONTROL_NODE

asa# show license all

Smart |icensing enabl ed: Yes

Conpl i ance status: In conpliance
Overall licensed status: Authorized (3)
Entitl enent(s):

Strong encryption:

Tag: regid.2015-10. com ci sco. FI REPONER _4100_ASA ENCRYPTI ON, 1. 0_052986db- c5ad- 40da- 97b1-
ee0438d3b2c9

Version: 1.0

Enf or cenent node: Authorized

Handl e: 3

Requested tinme: Mn, 10 Aug 2020 07:29:45 UTC

Requested count: 1

Request status: Conplete

Serial Nunmber: FCH12345A6B



Li cense node: Smart Licensing

Li censed features for this platform

Maxi mum Physi cal Interfaces D Unlimted
Maxi mum VLANs 1 1024

I nsi de Hosts > Unlinmted
Fai | over : Activel/Active
Encrypti on- DES . Enabl ed
Encrypti on- 3DES- AES . Enabl ed
Security Contexts ;10
Carrier : Disabled
AnyConnect Prem um Peers ;20000
AnyConnect Essenti al s : Disabl ed
O her VPN Peers 1 20000
Total VPN Peers : 20000
AnyConnect for Mbile . Enabl ed
AnyConnect for C sco VPN Phone . Enabl ed
Advanced Endpoi nt Assessment . Enabl ed
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster . Enabl ed

Fai |l over cluster licensed features for this platform

Maxi mum Physi cal Interfaces :Unlimted
Maxi mum VLANs : 1024

I nsi de Hosts > Unlinmted
Fai | over : Activel/Active
Encrypti on- DES . Enabl ed
Encrypti on- 3DES- AES . Enabl ed
Security Contexts ;20
Carrier . Disabled
AnyConnect Prem um Peers ;20000
AnyConnect Essenti al s : Disabl ed
O her VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mbile : Enabl ed
AnyConnect for C sco VPN Phone : Enabl ed
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster . Enabl ed

%0l 9 C|HZ

MAI(MIO) el B™E 29f:

FPR4125# show license all

FPR4125# show license techsupport

FPR4125# scope monitoring

FPR4125 /nmonitoring # scope callhome
FPR4125 /nonitoring/call home # show expand
FPR4125# scope system

FPR4125 /system # scope services

FPR4125 /system servi ces # show dns
FPR4125 /systeni services # show ntp-server
FPR4125# scope security

FPR4125 /security # show trustpoint
FPR4125# show clock



FPR4125# show timezone
FPR4125# show license usage

A O

o 1L

FPR4125- 1# scope system
FPR4125-1 /system # scope services
FPR4125-1 /system services # show configuration

ASA Summary of Verification Z&:

asa# show run license

asa# show license all

asa# show license entitlement
asa# show license features
asa# show tech-support license
asa# debug license 255

MA|MIO) & BE & &

FPR4125- 1# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:

St at us: REQ STERED

Smart Account: TAC Cisco Systens, Inc.

Virtual Account: EU TAC

Export-Control |l ed Functionality: ALLOAED

Initial Registration: SUCCEEDED on Dec 10 2018 23:30: 02 UTC
Last Renewal Attenpt: SUCCEEDED on Mar 12 2020 23:16:11 UTC
Next Renewal Attenpt: Sep 08 2020 23:16: 10 UTC

Regi stration Expires: Mar 12 2021 23:11:09 UTC

Li cense Aut hori zation:

St atus: AUTHORI ZED on Aug 04 2020 07:58:46 UTC

Last Communi cation Attenpt: SUCCEEDED on Aug 04 2020 07:58:46 UTC
Next Communi cation Attenpt: Sep 03 2020 07:58:45 UTC

Conmuni cati on Deadline: Nov 02 2020 07:53:44 UTC

Li cense Conversi on:
Aut omati ¢ Conversi on Enabl ed: True
Status: Not started

Export Authorization Key:
Feat ures Aut hori zed:
<none>

Uility:
St atus: DI SABLED



Data Privacy:
Sendi ng Host nanme: yes
Cal | home hostname privacy: DI SABLED
Smart Licensing hostname privacy: D SABLED
Version privacy: DI SABLED

Transport:
Type: Call hone

Li cense Usage

Fi repower 4100 ASA Standard (Fl REPOAER 4100_ASA STANDARD) :
Description: Firepower 4100 ASA Standard

Count: 1

Version: 1.0

Status: AUTHORI ZED

Export status: NOT RESTRI CTED

Product | nformation

UDl : PID: FPR-4125- SUP, SN: JAD12345678

Agent Version

Smart Agent for Licensing: 4.6.9 rel/104

Reservation Info

Li cense reservation: DI SABLED

FPR4125- 1# scope monitoring
FPR4125-1 /nonitoring # scope callhome
FPR4125-1 /rnonitoring/call hone # show expand

Cal | hone:

Adm n State: Of

Throttling State: On

Contact Information:

Cust ormer Contact Enail:

From Emai | :

Reply To Email :

Phone Contact e.g., +1-011-408-555-1212:
Street Address:

Contract |d:
Cust oner |d:
Site |d:

Switch Priority: Debugging

Enabl e/ Di sabl e HTTP/ HTTPS Proxy: O f
HTTP/ HTTPS Proxy Server Address:
HTTP/ HTTPS Proxy Server Port: 80
SMIP Server Address:

SMIP Server Port: 25

Anonynmous Reporting:
Admin State

Cal | hone periodic systeminventory:
Send periodically: Of
Interval days: 30



Hour of day to send: O
M nute of hour: O
Time | ast sent: Never
Next schedul ed: Never

Destination Profile:

Name: ful | _txt

Level : Warni ng

Alert Goups: All,C sco Tac, Di agnhosti c, Envi ronnent al
Max Size: 5000000

Format: Full Txt

Reporting: Smart Call Hone Data

Name: short _txt

Level : Warni ng

Alert Goups: All,C sco Tac, Di agnhosti c, Envi ronnent al
Max Size: 5000000

Format: Short Txt

Reporting: Smart Call Hone Data

Name: SLProfile

Level : Nor nal

Alert Groups: Smart License
Max Si ze: 5000000

Format: Xml

Reporting: Smart License Data

Desti nation:
Name Transport Protocol Email or HTTP/HTTPS URL Address

SLDest Https https://tools.cisco.conlits/servicel/ oddce/servi ces/ DDCEService

FPR4125- 1# scope system
FPR4125-1 /system # scope services
FPR4125-1 /systeni services # show dns
Domai n Name Servers:
| P Address: 172.16.200. 100
FPR4125-1 /systeni services # show ntp-server

NTP server host nane:

Narme Time Sync Status

10. 62. 148. 75 Unreachable O Invalid Ntp
Server

172.18. 108. 14 Time Synchronized

172.18. 108. 15 Candi dat e

FPR4125- 1# scope security

FPR4125-1 /security # show trustpoint

Trust poi nt Name: CHdef aul t

Trustpoint certificate chain: ----- BEG N CERTI FI CATE- - - - -

M | Ft zCCA5+gAw BAgl CBQkwDQYJKoZI hvc NAQEFBQAWRTEL MAk GA1UEBhMCQk 0x

8eOx79+Rj 1QqCy XBIhnEUhAFZdWCEOr CMe0u

----- END CERTI FI CATE- - - - -

Cert Status: Valid

Trust poi nt Name: Ci scolLi cRoot

Trustpoint certificate chain: ----- BEG N CERTI FI CATE- - - - -

M | DI TCCAgngAw BAgl BATANBgkghki G3w0BAQs FADAY MUAWDAYDVQRKEWDaXNj

QYYWJUCT4E! NEKt 1J+hvc5MuNbW Yv2uAnUVb3GosvDW 99/ KA==
----- END CERTI FI CATE--- - -
Cert Status: Valid


https://tools.cisco.com/its/service/oddce/services/DDCEService

Trust poi nt Name: CSCO2099SUDI
Trustpoint certificate chain: ----- BEG N CERTI FI CATE- - - - -
M | DI TCCAgngAW BAgl JAZoz WHj OFs HBMAOGCSqGSI b3DQEBOWMUAMCOX Dj AVBgNV

PKknmBl NQOhQc NVBCSz VWw EAKOCCEOD/ NI/ xzZ6WK1/ f 8Df leXbFg==

----- END CERTI FI CATE- - - - -

Cert Status: Valid

Trust poi nt Name: CSCOBA2099SUDI

Trustpoint certificate chain: ----- BEG N CERTI FI CATE- - - - -

M | DQTCCAI ngAwW BAgl JAaZa8V7pl OvhMAOGCSqGSI b3DQEBOMUAMDOX Dj AVBgNV

b/ JPEAZkbj i ORQTWLYf R82LWFL0O
----- END CERTI FI CATE- - - - -
Cert Status: Valid

FPR4125- 1# show clock

Tue Aug 4 09:55:50 UTC 2020
FPR4125- 1# show timezone

Ti mezone

FPR4125- 1# scope system
FPR4125-1 /system # scope services
FPR4125-1 /systeni services # show configuration
scope services
create ssh-server host-key rsa
del et e ssh-server host-key ecdsa
di sabl e ntp-authentication
di sabl e tel net-server
enabl e https
enabl e ssh-server
enter dns 192.0.2.100
enter ip-block 0.0.0.0 O https
exit
enter ip-block 0.0.0.0 0 ssh
exit
enter ntp-server 10.62.148.75
set ntp-shal-key-id O
! set ntp-shal-key-string
exit
enter ntp-server 172.18.108.14
set ntp-shal-key-id O
! set ntp-shal-key-string
exit
enter ntp-server 172.18.108.15
set ntp-shal-key-id O
! set ntp-shal-key-string
exit
scope shell-session-limts
set per-user 32
set total 32

exit

scope telenetry
di sabl e

exit

scope web-session-limts
set per-user 32
set total 256
exit
set domai n-name "'
set https auth-type cred-auth
set https cipher-suite "ALL:! DHE- PSK- AES256- CBC- SHA: | EDH RSA- DES- CBC3- SHA:
EDH- DSS- DES- CBC3- SHA: | DES- CBC3-
SHA: | ADH: | 3DES: | EXPORT40: | EXPORT56: ! LON ! MEDI UM ! NULL: | RC4: ! MD5: ! | DEA: +HI GH: +EXP"



set https cipher-suite-node high-strength

set https crl-node strict

set https keyring default

set https port 443

set ssh-server host-key ecdsa secp256r1

set ssh-server host-key rsa 2048

set ssh-server kex-algorithmdiffie-hellmn-groupl4-shal

set ssh-server mac-al gorithm hnmac-shal hnmac- sha2-256 hnac- sha2-512

set ssh-server encrypt-al gorithm aesl128-cbc aesl128-ctr aesl192-cbc aesl192-ctr aes256-chc
aes256-ctr chacha20- pol y1305_openssh_com

set ssh-server rekey-lint volume none tine none

set ssh-client kex-algorithmdiffie-hellmn-groupl4-shal

set ssh-client mac-al gorithm hmac-shal hnmac- sha2-256 hnac-sha2-512

set ssh-client encrypt-al gorithm aesl28-ctr aesl192-ctr aes256-ctr

set ssh-client rekey-lint volume none tine none

set ssh-client stricthostkeycheck di sable

set timezone ""

exit

FPR4125- 1# show license usage

Li cense Aut horization:
Status: AUTHORI ZED on Aug 04 2020 07:58:46 UTC

Fi repower 4100 ASA Standard (Fl REPOAER 4100_ASA STANDARD) :
Description: Firepower 4100 ASA Standard

Count: 1

Version: 1.0

Status: AUTHORI ZED

Export status: NOT RESTRI CTED

ASA 25 BEo ME &

asa# show run license
license smart
feature tier standard

asa# show license all

Smart |icensing enabl ed: Yes
Conpl i ance status: In conpliance
Overall licensed status: Authorized (3)
Entitl enent(s):

Feature tier:

Tag: regid.2015-10. com ci sco. FI REPONER_4100_ASA STANDARD, 1. 0_7d7f 5ee2- 1398- 4b0e- aced-
b3f 7f blcacfc

Version: 1.0

Enf or cenent node: Authorized

Handl e: 1

Requested tinme: Tue, 04 Aug 2020 07:58:13 UTC

Requested count: 1

Request status: Conplete

Serial Nunmber: FCH12345ABC



Li cense node: Smart Licensing

Li censed features for this platform

Maxi mum Physi cal Interfaces D Unlimted
Maxi mum VLANs 1 1024

I nsi de Hosts > Unlinmted
Fai | over : Activel/Active
Encrypti on- DES . Enabl ed
Encrypti on- 3DES- AES . Enabl ed
Security Contexts ;10
Carrier : Disabled
AnyConnect Prem um Peers ;20000
AnyConnect Essenti al s : Disabl ed
O her VPN Peers 1 20000
Total VPN Peers : 20000
AnyConnect for Mbile . Enabl ed
AnyConnect for C sco VPN Phone . Enabl ed
Advanced Endpoi nt Assessment . Enabl ed
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster . Enabl ed

asa# show license entitlement
Entitlenment(s):

Feature tier:

Tag: regid.2015-10. com ci sco. FI REPONER _4100_ASA _STANDARD, 1. 0_7d7f 5ee2- 1398- 4b0e- aced-
b3f 7f blcacfc

Version: 1.0

Enf or cenent node: Authorized

Handl e: 1

Requested time: Tue, 04 Aug 2020 07:58:13 UTC

Requested count: 1

Request status: Conplete

asa# show license features
Serial Nunmber: FCH12345ABC

Li cense node: Smart Licensing

Li censed features for this platform

Maxi mum Physi cal Interfaces D Unlimted
Maxi mum VLANs 1 1024

I nsi de Hosts > Unlimted
Fai | over : Activel/Active
Encrypti on- DES : Enabl ed
Encrypti on- 3DES- AES : Enabl ed
Security Contexts ;10
Carrier : Disabled
AnyConnect Prem um Peers ;20000
AnyConnect Essenti al s : Disabl ed
O her VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mbile : Enabl ed
AnyConnect for C sco VPN Phone : Enabl ed
Advanced Endpoi nt Assessnent : Enabl ed
Shared License . Disabled
Total TLS Proxy Sessions : 15000
Cluster . Enabl ed

asa# show tech-support license



Smart |icensing enabl ed: Yes

Conpl i ance status: |In conpliance

Overal |l licensed status: Authorized (3)
Entitlenment(s):

Feature tier:

Tag: regid.2015-10. com ci sco. FI REPONER _4100_ASA _STANDARD, 1. 0_7d7f 5ee2- 1398- 4b0e- aced-
b3f 7f blcacfc

Version: 1.0

Enf or cenent node: Authorized

Handle: 1

Requested time: Tue, 04 Aug 2020 07:58:13 UTC

Requested count: 1

Request status: Conplete

Smart Licensing i s ENABLED

Uility:
St at us: DI SABLED

Data Privacy:

Sendi ng Host name: yes

Cal | hone host name privacy: DI SABLED

Smart Licensing hostname privacy: DI SABLED
Version privacy: Dl SABLED

Transport:
Type: Cal | honme

Regi strati on:

Status: REGISTERED

Smart Account: TAC Cisco Systems, Inc.

Virtual Account: EU TAC

Export-Control | ed Functionality: ALLOAED

Initial Registration: SUCCEEDED on Dec 10 2018 23:30:02 UTC
Last Renewal Attenpt: SUCCEEDED on Mar 12 2020 23:16:11 UTC
Next Renewal Attenpt: Sep 08 2020 23:16:10 UTC

Regi stration Expires: Mar 12 2021 23:11:09 UTC

Li cense Aut hori zation:

Status: AUTHORIZED on Jul 05 2020 17:49:15 UTC

Last Communication Attempt: SUCCEEDED on Jul 05 2020 17:49:15 UTC
Next Conmuni cation Attenpt: Aug 04 2020 17:49: 14 UTC

Comuni cati on Deadline: Cct 03 2020 17:44:13 UTC

Li cense Conver si on:
Aut omati ¢ Conversi on Enabl ed: True
Status: Not started

Export Authorization Key:
Features Authori zed:

<none>

Ci sco Success Network: DI SABLED
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Smart Licensing i s ENABLED

Uility:
St atus: DI SABLED

Data Privacy:

Sendi ng Host name: yes

Cal | hone host nane privacy: DI SABLED

Smart Li censing hostnane privacy: DI SABLED
Version privacy: DI SABLED

Transport:
Type: Call hone

Regi strati on:

Status: REQ STERED

Smart Account: Cisco SVS tenp - request access through |icensi ng@i sco.com
Virtual Account: Sanple Account

Export-Control |l ed Functionality: ALLONED

Initial Registration: SUCCEEDED on Nov 22 2019 08:17: 30 UTC

Last Renewal Attenpt: FAILED on Aug 04 2020 07:32:08 UTC

Fai l ure reason: Agent received a failure status in a response nessage. Pl ease check the Agent
log file for the detail ed nmessage.

Next Renewal Attenpt: Aug 04 2020 08:33:48 UTC

Regi stration Expires: Nov 21 2020 08:12:20 UTC

Li cense Authorization:

Status: AUTH EXPIRED on Aug 04 2020 07:10:16 UTC

Last Conmuni cation Attenpt: FAILED on Aug 04 2020 07:10:16 UTC
Fai l ure reason: Data and signature do not match

Next Conmuni cation Attenpt: Aug 04 2020 08: 10: 14 UTC

Conmuni cati on Deadl i ne: DEADLI NE EXCEEDED

Li cense Conversi on:
Aut omati ¢ Conversi on Enabl ed: True
Status: Not started

Export Aut horization Key:
Feat ures Aut hori zed:

<none>

Last Configuration Error

Command : register idtoken

ZDA2M FI ODkt Yj | | MSOON] QaL TkOMrt Ynivk YWU2Nz | yZj YWLTELCDI x ODY2 %0 AMz EwCDVBK2 RW/TNURGFI KOt DYUhOSj g3b
j Fsdyt wbU1SUi 81N20r QTVPN2I TYQAdEt vYz0Y%3DYOA

Error : Smart Agent already registered

Ci sco Success Network: DI SABLED
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firepower# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:
Status: UNREGISTERED

Li cense Aut horization:
Status: No Licenses in Use

Li cense Usage

No |icenses in use

Product I nformation

UDI : PI D: FOK- C9300- SUP- K9, SN: JAD12345678

Agent Version

Smart Agent for Licensing: 1.2.2 throttle/6

firepower# scope license
firepower /license # register idtoken

firepower /license # show license all

Smart Licensing Status

Smart Licensing is ENABLED
Regi strati on:
Status: UNREGISTERED - REGISTRATION PENDING

Initial Registration: First Attempt Pending

Li cense Aut horization:
Status: No Licenses in Use

Li cense Usage

No |icenses in use

Product I nformation




UDI : Pl D: FOK- C9300- SUP- K9, SN: JAD12345678

Agent Version

Smart Agent for Licensing: 1.2.2 throttle/6

firepower /license # show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:
Status: UNREGISTERED - REGISTRATION FAILED
Initial Registration: FAILED on Aug 04 04:46:47 2020 UTC
Failure reason: HTTP transport failed

Li cense Aut horization:
Status: No Licenses in Use

Li cense Usage

No |icenses in use

Product I nformation

UbDl : PI D: FOK- C9300- SUP- K9, SN: JAD12345678

Agent Version

Smart Agent for Licensing: 1.2.2 throttle/6

ot 7|zt

firepower# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:
Status: REG STERI NG - REG STRATI ON | N PROGRESS
Initial Registration: FAILED on Aug 04 04:46:47 2020 UTC
Next Registration Attenpt: Aug 04 05:06: 16 2020 UTC

Li cense Aut horization:
Status: EVALUATION MODE

Eval uati on Period Remrai ning: 89 days, 14 hours, 26 m nutes,

Li cense Usage

20 seconds



( ASA- SSP- STD) :
Descri pti on:
Count: 1
Version: 1.0
Status: EVALUATION MODE

Product | nformation

UDI : PI D: FOK- C9300- SUP- K9, SN: JAD12345678

Agent Version

Smart Agent for Licensing: 1.2.2 throttle/6

FXOS MA|e| et 2l glo|MA EXI(MIO)

SSE R FRE EE

FPR4125- 1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Regi strati on:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Control |l ed Functionality: NOT ALLOWNED
Initial Registration: FAILED on Aug 07 2020 06:39: 24 UTC
Failure reason: {"token":["The token ' ODNYNTExXMTAt Y2YzOSO0Mzc1LVEZNWM YNl Mm
UyNzMAZnTj LTELOTkxMIkz %@ ANDKON) R8Nk JJdWZpQz RDbnt PROXBW VpUzZgM | ySnl 5QUczT2MYVI
vemxnPOATCczNDOYBDYOB' is not valid. "]}

HE BH

1. Call-home URLO| CSSME 7}2|Z7|= K| &olsfL|Ct.
2. CSSMof 21215104 EZ0| CSSMOIM MME|R=X| 2 EE0| BFR LR EK]

S5 2%/: MEo| o|o|] S&EIU&LICH.

FPR4125- 1# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Control |l ed Functionality: Not Allowed

1



Initial Registration: FAILED on Aug 07 01:30: 00 2020 UTC

Failure reason: {"sudi":["The product 'firepower.com cisco.
FPR9300, 1. 0_ed6dadbe- c965- 4aeb- ab58- 62e34033b453' and sudi {\"suvi\"=>nil,
\M"uuid\"=>nil, \"host_identifier\"=>nil, \"udi_pid\"=>\"FPROK-SUP\",
\"udi _serial _nunber\"=>\"JAD1234567S\", \"udi _vid\"=>nil, \"mac_address\"=>nil}

have already been registered. "]}
e BAH

. CSSMO| 22218 L|Ct.
CI2 & &0l5H M AI2. product Instances 2= 7HAF 047} 2 E | EHQIL|C}.
SNHEHZ 0| 55 QAEHAE 3tof M HE LC}.
O| ZEXl= Ct& F 7tX| HeIo 2 Qlaf YAE = JU&LICH AlZhEm7t S2HI 2 H MEEIX| &

2 Z2(0f: NTP MB{7} TAHE|X| 2 BR) RIS 22 AAIT|X| ofaLIch AT z2=HM

— oT

MH kg Tete M 2 E &S =M(0: B URLE HES OIS 'SE FA'E

b

S8 o8 o euslo| AEte ZattLct.

FPR4125- 1# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Control |l ed Functionality: Not Allowed
Initial Registration: FAILED on Aug 07 01:30:00 2020 UTC
Fai l ure reason: {"timestamp":["The device date '1453329321505' is offset beyond the allowed

tolerance limit."]}

HE B

Alztigmt 4| ae|o|4dE & Qlsto] NTP M7t 7 Elo] /e X| & lgfLct

£ R SAEE &olstx| RU&LICH

FPR4125- 1# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:
Status: REG STERI NG - REG STRATI ON | N PROGRESS

Export-Control |l ed Functionality: NOT ALLOWNED
Initial Registration: FAILED on Aug 07 2020 06:58: 46 UTC
Failure reason: Failed to resolve host
Next Registration Attenpt: Aug 07 2020 07:16:42 UTC
Registration Error: Failed to resolve host



HE BH

= QI 2} L|CH(scope monitoring > scope callhome > show expand)

1. Callhome SLDest URLO| Z4&F8tX
Mo| 2HHEX| = IELICHO: CLIoA).

2. MIO DNS Mt Z4x|2 2| o|M

FPR4125- 1# scope system
FPR4125-1 /system # scope services
FPR4125-1 /systeni services # show dns
Domai n Name Servers:

| P Address: 172.31.200. 100

3. Al A| CLIOI A ping2 A|=5}04 tools.cisco.com SHEE[=X| & QIgLI|C}H,

FPR4125- 1# connect local-mgmt
FPR4125-1(1 ocal -ngnt ) # ping tools.cisco.com

4. M Al CLIOIA DNS MHHZE ping=2 Al & LICH

FPR4125- 1# connect local-mgmt

FPR4125-1(1 ocal -ngnt ) # ping 172.31.200.100

PI NG 172. 31.200. 100 (172.31.200.100) from 10.62.148. 225 ethO: 56(84) bytes of data.
"C

--- 172.31.200. 100 ping statistics ---

4 packets transmitted, O received, 100% packet loss, tine 3001ns

5. MA|(MIO) 2| @IE{H|o| A0 A E & A&l ot T (FP41xx/FPI3xx0|BF SHE) tools.cisco.com:

FPR4125- 1# connect fxos
FPR4125-1(f x0S) # ethanalyzer local interface mgmt capture-filter "udp port 53" limit-captured-
frames 0 limit-frame-size 10000
Capturing on 'ethO
1 2020-08-07 08:10: 45. 252955552 10. 62. 148. 225 172.31.200.100 DNS 75 Standard query 0x26b4 A

t ool s. ci sco. com
2 2020-08-07 08: 10: 47. 255015331 10.62.148.225 172.31.200.100 DNS 75 Standard query 0x26b4 A

t ool s. ci sco. com
3 2020-08-07 08: 10: 49. 257160749 10. 62.148.225 172.31.200.100 DNS 75 Standard query 0x5019 A

t ool s. ci sco. com
4 2020-08-07 08:10: 51. 259222753 10. 62. 148. 225 172.31.200.100 DNS 75 Standard query 0x5019 A

t ool s. ci sco. com

S5 27 AHE 2&Fs K| ZR¥&Lict

FPR4125- 1# show license all

Smart Licensing Status



Smart Licensing i s ENABLED

Regi strati on:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Controll ed Functionality: Not Allowed
Initial Registration: FAILED on Aug 07 2020 06:58: 46 UTC
Failure reason: Failed to authenticate server

HE BA

39
rr
A
J‘-°i
ETl
r
a
2
T
i
k8
jul
Ojo
=]
my
>
L
ful

1. MIO & Z| X|Z CHdefaultol 2HIE 9IS A{7

FPR4125- 1# scope security

FPR4125-1 /security # show trustpoint

Trustpoint Name: CHdefault

Trustpoint certificate chain: ----- BEA N CERTI FI CATE- - - - -

M | Ft zCCA5+gAwW BAgl CBQkwDQYJKoZIl hvc NAQEFBQAWRT EL MAK GA1UEBhMCQK Ox

8ex79+R 1QyCyXBJhnEUhAFZdWCECr CMVeOu
----- END CERTI FI CATE- - - - -
Cert Status: Vvalid

2 NTP Mt W EZ AlZth7t SHF2 7 MHEIIER| HeIstLich 215 M &olofs Mot Z2tol
RiE 7holl EU#H AlZo] ERELIC Ol i3 NTPE A 5tof AlZHE S7ISHEHLICH o8 S0,
FXOS Ul QI

Overview Interfaces Logical Devices Security Engine QdElsfslgnBtaanhilits _

» NTP R Lo trat l Current Time

SSH

SNMP Set Time Source

HTTPS ) set Time Manually

AAA Date: 3/07/20: A (mmy/dd/yyyy)

|

Syslog Time: v| |c v | | AM v | (hh:mm)

DNS

FIPS and Common Criteria

Access List

MAC Pool NTP Server Authentication: [ Enable

Resource Profiles

Network Contrel Policy ® Use NTP Server

Chassis URL
NTP Server Server Status Actions
172.18.108.15 Candidate &8
172.18.108.14 Synchronized & B
10.62.148.75 Unreachable/Invalid @ & 0

@ Use same settings on Firepower Management Center managing this application in case you are running a Firepower Threat Defense Device.

Save | | Cancel

CLI &¢I



FPRA125- 1# scope system
FPR4125-1 /system # scope services
FPR4125-1 /systeni services # show ntp-server

NTP server host nane:

Narme Time Sync Status

10. 62. 148. 75 Unreachable O Invalid Ntp Server
172.18.108.14 Time Synchronized

172.18.108. 15 Candi dat e

X E 35T MIO2E 7H2| TCP & &l(HTTPS)2 tools.cisco.com. & 7FX| S M0| & LICEH

- FXOS Ulof CHet HTTPS MME EF2 O HTTPS& CLIOIM X EEE dEE = J&Lct
.O|E EH COE0 Z &L

FPR4100(f x0s) # ethanalyzer local interface mgmt capture-filter "tcp port 443" limit-captured-
frames 50

Capturing on ethO

2017-01-12 13:09: 44. 296256 10.62.148.37 -> 72.163.4.38 TCP 43278 > https [SYN] Seq=0 Len=0
M5S=1460 TSV=206433871 TSER=0 W5=9

2017-01-12 13:09: 44. 452405 72.163.4.38 -> 10.62.148.37 TCP https > 43278 [ SYN, ACK| Seq=0 Ack=1
W n=32768 Len=0 MSS=1380 TSV=2933962056 TSER=206433871

2017-01-12 13:09: 44. 452451 10. 62. 148. 37 -> 72.163.4.38 TCP 43278 > https [ACK] Seq=1 Ack=1

W n=5840 Len=0 TSV=206433887 TSER=2933962056

2017-01-12 13:09: 44. 453219 10.62.148.37 -> 72.163.4.38 SSL Client Hello

2017-01-12 13:09: 44.609171 72.163.4.38 -> 10.62.148.37 TCP https > 43278 [ ACK] Seq=1 Ack=518

W n=32251 Len=0 TSV=2933962263 TSER=206433887

2017-01-12 13:09:44.609573 72.163.4.38 -> 10.62.148.37 SSL Continuation Data

2017-01-12 13:09: 44. 609595 10.62.148.37 -> 72.163.4.38 TCP 43278 > https [ACK] Seq=518 Ack=1369
W n=8208 Len=0 TSV=206433902 TSER=2933962264

2017-01-12 13:09:44.609599 72.163.4.38 -> 10.62.148.37 SSL Continuation Data

2017-01-12 13:09: 44. 609610 10.62.148.37 -> 72.163.4.38 TCP 43278 > https [ACK] Seq=518 Ack=2737
W n=10944 Len=0 TSV=206433902 TSER=2933962264

- B FXOS UIE ol FiE 3¢ ARl CHe IP(72.163.4.38 & 173.37.145.8) & X|&e
= U&LICH. tools.cisco.com AH). EE8t ZHRHE pcap FAISE X{& 5t Wireshark0i| A = QI5}
= 0| F&LICL CHE2 d3Xel S52| of Lt

FPR4125- 1(f xos) # ethanalyzer local interface mgmt capture-filter "tcp port 443 and (host
72.163.4.38 or host 173.37.145.8)" limit-captured-frames 0 limit-frame-size 10000 write
workspace:///SSL.pcap
Capturing on 'ethO

1 2020-08-07 08: 39: 02.515693672 10.62. 148.225 173.37.145.8 TCP 74 59818 443 [sYN] Seq=0
W n=29200 Len=0 MSS=1460 SACK_PERM=1 TSval =800212367 TSecr=0 W5=512

2 2020-08-07 08:39: 02. 684723361 173.37.145.8 10.62.148.225 TCP 60 443 59818 [ SYN, ACK]
Seq=0 Ack=1 Wn=8190 Len=0 MSS=1330

3 2020-08-07 08: 39: 02. 684825625 10. 62. 148. 225 173.37.145.8 TCP 54 59818 443 [ACK] Seg=1
Ack=1 W n=29200 Len=0

4 2020-08-07 08:39:02.685182942 10.62.148.225 173.37.145.8 TLSvl 571 Client Hello

11 2020-08-07 08:39: 02. 854525349 10. 62.148.225 173.37.145.8 TCP 54 59818 443 [ACK] Seq=518
Ack=3991 W n=37240 Len=0

. pcap I}YE ¥ FTP MHZ LHE LHE{™



FPR4125- 1# connect local-mgmt

FPR4125-1(1 ocal -ngnt ) # dir

Aug
May

07
06
06
07
07
07
07
07
24

08:
17:
17:
17:
17:
17:
17:
17:
07:

39:
48:
48:
24:
28:
24:
22:
24:
05:

35
02
02
43
46
43
28
31
40

Usage for workspace://
3999125504 bytes total
284364800 bytes used

2020
2020
2020
2018
2018
2018
2018
2018
2019

SSL.pcap

bl ade_debug_pl ugi n
bl adel og

cores
debug_pl ugi n/

di agnostics

| ost +f ound/

packet - capture

techsupport/

3509907456 bytes free
FPR4125-1(1 ocal - ngnt ) # copy workspace:///SSL.pcap ftp://ftp_user@10.62.148.41/SSL.pcap

Passwor d:

FPR4125-1( | ocal - mgnt ) #

M ssLpeap =
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 2@ RE =T LssEFaqaan
[ W [ssl.record.content_type == 22 ] -]E
Mo. Time Source Destination Protocol Length §Server Name Info
| | 4 2928-88-87 18:39:82.68.. 18.62.148.225 173.37.145.8 TLSvl— 571 ftools.cisco.com Client Hello
13 2820-83-07 10:39:083.82. 173.37.145.8 18.62.148.225 TLSvi- 78 Server Hello, Certificate, Server Helloc Done
15 2820-23-97 10:39:03.82.. 18.62.148.225 173.37.145.8 TLswvi. 372 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
18 262@0-8B8-87 18:39:03.19.. 175.37.145.8 18.62.148.225 TLSvI- 99 Encrypted Handshake Message
43 2020-88-97 10:39:11.28. 10.62.148.225 173.37.145.8 TLSvi. 571ftools.cisco.com Client Hello
52 2020-88-87 10:39:11.54.. 173.37.145.8 18.62.148.225 TLSw1- 78 Server Hello, Certificate, Server Hello Done
54 2020-98-87 10:39:11.55. 18.62.148.225 173.37.145.8 TLSvi- 372 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
57 2020-88-07 10:39:11.72. 173.37.145.8 18.52.148.225 TLSvI_ a9 Encrypted Handshake Message
88 282@8-88-87 18:39:14.51.. 18.62.148.225 72.163.4.38 TLSv1- 571tools.cisco.com Client Hello
89 2820-88-87 18:39:14.83. 72.163.4.38 18.62.148.225 TLSwl. 78 Server Hello, Certificate, Server Hello Done
91 2820-83-87 18:39:14.84. 18.52.148.225 72.163.4.38 TLSwil- 372 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
94 2920-98-87 10:39:15.88. 72.163.4.38 18.62.148.225 TLSvi- ag Encrypted Handshake Message

S5 QR HTTP ME Ay

FPR4125- 1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Regi strati on:

Status:

Initial

UNREGISTERED -

Regi stration:

Failure reason: HTTP transport failed

HE BA

1. Call-home URLO| ZHFEX| & IELICE FXOS Ul EE= CLIoIAM
monitoring > show callhome detail expand).

2. M E #3ststn MIOL 742 TCP & &l(HTTPS)2 tools.cisco.com O EA12] 'AH

AMado] Liet

A&LICEH

REGISTRATION FAILED
Export-Controlled Functionality: Not Allowed
FAI LED on Aug 07 2020 06:58:46 UTC

s0|5t &
— =

T A& LICH(scope

215 Ay




FPR4125- 1# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Control |l ed Functionality: Not Allowed
Initial Registration: FAILED on Aug 07 2020 06:58: 46 UTC

Failure reason: Couldn't connect to host

T BH
1. ZE A Zm[ado|Mo| EM3tEl B ZTEAURL ¥ ZEJ SHIEHA FEER=X] Eelg
LICH
2. HXE ed3stst MIOSQE ZHe| TCP S A(HTTPS)2 tools.cisco.com O] EA2| 'MHE ©IF Almy
MMof| Lt d&LICH

S8 2F: HTTP MollM 2F 2 E >= 4008 gHeHghct.

FPR4125- 1# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Control |l ed Functionality: Not Allowed
Initial Registration: FAILED on Aug 07 2020 06:58: 46 UTC
Failure reason: HTTP server returns error code >= 400. Contact proxy server admin if proxy

configuration is enabled

TE BAH
1. ZE2 A Zm[ago|do| EH3tEl B ZF Al MH ZrEIRI|H ZFA| dHof tis E2lstd
Al2.
2. HXE ed3stst MIOLQE ZHe| TCP S A(HTTPS)2 tools.cisco.com O] EA2| 'MHE @IE Almy
Mo LieE UELICH FXOS CLIOIM CHA| S5 (force' M) Al & LICH

FPR4125-1 /license # register idtoken
ODNMNTEXMTAtY2Yz0S00MzclLWEZNWMt YmMNiMmUyNzM4 ZmF j LTE10TkxMTkz%0ANDkONjR8NkJJIJAWZpQzRDbmt PROXBW1VpU

ZZgMjlySnl5QUczT2M0YVIvemxm%s0ATGczZND0%3D%0A force



S5 2R/ 4 olc SE HAIX|E 78 EMst x| ZM&LICH

FPR4125- 1# show license all

Smart Licensing Status

Smart Licensing i s ENABLED

Regi strati on:

Status: UNREGISTERED - REGISTRATION FAILED
Export-Control |l ed Functionality: Not Allowed

Initial Registration: FAILED on Aug 07 2020 06:58: 46 UTC
Failure reason: Parsing backend response message failed

HE A

1. L}&S0| iS22 CHA| A| & LICH 'renew'E ALE 510 FA| CHA| A|E 8t A2,

FPR4125- 1# scope license
FPR4125-1 /license # scope licdebug
FPR4125-1 /license/licdebug # renew

2. Call Home URLO| &8t x| &QlghL|Ct.
ASAZ2| ElO|MIA B - 100/21xx Series

SE R/ SUHAMXHE 2R

ci scoasa# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Regi strati on:

Status: REGISTERING - REGISTRATION IN PROGRESS

Export-Control |l ed Functionality: NOT ALLONED

Initial Registration: FAILED on Aug 07 2020 11:29:42 UTC
Failure reason: Communication message send error

Next Registration Attenpt: Aug 07 2020 11:46: 13 UTC

HE A

1. DNS A% &0l

ci scoasa# show run dns



2. ping AT tools.cisco.com. O B2 £2| QE{HO[A T} ALSELICH.

Cci scoasa# ping management tools.cisco.com
N

ERROR: % I nval i d Host nanme

3. 38 EHolE2& FHELCH

ci scoasa# show route management-only

CtSot 20| eto|MlAa7t g EstE[i= K] &g Lict

ci scoasa# show run license
license smart
feature tier standard
feature strong-encryption

4. CtS HEo 2 BIREE|= QIEHO|ANM HAHE S M3HELIC. tools.cisco.com (IP EE] § Ol Z
X8 25 22 BLRE UK =O0IE WAIS| 23| BHE +2E 0 ASDMO| L2 |
orotof fLCt.)

Ci scoasa# capture CAP interface management match tcp any any eq 443

A5 7! e Hdsof dhdE¢e 0|2 = YU&Lch

I

UAIM 2 Z Syslog Blld 7(CIH2)S &45t6tD S5 ZZMA S0 ASA Syslog HIA|X|E & QO

FLct.

I O

ci scoasa(config)# logging buffer-size 10000000

ci scoasa(config)# logging buffered 7

ci scoasa(config)# logging enable

ci scoasa# show logging

YASA- 7- 717025: Validating certificate chain containing 3 certificate(s).

YASA- 7- 717029: Identified client certificate within certificate chain. serial nunber:
3000683B0F7504F7B244B3EA7FC00927E960D735, subj ect name: CN-tools.cisco.com, O=Ci sco Systens\,
I nc., L=San Jose, ST=CA, C=US.

Y%ASA- 7- 717030: Found a suitable trustpoint _SmartCall Hone_ServerCA to validate certificate.
YASA- 6- 717028: Certificate chain was successfully validated Wi th warning, revocation status was
not checked.

UASA- 6- 717022: certificate was successfully validated. serial nunber:
3000683B0OF7504F7B244B3EA7FC00927E960D735, subj ect name: CN-tools.cisco.com, O=Ci sco Systens\,
I nc., L=San Jose, ST=CA, C=US.

YASA- 6- 725002: Devi ce conpl eted SSL handshake wi th server nmanagenent: 10. 62. 148. 184/ 22258 to
173.37. 145. 8/ 443 for TLSv1l.2 session



CHAl S5 AlE:

ci scoasa # license smart register idtoken

FIt 7Is A8 A A0l CHEt BE 27 ALY

- FIt7ls A4 dot7| ol R 58 7S AE AHHS Lofok

= =i |CF.
- 715 AE AHAE afidlst 7| ™ol 2E F7t 7|5 A E aliAlst of

1% ot

S 5Hed 5 X2 Al

. K74 abels BaiAlol xR EL

L RE Azt S0 0| HiB = B0l 31T BtoldAE MEE Al Dol mEt MHE LU
. Al AT|aso142 o] FHAIE K2 MBS Ylire 2 M ELIC

. RS} & K2 2047} CHAl 234E

Cisco TAC X| & %tod

FP41xx/FP9300

O] EMol| IZE 2E g =of Zof7} st MMA| CLIOIAM O|2f8 £242 £ ZElst T Cisco
TACO| & |3+ A2

£24 1:

FPR4125- 1# show license techsupport

2 2:

—

T

FPR4125- 1# scope monitoring
FPR4125-1 /nonitoring # scope callhome
FPR4125-1 /nonitoring/call hone # show detail expand

£243:

FXOS MA| X[ HE

FPR4125- 1# connect local-mgmt
FPR4125-1(| ocal -ngnt ) # show tech-support chassis 1 detail



24 4(X-I Al

T

MA| CLIOIAM Ethanalyzer Z4%

FP1xxx/FP21xx

24 1;

M

ci scoasa# show tech-support license

2 2:

—

T

ci scoasa# connect fxos admin
firepower-2140# connect local-mgmt
firepower-2140(1 ocal - ngnt)# show tech-support fprm detail

A 25 EEFFAQ)

FP21xx0ll A M A|(FCM) GUIC] Licensing(2+0|4l4)) B2 oiC|oll U&LI7H?
9.13.xFE{ FP21xxE 27H2| ASA ZEE K| EFLICH.

. 0{Eclo|dAa

. ESE
O{ZCI0|HA BEM|MHE MA| UIZL Q& LICH Z3HE REo|MHE AHA| UIZF /URIBE BlO|MIAE
ASA CLI EE= ASDMO| M A EILICE.
Htd FPR4100/9300 Z2HZ0f| M= GUI EE= FXOS CLIE £38H FCMo]| 2to|MIAE T Ad56Hof §tH
ASA QE}O|ETHE = ASACLI EE= ASDMoﬂH -5l o g LICt,

xF?C-

. ASAQ| to|MIA EHE|
. Firepower 4100/9300& =2|% C|H}Oo|A
. 2}O|MIA: Smart Software Licensing(ASAv, Firepower2| ASA)
. ASDM 2! Firepower Chassis ManagerE At&3t= ASA E3HE ZCE 315
Strong Encryptlon LicenseE & 48l3t2{™ o{E A 3ok s.=I'L—|77|"’
0| 7|s2 FCM S50 AIEE EZ0i 0| EZ0| & gstEl 4EiZ SEE MEF o Cier LHIZLHZ| A
04 7|%% &85t SMO| U= B AIS2 2 &/ gstELct

FCM &' 2| Export-Controlled Features & ASA &i|%l9| ## & Encryption-3DES-AES7} HI& & 3lE
72 Strong Encryption License® & 43%}5t24™ o{%!H| 3l ok &FLI7t?

EZol o]l SMo| #MstE|o] UX| AT FCME S5 F4A5T ol SMO| EMstE EESZ2 i}
Al SE&fuct.

EE2 448 o ol EEo2 SEE MEN CiE =& A 7|5 818 SHS ABY = ol B9
oEH & & AUgLiZ?


/content/en/us/td/docs/security/firepower/fxos/fxos281/web-guide/b_GUI_FXOS_ConfigGuide_281/license_management.html
/content/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/intro-logical-devices.html
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