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ASAVE Smart Software Licensing Portal01| S5t Al=stH 64 = 2l
o] AlmjgtL|C}. show license registration ! call-home test profile license W2 o|2{8t £ &
o0& LICt.

<#root>
ASAv#
show |i cense registration

Registration Status: Retry In Progress.

Registration Start Time: Mar 22 13:25:46 2016 UTC
Registration Status: Retry In Progress.

Registration Start Time: Mar 22 13:25:46 2016 UTC

Last Retry Start Time: Mar 22 13:26:32 2016 UTC.

Next Scheduled Retry Time: Mar 22 13:45:31 2016 UTC.

Number of Retries: 1.

Last License Server response time: Mar 22 13:26:32 2016 UTC.
Last License Server response message:

Comuni cati on nmessage send response error

<tfroot>

ASAv#

call-honme test profile License

INFO: Sending test message to DDCEService
ERROR: Failed:

CONNECT_FAI LED( 35)

2{L} ASAVE tools.cisco.comS & QI5 11 TCP pingS AFE3510{ TCP L E 4430f 148 £+ &
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<tfroot>



%ASA-3-717009: Certificate validation failed. No suitable trustpoints found to validate
certificate serial number: 250CE8E030612E9F2B89F7058FD, subject name:
cnh=VeriSign Class 3 Public Primary Certification Authority - G5,ou=(c) 2006 VeriSign\, Inc.
- For authorized use only,ou=VeriSign Trust Network,o=VeriSign\, Inc.,c=US, issuer name:
ou=Class 3 Public Primary Certification Authority,o=VeriSign\, Inc.,c=US .

%ASA-3-717009: Certificate validation failed. No suitable trustpoints found to validate
certificate serial number: 513FB9743870B73440418699FF, subject name:

cn=Symantec C ass 3 Secure Server CA - 4

,ou=Symantec Trust Network,o=Symantec

Corporation,c=US, issuer name: cn=VeriSign Class 3 Public Primary Certification Authority
- G5,ou=(c) 2006 VeriSign\, Inc. - For authorized use only,ou=VeriSign Trust Network,
o=VeriSign\, Inc.,c=US .

AMEt LIE 2 EE{H CHE S8 2 Aot 5S¢ CHS debug BES M-S A A|2. SSL(Secure
Socket Layer) 2/ 7+ E A[ELIC}H

debug license 255
debug license agent all
debug call-home all
debug ss1 255

E35| ol HAIX|= T 20| YR 2 EAIE/LIC}H

error:14090086:SSL routines:SSL3_GET_SERVER_CERTIFICATE:certificate verify
failed@s3_clnt.c:1492

7|2 ASAv Z1I|12Y|0] Mo = F&| 0|& "cn=Verisign Class 3 Secure Server CA - G3"0{| 21& A7}
2L o1 ¢4ZE _SmartCallHome_ServerCAZHE A1 Z| X|&0| Ql&LICH.

<{froot>
ASAv#

show crypto ca certificate

CA Certificate

Status: Available

Certificate Serial Number: 6ecc7aa5a7032009b8cebc2d491

Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: SHA1l with RSA Encryption

Issuer Name:
cn=VeriSign Class 3 Public Primary Certification Authority - G5
ou=(c) 2006 VeriSign\, Inc. - For authorized use only
ou=VeriSign Trust Network
o=VeriSign\, Inc.
c=US

Subject Name:


https://www.cisco.com/c/ko_kr/support/web/tools-catalog.html
https://www.cisco.com/c/ko_kr/support/web/tools-catalog.html

cn=Veri Sign Cass 3 Secure Server CA - G3

ou=Terms of use at https:// verisign /rpa (c)10

ou=VeriSign Trust Network
o=VeriSign\, Inc.
c=US
OCSP AIA:
URL: http://ocsp verisign
CRL Distribution Points:
[1] http://crl verisign/pca3-g5.cri
Validity Date:
start date: 00:00:00 UTC Feb 8 2010
end date: 23:59:59 UTC Feb 7 2020
Associated Trustpoints:

_SmartCalTHome_ServerCA
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<tfroot>
ASAv#

sh run crypto ca trustpoo

crypto ca trustpool policy
auto-import
ASAv#

sh run all crypto ca trustpool

crypto ca trustpool policy
revocation-check none
crl cache-time 60
cr1l enforcenextupdate
auto-import
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auto-import url http://www.cisco.com/security/pki/trs/ios_core.p7b

auto-import time 22:00:00
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<#root>

ASAv#

crypto ca trustpool inport url http://ww.cisco.conm security/pki/trs/ios_core.p7b

Root file signature verified.
You are about to update the current trusted certificate pool
with the 17145 byte file at http://www.cisco.com/security/pki/trs/ios_core.p7b
Do you want to continue? (y/n)
Trustpool import:
attempted: 14
installed: 14
duplicates: 0

expired: 0

failed: 0
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<ffroot>
ASAv#

show crypto ca trustpool policy
14 trustpool certificates installed

Trustpool auto import statistics:
Last import result: FAILED
Next scheduled import at 22:00:00 UTC Wed Mar 23 2016
Trustpool PoTlicy
Trustpool revocation checking is disabled
CRL cache time: 60 seconds
CRL next update field: required and enforced
Automatic import of trustpool certificates is enabled
Automatic import URL: http://www.cisco.com/security/pki/trs/ios_core.p7b
Download time: 22:00:00
Policy Overrides:
None configured

A £1: 0| E20i M OIR|H =2 RSO A|LFHE [ DNS7F 2= 51K| &fof OFXR|2 RIS
HO|E 7IXM 7|7l Almsico o 2 o} x|et RIS 71K 7| Ao Alust 7do 2 EAI=ELCH



N B 25 A3 = Yo|EY AstET Al
x| OI1Z M7} 1470 EAIEILICH

MK
fjo

=

OH

Moz AO|o|ERH&LICH ek M

ASAVE Smart Software Licensing Z&0i| S5 3+7| ?/5H token registration &
o

= ¥
FE ChA| e = A&

<#root>
ASAV#

license smart register idtoken id_token force

ASAv7} Smart Software Licensing &0 0|0 ST E[RX|BH FHet Fo ZAlo| Auet B2 0|
TSR ATE sk U&LICH

<#root>

ASAv#

license smart renew auth
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CA Certificate
Fingerprint: 5e397bddf8baec82e9ac62ba0c54002b
Issuer Name:
cn=QuoVadis Root CA 2
o=QuoVadis Limited
c=BM
Subject Name:
cn=QuoVadis Root CA 2
o=QuoVadis Limited
c=BM

ATt & 2| B2 ‘crypto ca trustpool import default’ HEE A-stTD
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https://www.cisco.com/security/pki/trs/ios_core.p7b

asa(config)# crypto ca trustpoint QuoVadisRootCA2
asa(config-ca-trustpoint)# enrollment terminal
asa(config-ca-trustpoint)# crl configure
asav(config-ca-cr1)# crypto ca authenticate QuoVadisRootCA2
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIFtzCCA5+gAwIBAgICBQkwDQYJKoZIhvcNAQEFBQAWRTELMAKGALUEBhMCQkOX
GTAXBgNVBAOTEFF1b1ZhZG1zIExpbW10ZWQxGzAZBgNVBAMTETF1b1ZhZG1zIF]v
b3QgQOEgMjAeFwOwWNjExMjQx0DI3MDBaFw0zMTEXxMjQx0DIzMzNaMEUxCzAJBgNV
BAYTAkJINMRkwFwYDVQQKEXBRAWIWYWRpcyBMaW1lpdGVkMRswGQYDVQQDExJRAWIOW
YWRpcyBSb290IENBIDIwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAWggIKA0ICAQCa
GMpLTAOALa8DKYrwD4HIrkwZhROIn6spRIXzL4GtMh6QRr+jhiYaHv5+HBg6XIxg
Fyo6dIMzMH1hVBHL7avg5tKifvVrbxi3Cgst/ek+7wrGsxDp3MIGF/hd/aTa/55]
WpzmM+YkTvc/ulsrHHolwtZn/qtmUIttKGAr79dgw8eTvIO2kfN/+NsRE8Scd3bB
rrcCaoF6qUWD4gXmuVbB1DePSHFjTuwXZQeVikvfj8ZaCuWw419eaxGrDPmF60Tp
+ARz8un+XJiM9X0va7R+zdRcAitM0eGy1ZUtQofX1b0QQ7dsE/He3fbE+Ik/0XX1
ksOR1YqI0IDs3G3eicJ1cZalLDQPInL9bFqyS2+r+eXyt66/3FsvbzSUr5R/7mp/1
Ucw6UwxI5g69ybR2BTLMEROFcmMDBOAEN1 sgGQLodKcftsTWZvB1IdxnwQ5hYIiz————— END CERTIFICATE-----

quit

INFO: Certificate has the following attributes:
Fingerprint: 5e397bdd f8baec82 e9ac62ba 0c54002b
Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully imported
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<ffroot>

FP9300-1-A-A-A /license # show Ticense all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.
Virtual Account: CALO
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 01 18:37:38 2018 UTC
Last Renewal Attempt: FAILED on Oct 09 17:32:59 2018 UTC

Fail ure reason: Failed to authenticate server
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<tfroot>

FPR-2-A /license # scope security
FPR-2-A /security # enter trustpoint QuoVadisRootCA2
FPR-2-A /security/trustpoint* # set certchain

Enter Tines one at a time. Enter ENDOFBUF to finish. Press AC to abort.

Trustpoint Certificate Chain:

MIIFtzCCA5+gAwIBAgICBQkwDQYJKoZIhvcNAQEFBQAWRTELMAKGALUEBhMCQkOX
GTAXBgNVBAOTEFF1b1ZhZG1zIExpbW10ZWQxGzAZBgNVBAMTETF1b1ZhZG1zIFIv
b3QgQOEgMjAeFwOwNjExMjQx0DI3MDBaFw0zMTEXxMjQx0DIzMzNaMEUxCzAJBgNV
BAYTAk JINMRkwFwYDVQQKEXBRdWIWYWRpcyBMaW1lpdGVkMRswGQYDVQQDExJRAWIOW
YWRpcyBSb290IENBIDIwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAwWggIKA0oICAQCa
GMpLTAOALa8DKYrwD4HIrkwZhROIn6spRIXzL4GtMh6QRr+jhiYaHv5+HBg6XIxg
Fyo6dIMzMH1hVBHL7avg5tKifvVrbxi3Cgst/ek+7wrGsxDp3MIGF/hd/aTa/55]
WpzmM+YkTvc/ulsrHHolwtZn/qtmUIttKGAr79dgw8eTvIO2kfN/+NsRE8Scd3bB
rrcCaoF6qUWD4gXmuVbB1DePSHFjIuwXZQeVikvfj8ZaCuwWw419eaxGrDPmF60Tp
+ARz8un+XJiM9X0va7R+zdRcAitM0eGy1ZUtQofX1b0QQ7dsE/He3fbE+Ik/0XX1
ksOR1YqI0IDs3G3eicJ1cZalLDQPInL9bFqyS2+r+eXyt66/3FsvbzSUr5R/7mp/1
UcwbUwxI59g69ybR2B1LmEROFcmMDBOAEN sgGQLodKcftsTwWZvB1IdxnwQ5hYIiz
PtGo/KPaHbDRsSNU30R2be1B2MGyIrZTHN81Hdyhdyox5C315eXby0D/5YDXC20g
/z0hD70sFRXq17PSorW+8oyWHhqPHWykYTe5hnMz15eWniN9ggqRMgeKhObpnX5UH
oycR7hYQe7xFSkyyBNKr79X9DFHOUGoIMfmR2gyPZFwDwzgLID9ujWc90tbh+fVul
yV77zGHcizN300QyNQ1iBJIWENiel0f70yHj+0sdwWwIDAQABo4GwWMIGtMASGALUd
EwEB/wQFMAMBAf8wCwYDVROPBAQDAgEGMBOGA1UdDgQWBBQahGK8SEwzIQTU7tD2
A8QZRtGUazBuBgNVHSMEZzB1gBQahGK8SEwzJQTU7tD2A8QZRtGUa6FJpECWRTEL

(THIS PART NEEDS TO BE COPY/PASTED)

OK

ol


————— END CERTIFICATE-----

>ENDOFBUF

<---manually type this on a new line after the ----END OF CERTIFI CATE---- |ine and press ENTER
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FPR-2-A /security/trustpoint* # comm

FPR-2-A /security/trustpoint # scope license
FPR-2-A /Ticense # scope 1licdebug

FPR-2-A /Ticense/1icdebug # renew

O|A| 2tolad A7t HAMEIRAEX| = QlaloF Bf LICH.

<{froot>

FP9300-1-A-A-A /license/licdebug # show Ticense all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.
Virtual Account: CALO
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 01 18:37:38 2018 UTC

Last Renewal Attenpt: SUCCEEDED on Cct 09 17:39:07 2018 UTC

Next Renewal Attempt: Apr 07 17:39:08 2019 UTC
Registration Expires: Oct 09 17:33:07 2019 UTC

License Authorization:
Status: AUTHORIZED on Oct 09 17:39:12 2018 UTC
Last Communication Attempt: SUCCESS on Oct 09 17:39:12 2018 UTC
Next Communication Attempt: Nov 08 17:39:12 2018 UTC



Communication Deadline: Jan 07 17:33:11 2019 UTC

FIPS(Federal Information Processing Standards) &7} ZQ &t
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FIPS #H&Es7F L8t ASA 7|dF Z2EHE 0| A2, QuoVadis Root CA 2 QIS ME 71M2™H MY
ASe QLT AMEE EFLFHXR ZE = oM Ol HIAIX|ZF EAIE &= U&LICH

Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate is not FIPS compliant.
% Error in saving certificate: status = FAIL

FIPS & ASA Mx|o| 5112 YW 2 Z HydrantID SSL ICA G2 £t QIS ME 7IxSLCH
HydrantID SSL ICA G2 @& M= CHE2 0| E AIE|H sha256WithRSAEncryption M 2T 2|&E 27
AEE EELICH EHES J|HOR QB AME EESE{H Ol EAM0 LR HdYAME FHESHAA|
 uZtvFDW++kOBMCAWEAAAOCAZEwggGNMBIGALUJEWEB raik8EDDUkpAnIOaj09/r4dpj/Zry76
6SH1oYPo7eTGzpDanPMeGMuSmwdjUkFUPALuWwkaDERTz9xdyFL3N8CRgImQhdtT
3aWQUv/iyXULXT87EgL3b8zzf8FThTS7r654m9WM2W7 pFqfimx9gATFe9XcV1ZrUu
9hph+/MfWMrUju+VPL5U7hZvUpg66mS3BaN15rsXv2+VwokQsQC/821JLHvtYVL/
LwbNi018CsinDeyRE0J9w1YDqzcg5rhDOrtX4JEmBzq8yBRVHIB/0230/vIO50xh
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