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ASAv(config)# interface GigabitEthernet0/0
ASAv(config-if)# ipvé enable

ASAv(config)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé enable
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2 1:0] od|ofl M E fc00::/72] ULA(Unique Local Addresses) &i0f Q= F
B2E FATFFD(Ol: fdxx:xxoax:xxxx:xxxx..) 2 A|&gHL|CE.) E8 IPve T4
EE()2 AH83510d

FD01 :0000:00000:00000:0000:0000:0000:00000:0000:00000:000000:000000000000000000
0000000000000000000000000000000000000000000 1.

AT AMBEIER
Hdg mols


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

ASAv(config)# interface GigabitEthernet0/0
ASAv(config-if)# ipvé address £d03::1/64
ASAv(config-if)# nameif inside
ASAv(config-if)# security-level 100

ASAv(config)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé address £d402::2/64
ASAv(config-if)# nameif outside
ASAv(config-if)# security-level 0

O|X| 2|5 VLANS| FAE&| Bt2E{0f CHEt 7|& gi|o]o] 2(L2)/2i0]04 3(L3) P4 0] fd02:1:2 M
z|oq lo{of &L},

ASAv(config-if)# ping £402::1
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to fd02::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ns
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ASAv(config)# ipv6é route outside 0::0/0 £402::1
ASAv(config)# show i pv6 route

IPv6 Routing Table - 7 entries

Codes: C - Connected, L - Local, S - Static

O- OSPF intra, O - OSPF inter, CEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, B - BGP

L fd02::2/128 [0/0]

via ::, outside
C fd02::/64 [0/0]
via ::, outside
L fd03::1/128 [0/ 0]
via ::, inside

C fd03::/64 [0/0]
via ::, inside

L fe80::/10 [0/0]
via ::, inside
via ::, outside
L ff00::/8 [0/0]
via ::, inside
via ::, outside

s ::/0 [1/0]
via £d02::1, outsideASAv(config)#
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ASAv(config)# ping £d499::1
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to fd99::1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
ASAv(config)#
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MHX] YA E 2! Cisco 881 Series ISR(Integrated Services Router)0il A OSPFv3(Open Shortest

Path First Version 3) Z1Z|12i|0|ME HESH of & LICt.

C88l#show run | sec ipvé
i pv6 uni cast-routing

!--- This enables IPv6 routing in the Cisco 10S°.

ipve ospf 1 area O
address-fanmily ipv6 unicast
passive-interface default

no passive-interface VI an302

!-—- This is the interface to send OSPF Hellos to the ASA.
defaul t-information originate al ways
!--- Always distribute the default route.

redistribute static
ipve route ::/0 FD99::2

!--- Creates a static default route for IPv6 to the internet.

e QIE{m|o|A | o|M2 Ch&at 2 &L

C881l#show run int V1an302
interface VI an302

i pv6 address FDO2::1/64
i pv6 ospf 1 area O
C881#

ASA IiZ! X E AIR35104 2|F QIE{H| 0|A Q| ISRO|A OSPF Hello THZ!0| EA|E|=X
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ASAv(confi g)# show run access-list test_ipvé

access-list test_ipv6 extended pernmit ip any6 any6

ASAv(confi g)# show cap

capture capout type raw data access-list test_ipv6 interface outside
[Capturing - 37976 bytes]

ASAv(confi g)# show cap capout



367 packets captured

1: 11:12:04.949474 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
2: 11:12:06.949444 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]

3: 11:12:07.854768 fe80::c671:feff:£fe93:b516 > ££02::5: ip-proto-89 40
[hlim 1]
4: 11:12:07.946545 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
5: 11:12:08.949459 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
6: 11:12:09.542772 fe80::217:fff:fel7:af80 > ff02::5: ip-proto-89 40
[hlim 1]

13: 11:12:16.983011 fe80::c671:feff:fe93:b516 > ££02::5: ip-proto-89 40
[hlim 1]
14: 11:12:18.947170 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
15: 11:12:19.394831 fe80::217:fff:fel7:af80 > ff02::5: ip-proto-89 40

[hlim 1]
16: 11:12:19.949444 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:

21: 11:12:26.107477 fe80::c671:feff:fe93:b516 > ££02::5: ip-proto-89 40
[hlim 1]

ASAv(config)#
0|7 THZ! R0l A | £ elEm ol siFstE IPve 213-2Z F 40 A OSPF(ip-proto-
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C881l#show ipvé interface brief
VI an302 [ up/ up]
FE80::C671:FEFF:FE93:B516
FDO2: : 1
Cc881#
O|M| ISRt QI g MH37| 2|6 ASANIAM OSPFv3 Z2MAE MEE = A&LICt

ASAv(config)# ipv6 router ospf 1
ASAv(config-rtr)# passive-interface default
ASAv(config-rtr)# no passive-interface outside
ASAv(config-rtr)# | og-adj acency-changes
ASAv(config-rtr)# redistribute connected
ASAv(config-rtr)# exit

ASA 2|5 QIE{m|0|A 0| OSPF Zx|20|ME M EFLCt

ASAv(config)# interface G gabitEthernet0/1
ASAv(config-if)# ipv6e ospf 1 area O
ASAv(config-if)# end

O|Z Ql&ll ASA7} IPve MEHIOMH EZ2EIFHAE OSPF Hello THZ!
I 2 & 0l5t2{™ show ipv6 ospf neighbor B2 =48 L|Ct.
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ASAv# show ipv6é ospf neighbor

Nei ghbor ID Pri State Dead Tinme Interface ID Interface

14.38.104.1 1 FULL/BDR 0:00:33 14 outside
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C881l#show ipvé ospf 1

Routing Process "ospfv3 1" with ID 14.38.104.1

Supports NSSA (conpatible with RFC 3101)

Event -1 og enabl ed, Maxi mum nunber of events: 1000, Modde: cyclic
It is an autonompus system boundary router

Redi stributing External Routes from

static

Originate Default Route with always

!--- Notice the other OSPF settings that were configured.

Router is not originating router-LSAs with nmaxi num metric

C881#

O|XN| ASA7L ISROIA 7|2 IPve B2 E &f&5loF g LICH O|& 2 Ql5t24T4 show ipv6 route BHE

=g L

ASAV# show ipvé route

I Pv6 Routing Table - 8 entries

Codes: C - Connected, L - Local, S - Static

O- CSPF intra, O - OSPF inter, CEl1l - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, O\N2 - OSPF NSSA ext 2, B - BGP

O 2001: aaaa: aaaa: aaaa: : /64 [110/10]

via ::, outside

L fd02::2/128 [0/0]
via ::, outside

C fd02::/64 [0/0]
via ::, outside

L fd03::1/128 [0/0]
via ::, inside

C fd03::/64 [0/0]
via ::, inside

L fe80::/10 [0/0]
via ::, inside

via ::, outside

L ff00::/8 [0/0]
via ::, inside

via ::, outside

OE2 ::/0 [110/1], tag 1
!-—- Here is the learned default route.

via fe80::c671:feff:fe93:b516, outside
ASAvV#
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Resolutlon Protocol)7} I 0|4 IPv6O @iCt= JALICt 2Z LAN MIHEO|M IP FAE =Ql5t

7| @I ARPE A& 35t LAl IPv6o| A= ND(Neighbor Discovery)2t= Z2EZE AFSELICEH
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EE 8 ND= MAC(Media Access Control) &4 & Q12 2/l ICMPv6(Internet Control Message
Protocol Version 6)2 & &&tCt= M2 Olal5HoF & LICHIPv6e NDO| CHE XEMIEH LIE 2 CLI Book
19| IPv6 Neighbor Discovery 41449| ASA IPv6 Con fguration 7t0|=0fl M EelE £ %'QI—IEP
.Cisco ASA Series General Operations CLI Z1Z[Z22/0[41 7}0[=, 9.4 == RFC 486101 /& L|Ct.
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L2 A 2 S ZE(ND)

IPv6eto| L2 442 EXIE sHEst= ol A= 71 7|22 2l BH 2 show ipv6 neighbor [nameif]
H230|H, o= IPv4E show arp2t ZH&LICH

ChE2 232 of Lot

ASAv(confi g)# show ipv6é neighbor outside

| Pv6 Address Age Link-layer Addr State Interface

£402::1 0 c471.fe93.b516 REACH outside
fe80::c671:feff:£fe93:b516 32 c471.fe93.b516 DELAY outside
fe80: : e25f: boff: fe3df: 1bbf 101 e05f. b93f. 1bbf STALE outside

fe80: : b2aa: 77ff:fe7c: 8412 101 bOaa. 777c. 8412 STALE outsi de

fe80::213: caff:fe80:5f53 101 0013. c480. 5f 53 STALE out si de

fe80: : ab4c: 11ff: fe2a: 60f4 101 ad4c. 112a. 60f4 STALE outsi de
fe80::217:fff:fel7:af 80 99 0017.0f 17. af 80 STALE out si de

ASAv(config)#
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/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-ipv6-neighbor.html#pgfId-1342081
https://tools.ietf.org/html/rfc4861

IPv4 ARP CH IPv6 ND

IPv4& ARP X IPv6& ND2| CIZ H|X EE TE{stAAIR
IPv4 ARP IPv6 ND
ARP 2%(10.10.10.127?) 1Y ClHiolA &

ARP #|£1(10.10.10.12 dead.dead.dead) /0| &1

Ol|=
AT

mo

CtE AlLEI20ME fd02:1 ==&

CH.

ND7t 2|5 QIE{m| 0|2 0f

ND C|HH2

CHH2 2 debug ipvé nd B23o| £29QlL|C}.

ICMPv6-ND: Sending NS for £d402::1 outside

"Who has fd02::1

| ———

out si de
out si de

on
on

| CMPv 6- ND:
| CMPv 6- ND:
| CMPv 6- ND:
| CMPv 6- ND:
| CMPv 6- ND:
| CMPv6- ND:
| CMPv6- ND:
ICMPv6-ND:

Sending NS for fd02::1
Sending NS for fd02::1
| NCWP del eted: fdo02::1
| NCMP -> DELETE: fd02:

DELETE -> | NCWP: fdO02::
Sending NS for fd02::1
Sending NS for fd02::1
Sending NA for £d402::2

e

out si de
out si de
outside

on
on
on

| ———

| CMPv6- ND:
| CMPv6- ND:
| CMPv6- ND:
ICMPv6-ND:

l--- Here

| CMPv6- ND:
| CMPv6- ND:

"£d02 :

:2 1s at dead.dead.dead"

Sending NS for fd02::1
| NCVP del eted: fd02::1
| NCMP -> DELETE: fd02::1
DELETE -> INCMP: £d402::1

on

is where the ND times out.

1 on
1 on

Sending NS for fdo02:
Sending NS for fdo02::

out si de

out si de
out si de

i
1
o

O| ClHa &=240| M= fd02::22| WOt Z 7 £ AIE|X| &t= Zio 2 LIEfLtL ct oz 24

oto{ K| AbRIX| &olg &+ U&LICH

AN EH

ND IHZ! 2%
FH:ASA 2E[A 9.4(1)FEE= IPve THZ! Z{R{0| 04715| M A SZ0| ELELICHCisco H
711D CSCtn098362 AF&3t0{ 0| FXst7| el 71 2H0| MEZ[&LICH
ACL(Access Control List) & T{Z! Z4x{E FgLICt
ASAv(config)# access-list test_ipv6 extended pernmit ip any6 any6
ASAv(config)# cap capout interface outside access-list test_ipv6


https://tools.cisco.com/bugsearch/bug/CSCtn09836

ASAO0I| M fd02::10 CHEF ping= AlZFEFLICE.

ASAv(confi g)# show cap capout

23: 10:55:10.275284 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [class 0xeO0]

24: 10:55:10.277588 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

26: 10:55:11.287735 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [class 0xeO0]

27: 10:55:11.289642 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

28: 10:55:12.293365 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [class 0xeO0]

29: 10:55:12.298538 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

32: 10:55:14.283341 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [class 0xeO0]

33: 10:55:14.285690 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

35: 10:55:15.287872 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [class 0xeO0]

36: 10:55:15.289825 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

3! ol 2 % 10| [d02:12| Lol 17} +AIEILICH22{L} CIBID B0l E
*H U2 0|2 17t XME|TIX| L&LICh 7 AAME 2|5 syslogsE £ 4= l&LcH.
ND Syslogs

CHS2 ND syslog2| 0d| {L|Ct.

May 13 2015 10: 55:10: %ASA-7-609001: Built |ocal -host identity:fd02::2

May 13 2015 10:55:10: %ASA- 6-302020: Built outbound | CVMP connection for faddr
ff02::1:ff00:1/0 gaddr fd02::2/0 | addr fd02::2/0(any)

May 13 2015 10:55:10: %ASA-3-325003: EUI-64 source address check failed. Dropped
packet from outside:£d402::1/0 to £402::2/0 with source MAC address c471.fe93.b516.
May 13 2015 10:55:10: %ASA- 3-313008: Denied | Pv6-1CVWP type=136, code=0 from fdO2:
on interface outside

May 13 2015 10:55:11: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516
May 13 2015 10:55:11: %ASA- 3-313008: Denied | Pv6-1CVWP type=136, code=0 from fdO2:
on interface outside

May 13 2015 10:55:12: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516
May 13 2015 10:55:12: %ASA- 3-313008: Denied | Pv6-1CVWP type=136, code=0 from fdO2:
on interface outside

May 13 2015 10: 55: 14: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516
May 13 2015 10: 55: 14: %ASA- 3-313008: Denied | Pv6-1 CVWP type=136, code=0 from fdO2:
on interface outside

May 13 2015 10: 55: 15: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516

May 13 2015 10: 55: 15: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1

on interface outside

0|2{%} syslog LHOI A ISR(fd02::1)2] ND H|O|H{ & 1 o

o]
Identifier) 64(Modified EUI-64) &A1 ZHAF AT 2 915 *ﬂxﬂi._l "% golg = &Lt

NERA

Ul(Modified Extended Unique



El:0| £ EAo CHEt REMIEH LHE 2 0] & M .2/ Modified EUI-64 Address Encoding Mg
A2.0| 28 2 2&2 5’“ CIE{H|O|AO0|M ICMPV6E 5{&3FK| &L 7Lt
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IPv62 AtEe [EH Y Z2E 20| Ciet EREwE HAls 7|1EHN
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Z IPV4E A EE et S
| | ACHE ZS5HK| St

Dol
muJ
Wio

LS

IPv6& EI9E Z2EF C|H
o] Mo M= IPveol| &8 CIHI HAS MSFLICH
1% IPv6 B} R E/ CIH =

debug ipv6 BIE CIHIE AFE5t0{ 2 E IPv6 Bt E EIO|E HE AHE 2 SZEE = U&LICH.

ASAv# clear ipvé ospf 1 proc

Reset OSPF process? [no]: yes

ASAv# | Pv6RTO: ospfv3 1, Route update to STANDBY wi th epoch: 2 for

2001: aaaa: aaaa: aaaa: : / 64

IPv6RTO: ospfv3 1, Delete 200l:aaaa:aaaa:aaaa::/64 from table

IPv6RTO: ospfv3 1, Delete backup for £402::/64

I Pv6RTO: ospfv3 1, Route update to STANDBY with epoch: 2 for ::/0

IPv6RTO: ospfv3 1, Delete ::/0 from table

| Pv6RTO: ospfv3 1, ipv6_route_add_core for 2001: aaaa: aaaa: aaaa: : /64 [110/ 10],
next-hop :: nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, Add 2001: aaaa: aaaa: aaaa: :/64 to table

| Pv6RTO: ospfv3 1, Added next-hop :: over outside for 2001: aaaa: aaaa: aaaa: :/ 64,
[110/10]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY wi th epoch: 2 for
2001: aaaa: aaaa: aaaa: : / 64

| Pv6RTO: i pv6_route_add_core: input add 2001: aaaa: aaaa: aaaa: :/ 64

I Pv6RTO: i pv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ospfv3 1, ipv6_route_add_core for fd02::/64 [110/10], next-hop :
nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, ipv6_route_add_core for ::/0 [110/1], next-hop
feB80::c671:feff:fe93: b516

nh_source fe80::c671:feff:fe93:b516 via interface outside route-type 16

| Pv6RTO: ospfv3 1, Add ::/0 to table

IPv6RTO0: ospfv3 1, Added next-hop fe80::c671l:feff:fe93:b516 over outside for ::/0,
[110/1]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: i pv6_route_add core: input add ::/0

| Pv6RTO: i pv6_route_add_core: output add ::/0

IPv6RTO: ospfv3 1, ipv6_route_add_core for 200l:aaaa:aaaa:aaaa::/64 [110/10],
next-hop :: nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, Route add 2001: aaaa: aaaa: aaaa: : / 64 [ owner]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY wi th epoch: 2 for
2001: aaaa: aaaa: aaaa: : / 64

| Pv6RTO: i pv6_route_add_core: input add 2001: aaaa: aaaa: aaaa: :/ 64

I Pv6RTO: i pv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64



| Pv6RTO: ospfv3 1, ipv6_route_add _core for fd02::/64 [110/10], next-hop ::

nh_source :: via interface outside route-type 2

I Pv6RTO: ospfv3 1, Reuse backup for fd02::/64, distance 110

| Pv6RTO: ospfv3 1, ipv6_route_add core for ::/0 [110/1], next-hop

fe80::c671: feff:fe93: b516 nh_source fe80::c671:feff:fe93:b516 via interface outside
route-type 16

| Pv6RTO: ospfv3 1, Route add ::/0 [owner]

| Pv6RTO: ospfv3 1, ipv6_route_add _core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: ipv6_route_add_core: input add ::/0

| Pv6RTO: ipv6_route_add_core: output add ::/0

OSPFv3 C|H{ =

OSPFv3 =XI& sHZ&5t7| 251 debug ipv6 ospf BHE AL E = U&LICH

ASAV# debug ipv6é ospf ?

adj OSPF adj acency events

dat abase-ti mer OSPF dat abase tiner

events OSPF events

fl ood OSPF fl oodi ng

graceful -restart OSPF Graceful Restart processing
hel |l o OSPF hell o events

i psec OSPF ipsec events

| sa-generati on OSPF | sa generation

| sdb OSPF dat abase nodifications

packet OSPF packets

retransm ssi on OSPF retransm ssion events
spf OSPF spf

CHS2 OSPFv3 ZZM|ATFCHAl AR El & S dstEl 2 E ClHI el £3 of LC.

ASAV# clear ipvé ospf 1

OSPFv3: rcv. v:3 t:1 1:44 rid:192.168.128.115

aid:0.0.0.0 chk:a9ac inst:0 from outside

OSPFv3: Rcv hello from 192. 168.128. 115 area 0 fromoutside fe80::217:fff:fel7: af 80
interface I D 142

OSPFv3: End of hell o processingpr

OSPFv3: rcv. v:3 t:11:44 rid:14.38.104.1

aid:0.0.0.0 chk: bbf3 inst:0 from outside

OSPFv3: Rcv hello from 14.38.104.1 area 0 fromoutside fe80::c671:feff:fe93: b516
interface ID 14

OSPFv3: End of hell o processingo

ASAv# cl ear ipv6 ospf 1 process

Reset OSPF process? [no]: yes

ASAv#

OSPFv3: Flushing External Links

Insert LSA O adv_rtr 172.16.118.1, type 0x4005 i n nmaxage

OSPFv3: Add Type 0x4005 LSA ID 0.0.0.0 Adv rtr 172.16.118.1 Seq 80000029 to outside
14.38.104.1 retransm ssion |ist

! --- The neighbor goes down:

OSPFv3: Nei ghbor change Event on interface outside
OSPFv3: DR/ BDR el ection on outside

OSPFv3: El ect BDR 14.38.104.1

OSPFv3: Elect DR 192.168.128.115

OSPFv3: Schedul e Router LSA area: 0, flag: Change
OSPFv3: Schedul e Router LSA area: 0, flag: Change
OSPFv3: Schedul e Prefix DR LSA intf outside



OSPFv3: Schedule Prefix Stub LSA area O
OSPFv3: 14.38.104.1 address fe80::c671:feff:fe93: b516 on outside is dead, state DOM

! --- The neighbor resumes the exchange:

OSPFv3: Rcv DBD from 14.38.104.1 on outside seq 0xd09 opt 0x0013 flag Ox7 |len 28
mu 1500 state EXSTART
OSPFv3: First DBD and we are not SLAVE
OSPFv3: rcv. v:3 t:2 1:168 rid:14.38.104.1
aid:0.0.0.0 chk:5aa3 inst:0 from outsi de
OSPFv3: Rcv DBD from 14.38.104.1 on outside seq 0x914 opt 0x0013 flag Ox2 len 168
mu 1500 state EXSTART
OSPFv3: NBR Negotiation Done. W are the MASTER
OSPFv3: outside Nbr 14.38.104.1: Sunmary list built, size O
OSPFv3: Send DBD to 14.38.104.1 on outside seq 0x915 opt 0x0013 flag Ox1 len 28
OSPFv3: rcv. v:3 t:2 1:28 rid:192.168.128. 115
aid:0.0.0.0 chk:295c inst:0 from outside
OSPFv3: Rcv DBD from 192.168.128. 115 on outside seq Oxfeb opt 0x0013 flag Ox7 | en 28
mu 1500 state EXSTART
OSPFv3: NBR Negotiation Done. W are the SLAVE
OSPFv3: outside Nbr 192.168.128.115: Summary list built, size O
OSPFv3: Send DBD to 192.168.128.115 on outside seq Oxfeb opt 0x0013 flag OxO | en 28
OSPFv3: rcv. v:3 t:21:28 rid:14.38.104.1
aid:0.0.0.0 chk:8d74 inst:0 from outside
OSPFv3: Rcv DBD from 14.38.104.1 on outside seq 0x915 opt 0x0013 flag Ox0 | en 28
mu 1500 state EXCHANGE

!-—- The routing is re-added to the OSPFv3 neighbor list:

OSPFv3: Add Router 14.38.104.1 via fe80::c671:feff:fe93:b516, netric: 10
Router LSA 14.38.104.1/0, 1 links
Link 0, int 14, nbr 192.168.128. 115, nbr int 142, type 2, cost 1
I gnore newdi st 11 ol ddi st 10

EIGRP(Enhanced Interior Gateway Routing Protocol)

ASAQ| EIGRPE IPv6 At&2 XI5t X| et &LICH CLIBook 12| EIGRPOI| CHE X|E MM 2 H
MAI.XFMEF LIS Cisco ASA Series General Operations CLI Z1Z|Z24/0/41 7}0|E, 9.4&
SHAAI2.

BGP(Border Gateway Protocol)

IPv6E AL E [l BGPE Ee{=#E3dt7| 2lall Ol debug BHE AL E + U&LICH

ASAV# debug ip bgp ipvé unicast ?

XX X: X X I Pv6 BGP nei ghbor address
keepal i ves BGP keepal i ves

updat es BGP updat es

<cr>

rok

IPveo CHEt &% Show EH

IPv6 EXIE alidst7| flcll CFS show BHEE ALE

ok

- A&Lich

- show ipv6 route


/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-eigrp.html#pgfId-1484676
/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-eigrp.html#pgfId-1484676
/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-eigrp.html#pgfId-1484676

- show ipv6 interface brief

. show ipv6 ospf <2 A|A ID>
. show ipv6 E.2iT|

- show ipv6 1% C|H}O|A

- show ipv6 icmp

IPv6 & AF2 3= IZ! F£37|

IPv4 ot SYUE Y22 ASA0A IPvEOH| LIEE o)

7! FX7| 7|2 AH835H04 fd03::28| LR ZAEE AI ol O %rs At

881 °_IEiII1|0|¢§ Sdll graE 7|8 AR E AL83504 QIE{Hol RIE= 555555::1: _<z|
A E3tE LTt ospf:

ASAV# packet-tracer input inside tcp £403::2 10000 5555::1 80 detailed

Phase: 1
Type: ACCESS- LI ST
Subt ype:
Resul t: ALLOW
Config:
Implicit Rule
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7fffd59ca0f0, priority=1, dommi n=pernmit, deny=false
hits=2734, user_data=0x0, c¢s_i d=0x0, |3_type=0xdd86
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i fc=i nside, output_ifc=any

Phase: 2

Type: ROUTE- LOCKUP

Subtype: Resolve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional Infornmation:

found next-hop fe80::c671l:feff:fe93:b516 using egress ifc outside

Phase: 3
Type: NAT
Subt ype: per-session
Resul t: ALLOW
Config:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7fffd589cc30, priority=1, dommi n=nat-per-session, deny=true
hits=1166, user_data=0x0, cs_i d=0x0, reverse, use_real addr, flags=0x0,
protocol =
src ip/id=::/0, port=0, tag=any
dst ip/id=::/0, port=0, tag=any
i nput _i fc=any, output _ifc=any

<<truncated out put>>

%J%L—IEP OS2
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| M 42 S



Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ASAv#
0|34 MAC F4E 881 QIE{H0|A 0] YT-2H FALULICHYOIM HHE ZHY, B2 SH
oteEl Z2E ZolM BHElS 23-22 IPv6 FAE ALB S QTS M

IPve &3 ASA C|HZ ™A ==

CtE2 IPve X & sl st Ol A4S = U= CIHZ LT

ASAv# debug ipvé ?

dhcp | Pv6 generic dhcp protocol debugging
dhcprelay | Pv6 dhcp relay debuggi ng

icnp | CVPv6 debuggi ng

interface I Pv6 interface debuggi ng

md | Pv6 Milticast Listener Discovery debugging
nd | Pv6 Nei ghbor Di scovery debuggi ng

ospf OSPF information

packet | Pv6 packet debuggi ng

routing | Pv6 routing table debuggi ng

et Q1 IPv6 B ZA

ol MMM 7hHe LBl IPve 2HEd EX|E s Zste dHES dYELICH

¥XE FHE HEH
IPv62| 7|50l CHEH LEtxdQl X|Alo| EF 5Lt BIEIRHI} IPv4E T2 MAE M504 IPV6E T
#stoie A2 QI8 BE2 IPv6 TAC A O|A 7 M- EL|CH
0 E S04, TACOIX ZEIXI7F ISP(QIEIL MH|A SZXhol 2ll IPve T4 25 \562 2T B2
£ golgiaLIch O3 2 #ElRHE ASA Q|2 QIE{Ho|A0| F4 gl Hxﬂ \56 MEHIE #Estn
LHE AMEol A2 Q= L o= MestL |t L} |Pv601|A-I'_ LH—'?'— SAEOME EIR
Bl 758 IPv6 TAE AIS oHo|= StH Eol et IPve T4 2582 O &2 MEHIo=E Eedlof
Ej IEP Ol AlLtE|20ME &Y E 66 =52 UF=Z B2 \64 71| MEE BFE & Q&LICH

Sl XbAIEH LHE 2 REC 42918 B ZESHAAIL.
+=HME EUI64 Q12T

=

= RFC 429101 I}
I.

£+™MEIEUI-64 QT IPv6 TAE QTSI E ASAS A& = U&LICLEUIER
1A &&e = QU E ghct.

2t SAET} TR 64HIE IPv6 QIE{T 0]A AEXHEUI-64)E R+

lI|>
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https://tools.ietf.org/html/rfc4291

0| 7|52 IPv4E Lt K2I6tH, IPv6 TA &E0i DHCPE A58l 0F 5t 2F AFE S A7{EHLCt.

O|CtE Z2ENME2 Ho|H A 24 A 8”8 L EUE MME 7tsdol =&LICH

El:XtMEt LI 2 IPv6 EUI-64H|E FA 0|5l Cisco X|& HFLIE| EME & XFHAAIL.

#HEIO|MEE J|EHoE YAl IPv6 FA8 AHSELICL

71282 2 Microsoft Windows X 7 2! 8, Macintosh 0S-X 2! Linux 7|8F A|AEDH ZF2 B
2tO|21E OS(Operating Systems)= IPv6 SLAAC(Stateless Address Autoconfiguration)& 6H 7H
N HEE =lst 7| fIsH RHA 2F el 2/A/IPve FAE AFSELICH

Cisco TACOHME SAENM HMoZ S E FATLOLLIE HA| FAMM ECiEE MEFEE
Ol X7} 20 M oi| 7| % 9!.8 EANE do?l BRIt UELICEHMEIM ACL & SAE 7|8t B2
&lo

£ EciEOo| A4NEHLE X 2tREEl0{ ZAE S4lo] dufg & &Lt

OlE{E &S sZst7| Yo AIBEIE F 7hX| WHO| R&LICHO| SEH2 Z210|YE AJAE0l|A
HERIO 2 B & AIshshHLE ASA & Cisco I0S® BFSE{0A] O] XS HI2tAdaHar & WK Aga

= BtRE HoM 0| SE 2 Eamor: RA(Router Advertisement) HA|X| E2i2 & X5l oF &

Microsoft Windows
Microsoft Windows A|AEI0|M O] S22 HIEMSI5tE{H CHS EHAHIE 2R AAIR
1. Microsoft WindowsO{| A Z2[X} HEtecZ2 HE¥ T ETEE L|Ct.

2. 2olofIP F4 MM 7

oIr

£ HIggstetedH ol BE S U= ChS EnterE F&LICH

netsh interface ipv6 set global randomizeidentifiers disabled

3. Microsoft WindowsO{| A EUI-64 EZEE AIESES Sle{H CHS HHE S =shLict

netsh interface ipvé6é set privacy state=disabled
4. HE MEE MESIo{H A|ARE MMESELICH
Macintosh OS-X

ElO|Zoi M CtS RHEEIE! 77 K| SAEO|A IPv6 SLAACE H|EAIStstc4T Ol 2 HY e Ql=dst
L|C}.

sudo sysctl -w net.inet6.ip6.use_tempaddr=0

Auaefoldg ¥z fX|stt{H Chs BES UMFLICH

sudo sh -c 'echo net.inet6.ip6.use_tempaddr=0 >> /etc/sysctl.conf'

=/ EES


https://supportforums.cisco.com/document/100566/understanding-ipv6-eui-64-bit-address

EOld dolM chs EES LU= Lc

sysctl -w net.ipv6.conf.all.use_tempaddr=0

ASAOIA] F12E|o 2 SLAAC HIE A5}

ol S&& alldst”| floll A== F Hm L2 ASAMA 0| *%EIE RA HIAIX|E
F=M5te JULICH 228 SLAAC ALE 0| E2|HELICEHRA IHIAIII% 783PE4 QIE{H[O[A 7
IZ [44 REO0|M Chg BES LUFLICH

i3]
l4 0
&
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ASAv(confi g)# interface gigabitEthernet 1/1
ASAv(config-if)# ipvé nd prefix 2001::db8/32 300 300 no-autoconfig

O] HH2 A-bit ZcH27F MHE|X| ot SCIOIHE T LAl IPve TAE MMGHK| oL =5 ASAA
HLiE RA HIA|X|E =& ELICH

E|:XIMIEH LIRS RFC 49412 2 X5 AAIL.

IPv6 FAQ
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IPv6oll NATE ALS38tiofF &FLI7H?
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JtolE, 9.4.
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show failover B2 £240 link-local IPv6 =47} EA|ElE O|RE £UALT?
IPV6OIAM NDE L2 A &2lg £&5t7| {6 @ 3-E2H FAE AFEELICE.II2HA show failover
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/content/en/us/td/docs/security/asa/asa94/configuration/firewall/asa-firewall-cli/nat-basics.html#pgfId-1371921
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