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T
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. Cisco ASA 2 Z E 0], {1 9.2 0|4
. Cisco AnyConnect Secure Mobility Client7} Z & & Windows 7, & 2|4 3.1
. Cisco ISE, &2|A 1.2 0|4

7

33: o] Mol Al El H2dof| CHEE AFMIEH LH2 2 2248 Command Lookup Tool(SE £l
DB )2 ALS A AR,

HE<|3 Ctolo{1&Y

Elof & Elo{ otAE Eloil CHEF ICMP(Internet Control Message
o

&
U&LICE VPN AFE A} 'cisco2's OHAIE! Blof &2 E|H, 0| B 9142

VPN A& X} 'cisco'7F Ky
I.

Protocol) @122 A|ZHE
AEHE = QigLct

HA EH

=

-
A
==

ISE

Anyconnect
User: Ciscol
(Marketing)
Assigned |P:
10.10.10.11

10.48.66.

B

GO/1: {inside) GO/0 (outside)
9 Anyconnect
User: cisco

[Finance)
ASA Assigned IP:

10.10.10.10
= ICMP Traflic from Marketing to Finance is not allowed by ASA

ISE 7+

1. Administration(Z2l) > Identity Management(ID & 2l) > Identities(ID)S 41&45}04
'cisco'(Finance(MF) ! 'cisco2'(Marketing(OH | &)) AFEAHE FI+5t D T gLICEH

2. ASAE LHIE®3 C|HIO|AR F7}6t1 F4d5t24™ Administration(2H2[) > Network
Resources(HIE 3 2|4~ A) > Network Devices(HE /3 C|HFO|A)E MEHEHLICY.

3. AT L OrAE Wt Bof T2m g F7t5t1 F4d5t2{H Policy > Results > Authorization >
Authorization ProfilesE MEiSILICIF T 20U 2 F ZE EFf=EE §E5E
DACL(Downloadable Access Control List)O|2t= 5tLto| §498F Z 2§ LICt Financel| o=


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

/> Home Operaions|v  Policy| v  Administration | v

|&, Authentication |®) Authorization |4 Profiling  |& Posture |, Client Provisioning |5/ Security Group Access

Dictionaries Conditions Results

Authorization Profiles = Finance_Profile

Results
[ 5] Authorization Profile
= = "MName | Finance Profile |
{; ot E: 5 :...‘r I
] ;Amn{k‘an’m Description |
» [ Authorization "Access Type | ACCESS ACCEPT v ]

v O Autherization Profies
* [ Downloadable ACLS
* | Inine Posture Node Profies

Senice Template [

&5 Profiling
v [ Posture
» E Elient Provisicning ¥ Common Tasks
v [ Security Group Access
DACL Mama |PERMIT ALL TRAFFIC - |

Zt Z2Zlof= EH At DACLO| 942 = UXR[E o] AlLtE[R0MHE 2E Eei=E 0| {8 EL
Ch. ZH VPN M|AMof| & 2El DACLO| OfL|2F SGFWOA Algie ~&letL|Ct SGFWE ZE|{Z
Tl= ECHE2 DACLOIM AFBSHE IP =4 CHAI SGTEH AL & 4= &LCH

4. Finance and Marketing SGT 1 && F7} 5t F+4d5l2{™ Policy > Results > Security Group
Access > Security Groups= AE4gFL|C}

4> Home Operations|»  Paolicy| v

|2, Authentication |=) Authorization |- Profiling |7 Posture | Client Provisioning

Dictionaries Conditions Resulis

Results Security Groups
| £ | j Edit %Add gfaImport g Export
A b .E;@}_,
o MName «  SGT (Dec/ Hex)

» [ Authentication _
v [ Authorization [] Finance 2/0002

v [ Authorization Profiles [] Marketing 3/0003

» || Downloadable ACLs ] Unknown 0 f 0000

L @ Inline Posture Mode Profiles
(5] Profiling

[ Posture

] Client Provisioning

] Security Group Access

v Securrt'g.r Gruup ACLs

i ——

g Security Group Mapplngs

5. % 7Ix| M8t Bod 722 74524 Policy(& &) > Authorization(T 8 £04)S MEHEFL|CE

w

w

w

4




53 MM 722 SGT & Finance®t &7H Finance_profile(T1&l| EEHE 2 5{&35t= DACL)S
'cisco' AHE XA & ZELICH F ¥ 722 SGT 1& 0HAIZ I & 7Al Marketing_profile(™
A E2fEE 51&3t= DACL)E ‘cisco2' ALE X0l EE & Lct

S UL L Lzala L < Home Operations|w  Poley) v Administalion | v

= Airthentication = Aulliorzatan - 14 Prafiling ;'F__ Pogtura [ Cliend Pirowi sianing = Secumy Group ACcess ,,p FPalicy Elermants

Anthorization Policy
Digfimg tha Authorizaton Folicy by corfiguning rules based on idemity groups and'or other conditions. Drag and drop nules 10 ehangs the ofdar

j First Matched Rule Apglias .-.

atalus Fule Mamig Condiions [danlity groups and othar condifions) FRErmissions

E [4}:04a) RadiugUser-Namsa EQUALS cigeo Finange_Prodls Finiance

Ea clseal RadiusUser-Hama EQUALS cisca? Matketng_Prafile Warkating

ASA #1|ef oM

1. 7|2 VPN ZI|a80|ME 2t= & LICH
webvpn

enabl e outsi de

anyconnect - essenti al s

anyconnect image di skO:/anyconnect-w n-3. 1. 02040- k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

group-policy GP-SSL interna
group-policy GP-SSL attributes
vpn-tunnel - protocol ikevl ikev2 ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL
authentication-server-group ISE
accounti ng-server-group | SE

def aul t - group-policy GP-SSL
tunnel - group RA webvpn-attri butes
group-alias RA enable

ip local pool POOL 10.10.10.10-10.10.10.100 rmask 255.255.255.0
. ASA AAA 2! TrustSec Z1I|a 80| t= & LICE.
aaa-server | SE protocol radius
aaa-server | SE (outside) host 10.48.66.74
key * k k k%
cts server-group ISE

TrustSec 22t =01 7+ 5t242 ASA7F PAC(Protected Access Credential) 2 ©1& 31 OF & L
CH ASAE RIS PAC ZZ2H|X'JE X|MetX| B2 ISEMM I UE +S2 2 ddstn
ASAZ 7}x{2}oF &L|C}.

. ISE0 A PACE ‘444 5t24T4 Administration(# 2]) > Network Resources(LIE9{3 El4&4) >
Network Devices(H|E £ 3 C|HFO|A) > ASA > Advanced TrustSec Settings(ZL& TrustSec A
HE MEiErLICt ot M52 OOB(Out of Band) PAC T2 H|X'ES MEHEFL|CH
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4. ASAO| PACE 7tXSLICtMME I US HTTP/FTP AMB0| & £ &LICH ASAE O] SM

£ ME38tod IS JHX{SLIch

ASA# cts import-pac http://192.168.111.1/ASA-CTS-2.pac password 12345678
I PAC | nported Successfully

ASA#

ASA# show cts pac

PAC- | nf o:
Valid until: Mar 16 2015 17:40: 25
Al D €a48096688d96ef 7b94c679al7bdad6f
I-1D ASA- CTS- 2
A-1 DI nfo: Identity Services Engine
PAC-t ype: Ci sco Trustsec
PAC- Opaque:

000200b80003000100040010ea48096688d96ef 7b94c679al7bdad6f 0006009¢c000301
0015e3473e728ae73cc905887bdc8d3cee00000013532150cc00093a8064f 7ec374555
e7b1f d5abccb17de31b9049066f 1a791e87275b9dd10602a9cb4f 841f 2a7d98486b2ch
2b5dc3449f 67c17f 64d12d481be6627e4076a2a63d642323b759234ab747735a03e01b
99be241bb1f 38a9a47a466ea64ea334bf 51917bd9aa9ee3cf 8d401dc39135919396223
11d8378829cc007b91ced9117a

SHHE PACTI 2l ZP ASAE RSS2 B MZDAS $YBLICH O 3t HA)
SGT O &0 cigt HE 7t ISE0|M CHREE=ELCY.

ASA# show cts environment-data sg-table

Security Group Table:
Valid until: 17:48:12 CET Mar 17 2014
Showi ng 4 of 4 entries

SG Nane SG Tag Type

ANY 65535 uni cast
Unknown 0 uni cast
Finance 2 uni cast
Marketing 3 uni cast

.SGFWZE FAMgtL|ct. oFx|2t EHAE Financedll A Marketing2 Z 2| ICMP EZHZl2 385t
Q|2 QIE{H0|A0MH ACLE F/d5te ALICt
access-|list outside extended permit icmp security-group tag 2 any security-group
tag 3 any
access-group outside in int erface out si de

st Efa CHAl 2o O & 0|2 AF8E = &L
access-|ist outside extended permt i cnp security-group name Finance any

rr



security-group name Marketing any

CIE{mH|O|A ACLO| VPN ECHEIE XMEISHES sled™H QIE{H 0|A ACLE S8 45 ol 7|&
Mo = VPN EZiEE 585t SM2 I gststof gLCt.

no sysopt connection permit-vpn

O|X| ASA= VPN AI2XIE E25l71 SGTE 7|Hlo 2 AlSiS A8t
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ASA(confi g)# show vpn-sessiondb anyconnect

Sessi on Type: AnyConnect

Username : cisco I ndex 1

Assigned IP : 10.10.10.10 Public IP : 192.168. 10. 68

Pr ot ocol : AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng : AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Bytes Tx : 35934 Byt es Rx 1 79714

Goup Policy : GP-SSL Tunnel Goup : RA

Login Tinme : 17:49: 15 CET Sun Mar 16 2014

Dur ati on : 0h:22m 57s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess I D : c0a8700a000010005325d60b
Security Grp : 2:Finance

Username : cisco2 I ndex 2

Assigned IP : 10.10.10.11 Public IP : 192.168. 10. 80

Pr ot ocol . AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect -Parent: (1l)none SSL-Tunnel: (1)RC4 DITLS-Tunnel: (1)AES128
Hashi ng : AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Bytes Tx : 86171 Byt es Rx 1 122480

Group Policy : GP-SSL Tunnel Goup : RA

Login Tinme : 17:52:27 CET Sun Mar 16 2014

Dur ati on : Oh:19m 45s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess I D : ¢c0a8700a000020005325d6ch
Security Grp : 3:Marketing

SGFWE RHF(SGT=2)01 A EI|-9-||EI(SGT—3) 20| ICMP ENTIS s1238tLICh [MFEFA] 'cisco' AFR
KHe 'cisco2' AFZ XM | pingS 43 4= Q)& LICh


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

C:sUserssadmin»ping 18.18.168.11 -5 168.168.18.18

Pinging 18.18.18.11 from 18.18.108.1080 with 32 hyte=s of data:
Reply from 18.180.18.11: hbhytes=32 time=3ms TTL=128
Reply from 18.180.18.11: hytes=32 time=4ms TTL=128
Reply from 18.180.18.11: hytes=32 time=bms TTL=128

Reply from 18.180.18.11: hbhytes=32 time=tms TTL=128

Ping s=tatistics for 18.168.108.11:

Packets: Sent = 4, Received = 4, Lost = B (Bx lossl>.
Approximate round trip timesz in milli—seconds:

Minimum = 3Im=, Maximum = b6m=z,. Average = 4ns

7t2E7t 7 LICH

ASA(confi g)# show access-list outside

access-list outside; 1 elenents; name hash: Oxla47dec4
access-list outside line 1 extended permit icmp security-group
tag 2(name="Finance") any security-group tag 3 (name="Marketing")
any (hitcnt=4) 0Ox071f07fc

AE0| dHE[i&LIct

Mar 16 2014 18: 24:26: %ASA- 6- 302020: Built inbound ICMP connection for
faddr 10.10.10.10/1(LOCAL\cisco, 2:Finance) gaddr 10.10.10.11/0
laddr 10.10.10.11/0(LOCAL\cisco2, 3:Marketing) (CiSco)

ICMP ZAb7H EAdstEigio o Bt EBfTo| S22 £+

Marketing(SGT=3)01| X Finance(SGT=2)Z ping2 Al & [I:
ssUzeprssadminping 10.18_.168.18 -5 1A.168.18d.11
1A.168.18.168 from 18.18_18.11 with 32 bytesz of data:

timed out.
timed out.

timed out.
timed out.

statistics for 18.18.108.18:
Packets: Sent = 4. Received B, Lo=st 4 (108 lo=s),

ASA 2T A:

Mar 16 2014 18:06: 36: %ASA-4-106023: Deny icmp src outside:10.10.10.11(LOCAL\cisco2,
3:Marketing) dst outside:10.10.10.10(LOCAL\cisco, 2:Finance) (type 8, code 0) by
access-group "outside" [0x0, 0x0]

= e e

. Catalyst 3750X Series A2/ %|2] 802.1x MACsec2 Al 3= TrustSec 221 E T4 of
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. ASA 2! Catalyst 3750X Series Switch TrustSec 44 of 2! 2x| 84 7}0|E

29

O| ZEMoM= VPN ALZALE 2R s5tD 7|28l M8 2 s ste Yol CHEt ZHEHS o & XIS &
LICH SGFW= 8t VPN ALEAtet HERF of LIHX| £ & Ato|o| EefEE LE{RELIC.
SXP(TrustSec SGT Exchange Protocol)E ASAMIM A2 35104 P2 SGT ZHe| DHE MEE
UELICH J24H ASATH HHES| 2R El 2E /32 MM(VPN E= LAN)O| CHal| AlEE =3
A& LICH

oi 110

A
=
F A
=
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ASA AZE o] {7 9.2 O|Atoi| A= ASA7I RADIUS CoA(Change of Authorization) = X| 28]
CHRFC 5176). AA2%4Q1 VPN AEH % ISE0IA & El RADIUS CoA HZlols 78 &£4 AFZXIE
CHE(H ot™Eh O &80l €Y 35t= SGT7t & El cisco-av-pair7t £ E & JU&LICH XHAIE o=
el HE MMo| ZME EZSHAAIR.

o e

. ISEE M85t = ASA {71 9.2.1 VPN &'Ef Z41|a8|0]4d of

- ASA 3! Catalyst 3750X Series Switch TrustSec 714 ofl & A {7 7to|=
. Cisco TrustSec A 2|x| Z1I|3840|M 7} O|=.: Cisco TrustSec O|5H

. ot ofEBto|PIA AL XL PE Ho{E 2|8t oI M 74

. Cisco ASA Series VPN CLI 1|3 80| 7}0|E, 9.1

. Cisco Identity Services Engine A2 MEHM, BIE|A 1.2

. 7|& x| 3 £ M - Cisco Systems
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