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B Active Directory Users and Computers
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. Active Directory Users and Comput
® [ saved Queriss
Bl G kra-sec.cisco.com

# | Builtin

" Computers

H 2 Domain Controllers

# 7 ForelgnSecurkyPringipals
. # 7 LostAndFound
] # | Program Data
H | System

_| Users
® ] NTDS Quotas
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interface Vlan2ll
nameif inside
security-level 100

ip address 10.211.0.162 255.255.255.0

hostname KRA-S-ASA-05

domain-name kra-sec.cisco.com

dns domain-lookup inside
dns server-group DNS-GROUP
name-server 10.211.0.221

domain-name kra-sec.cisco.com

aaa-server KerberosGroup protocol kerberos

Location | ManagedBy | Obiect | Securiy | Diakin | Attibute Editor
General | Operating System | Membes Of Delegation |F"umn:| Replication

Diedegabion iz & secunty-sensifive operation, which aklows services to act on
behalf of anothes uses.

= Do not rust this compuber for delegation
™ Trust this computer for delegation to any service [Kerberos ondy)
% Trust this computer for delegation to specified services only

i Uze Kerberos only

& Use any authentication protocol

Services to which thes accourt can present delegated credentials:

Service Type  User or Computer | Part | Servce Mame | Dc
HTTP st kra-sec. cisco. com

oK I Carvcel Spply Help

aaa-server KerberosGroup (inside) host 10.211.0.221
kerberos-realm KRA-SEC.CISCO.COM

webvpn
enable outside
enable inside

kcd-server KerberosGroup username Administrator password ***#*%*

group-policy Gl internal
group-policy Gl attributes
WebVPN

url-list value KerberosProtected

username cisco password 3USUcOPFUiMCO4Jk encrypted




tunnel-group WEB type remote-access
tunnel-group WEB general-attributes
default-group-policy G1
tunnel-group WEB webvpn-attributes
group-alias WEB enable

dns-group DNS-GROUP
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kcd-server HHEE Al

FAxxAxxAkxx GTART: KERBEROS PACKET DECODE *** %% %% kkxdk*
Kerberos: Message type KRB_AS_REQ

Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time -878674400

Kerberos: Renew until time -878667552

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Kerberos: Encryption type des3-cbc-shal

FAh*xAxxkx*x END: KERBEROS PACKET DECODE *****#%%x*k*xx

In kerberos_recv_msg

In KCD_self_ tkt_process_response

FAxxAkxxkxx GTART: KERBEROS PACKET DECODE *** %% %%k xdk*
Kerberos: Message type KRB_ERROR

Kerberos: Error type: Additional pre-authentication required, -1765328359
(0x96c73al9)

Kerberos: Encrypt Type: 23 (rcd-hmac-md5)

Salt: "" Salttype: O

Kerberos: Encrypt Type: 3 (des-cbc-md5)

Salt: "KRA-SEC.CISCO.COMhostkra-s-asa-05.kra-sec.cisco.com" Salttype: 0
Kerberos: Encrypt Type: 1 (des-cbc-crc)

Salt: "KRA-SEC.CISCO.COMhostkra-s-asa-05.kra-sec.cisco.com" Salttype: 0
Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type encrypt timestamp
Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type unknown

Kerberos: Server time 1360917305

Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

FAh*xAkxxkx*x END: KERBEROS PACKET DECODE **** %%k x%k*xx
Attempting to parse the error response from KCD server.
Kerberos library reports: "Additional pre-authentication required"
In kerberos_send_ request

FAxxAxxAkxx GTART: KERBEROS PACKET DECODE *** %% %% kkxd*
Kerberos: Message type KRB_AS_REQ

Kerberos: Preauthentication type encrypt timestamp
Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM



Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time -878667256

Kerberos: Renew until time -878672192

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Kerberos: Encryption type des3-cbc-shal

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% % %kx %k
In kerberos_recv_msg

In KCD_self_ tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_AS_REP

Kerberos: Client Name KRA-S-ASA-05S

Kerberos: Client Realm KRA-SEC.CISCO.COM

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k ok %k
INFO: Successfully stored self-ticket in cache a6588e0
KCD self-ticket retrieval succeeded.

In kerberos_close_connection

remove_req 0xcc09adl8 session Ox1 id 0

free_kip Oxcc09adls8

kerberos: work queue empty

ASAZI =HRlo| §3 Moz Jtele + U&LICHSHE 215
&LICHAS_REP mZ! | #E|XF(1E Al M LHEE E|Z).

ASAE FIXtof CiEr E[ZtE &

r|
o

26 2013-82-12 ©6:16! 19 6B6EEE 18,711,815 10.211.8.216 KRES 225 AS-REQ

20 P13-02-1F b6:16: M SHTHTE L. 2110, 206 10, 200, 0. 162 KRES 206 KR Evror: WRESKDC_ERR_ PREAUTH_REOUTRED

30 2013-82-12 S6116129. 719281 19.211.8, 152 18,211.8.216 ons 183 Standard query BxdcTd  SAY _kerberos-master. udp.KRA-SEC.C
31 F813-02-1F B6: 160 . T106AD 13.211.8,. 206 18,210, 8. 162 IHS 178 Standand quiery respense B2dcTd Mo such nass

12 FA1N-02-1F Ob; 16 M. TeES0H 18.211.8, 162 18,211, 8. 216 KRS @3 as-RED

33 7913:82: 17 O6:16: 26 T63A45  18.711.8.316 TPwd 1318 Frageented TP protecol (protesUDP 17, ofted, Ihecdic) [Res

EL] "‘11 !.t 1z Itl 1I!| zl.?tl?!l-ﬁ

- Frame 34! 113 bytes on Wire (96 Blts), 112 bytes captured ;
b Ethermet 11, Src: Vewars Oc; 3098 (00; 50: 56:09c;34:95), Dst: Cisco el:ali:Bc [Jo:54:2d:el:ali:3c)
+ BAZ.10 Virtusl L&M, PRI: 8, CFI: @, I0: 11
b Internet Proledol Versien 4, Sic: 10, 2008216 (00.211.0, 2060, Dst; 10.211.68, 062 (10,200.0.162]
¢ User Datagram Protocol, Src Port: kerberos (BH), Dst Port: 30867 [(56887)
= Kerseros AS-REF
Pyno; %
H5G Type: AS<REF {11]
Client Realw; KRA-SEC, CISC0.O0H
¢ Client Name (Principall! Adsinistrater
b Ticket
b enc-part rod-heac

MHA 23

AEXRI7F WebVPN Z 3 E E=ELICH

| 8 hitps://10.211.0.162/ +CSCOE  fportal.hite| 0 ~ [ g v Pagew Safety~v Toolsv @@~
SSL VPN Servica o) ntpn v | Browse | \Logout |
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& DCs?
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Mo. |Time Source Destination Protecol | Length| Info

13 2013-82-15 11:56:37. 465857 16.211.8. 162 10.211.68,221 77T Te5-RED
14 2013-82-15 11:56:37. 468588 16,211.0,221 19.211.08.162 KRBS 1354 TG5-REP
16 2013-82-15 11:56:37.563325 18.211.0. 162 10.211.8.221 KRBS 1003 TGS -REQ

]

[ —— —————————— e e e i s N e e e ——
* Ethernet II, Src: Cisco el:ad:3c (2c:54:2d:el:aB:3c), Dst: Vmware 9c:5d:98 (00:50:56:9c:5d:90)
P 80O2.10 Virtual LAN, PRI: 8, CFI: 6, ID: 211
b Internet Protocel Yersion 4, Src: 10.211.0.162 (10.211.8.162), Dst: 10.211.0.221 (18.211.8.221)
b User Datagram Protocol, Src Port: netopia-vol (1839), Dst Port: kerberos (88)
= Kerberos TGS-REQ
Pvno: 5
MSG Type! TGS-RED (12)
« padata: FA-TGS-REQ PA-FOR-USER
b Type: PA-TGS-REQ (1)
= Type: PA-FOR-USER (1249}
= Value: 3053a0123010a003020101al0930071b05636973636Fa113. ..
b Client Name (Principall: cisco
Realm!: KRA-SEC.CISCO.COM
t Checksum
S4U25elf Auth: Kerberos
» KDC_REQ_BODY

# 11:PA-FOR-USER % 2 cisco(WebVPN At &X}) 2lLICHPA-TGS-REQO! = Kerberos AH|
A @Fof CHsH =4l E|5'“0| & r|o] U&LICHASA ZAE O|E2 FTA}.

ASAE AL8 X} ciscodl CHaEH 7HE & EIZITH &7 SHIE SES BraLICh4E Aol M st
Ticket2).

Mo, |Time |5r.lurce | Destination | PI"UIIGEIJ|| Lengl:h| Info

13 2013-02-15 11:56:37. 46585 10.211.8, 162 18,211.0.221 KRES T TGS -RE(

14 2013-02-15 11:56:37. 468588 1a.211.8,221 16,211, 68.162 KRES 1354 TGS -REP
16 2013-02-15 11:56:37.563325 10.211.8. 162 18.211.08.221 KRBES 1803 TGS -REQ

* Frame 14: 1354 bytes on wire (108832 bits). 1354 bytes captured (10832 bits)
b Ethernet IT, Src: Vmware Oc:5d:98 (80:56:56:9c:5d:98), Dst: Cisco el:aB:3c (2c:54:2d:el:a@:3c)
P 382.10 Yirtual LAM, PRI: @, CFI: @, ID: 211
¢ Internet Protocol Version 4, Src: 10.211.6.221 (10.211.8.221), Dst: 10.211.0.162 (10.211.08.162)
b User Datagram Protocol, Src Port: kerberes (88), Dst Port: netopia-vol (1839)
= Kerberos TaS-REP
Pvnio: 5
M56G Type: TGS-REF (13)
Client Realm: KRA-SEC, CISCO,COM
« Client Mame (Principal): clsco
Name- type: Principal (1)
Name: cisco
¢ Ticket
¢ oenc-part rod-hmac

CHES HTTP Mul20] CHE EIZ @AQILICH YIS s BEAS 98 434

KRA-S-ASA-05# show WebVPN kcd
Kerberos Realm: TEST-CISCO.COM

Domain Join : Complete
find_spn_in_url(): URL - /
build_host_spn(): host - test.kra-sec.cisco.com

build_host_spn(): SPN - HTTP/test.kra-sec.cisco.com



KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets.
In KCD_check_cache_validity, Checking cache validity for type KCD service
ticket cache name: and spn HTTP/test.kra-sec.cisco.com.
In kerberos_cache_open: KCD opening cache
Cache doesn't exist!
In KCD_check_cache_validity, Checking cache validity for type KCD self ticket
cache name: a6ad760 and spn N/A.
In kerberos_cache_open: KCD opening cache a6ad760.
Credential is valid.
In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
ticket cache name: and spn N/A.
In kerberos_cache_open: KCD opening cache
Cache doesn't exist!
KCD requesting impersonate ticket retrieval for:
user : cisco
in_cache : a6ad760
out_cache: adab04£f8T
Successfully queued up AAA request to retrieve KCD tickets.
kerberos mkreq: 0x4
kip_lookup_by_sessID: kip with id 4 not found
alloc_kip Oxaceaf560
new request 0x4 --> 1 (Oxaceaf560)
add_req Oxaceaf560 session 0x4 id 1
In KCD_cred_tkt_build_request
In kerberos_cache_open: KCD opening cache a6ad760.
KCD_cred_tkt_build_ request: using KRA-S-ASA-05 for principal name
In kerberos_open_connection
In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request
Kerberos: Preauthentication type unknown

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05

Kerberos: Start time 0

Kerberos: End time -1381294376

Kerberos: Renew until time 0

Kerberos: Nonce 0xe9d5fd7f

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkkxkkxx END: KERBEROS PACKET DECODE *** % %% % &kx %k
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxk*xx
Kerberos: Message type KRB_TGS_REP
Kerberos: Client Name cisco
Kerberos: Client Realm KRA-SEC.CISCO.COM
FrxAkkxkkxx END: KERBEROS PACKET DECODE *** % %% %%k ok %k
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved impersonate ticket for user: cisco
KCD callback requesting service ticket retrieval for:

user

in_cache : a6ad760

out_cache: adab04£f8S

DC_cache : adab04f8I

SPN : HTTP/test.kra-sec.cisco.com
Successfully queued up AAA request from callback to retrieve KCD tickets.



In kerberos_close_connection
remove_req Oxaceaf560 session 0Ox4 id 1
free_kip Oxaceaf560
kerberos mkreqg: 0x5
kip_lookup_by_ sessID: kip with id 5 not found
alloc_kip Oxaceaf560
new request 0x5 --> 2 (Oxaceaf560)
add_req Oxaceaf560 session 0x5 id 2
In KCD_cred_tkt_build_request
In kerberos_cache_open: KCD opening cache a6ad760.
In kerberos_cache_open: KCD opening cache adab04fS8I.
In kerberos_open_connection
In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxk*xx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request
Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -1381285944

Kerberos: Renew until time 0

Kerberos: Nonce 0x750cf5ac

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ****x %k xxkxx
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved service ticket

for user cisco, spn HTTP/test.kra-sec.cisco.com

In kerberos_close_connection

remove_req Oxaceaf560 session 0x5 id 2

free_kip Oxaceaf560

kerberos: work queue empty
ucte_krb_authenticate_connection(): ctx - 0xad045dd0, proto - http,
host - test.kra-sec.cisco.com

In kerberos_cache_open: KCD opening cache adab04f8S.
Source: cisco@KRA-SEC.CISCO.COM

Target: HTTP/test.kra-sec.cisco.com@KRA-SEC.CISCO.COM
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KRA-S-ASA-05(config)# show aaa kerberos

Default Principal: cisco@KRA-SEC.CISCO.COM

Valid Starting Expires Service Principal

19:38:10 CEST Oct 2 2013 05:37:33 CEST Oct 3 2013 KRA-S-ASA-05@KRA-SEC.CISCO.COM



Default Principal: cisco@KRA-SEC.CISCO.COM

Valid Starting Expires Service Principal

19:38:10 CEST Oct 2 2013 05:37:33 CEST Oct 3 2013

HTTP/test .kra-sec.cisco.com@KRA-SEC.CISCO.COM
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*Ethernet IL. Src: Veware Sc; 3000 (00050 56:% 0 14:00), Pt Cisco elral:de (2c:54:2d:elzal3c)
FOBOF. 00 Wirtual LAN, PRI: ©, OFI: @, ID: 211
¢ Intermet Protecol Yersien 4, Sec: 10.200.0.216 (R0.2011.0. 2065, Ost: 10, 200606 (00,2110, 162)
¥ User Datagras Protocal, Src Port: kerberos (885, Dst Pert: 40976 (40976)
= Merberos KR8 - ERAOR
Pvra: %
WG Type: KRO-ERIER [30)
Stlme: JORI-02- 15 02:09:0% (UTCH
s ©  HURE
errar_gode: MFESKDC CRR_BMDOPTION {13)
Realm: KRASOC. CTSC0, O0R
¥ Sarver Mane (Prirg ipall: HITP/Roa-sed -do 2 Kra-sed ¢ iS00, {om
= n-data PAPH-S0T
= Tyjee: PL-PW-S8LT {35
= Walue; bibisi: (HHHMHESRM) AN
T Status: STATUS_NOT_SUPPORTED {Smc00000bd])
Urlroun ;O pissdOa000
Uslrsoun ;0 pBa0000 1

ol SHZ2H FYEEIX| g2 F2 wdlste Ml EXMULICHASAMME "KDC7t LEE &
M2 oldE +~ gigroletn EngfLct.

KRA-S-ASA-05# ucte_krb get_auth_cred(): ctx = 0xccd4b5390,
WebVPN_session = 0xc919a260, protocol = 1
find spn_in url(): URL - /

build_host_spn(): host - test.kra-sec.cisco.com
build_host_spn(): SPN - HTTP/test.kra-sec.cisco.com
KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets.

In KCD_check_cache_validity, Checking cache validity for type KCD service ticket
cache name: and spn HTTP/test.kra-sec.cisco.com.

In kerberos_cache_open: KCD opening cache

Cache doesn't exist!

In KCD_check_cache_validity, Checking cache validity for type KCD self ticket
cache name: a6588e0 and spn N/A.

In kerberos_cache_open: KCD opening cache a6588e0.

Credential is valid.

In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
ticket cache name: and spn N/A.

In kerberos_cache_open: KCD opening cache

Cache doesn't exist!

KCD requesting impersonate ticket retrieval for:

user : cisco

in_cache : a6588e0

out_cache: ¢919a2601

Successfully queued up AAA request to retrieve KCD tickets.

kerberos mkreqg: 0x4

kip_lookup_by sessID: kip with id 4 not found



alloc_kip 0xcc09adls8

new request 0x4 --> 1 (0xcc09adls8)

add_req 0xcc09adl8 session 0x4 id 1

In KCD_cred_tkt_build_request

In kerberos_cache_open: KCD opening cache a6588e0.
KCD_cred_tkt_build request: using KRA-S-ASA-05$ for principal name
In kerberos_open_connection

In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ****x %k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Preauthentication type unknown

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05S

Kerberos: Start time 0

Kerberos: End time -856104128

Kerberos: Renew until time 0

Kerberos: Nonce 0xb086edab

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkkxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ****x %k xxkxx
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

FrxAkkxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved impersonate ticket for user: cisco
KCD callback requesting service ticket retrieval for:
user

in_cache : a6588e0

out_cache: c¢919a260S

DC_cache : c¢919a260I

SPN : HTTP/test.kra-sec.cisco.com

Successfully queued up AAA request from callback to retrieve KCD tickets.
In kerberos_close_connection

remove_req 0xcc09adl8 session Ox4 id 1

free_kip Oxcc09adls8

kerberos mkreqg: 0x5

kip_lookup_by_ sessID: kip with id 5 not found
alloc_kip 0xcc09adls8

new request 0x5 --> 2 (0xcc09adls8)

add_reqg 0xcc09adl8 session 0x5 id 2

In KCD_cred_tkt_build_request

In kerberos_cache_open: KCD opening cache a6588e0.

In kerberos_cache_open: KCD opening cache ¢919a260I.
In kerberos_open_connection

In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -856104568



Kerberos: Renew until time 0

Kerberos: Nonce 0xf£84c9385

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkxxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_ERROR

Kerberos: Error type: KDC can't fulfill requested option, -1765328371
(0x96c73a0d)

Kerberos: Server time 1360917437

Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k ok %k
Kerberos library reports: "KDC can't fulfill requested option"
KCD_unicorn_callback(): called with status: -3.

KCD callback called with AAA error -3.

In kerberos_close_connection

remove_req 0xcc09adl8 session 0x5 id 2

free_kip Oxcc09adls8

kerberos: work queue empty
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