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2. 0| M B0l test fileg HAI5H0{ TAC+ MEHo|| Hi R[5t O|E 2 test_file2 X[ EFLICE
tac_plus_executable IHIEOI test fileE A|Z5t=X| EQlgfL|ct o] FHolMq -P S M2 Hutd
QLFE ElehX|Bt oE2 AlZFSHX| et & LCt
tac_plus_executable -P -C test_file
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A E HAut U =X| FELICHod7|M M Zx|z2e o]
A 7PEELICHErR B Ao agolde MH ZE
FTAC+E RE=Z A-slor gfLICHERE 3

test_fileo| LIEO| & o2z A3 EE & A'XIF_F £ Q7L 7t EE k2 HAXlE
E = UELICL27/7I U= BR test_file Z2E &HQlstn = LIS CHA| QI S A

235}7| Mol CHA| § __oH;!AISP_.
I configure terminal2 &

= =] = ;
3. BFREMMH TAC+E F4357| A|ZH & LICt.enable 2EE A|%S
— — ; o
£lg ool =gLct ol EE #+E2 tac_plus_ executabIeOI ™1 UX| et B2 2t*H
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oM XMSE H7I|X| =5 FLch.
!-—— Turn on TAC+. aaa new-model enable password whatever !--- These are lists of
authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are
names of lists, and the methods !--- listed on the same lines are the methods !--- in the
order to be tried. As used here, if !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
is in each 1list.
!
aaa authentication login linmethod tacacs+ enable
aaa authentication login vtymethod tacacs+ enable
aaa authentication login conmethod tacacs+ enable
!
!--- Point the router to the server, where #.#.#.# !--- is the server IP address. !
tacacs-server host #.#.#.# line con 0 password whatever !--- No time-out to prevent being
locked out !--- during debugging. exec-timeout 0 0 login authentication conmethod line 1 8

login authentication linmethod modem InOut transport input all rxspeed 38400 txspeed 38400


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

10.

11.

12.

flowcontrol hardware line vty 0 4 password whatever !--- No time-out to prevent being
locked out !--- during debugging. exec-timeout 0 0 login authentication vtymethod

CAlSET| ol "ol 2& ZEE Sall 2HRE HlE HHAE +~ JU=EX| BHIAEFLICH

tac_plus_executableO| A& E|T RUX| A2 2 Z enable H|ZHZ E +=26HoF &FL|CHED: 2
& XE MME &M MEZ X510 483 REZ RX|EL|CEHO| MM AlZE A J_I-oHA-i'—
ot ElL|Ct o] Aol M= EFRE{ol| CHEt HMATE MEHE(B 2, A4S HOX| I E
HEE = A0{0F FLICHLCHS BEE A™Asto] EHREAM MH-2IREH 435 282 E—.“P_li.F
L|C}.
terminal monitor

debug aaa authentication

. REZ MBI TAC+E A|ZHELCE.

tac_plus_executable -C test_file -d 16

. TAC+7} ARt E|RA= K] &I Lt

pPs -aux | grep tac_plus_executable

e

ps -ef | grep tac_plus_executable

TAC+7} AR E|X| f o™ QUEIA O 2 test filel| # 20| 2|7t U&LICHOIE = tE{H™
1EHA 2 SotZrLct.

. tail -f /var/tmp/tac_plus.log2 ®23t0{ MM 2t EH 7+ 45 =& =elgfL|ct & 1: 5E

HLOl-a 16 M2 ZE ETMMO| £ Z /var/tmp/tac_plus.logEHZE S FLIC.
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'authenuser' (username from test_file)

'admin' (password from test_file)

Al'%xl' authenuserE admin :-Eo'” Q/JQI:H Hlna |_-|§_ dm1n0| AAI:I L—ll-_-l' TAC+ AI'E &ro = % T
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!--- For enable mode, list 'default' looks to TAC+ !--- then enable password if TAC+ does
not run. aaa authentication enable default tacacs+ enable
O|M| A& Xt= TAC+E S %*8§P3H0I= grLlct.
BFREQF MBHOIM CIHZE 2 Tl ste BR@EAR 7EAH) HERZ o CHE R E20IM 2l
B2 "Eg Lt et RE7t PRI} Ol Y HIYHS TEEZEE MM35IH, olof SEELICH
"authenuser' (username from test_file)
"admin' (password from test_file)
enable ZEE A|E35tH BHRE{7F HIZHS E QHSIH, O] HIHHES E 3| AIEFLICEH
'cisco! (SenableS password from test_file)
TAC+ 42 & 88 2 = U M L 2IREHE EIELICE TAC+ &3 28R o{C|M ME

CTEX|, 2, 28 52 FQIgtL|CAHHS 7| ®oll 2E EXIE 8-S AAL.
TAC+7} CI2E B0 E AF2 X7} BHRE{0f A& HMAE = QT E E24 ZTE ¢4ZEE|0]
Ql= SOt MO TAC+ ZEMAE S ¢L|Ct.

ps -aux | grep tac_plus_executable
CC —
R

ps -ef | grep tac_plus_executable)
kill -9 pid_of_tac_plus_executable

SIS gh=5t1 O|™ EHAIE EMsteLict O oS EP—rHE TAC+ T2 MA 7} SE 5K
ofgg olAlstm ALAI7L 7B HIYHE 2 230I5t 0 #A45HE 4 QIE & fLch.

TAC+E S3ll 2& ZE AI8XtQ| 0152 & QI LICt.0|& I3 TAC+ MHHE CHA| A|ZH(5E
A 2 eEtA) ST 2tRE{ol CHEt R MM E MHELICHTAC+E S35l QI&5Hot &).2& X



EE S&ll 2tREo 2OQE = US W7 x| A E Sl 2t REof 2t RER HAZAE JEZ
fXIELCHLZE ZEE S5l 2t RE{of CHE 2el Ao 20t e OIS 2& X Eof Cf
Al AZELICHALE R DR HIZHEZ(10EHAH & E)E AE5tod 216t gd3stets 24
ZE QIE2 O|X| TAC+E S3aHof &LICt.

13. =L MM EEE Z2£ ZEE Solf AlS HAZEE[o] U EFREQ MHEHo|M CIHZ E Tldst=
SOHAEHH X 7EHH) 180 2 1738 MFELICLOIX 3IM A BAHE TACHE B3 23
Qlsto] gd&tatiof B LICHEIRE{7L AHEA Ol X HIZFHS ZEZEE HHSH, olo &
ersrch
"authenuser' (username from test_file)

'admin' (password from test_file)

enable ZE& A|& 5t 2t E{ 7t HIZHS E @™ efLICE 3| AL

'cisco' (SenableS password from test_file)

TAC+ 4% 80| EAIElE At & 2t E{B QIBHLICH TACH 43 H82 ofc|M M3
ClEXl, 8H, 28 52 U LICLASS | Mol 2ZE EXME ™5t alA I_._.OIHI AERtE
TAC+E S3f #adstafot grLict

ZI2Me =z Bt EolE 37t x| B 2ol [U&LCH.

CAFE OHELAE, BE, E2Y Y RI0IRE XES

HeteZq-Edllo| bl - ZEZEN 7 EA

. privilege level 15 - enable level - prompt™| router#
A8 7tsE BE2 10S 7|5 &E, Cisco I0S HA, 2t*H 2 Sof ek ct2 7| 2o 2 1
Ol 1590| D E Mo CHEt T X0 2 20| Q& LICH o E S04, showi |px route= IP M8 7|5 &
2ol @11, show ip nat trans= Cisco 10S Software Release 10.2.x01| @i&LICH. NATE ':*AI EO'
T|X| etk M 2R O] 1= show environmentE=2tRE{7| 7| INEQALICH 22 2 2% ZLH
EY oo EH Bt REHAM AIS 7Ist BYE2 & U= M #2 =+ A&LICLaNT HE 2
oM Bt REe| ZTEZE0of EA|FLICH.

rn
Kl

4ot s ol +EHE WX 2& XE S

iz 7|2XMo =2 sHiA|k[o] EtRE{oM A2 & 7t
Eof E2[Mo 2 HMAE = UAE B2
Lt Cisco {1 ID CSCdi82030(S S &l 11

.|
EE ME2 MYE 4+ AL

Cisco H{Z1 ID CSCdi82030(5 =
ZX| U ELICtESE ZE HEt
ULICLALE R 2E&2 Sl 2t
Cha
g

40 I
J\l

0l £1tX0|X| f&L
OlDleo'”A‘I con OolA-I [

authorization exec default|WORD
1. TAC+E Salf 2 L= dF tllHol M BE= eI&5t
SPE HI|Too|dE A8stH ZE AERT BEH
037|ME TAC+E Sall ZE TZof HEHE F 045X
x| et &Lt

aaa authorization commands 1 default tacacs+ none
aaa authorization commands 15 default tacacs+ none

2. TAC+ A7} A&E|= SOt AF2 X} ID authenuserE At 5104 2R E{0d| &Yl authenusere
test_file0ll 7|2 MH|A = permit2 7tX|2 2 O| AI8Xt= ZE 752 =& =+ U0{0F &L
Ch2tRE{0|M enable ZE& 245t T HEH 2o C|HZAE MAEELICH

terminal monitor

3t Hoi= Hlﬂoﬂ *E“éﬂ%*

=
?.I_ AN
O, M7t Ch2 [ Het Fo47F He st

debug aaa authorization
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3. AL& Xt ID Het Ho4 L H|ZLHS RHXE ALE5H0{ 2t <*E 0| ’ISIEILICEH O] AF& Xt =
traceroute & logout & 7H2| show BHE =& = P& LICHtest file FX). TAC+ &= &
(EH ?Ix], 8H, 2% 8)0| EAIE[= M 2t REE &QIELICH HESH7| Tl 28 &
E £ AA2.

4. autocommando| CH3H AP AHE F435I2{™ test fileOlA LAl FA XHE|E AR AHE HM7HSHD
S IP A CHE S ##.4#4# CHA HIR[ELICHTAC+ MHHE S|t AIRELICHEHRE Ol
SE
aaa authorization exec default tacacs+
MEXID KAl & HIHHS 7 QA QI 2t R E{of| ’ILUEFLICH telnet #.##0| A E|0{ AFE At
LAl &F0| CHE X2 HMSELICEH

olo

Pl

047} 28 FIt= ME AE LTt

H’S ot od| CHEt & == test_file - accounting It = /var/log/tac.log0ll Q{&L|Ct 22 Lt 2t Eof
THE|X| ot 2 FR(EFHRE7H11.0 0|F HZTQ| Cisco I0S AZEQ|0{§ A&#st= ER) 0f7t2E
2 +™E[X| f&LIct

1. Bt RE0|M of7t 2B EdstErLICt.
aaa accounting exec default start-stop tacacs+
aaa accounting connection default start-stop tacacs+
aaa accounting network default start-stop tacacs+
aaa accounting system default start-stop tacacs+

I U2 HHO0MHE= AAA 047 2E/0| BHEHE 071 RE S s-SHX| pt&LchaZE Y2
B Mt F0{E M85t 04712 E mtol ofHHAE 7IF5t= JAYLICH(Cisco HH ID
CSCdi441402 & ZstAA|R.) 0| I O|0|X|E A& dt= B [Cisco 10S Software Release
11.2(1.3)F, 11.2(1.2), 11.1(6.3), 11.1(6.3)AA01, 11.1(6.3)CA as a01, 11.1(6.3)CA as a as a
1999-accounting= &d3te = &Lt

2. Mo M TAC+7t A™E|l= S¢F Mol o] BEE U=dstod o7t E o Eo{rt= =
2 EolghL|ct.
tail -f /var/log/tac.log
O g 2tREo| 215t HLE 2025t 1, 2t REIM &Y Lite SEHRE 42 2t
Eof Ct=&2 =gfLct.

terminal monitor

debug aaa accounting

HIAE 1}¢l

——————— (cut here) - - - - - - -

# Set up accounting file if enabling accounting on NAS
accounting file = /var/log/tac.log

# Enable password setup for everyone:
user = Senable$ {
login = cleartext "cisco"

}

# Group listings must be first:
group = admin {
# Users in group 'admin' have cleartext password


http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdi44140

login = cleartext "admin"
expires = "Dec 31 1999"

group = operators {

# Users in group 'operators' have cleartext password
login = cleartext "operator"
expires = "Dec 31 1999"

group = transients {

# Users in group 'transient' have cleartext password
login = cleartext "transient"
expires = "Dec 31 1999"

# This user is a member of group 'admin' & uses that group's password to log in.
# The Senable$ password is used to enter enable mode. The user can perform all commands.
user = authenuser ({

default service = permit

member = admin

}

# This user is limitted in allowed commands when aaa authorization is enabled:
user = telnet {

login = cleartext "telnet"

cmd = telnet {

permit .*

}

cmd = logout {

permit .*

}

}
# user = transient {
# member = transients
# service = exec {

# When transient logs on to the NAS, he's immediately
# zipped to another site

# autocmd = "telnet #.#.#.#"
# }
# }

# This user is a member of group 'operators'
# & uses that group's password to log in
user = authenuser ({
member = operators
# Since this user does not have 'default service = permit' when command
# authorization through TACACS+ is on at the router, this user's commands
# are limited to:
cmd = show {
permit ver
permit ip
}
cmd = traceroute {
permit .*
}
cmd = logout {
permit .*
}
}
- - - - (end cut here) - - - -
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