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oI 5 3t pki &2 X|F
crypto pki S &
crypto pki 915
crypto pki 7t X{27
I0{CAQIBM QB
StLE O|Ato| E7H QIEM QI

1 10S PKI 7HH
PKCS12 3Al0| QIZ M 7t K27
PKCS12 = PEM QIS M LIS L{Z
RSA 7| LHE {7
I H A (off-box) 0l A M4 FEI RSA 7| 7t 7
RSA 7| & X
xl:Ix 2= KIE_(FAQ)
AE| XS AMETE XHE CSROAM £0{EI CSR = QIEM Qo] RESHEILII?

A|§_ X X-lo{ CSRQ MAEIO] 7| = OIS A7 253 EIL]] ?
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O] 2 M= MEILE| CA(Certificate Authority)0l| A AH{E et I0S XE QIS AME F-4517| {&t LEt 7t
Ol J&g guct,

EXMolM= ClHEO|AT} ID(Identity) 2B M Z 2 Sst=5 HE| B CA ME #MEE 7=
Mk IEM HES R THE A‘I':MPEI PIEME 7t ol chalf REMIS| B LCt.

cge)

IOS PKI 7|52 &% | NTP 2! Clock time2 FAd5H0F & L|LC}.
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ZE[XL7E NTPE F5tX| oo™ Oleh/atH Em/Alzte = WH k= QS Aol X7 U
SLICH M = AlZhel of2iEh HF2 &= 77| 24 & 7B EXME of7[E =+

AMIZ NTP 7 4:

ntp server 192.168.1.1
clock timezone EST -5
clock summer-time EDT recurring

- Cisco IOS® XE17.11.1a& Al&i5tE Cisco 2HSE]

Ol EMel HE= 54 ® g Z2| CIHIO|AE EOIZ A EE[R&LICH o EX{ol| AHSE 2 E Cut
BN — ZF_7I§P5._|( I%) duaefoldez AI’S.*EI%QLIEL M HEHNIIL XS 5 B 2E

0
AL
u
AL
10
d
>
=a—
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L
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B 0l2] SXIstAl7| HHEFLICH

HiE S
Ol 2/oll MBE UL 7|52 OIF 10S XE HEol M MBEIX| o8 4 YLict BHolLt 7150]

tstE ol F2lstiok st B¢

\OII

T UE|HL = HEIUS W E A

4 HHn grdE o e ME EE HE A E T ott{™ o sliE BT 2 10S XE PKI 7|5
of cHet S 4 dBME HZstHAIR

* |0OS 15 M/T: https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/sec conn pki/configuration/15-mt/sec-pki-15-mt-book/sec-pki-overview.html

* 10S XE 16.12.x: https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/sec conn pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-est-client-supp-
pki.html

* 10S XE 17.x: https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-
security-vpn/m_sec-pki-overview-0.html

|OS XE PK| Z4I|ad|o|M
A2 B oM 2 2|XF= I0S XE PKI QIS ME A& [ CtS S £~&islof &L|Ct.

1. 718 = MH|20 ALEE 7| EIF':7|( [535 7| )

2. Chs o7 2 AE X-EE FE6tD 7|8 (@ =LICH (crypto pki trustpoint)
3. CSR(Certificate Signing Request) 84d(crypto pki enroll)

4. NBE 2|5 CAofl CSR X+I1(OI EMoME EP—?-XI =)

5. 8E /= &7t CA 2B M 21E(crypto pki 215)

6. C|HO|A QIF A 7FXK{2 7|(crypto pki 7+x=|07|)
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7. ME4 AL 1|01 CA @1B M 215 (crypto pki authenticate)

Olz{r EtAlE Chg MMM & 2ol He st BB S 1&36H0{ AtAls| dHELICH

0

Fol:

AE3t 7| &

EFRE0M EE= T[S0l Ciet &F Zo|aso|M 7to|=2| UF E SSH(Secure Socket Shell)&
M35t 7| @l Bf2 #elXtot ol BE 2 LR &LICE ILE-ILP O BHEO| ANE FUE steX OH
25X of2 AR 2 7{9f gict.

>~0II

otel BHL| of & S04 EZ&LICH

crypto key generate rsa general-keys Tabel rsaKey exportable
crypto key generate ec exportable Tabel ecKey

Ol2{er BEE 5§ FEL=Z EFott AAEHo] Cial| XtAls| DB ELICH

- A M(crypto key generate) B Q| A Yl 222 2tRE{0| M| 7|E BFEEF X|AIRFLICH
&3 7| HEUZ|, 2535 7| 7t K7 = 4235 7| 01 242 CHE M2 LS o RHAIS]
AHEELICH

« =*i(rsa general-keys, ec) BEL| ChF FEMME ofH 2| 7|1& dHst=X| 2t E o]
MESHA X[AZLICH CHREE ol 32 38/712! 7|2 F+44E RSA(Rivest-Shamir-Adleman) 7|
ol A8 EIX|2H #E|XH= ECDSA QI8 M7t e Et 7|sot &7 AH85t7{LE ECDHE SEA|
O|=0{ AL & EC(Elliptic Curve)& 7 8E &k &Lt

. _7|<_§I-AH I:l=|E_=|° o| 5_7|E X-I_o_|ol-|__||:|.

- RSAQ| A ZEAE 801 L 512-4096 ALO|2] Zt2 A8 E = UELICL 7|B 2E
A 3 7|= HTo et CHE X2 REM|CH @t S 3HE I8t Ciscoll 2 ALHIE 2T
20484 0| ¢ 2| 7|1E #&3st= Zo| E&LICH

ECol B2 7|9 HIE =& X|H5t2{™ key-size WHO| LR FFLICE SM2 256, 384 &=
= 512Ut

- Hep BE2 o] 7lel EllolES "c>9-|?=. LIt ol 2 E|xt7 S Ut IOS XE C|H}O[2 04| A CF
e B = 04] 7|& Holsor & = U7| WE0ol SLELICH BllolS2 XIHE 7Sl ALS
o YEE 718 x|Ysts ol ASELUICH 7ts8 32 4 BlolgS AP oto{ At8 B2 71
st 7|50l 71§ W EH €Y E + U&LICH ol§ S04 SSH Blol= X, CUBE il

O|& XIH, HTTPS ZlIOIE RI™E2 MZE CtE MH|A E&= 7|50l ASE F 712 X
|

- 719] 7|& Bllo|& 2 devices hostname.domainL|Ct. &5 C|HIO|AE & Hml £ & A
RSA 7|& Mg —"‘— AUA&LICH =d F 20| Y2 5tX| oto™ &Kot A2 &
T E 7|18 Ho{M 7L} CA| e 2{Rl0| &Lt
- DEtMo = FAIE 0K HHES LIEY = = FULICEH o]l BHEH M= FIE crypto pki
export BE D} &7 AFE5t0] LHE LD CHE AARID EH AL E = UZS 2 AHMIS| dHEE
I—|E|' 0 € S04, HA 49| & Hin E—roﬂkl Bt F|1E A5 HLE Wireshark?t Z2 EB{EH
g & HollAM RSA 7|8 TLS MM E sHS5t= O AHE5H7| ?I5H Z|of 7184 C|HO|AR 7t
X#% T A&LCt o O|ROUIME RSA 7|1= MBFREH UEH = U= HEH2EH BHE =
gLt 2[Rt W2 = 8= RSA 7|18 dddt= < 0| 7|18 CtA| /83t x| etom LY


https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography

Bl = UEE MY £ glaLict J8{H Y 7|8 Ar85tod MY E 2E QB ME
st= S CHE 7|sol & 0|2 = A& F, crypto key move rsaKeyLabel non-
exportable BHE AFE5IH 7|8 CHA| dddstx| ot LHEE == gl 7|2 Ch2Os0|=
olaL|CtH

AA EH

ZAZ|Ta|o|M of:

<tfroot>

Router(config)#

crypto key generate rsa general -keys nodul us 2048 | abel rsaKey exportabl e

The name for the keys will be: rsaKey

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be exportable...
[OK] (elapsed time was 1 seconds)

Router(config)#

crypto key generate ec keysize 521 exportabl e | abel ecKey

The name for the keys will be: ecKey

b

kel off:

<#root>
Router#
show crypto key nypubkey rsa rsaKey

% Key pair was generated at: 10:21:42 EDT Apr 14 2023
Key name: rsaKey
Key type: RSA KEYS
Storage Device: not specified
Usage: General Purpose Key
Key is exportable. Redundancy enabled.
Key Data:
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
[..truncated..]
9F020301 0001

Router#
show crypto key nypubkey ec ecKey

% Key pair was generated at: 10:03:05 EDT Apr 14 2023
Key name: ecKey
Key type: EC KEYS
Storage Device: private-config
Usage: Signature Key
Key is exportable. Redundancy enabled.
Key Data:
30819B30 1006072A 8648CE3D 02010605 2B810400 23038186 000401A2 A77FCD34
[..truncated..]
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A2 X|H 2 10S XE LHoA PKI QIZME KME st &ElstT| QIE "EC 9 FAHEH 7
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1. ZH 10S XE 41Z| |0l E crypto pki authenticate &S S| Z=E B F

E
AUEM7 &E £ U&LICH 215 E MZ| X[HE ClHto|A0 M dlZetE I

7doz 7h=sLC}.

2. ZF 10S XE Trustpoint= crypto pki import B& 2 &afl E=Fl Bt ID(Identity) 21 ME 7HA
2 = UAELICH ID 2B MeE LMo 2 UR MH|A E= 7|50 dZE|l= O] ClHIO|A Q15

AA EH
‘I?:!L—IEP.

3. HeElAtes sE A= X|HoM authentlcate and import @HEE ALEE =+ JU&LICHO|= Lt
50| MBESt= ID UBME 7HMe O ERE). QUE/7HMHR7| HZEEE AE %E [ A2
X|™Holl= = 7He |"A‘|(EE/" F+ID °|"A-I)7P [E2R=]]=

4. 22| X|H0| AZ[E = e I|of RE/S CA ABME XA S| flcH AEEl= B< crypto

pki 91 Ho| TRt ol AILIZIS 01kt A121 KIS 81 ElA o} 18 Erel 91 Afoh
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17t 27| 6| & AHMIS| DdE R LICH
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crypto pki trustpoint labTrustpoint
enrollment terminal pem

serial-number none

fqgdn none

ip-address none

subject-name cn=router.example.cisco.com
subject-alt-name myrouter.example.cisco.com
revocation-check none

rsakeypair rsaKey

hash sha256

P10 CHS MMoi M= crypto pki authenticate and crypto pki import& 1536t CHEHA| @
7:
6

oo =

2S5 X

| 2| XI""OH" Cherst HES FHE &= Q&LICH o2&t HHE2 AZ| [0l M crypto pki enroll
S AFE3t0{ C|HFO| A0 M M 448t CSR(Certificate Signing Request) LS| Ztoll &<

nlal £

| XIHol| MEE =+ A= 04ed 7kX| B-HO| U&LICHO| 20l ME REAM|IS| dESHZ |0l LT B
Uetxol H 7| of = ot2iel A=l X[ oflet & 250 RhAl|s| B E[of JU&LICH

0424

SJEE ASELIC =k

fjo

O| AlIZ| X|Zdofl CHEE AFE
crypto pki trustpoint labTrustpoint T oilo|E Lct, |—?—
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e MHlAo] dZAsHE ol AL E L

S5 HOl'd pem
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crypto pki enroll BE 0| e =]
x4t}
=20OH- .

o| ofofl A S5 EO|'d pem2
CSR(Certificate Signing Request)O|
Base64 PEM &40 HIAE 2 E{O|'Hof
=g LIt

S& Mz MIED Z2CE SHE M8
&to4 RtA| ME QB ME dd5H7LL,
HTTP URLZ 9|5t SCEP(Simple
Certificate Enroliment Protocol) ZEEZ
S YSFHEE S5 URLS THE 4 2
&LICk 0] £ 7Hx| e 2F o BAol
{918 oLt

|IOS XE C|HtO|A %74 E CSROi| &7t
X| o4 E ZHEELICt o H| 5t
crypto pki enroll 3 F0i| ZTEZ EJ} H|
EMSHELCY.

fqdn Q1S

FQDN(ET3HE =M 2l 0|Z)2 CSRo
FIIEX| o2 E A™ELCt. o|ZAH 5t
™ crypto pki enroll @HE S0l ZTEZETJ}
HIgf Mg ct.

lJIo

ip T4

I0S XE I1||:|P0|/\ IP &AE CSRO| F7}
g x| iR E ZAYELICt ol &t
crypto pki enroII HHE S0 ZFZETJ} H
st E L.

Z*| O|& cn=router.example.cisco.com

CSRO{ F7}=E! X500 &4l LIEFALICE

subject-alt-name myrouter.example.cisco.com=

StAAIL.

IOS XE 17.9.18E &lE2 FEE FH|
CHA OI&(SAN) 2t S S 2 CSRol F7t&

= A&LICH

revocation-check S

|OS XE C|HIO|AMM QIB MLl R EEE
golsts Y e LIEHLICEH
CRL(Certificate Revocation List),
OCSP(Online Certificate Status
Protocol)@t Z# &2 M2 MEHE
Certificate Authority0l A X| &5t E<
AEE = &Lt ol F2 FEE O
2 10S XE 7|5 == MH|A0M AlE| K|
M2 Ar2e ] AFZ2EILICH QIS M7 Al

El xlX-lOE O|7<EI 7=|C>O-|| 1L1|7| é)I-EH




| Sd cllo|S &M RSA 7| 42 &8
St 5 HRol| XIAIRLICH

rsakeypair rsaKey ECDSA Q15 Mol 2L EC F|o| Mol
2t Z 3= "eckeypair ecKey" HHEE AIS
ghuct

Ol BH2 MEE sl d1E|FS RS
Sl Al sha256 of g ELCt. M2 SHA1,
SHA256, SHA384, SHA512¢] |-—| Ct

crypto pki 55

crypto pki enroll &2 X|HE A12| X0l M enroliment BE S EE|7H5t= ol AFSELICH (BH
=)

0 & £04, 0|T0]l trustpointoll ZE A|E! crypto pki enroll labTrustpoint 232 of2l of|QF Z 0|
Base64 PEM EIA E & Alo 2 E{0|'H0il CSR(Certificate Signing Request)2 E A& LICH
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<#root>
Router(config)#
crypto pki enroll |abTrustpoint

% Start certificate enrollment ..

% The subject name in the certificate will include: cn=router.example.cisco.com
% The fully-qualified domain name will not be included in the certificate
Display Certificate Request to terminal? [yes/no]:

yes

Certificate Request follows:

MIICrTCCAZUCAQAWIZEhMB8GALIUEAXMYcm91dGVyLmV4YW1lwbGUuY21zY28uY29t
[..truncated..]

mGvBGUpn+cDIdFcNVzn8LQk=

————— END CERTIFICATE REQUEST-----

---End - This Tine not part of the certificate request---

crypto pki 21&

crypto pki authenticate BH2 AME[E = U= CA IS ME X[HE &= X|™Hol| F7t5t= o AHE
ElLICH ZF AE| X2 B Hof 2 T S AME RHE HYUCARE E= 72

r>
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H SE E{0|'d pemO| T+AE! Z32 crypto pki authenticate BRI 2H R E{0]| Base64 PEM & 4| 9]
O|7<A_|E CLI oH O-IEI: OI.E_I _u_o'|o|'|__||:|.(|:l=|E=| ;L_,_)

2[R LESol| ClHto|A 2] ID QIBME 7HXE SHaz QS M Ao RE & MEX F7F 2l
SME Ftst7| 2lall M2 X[HE AFE + U&LICH

ZE|RHE B ME XS 1B stof CHE AEE + e FE CAE 10S XE C|HFO|A0 F7}5104
oig mlof Clutolastel Z=EE MEM 0| Foi Tof ClHIO|ALS| ME| A E & JsHE
&Lt

F7t dEE 5, Tlof ClHIO|AE "SE CA 1"0l olah MEBE QIS M #olg EZC=Z & £+ Qlrct

|IOS XE C|HtO|AQt T[of C[HIO|A ZHo| ZEEZ SHEM 0|3 B0 Q15 A AEO| M3 5tE{H 22|

XH= crypto pki authenticate @22 A& 3104 10S XE C|HFO|A 9| AE| X|&of CA QIBME F7IE

= A&t

7|43t ok & £ &F: crypto pki authenticateE At&3t0{ A Z| X|HE Q& st A2 &4 1D ¢
= ZJL|ct. o] 7H

58 F7bste 20| ofLizt CA RE EE F7H ABME A XMl F7
£ CHE Tlod ClFol2olM AHHl M 1B ME e1E3HE Hols HBELIC
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-

ot2H o0 A= crypto pki authenticate BHE AFE5t0{ O AIZ| X[ E Q&= WHE 20iE
L|Ct.

<#root>
Router(config)#
crypto pki authenticate | abTrust point

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

[..truncated..]
————— END CERTIFICATE-----

Certificate has the following attributes:
Fingerprint MD5: C955FC74 7AABC184 D8A75DE7 3C9E7218
Fingerprint SHAl: 3A99FF61 1E9E6C7B DOE567A9 96D882F5 2279C534
% Do you accept this certificate? [yes/no]:

yes

Trustpoint CA certificate accepted.
% Certificate successfully imported

crypto pki 7} 2 7|

O| BH2 ID(ID) 2IBEME AE X|He 2 J7IX &= o A ELICH B A2 X|H2 B ID 18
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MBH EEE £ QOM, HUS £ HAE M5 ool JHKE 215 A

jn
S

o{Argt

rir
|E

EXZE

of2H |l AME crypto pkiimport BEE A& 304 O™ A2 X|HoAM ID Q1B ME oilA| AlE X[H
OF M= ¥HE HoiEL|Ch

<#root>
Router(config)#
crypto pki import |abTrustpoint certificate

Enter the base 64 encoded certificate.
End with a blank T1ine or the word "quit" on a line by itself

<#root>
Router(config)#
crypto pki import |abTrustpoint certificate

% You must authenticate the Certificate Authority before
you can import the router's certificate.

I|0{ CA QB M 2&

I|0{ CA QIE M= CA QIBME Fotete At SUEH WS ALE5H0{ 10S XEO!| FIHELICH &,
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7tM27| Z2 MA0|M CRL/IOCSP HAE 71L{5E4™ revocation-check none& & &LICtH
CAE X|HE IEstD IBME MBI
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<#root>

Router(config)#

crypto pki trustpoint PEER ROOT
Router(ca-trustpoint)#
enrol | nent term nal pem
Router(ca-trustpoint)#

revocati on-check none

Router(ca-trustpoint)#

crypto pki authenticate PEER- ROOT

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: 62D1381E 3E03D06A 912BAC4D 247EEF17
Fingerprint SHAl: 3C97CBB4 491FC8D6 3D12B489 0C285481 64198EDB

% Do you accept this certificate? [yes/no]:

yes

Trustpoint CA certificate accepted.
% Certificate successfully imported

StLt o|&f ol Sk 1B M 2l

Ol

ot o] of|0f| M= crypto pki enrollS AF23104 CSRE M43t T, crypto pki authenticate S At 504
£ E CA B XME 2158t CF2 crypto pki importE AFE35104 ID QIS ME 7HK & WiHE XHAIS]
AﬂD#%FLJEL

=20oH-d
aeiLt B UBAME TUE e Z2MAT ofZh CHELICH Fe49 Zel, SYE /gt B
04%15| MBI xto|H2 QLBEAME ERste A= x|™Ho| Hix|zls ol UA&LICH

(@)

Zt AZ| X H2 BY RE E= 57 CA QIS AME Z&E = J&LICH 2t ofziol| EA|El 231t
2 CA ®|2lo] = olollME crypto pki authenticate W E AF235104 E O|& Q| CAQRIBMHE F
7te = gdgLch

<#root>

- Root CA

- Internediate CA 1
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labTrustpoint

RIZM Ol ArEE AE X[™ ASe BHE
Ki int ROOT-
FE CA ((::rx‘pto pki trustpoint ROO crypto pki authenticate ROOT-CA
=7 CA 1 crypto pki trustpoint crypto pki authenticate labTrustpoint(& =

&l pki labTrustpoint 215)

crypto pki trustpoint
labTrustpoint

crypto pki import certificate

SYst=2E = Mo

LICH

<tfroot>

- Root CA

- Internediate CA 1

- Internediate CA 2

S CARAB M7 U= ._|
CA7ZtI0S XE ZI|1ef|o|Mof MHE &= #Ix

M22 S

Ct.
ot Ol =20| EI=5 My o| Al M3 E

Ag8g alE x|1™

o4 24
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A&

et

crypto pki trustpoint ROOT-
CA

crypto pki authenticate ROOT-CA

crypto pki trustpoint INTER-
CA

crypto pki INTER-CA 215




=7 CA 2 crypto pki trustpoint crypto pki authenticate labTrustpoint(& =
=" labTrustpoint CH2 £ = &l pki labTrustpoint 21&)
crypto pki trustpoint - e
to pk rt rtificat
labTrustpoint crypto pki impo certificate
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<#root>
- Root CA
RIE5M Ol ArEE AE XY ASe HHE
= CA crypto pki trustpoint crypto pki authenticate labTrustpoint(& & 3}
= labTrustpoint CF2 2 = ||pki labTrustpoint 915)
crypto pki trustpoint - o
labTrustpoint crypto pki import certificate
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O|B EE= 7HKQ 7| ZEAMA S0 10S XEO|M CHEst 284 ZHALE £85t04 QIS M7 &
E5t0 SHHE HARIK| #IELICE Olg48t 2 F & HH| QUIME|HLE 22(Z2Z EANOIM
"CRYPTO_PKI"Z Al%t5t= &2 at&LICH
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Aug 9
21:05:34.403: CRYPTO_PKI: trustpoint TabTrustpoint authentication status = 0
YCRYPTO PKI: Cert not yet valid or is expired -
start date: 05:54:04 EDT
Aug 29

2019
end date: 05:54:04 EDT Aug 28 2022

revocation-check7} H|Z M3l El L 10S XEE QIS ME 712 7| Tof| 2 HE wHHes Sal H 7|
HAAE =-ELICtH

<#root>
003375: Aug 9 20:24:14:

%Kl - 3- CRL_FETCH FAIL: CRL fetch for trustpoint ROOT failed

003376: Aug 9 20:24:14.121:

CRYPTO PKI: enrollnent url not configured
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show crypto pki trustpoints trustpoint_name
show crypto pki certificates trustpoint_name
show crypto pki certificates verbose trustpoint_name
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debug crypto pki messages
debug crypto pki transactions
debug crypto pki validation
debug crypto pki api

debug crypto pki callback

debug ss1 openssl1 error
debug ss1 openssT msg
debug ss1 openss1 states
debug ss1 openss1 ext



T2 10S PKI 74

PKCS12 @Al0| QIS M 71X 7|

UL CA SZAH= PKCS#12 Al(.pfx, .p12)2 2 TS CHA| MBS E & Ql&Lich
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<#root>
Router(config)#

crypto pki import PKCS12-TP pkcsl1l2 term nal password Ciscol23

or
Router(config)#

crypto pki inmport PKCS12-TP pkcsl12 ftp://cisco:cisco@92.168.1.1/certificate.pfx password G scol23

% Importing pkcsl2...

Address or name of remote host [192.168.1.1]7

Source filename [certificate.pfx]?

Reading file from ftp://cisco@192.168.1.1/certificate.pfx!

[OK - 2389/4096 bytes]

% You already have RSA keys named PKCS12.

% If you replace them, all router certs issued using these keys
% will be removed.

% Do you really want to replace them? [yes/no]:

yes

CRYPTO_PKI: Imported PKCS12 file successfully.

PKCS12 EE= PEM Q15 M LHE LY 7|
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0| 7|52 M I|o{ C|HIO|AE 71X mf & LI|CH E|XH7F CIHFO|A ID QIS Mol MHE 2E
CA RIZEME 3 Ralok &LCt.

ol AH

25 2 ChSot Z&Lch

M|k
MO

__I.L

<#root>
Router(config)#

crypto pki export |abTrustpoint pemtermna



Router(config)#
crypto pki export |abTrustpoint pemterninal 3des password Cisco! 123
Router(config)#

crypto pki export |abTrustpoint pkcsl2 terninal password cisco! 123

RSA 7| LHELH7|

CIE CIHIOIAR 7K 7LE EBHERE &0 AFE3517| /5 RSA 7|1€ LHELHoF & =&
Ch. 7| 4o LHIEHY = Qe XJoz MMI|Qctn 7HH6tH 458 %

H 3 Qo B 7 crypto key export BEE AF&35t0{ 7| 2L = U&LICH

ME ALS:

<#root>

Router(config)#

crypto key export rsa rsaKey pemtermnal aes G sco!123

% Key name: IOS-VG
Usage: General Purpose Key
Key data:

[..truncated..]
————— END PUBLIC KEY-----

base64 len 1664----- BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-256-CBC,40E087AFFO0886DA7C468D2084A0DECFB

[..truncated..]
————— END RSA PRIVATE KEY-----

718 LiEL = e 82 277t ZEA[ELICH

<#root>
Router(config)#

crypto key export rsa kydavis.cisco.compemterm nal 3des mnySecret Password

% RSA keypair kydavis.cisco.com' is not exportable.

2 Z Hf A (off-box) 0l A HEE RSA 7| 71427

UF HE|Rl= RSA X QB M dEE 2B AZ T +~ o, HIHHS E AEsH0{ oteliet

Ol
=1



Z 0| crypto key import BHE ALE5t04 RSA 7|1& 7HXE £ /U&LICH

<#root>
Router(config)#
crypto key inmport rsa rsaKey general - purpose exportable termi nal mnySecretPassword

% Enter PEM-formatted public General Purpose key or certificate.
% End with a blank 1ine or "quit" on a line by itself.

% Enter PEM-formatted encrypted private General Purpose key.
% End with "quit" on a line by itself.

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,9E31AAD9B7463502
[..truncated..]

quit
% Key pair import succeeded.

RSA 7| 4tA
crypto key zeroize rsaKey BEE A& 6104 rsaKeyZt= RSA 7| & AKX LICH
A2l £ S5l Cisco Trusted CA HE 71X 27|

ROMCH 97 CHERIBH 204 AR B2 SURLICH YiksoR A= xR0l
crel CA a%wr Z 8 EIH AE Bols Ch4o| AlZ/SHs CATF ZEHEILIC

<#root>
Router(config)#
crypto pki trustpool inport clean url http://ww.cisco.conlsecurity/pki/trs/ios_core.p7b

Reading file from http://www.cisco.com/security/pki/trs/ios_core.p7b
Loading http://www.cisco.com/security/pki/trs/ios_core.p7b

% PEM files import succeeded.

Router(config)#


https://www.cisco.com/security/pki/
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