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1. ASDMO 2 T Ad

1. 2 0|3 3}04 configuration > Remote Access VPN > Certificate Management = A1EH & L|CH dentity Certificates.

2.

il

E AddE 2Tt

[l

Add Identity Certificate

Trustpoint Mame: S5L-Trustpoint

(") Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase:

{m ]
=]
L
(i

File to Impart From:

@ Add a new identity certificate:

5

Key Pair: :«:Dehult—F‘.SA—Key:: v[ Show. .. ] [ Mew. ..

Certificate Subject DN: | CN=MainASA

|| Generate self-signed certificate

Art as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

l Add Certificate ][ Cancel ][ Help

-

Az XM o|& & Heof A2 X|H ol§E HolgfLh
=2

. QLC|2Add anew identity certificatetHE & 2 21 LI|C}.
. Key Pair(7| %0l & 2 =I& LICHNew.
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[ Add Key Pair (23w

kKey Type: @ RSA ECDSA

Mame: Use default key pair name

@ Enter new key pair name: | 55L-Keypair

Size: 2098 L v
Usage: @ General purpose Spedial
Generate Mow | | Cancel | | Help

7| F8(RSA == ECDSA)E MEAEILICH Xt0|HE oldlistei™ 25 AE

. QLC|LeEnter newkeypajrnamel:H:% Z2lgLct 2AE /Il 7| 4 o|§ 2 Al-EELICH
. EKey sizeMEHEILICE RSAE M I'|n3=||'|—||-_-|'GeneraJ Purpose for Usage .
E Z =& L|ClcenerateNow. 7| A 0| MAEIL|CH

. Certificate Subject DN(2/5 A =& DN)2 X olstE{H & E 25t Tseet O] EOf| LIYPE EME
TdghLct.

Attribute Description

=

O_@OO\I_O)

CM FODN (Full Qualified Domain Name) that will be used for
connections to your firewall. For example, webvpn.cisco.com
ou Department Name
C Company Name (Avoid using Special Characters)
C Country Code (2 Letter Code without Punctuation)
St State (Must be spelled out completely. For example, Narth
Carolina)
L City
EA Email Address
O|2{8t gt 2 +45tE{™ Attribute ESCHE ST OIM 2/2 MEHSI D g2 =E OS2 AJJE
ZE/gct.
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14.
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Certificate Subject DN
Attribute Value
DN Attribute to be Added Enmman N:me [t(:;} ;pn.remaieasa.mm
) F - 1 - ompany Mame ompany Inc
Attribute: | — Select Attribute — - dd==
DUt |[masec AT J 8 Country (C) us

Value: State (5t) California
Cocaton ()

[ Ok ][ Cancel H Help ]
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JH LFEFZ LI Chsubject DN field populated.
12. Advanced(Z1&)& Z&IgfLICt.
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[} Advanced Options @

Enrollment mode parameters and SCEP challenge password are not available for self-signed certificates.

i Certificate Parameters || Enrollment Mode | SCEP Challenge Password

FODM: vpn.remoteasa.com
E-miail:
IF Address:

[ Indude serial number of the device

l Ok, H Cancel H Help l
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Zestle &8 Q5 29| 2| ZI0|& AEELICE O] 2F MEE RE[5te SMo| MEH
2 F|Aghch
15. EZHok A|ARI 9| I} ol CSRE K& StE{H & 2 2IFtadd certificate. CHE ZFZETF EAIE L
Ct.
Identity Certificate Request @
To complete the enrolliment process, please save the PKCS10 enrollment
request (CSR) and send it to the CA.
You will then need to install the certificate that is returned from the CA by
dicking the Install button in the Identity Certificates panel.
Save CSR to File: | C:\Users\adminiDesktop\S5L-C5R | """ Browse... |
| (0] 4 | | Cancel | | Help |
16. & 225t 1BrowseCSRE XY E QIX|IE MBS OIS X ixtQl WU S MHEEFLICH
N AT 0 YUS ixt BRI KEEH PKCSHI0 QA4S YT HAE HEZ|(Of: HZ2%E

2. ASACLIZ 7

ASDMOi| A= CSRO| WIE|7HLE CA 1B M7 RIE[EH A2 X|™Ho| ‘ts2 =z HEELIC CLIo

Mg x|He =522 Mook gLct.

<#froot>

! Generates 2048 bit RSA key pair with label SSL-Keypair.

MainASA(config)#

crypto key generate rsa | abel SSL-Keypair nodul us 2048
INFO: The name for the keys are: SSL-Keypair
Keypair generation process begin. Please wait...
| Define trustpoint with attributes to be used on the SSL certificate
MainASA(config)#
crypto ca trustpoint SSL-Trustpoint

MainASA(config-ca-trustpoint)#




enrol I ment termnal
MainASA(config-ca-trustpoint)#
fgdn (renoteasavpn.url)
MainASA(config-ca-trustpoint)#

subj ect - name CN=(asa. renot evpn. url), O=Conpany | nc, C=US
St=Cal i forni a, L=San Jose

MainASA(config-ca-trustpoint)#
keypai r SSL-Keypair
MainASA(config-ca-trustpoint)#

exit

| Initiates certificate signing request. This is the request to be submitted via Web or
Email to the third party vendor.

MainASA(config)#

crypto ca enroll SSL-Trustpoint

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate is
used for VPN authentication this may cause connection problems.

Would you 1like to continue with this enrollment? [yes/no]:
yes

% Start certificate enrollment ..
% The subject name in the certificate is: subject-name CN=

(renot easavpn. url)

0=Company Inc,C=US,St=California,L=San Jose

% The fully-qualified domain name in the certificate will be:

(renot easavpn. url)

% Include the device serial number in the subject name? [yes/no]:

no

Display Certificate Request to terminal? [yes/no]:
yes

Certificate Request:

MIIDDjCCAfYCAQAWgYkxETAPBgNVBACTCFNhbiBKb3NTMRMWEQYDVQQIEwpDYWxp
Zm9ybm1hMQswCQYDVQQGEwIVUzEUMBIGALUEChMLQ29tcGFueSBIbmMxGjAYBgNV
BAMTEXZwb1i5yZW1vdGVhc2EuY29tMSAwHgYJKoZIhvcNAQkCFhF2cG4ucmVtb3R1
YXNhLmNvbTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKG62NhbIktTK
UR3Q4TmksyuRMgINrb9kXpvA6H200PuBfQvSF4rVnSwKOmu3c8nweEvYcdVWV6BZz
BhjXeovTVil7FINTceaUTGikeIdXC+mwliE7eRsynS/d4mzMWImrvrsDNzpAW/EM
SzTca+BvqF7X2r3LU8Vsv60i8yThco9Fz7bwWvRWVt0O3NDDbyo1C9b/VgXMuBitcc



rzfUbVnm7VZDOf43j r9EXgUwXxcQidWEABTFrXrtYpFgBo9aqImRp2YABQLieP4cY
3rBtgRjLcF+S9TVHG5m4v7v755meV4YqsZIXvytI0zVBihemVxaGAloDwfkoYSFi
4CzXbFvdG6kCAWEAAQA/MDOGCSqGSIb3DQEIDjEWMC4wDgYDVROPAQH/BAQDAgWg
MBWGA1UdEQQVMBOCEXZwb1i 5yZW1vdGVhc2EuY29tMAOGCSqGSIb3DQEBBQUAA4IB
AQBZuQzUXGEBO1x1yuPKOZkRz8bPnwIqLTfxZhagmuyEhrN7N4+aQnCHj850]ane
4ztZDiCCoWTerBS4RSkKEHEspu9oohjCYuNnp5ga91SPrZNEjTWwOeRn+gKbId2]
jE6Qy4vdPCexavMLYVQxCny+gVkzPN/sFRk3EcCTTVq6Dxxaebplijmiga7gCph52
YkHXnFnellLQd41BgoL1Cr9+hx74XsTHGBmI1ls/9T50AX26Ym+B21 /i /DP5BktIUA
8GvIY1l/ypj9K049fP5ap8alOqvLtYYcCcfwrCt+00jOrZ1YyJb3dFuMNRedAX37t
DuHNT2EYNpYk3jVklwI53/5w3

END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]:

no

I Displays the PKCS#10 enrollment request to the terminal. Copy this from the terminal
to a text file to submit to the third party CA.
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Windows2| ZL: 7|Exoc 2 QEIZ|IE|=0] cropensswin %[ EILIC} O] x| BWH ZE=
EE QLct.

Mac OSX/Linux2| Z<: CSRE #4dst= o ER et CIHEE|0|A Terminal(B{O'E) &2 &
L|C}.

XHE §EE T A E HETV|E AHE50{ OpenSSL 748 U HgfLICt Zrdo| 2F

T o=
Zo|H It UZ o™ ErA oM =8 ?IX[0 openssl.cnfZ ME & LICHEZT 0.9.8h O] & ¢l B
S I} 2 Ofopenss.cigM & &)
<#root>

[req]

default_bits = 2048

default_keyfile = privatekey.key
distinguished_name = req_distinguished_name
reqg_extensions = reg_ext

[reqg_di stingui shed_nane]



commonName = Common Name (eg, YOUR name)
commonName_default = (asa.remotevpn.url)

countryName = Country Name (2 Tetter code)
countryName_default = US

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = California

locaTlityName = Locality Name (eg, city)
TocalityName_default = San Jose

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Company Inc

[reqg_ext]

subjectAltName = @alt_names

[al t _nanes]

DNS.1 = *.remoteasa.com

O} Be A8shod CSR L JHel 7|8 MadstLic

openssl req -new -nodes -out CSR.csr -config openssl.cnf

<tfroot>

# Sample CSR Generation:

openssl req -new -nodes -out CSR csr -config openssl.cnf

Generate a 2048 bit RSA private key

writing new private key to 'privatekey.key'

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Common Name (eg, YOUR name) [(asa.remotevpn.url)]:
Country Name (2 Tetter code) [US]:

State or Province Name (full name) [California]l:

Locality Name (eg, city) [San Jose]:

Organization Name (eg, company) [Company Inc]:
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Choose website

(O Select a domain hosted with us

@ Provide a certificate signing request (CSR)
Certificate Signing Request (CSR) Learn maore

APIOKO48fPSapBalOgvLty Y o CofwrCi+OojOrZ 1 YyvJo3dFuMN Red AX 3T
DuHNIZEYMNpYkVi 1wIS3/5w3
-~---END CERTIFICATE REQUEST-----

Domain Mame (based on CSH):
vpn.remoteasa.com

Domain ownership

We'll send an email with a unique code to your address on file. Follow its instructions to
verify you have website or DNS control over the selected domain. More info

AND
We can send domain ownership instructional emails to one or both of the following:

Contacts listed in the domain's public WHOIS database record
Emaill addresses: admin@[domain], administrator@[domain], hostmaster@|damain],
postmaster@[domain], and webmaster@[domain)

Hide advanced options

Signature Algorithm Learm more
GoDaddy SHA-2 j

| agree to the terms and conditions of the Subscriber Agreement.

2t 1: GoDaddy 2! CHEE Q| CHE CAE SHA-2 EEE SHA2562 7|2 Q15 M AME gnglEe
2 AL8ELICH ASAE 8.2(5) [8.3 O] &IZ|A] 2!8.4(1)[8.3 0|F &IZ|A] O|F M Al L=
SHA-2 MY g1 2|&2 X|ELICHCisco {1 ID CSCti30937 ). 8.2(5) ==& 8.4(1)ECH 224
Zl HMO| AF2 £l R SHA-1 ME LT 2|F S MEfsLC.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti30937
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O CHS ASAO| AX[5H7| {5 QLIS MHE CIREEE £ U&LICH O TIdstE{H HO|XIE 22
& LICtpownload.
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All > vpn.remoteasa.com

Stangand 551 ComsScaty
Certificate Managemeant Oplions Display your SSL Certificate
security saal
Diessign your seal, copy the code,
0 a and pasha it in your sie lootar,
Gl
Light j
L g
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Certificates  Repository Help v  Report EV Abuse

vpn.remoteasa.com » Download Certificate

Standard SSL Certificate

To secure your site that's hosted elsewhere, download the Zip file that matches your hosting server
type. Then, install all of the certificates in the Zip file on your hosting server, including any intermediate
certificates that might be needed for older browsers or Servers.

First time installing a certificate? View Installation Instructions for the selected server,

Server type

Select ... x

Select ..
Apache
Exchange
ns

Mac OS5 X
Tomcat

Cancel

Zip IYol= ID @15 A2 GoDaddy CA 215 M #|@l HHE 0|
Q& LICH SSL 215 M Mx|Z2 0|=35t0{ ASA0 O|2{8t CIZ A

AN EH

ASAO SSL 215 M Mx%|
CC = CLIE AF235104 ASAO Ax|g £+ &Lt
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1.CA L D QIZEME PEM &Aoo 2 HE 2 JtxSLIC}H
2. = D QIS A, CA QIS M L 7Rl 7|7} PKCS12 Thelofl Sl PKCS12 THY(CLIS
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1. CA Certificates(CA 21& M) E configuration > Remote Access VPN > Certificate Management O| & 5104 41EH
€|'|_I|_—_|.

2. HAE HET|0|MH PEM QIZE CQIBME AIE
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5t MEIHE| HI 7} K| 28 base64 CA 213
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Install Certificate @

Trustpoint Mame: S5L-Trustpoint

(7) Paste certificate in PEM format:

() Use SCEP:

SCEP URL: http://

Retry Period: 1 minutes
Retry Count: ] (Use 0 to indicate unlimited retries)
| More Options... |
| Install Certificate | | Cancel | | Help |

. Install certificate(21& M Hx))& =gt
. Identity Certificatesconfiguration > Remote Access VPN > Certificate Management(ID @18 AM)2 0| & 5104 4

SHEFLICH.

. O|™of H-Eh ID ABME MEFLICH & insal 2 2T LICH
|

2/5t1 PEM Q12T ID QIEME MESH7LE, ElAE HE

= Mingall from afile 2C| 2 =l
1 METtE| HIE7} M &8t base64 ID Q15 MHE S A5 E

=
710l PEM Q1T E QIS ME
A E EHEof goigd&Lct.

=h
=1
=
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Configuration > Remote Access VPN > Certificate Management > Identity Certificates O

Issued To Izsued By Expiry Date Asszociated Trustpoints Usage Public Key Type Add

[vpn remoteasa... [Not Available  Jpending...  [sSLTrustpaint [ Unknown [ |
Export
Install Identity certificate 5™ Install
Find:| Identity Certificate
Certifi i@ Install from a file: |C:\Users\adminiDesktop\Cert Doc\25cd 73298407
Se () Paste the certificate data in base-64 format:
Re
Public CA
Get yq trust, Entrust offers Cisco customers a spedial
proma
Using Install Certificate l [ Cancel ] [ Help ]
ASDM Id

The Cisco ASDM Identity Certificate Wizard assists you in creating a self-signed certificate that is required for launching ASDM through launcher,

[ Launch ASDM Identity Certificate Wizard ]

7. & =& LICtAdd certificate.

. Information @

Certificate import succeeded.

8. EConfiguration > Remote Access VPN > Advanced > SSL Settingso|%%=|' L|Ct.
9. Certificates(21& A1)0ll A WebVPN MM E Sz ot= Ol ASEl= QBT 0|AE MEHEFLICEH
O ool M= 2|F CIEmo|ATF AFSELICH
10. & 2 =& LI Cheait.
11. Certificate(21E M) EECH2 SH0AM Mz LRI QUSME MEHELICH

—



Configuration > Remote Access VPN > Advanced > S5L Settings |

Server Mame Indication (SNI)
Domain Certificate Add
[F Select SSL Certificate 23] Edit
Specify enrolled trustpoints to be used for 55L authentication and VPN load balancing on the outside Delets
interface. To enroll a trustpoint, go to Device Management > Certificate Management = Identity
Certificates.
Interface: outside —
Primary Enrolled Certificate: i55L—Trustpoint:m=vpn.remoteasa.com, ou=Domain Con... w
Load Balancing Enrolled Certificate: i— MNone -- -
Certificates
Spedify which cer QK ] [ Cancel l [ Help pn interfaces not
associated with a
Interface Primary Certificate Load Balancing Certificate Edit

inside

m

Fallback Certificate: —Mone — -

Forced Certification Authentication Timeout: 2| minutes
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1.2. CLIE AL & PEM 218 M MX|

<#root>
MainASA(config)#

crypto ca authenticate SSL-Trust point

Enter the base 64 encoded CA certificate.
End with the word"quit'on a Tine by itself

————— BEGIN CERTIFICATE----- MIIEADCCAuigAwIBAgIBADANBgkghkiG9wOBAQUFADBjMQswCQYDVQQGEwIVUzEh MB8GALUECh

1"l - Installing Next-level SubCA in the PKI hierarchy

11l - Create a separate trustpoint to install the next subCA certificate (if present)
in the hierarchy leading up to the Root CA (including the Root CA certificate)



MainASA(config)#crypto ca trustpoint SSL-Trustpoint-1
MainASA(config-ca-trustpoint)#enrollment terminal
MainASA(config-ca-trustpoint)#exit

MainASA(config)#

MainASA(config)# crypto ca authenticate SSL-Trustpoint-1
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIEfTCCA2WgAwWIBAgIDG+cVMAOGCSqGSIb3DQEBCWUAMGMXxCzAIBgNVBAYTATVT
MSEwHwYDVQQKExhUaGUgR28gRGFkZHkgR3JvdXAsIETuYy4xMTAVBgNVBASTKEdv
IERhZGR5IENSYXNzIDIgQ2VydGlmaWNhdG1vbiBBdXRob3JpdHkwHhcNMTQWMTAX
MDcwMDAwWh cNMz EWNTMwMD cwMDAwWW j CBgzELMAKGA1UEBhMCVVMXEDAOBgNVBAQT
BOFyaXpvbmExEzARBgNVBACTCINjb3R0c2RhbGUXxGjAYBgNVBAOTEUdVRGFkZHku
Y29tLCBIbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSb290IENTcnRpZmTjYXRTIEFL
dGhvcm10eSAtIEcyMIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAV3F1
CPHEWTT3G8kYo/eASVjpIoMTpsUgQwE7hPHmhUmfJ+r2hBtOoLTbcJjHMgGXxBT4H
Tu70+k8VvWTA1565ZVmvigAf88xZ1gD1Re+X5NbZ0TgmNghPktj+pA4P60r6KFWp/
3gvDthkUBcrqw6gE1DtGfDIN8wWBmMIsiNaW02jBEYt90yHGCOOPoCjM7T3UYH3go+
6118yHz7sCtTpJJiaVET1BWEaARIGMLKTDT1iPfrDgBmg4pxRyp6V0etp6eMA05zvGI
gPtLXcwy7IViQyUOATYNnAZGOO3AqP26x6]yIAX2f1PnbU21gnb8s51iruF9G/M7E
GwM8CetIMVXxpRrPgRWIDAQAB04IBFzCCARMWDWYDVROTAQH/BAUWAWEB/zAOBgNV
HQ8BAf8EBAMCAQYwWHQYDVROOBBYEFDqahQcQZyi27/a9BUFUIMGU2g/eMB8GA1Ud
IwQYMBaAFNLESNKR1EwRcbNhyz2h/t20atTjMDQGCCsGAQUFBwWEBBCgw]jAkBggr
BgEFBQcwAYYYaHROcDovL297jc3AuzZ29kYWRkeS5jb20vMDIGATIUdHWQrMCkw]6A1
0oCOGIWhOdHAGLY9jcmwuZ29kYWRkeS5jb20vZ2Ryb290LmNybDBGBgNVHSAEPZzA9
MDsGBFUdIAAwMzAXxBggrBgEFBQcCARYTaHROCHM6LY93jZXJ0cy5nb2RhZGR5LmNY
bS9yZXBvc210b3]5LzANBgkqghkiGOwOBAQs FAAOCAQEAWQtTvZKGEacke+1bMc8d
H2xwxbhuvk679r6XUOEwf7o0oXGKUwuN+M/f7QnaF25UcjCIYdQkMiGVnOQoWCcWg
0JekxSOTP7QYpgEGRIHjp2kntFo1fzq3Ms3dhP8qOCkzpNlnsoX+oYggHFCIyNwq
9kIDNOzmiN/VryTyscPfzLXs4J1etOTUIDyUGAzZHHFIYSaRt4bNYC8nY7NmuHDKO
KHAN4v6mF56ED71XcLNa6R+gh10773z/aQvgSMO3kwvICITErFOUZzdsyqUvMQg3
gm5vjLyb41ddJIGv15echK1lsrDdMZvNhkREg5L4wn3qkKQmw4TRFZHCYQFHTjDCm
rw==

INFO: Certificate has the following attributes:
Fingerprint: 81528b89 el65204a 75ad85e8 c388cd68
Do you accept this certificate? [yes/no]: yes

Trustpoint 'SSL-Trustpoint-1' is a subordinate CA and holds a non self-signed certificate.
Trustpoint CA certificate accepted.

% Certificate successfully imported
BGL-G-17-ASA5500-8(config)#

1"l - Simlarly create additional trustpoints (of the name "SSL-Trustpoint-n",
where n is nunber thats increnented for every level in the PKI hierarchy) to
import the CA certificates leading up to the Root CA certificate

1"l - Inporting identity certificate (inport it in the first trustpoint that was
created nanely "SSL-Trustpoint")

MainASA(config)#



crypto ca inport SSL-Trustpoint certificate

WARNING: The certificate enrollment is configured with an fqdn that differs from the system fqdn. If th

yes

% The fully-qualified domain name in the certificate will be:

(asa.renotevpn. url)

Enter the base 64 encoded certificate. End with the word "quit" on a line by itself
----BEGIN CERTIFICATE-----
MIIFRjCCBC6gAWIBAgIIJclzqYQHBgUWDQYJIKoZIhvcNAQELBQAwgbQxCzAJBgNV
BAYTATVTMRAWDgYDVQQIEwdBcm16b25hMRMWEQYDVQQHEWpPTY290dHNKYWx TMRow
GAYDVQQKEXFHbORhZGR5LmNvbSwgSW57LjEtMCsGALUECXxMkaHROcDovL2NTcnRz
LmdvZGFkZHkuY29tL311cG9zaXRvenkvMTMWMQYDVQQDEYpHbyBEYWRkeSBTZWN1
cmUgQ2VydGTmaWNhdGUgQXV0aG9yaXR5IC0gRzIwHhcNMTUwWNzIyMTIwNDM4WhcN
MTYwNzIyMTIwNDM4WjA/MSEwHWYDVQQLEXhEb21haW4gQ29udHIvbCBWYWxpZGFO
ZWQxGjAYBgNVBAMTEXZwbi5yZW1vdGVhc2EuY29tMIIBIjANBgkaghkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEArrY2Fv2S2Uq5HdDhOaSzK5Eyok2tv2Rem8DofbTQ+4F9
C9IXitWdLA06a7dzyfB4S9hx1VZXoHMGGNd6i INWLXSWUINx5pRMaKR4h1lcL6bDW
ITt5GzKdL937bMxYmau+uwM30kBb8QxLNNxr4G+oXtfavctTxWy/o6LzKWFyjOXP
tta9FZW07 cOMNVKiUL1vIWBcy4GK1xyvNIRtWebtVkMS5/i0vOReBTBfFxCI1YQAG
UWteulikWAGjlgqomZGnZgAFDWI4/hxjesG2BGMtwX5L108cbmbi/u/vnmZ5Xhigx
<snip>
CCsGAQUFBwWIBF1itodHRwO1i8vY2VydGTmaWNhdGVzLmdvZGFkZHkuY29tL311cG9z
aXRvecnkvMHYGCCsGAQUFBwWEBBGowaDAkBggrBgEFBQcwAYYYaHROcDovL29jc3Au
Z29kYWRkeS5jb20vMEAGCCsGAQUFBzAChjRodHRWO1 8vY2VydGTmaWNhdGVzLmdv
ZGFkZHkuY29tL311cG9zaXRvenkvZ2RpZzIuY3JOMB8GA1UdIWQYMBaAFEDCvSeO
zDSDMKIz1/tss/COLIDOMEYGA1UAEQQ/MD2CEXZwbi5yZW1lvdGVhc2EuY29tghV3
d3cudnBuLnJTbW90ZWFzYS5jb22CEXZwbi5yZW1vdGVhc2EuY29tMBOGA1UdDgQW
BBT7en7YS3PH+s4z+wTRTpHr2tSzejANBgkghkiGI9w0OBAQs FAAOCAQEAO9HSTLNX
2Y0rYdI6gS8n4imaSYgoNi/9INb6mote3I2LELGIOHYIm/zUCR5yVktra9azdrNUAN
1hjBJ7kKQScLC4sZLONdqGluTP5rbWROyikF5wSzgyMWd03kOR+vM8q6T57VRst5
69vzBUuJc5bSulIljyfPP19z11+B2eBwUFbVFXLnd9bTfiGImSmC+4V63TXFxt10q
xkGNys3GgYuCUy6yRP2cAUV1lc2tYtaxoCL8yo72YUDDgZ3a4Py01EvC1FOaUtgv
6QNEOYwmb JkyumdPUwko6wGOCOWLuUmzv5gHNnhi168HYSZ/4XI1p3B9Y8yfG5pwbn
7puhazH+xgQRdg==

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

! Apply the newly installed SSL certificate to the interface accepting SSL connections

MainASA(config)#

ssl trust-point SSL-Trustpoint outside

2.1 ASDME E£8t PKCS12 QIE M M x|
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I5'—<|Configurallon > Remote Access VPN > Certificate Management, A" EH Identity Certificates.
2/grL |:|'Add
XY ol§E KI™& Lt

C| |:|-|—— Import the identity certificate from a file2 =& L|C}.

HetLIch @IS A ZEo|2E I=TLICH
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¥

Add Identity Certificate

Trustpoint Mame: S5L-Trustpoint-PECS12

i@ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase: [ssssssss

File to Import From: C:\Users\admin\Desktop\S5L-Cer Browse...

(") Add a new identity certificate:
Key Pair: <Default-R5A-Key = Show. ..
Certificate Subject DM:  [CH=MainASA Select. ..

Generate self-signed certificate

Art as local certificate authority and issue dynamic certificates to TLS-Proxy

[

Enable CA flag in basic constraints extension

’ Add Certificate H Cancel H Help

5

=

7. Add Certificate(2/8 M F7HE S2IgLICH



@ Information

Certificate import succeeded.

8. |E:'||'A—||'|Configura1ion > Remote Access VPN > Advanced ¥ B sq Settings.
9. Certificates(215 A)HlA{ WebVPN MME S 2 35H= Ol A& El= QIE{H 0|A
ol oM 2|F QlE{mo|A 7 AASELICH
10. £ =& LICtedi.
11. Certificate(21& M) EECI

MEdEFLICH

SE0|M MZ Mx|E QIZSAME MEFLICH

Mo

Configuration > Remote Access VPN > Advanced > 551 Settings

Server Name Indication (SMI)

Domain Certificate Add
Edit
Delete
[£) Select S5L Certificate [

Specify enrolled trustpoints to be used for 551 authentication and VPN load balancing on the
outside interface. To enroll a trustpoint, go to Device Management > Certificate Management >

Identity Certificates.
L] Interface: outside
Cert] Primary Enrolled Certificate: :SSL—Trus'q:uoint-PKCS 12, S5L-Trustpoint:cn=vpn.remot...
50 Load Balancing Enrolled Certificate: :— Mone — - cate wil be used oninterfaces not

as)

[ 0K ][ Cancel ][ Help ] Edit
outside _[sSL-TrustpointPKCS12, SSLTnustpoint... ||




13. £ 2 LICtapply. OIK A QIS M7 X|HE QE{H O|AMMH SELIE ZE WebVPN AlM
o A2 =!I},

2.2 CLIE ME% PKCS12 2IB M X

<#root>

MainASA(config)#
crypto ca trustpoint SSL-Trustpoint-PKCS12
MainASA(config-ca-trustpoint)#
enrol I ment termnal
MainASA(config-ca-trustpoint)#

exit

MainASA(config)#

crypto ca inport SSL-Trustpoint-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

————— BEGIN PKCS12-----
MIISNwIBAzCCEFfEGCSqGSIb3DQEHAQCCEeIEghHeMIIR2jCCEAYGCSqGSIb3DQEH
BqCCEccwghHDAgEAMIIRVAYJKoZIhvcNAQcBMBsGCiqGSIb3DQEMAQMWDQQIWO3D
hDt1i/uECAQGAghGQ9ospee/qtIbVZh2T8/Z+5dxRPBcStDTqyKy7g3+9ram5AZdG
Ce9n5UCckqT4WcTjs7XZtCrUrt/LkNbmGDVhwGBmYWi0S7npgalqOeoqiJRK+Yc7
LNOnbho6I5WfL56/]iceAMIXDLr/IqqlLg2QAApGdN+F5vANsSHse2GsAATewBDLt7
Jy+SKfoNvvIw9QvzCiUzMjYZBANmBAMCQ13H+YQTH1itT3vn2/iCD1zRSuXcqypEV
q5e3hei0075TE8TDLWMO3PMvwIZqi8yzWesjcTt1lKd4FoIBZpB70/v9LntoIUQY7
kIQM8fHb4ga8BYfbgRmGEMKkMmMO1STtbSv1vTaloWTmdQdTyCa+G5PkrryRsy3wwl
TkGFMhImmrnNADF7Hmzbys1VohQZ7h091VQY9krJogoXHjmQYxG9brf0oEwxSIDa
mGDhhESh+s/WuFSV9Z9kiTXpINZxpTASoWBQr rwmO5v8ZwbjbVNI7sVdbwpUl6d+
NNFGR7LTq08hpupeeInY9eJc2yYqeAXWXQ5kL0Zo6/gBEdGtEaZBgCFK91Z3b13A
xgxGifanWPnLYG611NKuNjTgbjhnEEYI2uZzUOgxn1Ka8zyXw+1zrKulscDbkAPZ
wKtw8K+p40zXVHhuANo6MDvfNRY1KQDtyK1linoPH5ksVSES5awkVam4+HTcqEUfa
16LMana+4QRgSetJhUOLtSMaQfRIGkha4JLg2t+]rCAPz20sART1TsBOjQBNg6YN]
0uB+gGk2G18Q5NTn6K1fzOXBFZLWEDBLsaBROSMANE7wWt00+4awGYqVdmIF11kf
XIRKAiQErlpZ6BVPuvsCNIxaaUHzufhYI2ZAckasKBZ0OT8/7YK3fnAaGoBCz4cHa
02EEQhq2aYb6YTvO+wtLEWGHzSbGZEM/u54XmsXAI7928LGIYdfWi509KyV+AclV
KzHgXZMM2BbUQCNCTF5]IMiW+r62k42FdahfaQb0Ov]sIe/IwkAKG7y6DIQFsOhwg
Z1PXiDbNr1k4e8L4gqupMKWg853PY+0Y22rLDC7buT1CKtixIYBCvbn7dAYsI4GQ
16xXhNu3+1ye0OHgbUQQCFTU/mBrA0Z0+bpKjWOCFgNBuYNZ6kUEdCI7GFLHIQqtM
K7YinFLoHwWTWbi3MsmqVv+Z4ttVWy7Xmiko02nMynJIMP6/CNV8OMxMKdC2gm+c1j
s4Q1KcAmFsQmNp/7SIP1wnv0c6IbUmC10520U/r8ftTzn8C7WL62W79cLK4HOr7]
sNsZn0z0J0Z/xdZT+cLTCtVevKIOQMK3vMsi0uy52FkuF3HnfrmBgDkbR7yZxELG
RCELOEDdbp8VPO+IhNTyz1q7975SscdxFSLOTvjnHGFWd14ndogN+bLhwbdPjQwV
T13W2NCI95tmHDLGgp3P00TS+RjdCEGGMg+9cpgBfFC1JocuTDIECUbIBY8QRUN1S
/ubyUagdzUKtlecfb9hMLP65ZNQ93VIw/NIKbIm7b4P/1Zp/T1FP5eq7LkQPAXE4/
bQ4mHcnwrs+JGFkN19B8hJImmGoowH3p4IEvwZy7CThB3Elejw5R4engmrgvHgpQe
B70dN10FLAHdo1G5BsHEXTuNEsEb40Q0pmKXidDB5B001b]sr748fZ6L/LGx8A13
<snip>
1jDaxyfQXY4zSyt1jSMWMtYA9hG5I79Sg7pnMELIEIXq1D00RGY8vgxTwiciKtLxp
LLOReDY31KRYvOOvWOgf+tE71ST/3TKZvh0sQ/BEOV3kHnw1dejMFH+dvyAA9Y1E
c80+tdafBFX4B/HP46E6heP6ZStOXATRW1/JF4T1jNVUNVOOVEVTR2FTyWpzZFY8A
GG5XPIA80WF6WKEPFHICN8scY+Vot8kXxG96hwt2Cm5NQ20nVzxUZQbpKsjs/2jC


]a94c6AfgxXy9z0+FTLDQwzxga7xC2krAN1
yHXR2KHN5YeRL+KDzu+u6dYoKAz+YAgwTW6KbeavALSuH4EYqcvg8hUEhp/ySiSc
RDhuygxEovIMGfES4FP5V521PyDhM3DgwhnOvuYUmYnX8EXURkay44iwwI5HhqYJ
TptWyYo8Bdr4WNwt5xqszGzYR6mmGeAIin7bDunsF1uBHWYF4dyK1z1tsdRNMYqQ
+W5g+QjVdrj1dwv/bMFOaqEjxeNWBRqjzcff3BxMnwvVxtggxFvRh+DZx1iJoiBG+
yx7x8np2AQ1rOMETSSxbnZzfnKZKVvBVMkIC6]smt2WEVTQvoFJ8em+nemOWgTi/
hHSBzjE7RhAucnHuifOCX0gvR1SDDqyCQbiduclQjXNOsvA8Fgbea9WEH5khOPv3
pbtsL4gsf12pv8diBQkVQgiZDi8Wb++7PR6ttiY65kVwrdsoNT1l/qq+xwW0d3tB4/
zoHILEMgTy9Sz7myWrB9EOOZ8BIjL1M80oMigEYrTDOc3KbyW1S9dd7QAxiuOBaX1l
818910ydvTBzmqgcjeSsFH4/1INHn5Vnf0ZnNpui4uhpOXBG+K2zJUIXm6dqlAHBTE
KQFsFZpNNyave0Kk81zQnLAPd70UU/Iksy0CGQozGBH+HSZzVp1RDjrrbC342rkBj
wnI+j+/1JdWBmHdIMZCfoMZFLSI9ZBqFirdiil/NRu6jh76TQor5TnNjxIyNREJC
FE5FZnMFvhM900LaiUZff8WwWCOfeRDMttLXblnuxPF1+TRk+LNTPLVptWgcxzfsr
IXrGiwjxybBB9oCOrACq8fGAtEs8WRxJyDH31jmn91i /G161 1mMCUF//LxAH2WQx8
Ld/qS50M21FCFfDQjxAjOK6DEN5pUebBv1EM5SOHXvyq5nxgUh4/y84CWakKjwOMQ
5tbbLMTnc7ALIJI9LXxZ97YiXSTyeM60BXBFx6Rpk1kDv0O5m1BghSpVQiMcQ20RIkh
UVVNbSHO19S3cb5wgxaWgAKBgb4h1luLGVbYWZf2mzLZ8U5U57 01 qoMBgNZbzTXp0O
EqQEFuatT11QvCRbcKS3xou4MAixcYUxKwEhbZA/6hd10XSBIwe7jKBVIM6EwWTiKab
UfoJCGTAT3sY681qrMPrbBt0eeWf1C02SdIMn+V/jvni17mxYFFUpruRq3rllLeqP
J5camfTtHwyL8N3Q/Zwp+zQeWZiLA8a/iAVu/hYLR1bpF2WCKOT0tIgkvVmrLVLz
mazZjbJeOft5cP/1RxbK1S6Gd5dFTEKDELS5 c6gWUX8RKZP6Q7iaE5hnGmQjm8Lj1]5sWOHI————— END PKCS12-----

INFO I nport PKCS12 operation conpleted successfully



11l Link the SSL trustpoint to the appropriate interface
MainASA(config)#

ssl trust-point SSL-Trustpoint-PKCS12 outside

EtAl S 2 U 2B Mo d3Hel MX|E & Qlst 1 SSLVPN 21Z0i| 2 At8stc{H ChS BHHE +
I.

1. E"&"Configuralion > Remote Access VPN > CertificateManagement,—?— A|_'| E—||'| I dentity Certificates.
2. MEIIE| Hi{o| M & Z 8t ID 215 M7t LIEFELICEH
Configuration > Remote Access VPN > Certificate Management > Identity Certificates O
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add

. 12:04:38 UTC Jul ... |SSL-Trustpoint RSA (2048 bits)

Instal

<#root>
MainASA(config)#

show crypto ca certificate

Certificate

Status: Available
Certificate Serial Number: 25cd73a984070605
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:
cn=(asa.remotevpn.url)
ou=Domain Control Validated



OCSP AIA:

URL: http://ocsp.godaddy.com/
CRL Distribution Points:

[1] http://crl.godaddy.com/gdig2s1-96.cri
Validity Date:

start date: 12:04:38 UTC Jul 22 2015

end date: 12:04:38 UTC Jul 22 2016
Associated Trustpoints:

SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 07
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:
[1] http://crl.godaddy.com/gdroot-g2.cril
Validity Date:
start date: 07:00:00 UTC May 3 2011
end date: 07:00:00 UTC May 3 2031
Associated Trustpoints:

SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 1lbe715
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
ou=Go Daddy Class 2 Certification Authority
o=The Go Daddy Group\, Inc.
c=US
Subject Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona



c=US
OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:
http://crl.godaddy.com/gdroot.crl
07:00:00 UTC Jan 1 2014
07:00:00 UTC May 30 2031

[1]
Validity Date
start date:
end date:
Associated Trustpoints
SSL- Trust poi nt-1
(and the rest of the Sub CA certificates till the Root CA)
2 HE KIS AFR510{ WebVPNOI| Ax|E Q15 A] 2ol
WebVPNO|A Af QIZMHE AtE5t=X| =Rl L Ct
1. ¥ EEIRXE S5 WebVPN QIE{HO|A M AZAFILICEH CIBME QY ste Ol A ElE=
FQDNZ} B 7H https://& A& & LICHO: https://(vpn.remoteasa.com))).
2. WebVPN 21921 H0|X[|C] 2EZ o2l 2 AMEIo LIEILI= &= ot0|2E F ¥ E=I§Lct.
A—|7(|E| O|7<A-| X-II=|7|. _.-‘__‘.-_A|E|O-|O|= %I-L_||_-_|._
gzt Q1B Mot Ldx[et=X] &elst7| flel LHE S AELICY.

3 IAE-IEJL}E| HIC 7}


https://vpn.remoteasa.com).

Certificate @

General | Details | Certification Path

E Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to: vpn.remoteasa.com

Issued by: Go Daddy Secure Certificate Authority - G2 '

Valid from 7/ 22/ 2015 to 7/ 22/ 2016

Issuer Statement

ASAO{| A SSL QIS A ZH Al

O -
1. ASA, OpenSSL EE= CAMIM 7|&E QB A2t SUEH 802 CSRE A M BLICE CSR M
Mol X|HE EHAE 2 ELCE
2. CAO|A CSRE ME3t1 CA RQIE A2t &7 PEM &Al(.pem, .cer, .crt)Q| M ID QIS MHE M
MELICH PKCS12 QIB A B M 712! 7|= U&LICH.

AAEH




GoDaddy CAS| B ¥ HEl M CSRE QIZME ChA| 2dE = U&LICH

GoDaddyaccount(GoDaddyaccount)2 O|& 3t 1L SSL Certificates(SSL 215 A)0i| A
Manage(Z2))& Z2!gLct.

& ) ssLCERTIFICATES

R,

I Filter: = All Accounts = Search by domain Q,
t
Accounts « Expiration date
¢ vpn.remoteasa.com S5O A0 I Options
Standard SSL e
. Displaying 1-1 of 1 accounts Results per page:  § m 1of1 m

Meed help with your SSL Certificates? Visit GoDaddy Support
Need More SSL Certificates? Buy Additional Plans

,v._.....__._-.....--__._.

Ze3t =HIQl o|&o CHSH View Status(&Ef 271)& Z=IgLICH

Certificates ~ Repository Help ~  Report EV Abuse

Certificates

el

Al Centificate Types i Al Statuses B Not Expired or Revoked [ Action

vpn.remoteasa.com 1 Year Standard SSL Certificate Certificate Issued 7222016 ﬁ. View status

B ME CHAl 7| XI5t &4 MBstcdH Manage(2El)E S =21 LICH



Certificates  Repository

Help ~+ Report EV Abuse

All > vpn.remoteasa.com

Standard S5L Cartificate

Certificate Management Options

I

Certificate Details

Status

Domain nanme
Encrypiion Strength
Validity Pariod

Sarial Nurmber

Re-Key certificate(Q1E M 7| RHMEH) S HE

Certificates  Repository Help v

Cartificale msued

WIS, COm

GoDaddy SHA-2

TRA2018 - TAERRNE

2hod: Fl:as B4:07-06:05

I.

ol
>

st Al CSRE FI7HELICH

d
0
|IolI

Report EV Abuse

vpn.remoteasa.com > Manage Certificate

Standard SSL Certificate

Use this page to submit your certificate changes for review all at once, not individually. We'll review them together so your changes happen faster.

Submitting any changes on this form will issue a new certificate and your current certificate will be revoked. You will have 72 hours to install the new certificate on your website.

© Re-Key certificate

Certificate Signing Request (CSR)

13aHTenpIRA30XOKDRAP/WKI12b2/201V/S)
NBOGsenQVuZaYzIHNIRIEU/3Rz8 i

Domain Name (based on CSR):
vpn.remoteasa.com

Save

@ Change the site that your certificate
protects

© Change encryption algorithm and/or
certificate issuer

Private key lost, compromised, or stolen? Time to re-key.

¥4 New Keys, please...

You can generate a Certificate Signing Request (CSR) by using a certificate signing tool spacific to
your operating system. Your CSR contains a public key that matches the private key generated at
the same time.

If you want to switch your certificate from one site to another, do it
here.

Upgrade your protection or change the cornpany behind your cert.



T

MESHD CHS BAHZ TI-ELICH GoDaddye M3 E CSRE 7B Z M QIS MHE &ZE
L|C}.

3. ASA2| SSL Certificate Installation(SSL 21& A A x|) Mol ZA|E CHE A A= X|Zofl M
B ME MxIFLICE.

AHE 2 ZE(FAQ)

1. 1D QIE ME 8t ASAOA CIE ASAE MEsHE 713 2 dhed2 2odel |77

712t & 215 ME PKCS12 It U ZE LHE HL|Ct

gl

I:I
OE'i
mjo
>
ol
o
r
[ul

#4Ell ASAOIAM CLIE S35 QIS MHE LHELHEdEE C}

<#root>
ASA(config)#

crypto ca export

pkcs12

ASDM T4



- |

Export certificate @

Export to File: C:\sers\admin'\Desktop\SsL-Certificate | Browse... |

Certificate Format:
@ PKCS12 Format (Certificate(s) + Private Key)

(") PEM Format (Certificate Only)

Configuration Encryption Passphrase

Encryption Passphrase: essesss

Confirm passphrase: ey

Export Certificate | | Cancel | | Help

CLIE Sall CHe ASAZ QIS ME 7tMeiH O S S-S ASFLICH

<#root>
ASA(config)#

crypto ca inport

pkcs12

ASDM T4



~

Add Identity Certificate =

Trustpoint Mame: S5L-Trustpoint-PKCS12

@ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase: |ssssssss

File to Import From: C:\Wsers\admin'Desktop\ssL-Cer| | Browse... |

Add a new identity certificate:

Key Pair: ZDefault-RSAKEY = Shao

Certificate Subject DM:  |CHN=MainASA Select

Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

/| Enable CA flag in basic constraints extension

| Add Certificate || Cancel || Help |

Ol &S ASDMO| #ey/=# 7|58 SHME 28

1. ASDM2 &3ll ASAM| 23015t & MEHEFL|Chrools > Backup Configuration
2. 2 Hu|asold == ID QS AEH HdFhL|Ch
3. CH& ASAOAM ASDM2 €11 CHE 2 MEHEL|Chrools > Restore Configuration

2. VPN &3l Z&8 ASA0| At SSL 2IBME ddst= &Y

VPN 2= #2148 B2 9I5) SSL 2EME AL85104 ASAE MBsE Ol AL Y

0|

—

=k o= QAE oY
AUELICH
ZC YWHA FQDN2 DN Z AL 5t ZF ASA FQDN2 HE o| A CHA| O|F(SAN)L 2
At&3st= BFY UCC(Unified Communications/Multiple Domains Certificate) & A& & LICt. O]
t{8t Q15 ME X|¥3HE GoDaddy, Entrust, Comodo & 7|E} & 224Xl CA7F Ql&LCt o] &
g MEHE [ ASA= X 042 SAN EETt )l= CSR M4 & X|§5HK| f&LIC O LHE
2 i A

'8 Cisco {21 ID CSCso0708670f Ao U&LICE O] B CSRE MM F
7bX| M0l U&LicH

a. CLI EE= ASDMZ S3all HMAELICH CSRO| CAM| ME XM CA =& RHA{|of Q= o
2 SANZ F7tgfLct.



https://tools.cisco.com/bugsearch/bug/CSCso70867/?reffering_site=dumpcr

b. OpenSSLZ A8 35t0{ CSR2 445t 11 0{24 SANZ openssl.cnf It 0d| Z & & LICt.

CSRO| CA0| ME&|1 QB M7 MME|H 0| PEM 215 AE CSRE MAISH ASAR 71X SL
Ct 2t2 5™ 0] QIS MHE PKCS12 @Al 2 CIE WY ASAE LHE LT 7FKSLC].

2. HUEFIE QIBME ALE ELICH Ol UC 218 Mot HIwE mf & ot Ro48h B L
Ck. CA7HUC RIS ME K|H5HK| b= TR CSR2 CAUIM MM E|7{LE OpenSSLE S35l A
MELICH 0{7|A FQDN2 *.domain.com &A!2{L|Ct. CSRO| CAM| ME KT Q15 M7} 44
£|H Z2{AE{ 9| ZE ASAO| PKCS12 QIS MHE 7HK{SLICH.

3. Zf HH ASA & 2= WHA FQDNOI| CHsH Lo QIBEME ALSELICH O|Zdo| 7tE =17t
=2 HAMLICH ZF 7 ASAO] CHE QIE M= O]l EMol|l ZEAIE CHE MEE = U&LIct
. VPN Loadbalancing FQDNO{| CHet @18 M= stLt ol ASAOA & H |1 CHE ASAO]
PKCS12 IS ME LHELHZ| & 7K 7|FLCt.

L

3. ASA ol =x| 4o| 7|2 ASAMAM EX ASAZ IS MHE = AlSHOF & L2

M CIZ M7} ASA 7H0l S7ISHE|2 2 7|2 ASAO|M EX ASAE
CIBME S22 SAE L7 U&LICH ol ZXIE XS MHE m QIS M7 ABHHIO| CIHF
ola0| EAEIX| ot AR, 57188 Z 67| 28l write standby B2 AlgdsfL|Ct.

4. ECDSA 7|2 ME6E B SSL 2ISM MM =2 AT CHE U2

Zm|aefoldel s Uet X0|X2 RSA 7| 4 CHAI ECDSA 7| o] ddEl= 7| 4
LHX| EAHE SYetH RXIELICH ECDSA 7|18 ddste= CLI HE2 chs1 2 &Lch

<#root>
MainASA(config)#
cry key generate ecdsa | abel SSL-Keypair elliptic-curve 256

INFO: The name for the keys will be: SSL-Keypair
Keypair generation process begin. Please wait...

=X &

O
1]

38 =X sl 4

N

0|24 debug B SSL 215 A Mx| Almj Al CLIOIA £ EE L
debug crypto ca 255

debug crypto ca messages 255

crypto ca EZHZM C|H 1 255

olH}x{0]|
=

- —1 L=

A

HO



9.4(1) 0|4 0] ASAOIA 915 QIE{H 0| £0f § &3t METE| SSL QB M7t Qe MEIE 4 gt @
M ZL

12 & Ol EXl= RSA 7| ‘&2 Q1B M &7 AFSE i LIEHLICH 9.4(1) O|F 2] ASA T
ME= 2 E ECDSA 2 RSA 257t 7|[2XMo 2 &d35tk|o] QIel 71 43t 3 (YRt =
ECDSA &3%)7} g 4&toll AFREILICH 0] B ASAE SX| 72 El RSA 7|8 QIZ M CHAI Rh&| M
CISME EAIELICE RSA 7|8t Q15 M7t QIE{H|O|A 0| M=/ Cisco {2 ID CSCuu0284801|
ola FHME|lE= AR S& S HEH = U= 4 E 7|50 Y& Lt

T Z X[ CHE CLI BH2o 2 ECDSA £ & HIE s gLt

ss1 cipher tlsvl.2 custom "AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:
DES-CBC3-SHA:DES-CBC-SHA:RC4-SHA:RC4-MD5"

L= ASDME AH835104 2 0|S 5l04configuration > Remote Access VPN > Advanced®1 BH &I L|ClssL settings.
Encryption(& £3}) Al M0{| M tisv1.2 Cipher version(tlsv1.2 & £ HH)E MEHS D ALEX X|H 2
At AES256-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:DES-CBC3-SHA:DES-CBC-
SHA:RC4-SHA:RC4-MD5 2 T &IELICH

=
T%

E 5 A: ECDSA = RSA

ECDSA 2 11 2|& 2 ECC(Elliptic Curve Cryptography)2| LS Z M El & S Mol et AlS A8 504
37l 718 dgste BHH RSA S TIEIE2 F Mol At & =2 AHE

MEBILICH &, ECDSAE AI8E 2 RSASt St +F0| Hot2 MBS E & UKD 7|7t f &
&L|Ct. O|= H| 5t A4t A|Zto] £20{E 11 ECDSA QIE MHE AH83t= AIO|EQ| 2472 A|ZHO| =04
Lt o

= .

Next Generation Cryptography 2! ASA0] CHEF E M= ECt 25Xl HMEE NS Fct

£ £ B: OpenSSLE At&35t04 ID Q1B M, CA 215 A 2 7HQl 7|0l A PKCS12 Q1B A

AH A4
So

1. 0| ZZMATF MME|= AAERIO] OpenSSLO| Ax|Z|0f =X & IELICH Mac OSX &
GNU/Linux AFZXto| A2 7|IBEMo 2 MRIELICE.
2. 2HIE C|HEE2|2 MetEtLct.

Windows: 7282 2 REIZ|E[&= C:\Openssh\bin0ll Ax|E/LICt. O] Hx[M BHP ZEZE
= oL}
= H .

Mac OSX/Linux2| Z3<: PKCS12 QIS AME tte &= O 2ot C|AE 2|0 M Terminal(E{0['g)
2 gLck

3. O|™ EtAHMIM 21Z &t CIFE 2|0 AM 7HR! F|(privateKey.key), ID 215 M(certificate.crt) & F


https://tools.cisco.com/bugsearch/bug/CSCuu02848/?reffering_site=dumpcr
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

|m

CA 218 M #|Ql(CACert.crt) Tt LS KT ELICEH

7HQl 7|, ID Q1B M & FE CA QIS M A2l PKCS12 mof ZAEHELICH PKCS12 215 A

E 2355l7| olEt =& =TI

=

strong> openss1 pkcsl2 -export -out certificate.pfx -inkey privateKey.key -in certificate.crt -cer
4. ‘HMHEIPKCS12 21E MHE Base64 QlZ T QIS ME Bt ELICH

<tfroot>

openssl base64 -in certificate.pfx -out certificate.pl2

ME 7tx{et ssLzt 7H ALSELICE.

0l

O™ ChE OFX|9 Bl M S E 2

24 x4

|_=|o_l_

rk

« ASA 9.x 71T|Tdo|M JtolE - C|X|EH QB M T4
- ASAO|AM ASDME AME35}04 Microsoft Windows CAXA C|X|E QIS ME A= it
« 7|= X3 3 £ M - Cisco Systems



/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/aaa_certs.html
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/aaa_certs.html
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
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