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GET /cgi-bin/pkiclient.exe?operation=GetCACert
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Date: Wed, 13 Mar 2013 17:29:55 GMT

HTTP RESPDI"ISE Server: cisco-105

Content-Type: applicatian/s-pki-message

Expires: \Wed, 13 Mar 2013 17:29:55 GMT
Last-Modified: Wed, 13 Mar 2013 17:29:55 GMT
Cacha-Control: no-store, ne-cache, must-revalidate
Fragma: no-cache

Accept-Ranges: nore
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MBE SF= HO|EE &5t ZisstE Clo|EH7t CIX[-E HEE Sall S ol HEEX| 2AS
2 =Qlsts FAIQLITHody ol ohg M2t ZEELIC
SignedData &colon; := SEQUENCE ({

version CMSVersion,

digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos }

- T 813 - SCEPLQ &7 HE 10| AL E[I&LICEH

- B E CIOIMAE ST E|E FE - SCEPUlE MERZF 5HLEE Qe 2 Slal & E|FOo| o
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MBE AKX Cl0|E] - SCEPE A& 3= ZE<9 PKCS#7 Enveloped-data & Al(Encrypted
Envelope)&IL|C}.

- MEXS| Q1B A =5 - SCEPE AI85tH =7| S8 Al A& MBE QUBAMLE HSF Al 3K
15 Mct
MR =5 U 2 MEX7 LG5 HHEZBIE. SCEPE M85t B9 MEX7t LD /&
L|C}.
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EnvelopedData &colon; := SEQUENCE {

version CMSVersion,

originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos RecipientInfos,

encryptedContentInfo EncryptedContentInfo,

unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTIONAL }
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Certificate Request:
Data&colon;

Version: 0 (0x0)
Subject: CN=scepclient
Subject Public Key Info:

Public Key Algorithm: rsaEncryption Public-Key: (1024 bit)

Modulus:

00:cd:46:5b:e2:13:£9:bf:14:11:25:6d:££:2£:43:

64:75:89:77:£6:8a:98:46:97:13:ca:50:83:bb:10:

cf:73:ad:bc:cl:b0:4b:5¢c:8b:58:25:38:d1:19:00:

a2:35:73:ef:9e:30:72:27:02:b1:64:41:£8:£6:94:

70:90:c4:04:28:a1:02:¢c2:20:a2:14:da:b6:42:6f:

eb:cb:bb:33:cd4:a3:64:de:4b:3a:7d:4c:a0:dd:el:

b8:d8:71:cc:c7:59:89:88:43:24:f1:24:56:66:3f:

10:25:41:69:af:e0:e2:b8:c8:a4:22:89:55:el:cb:

00:95:31:3f:af:51:3f:53:ad

Exponent: 65537 (0x10001)

Attributes:

challengePassword

Requested Extensions:

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Subject Alternative Name:

DNS:webserver.example.com

Signature Algorithm: shalWithRSAEncryption

8c:d6:4c:52:4e:c0:d0:28:ca:cf:dc:cl:67:93:aa:4a:93:d0:

dl1:92:d9:66:d0:99:f5:ad:b4:79:a5:da:2d:6a:£0:39:63:8f:

ed:02:09:bb:39:9d:a0:7a:6e:77:bf:d2:49:22:08:e2:dc:67:

ea:59:45:8£:77:45:60:62:67:64:1d:fe:c7:d6:a0:¢c3:06:85:

e8:f8:11:54:¢c5:94:9e:£fd:42:69:be:e6:73:40:dc:11:a5:9a:

£5:18:20:47:33:65:22:d3:45:9f:£f0:£d:1d:£f4:6£:38:75:c7:
7:09:12:f3:fl:af:ba:b7:cf:a6:af:67:cf£:47: 60:fc
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http://tools.ietf.org/html/draft-nourse-scep
//www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113608-configure-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine-software/116068-configure-product-00.html

GET CGI-path/pkiclient.exe?operation=operations&message-message HTTP/version
2| %|:

. CGl-pathe= Ao 45|04 SCEP & X2l5t= CGI(Common Gateway Interface) 211
e Jh2IZLc. CISCO 10S® CAE Bl A2 2Xt g AL #LIC}Microsoft CAE
Icertsrv/imscep/mscep.dll@ AL& 5t0H, MSCEP/NDES(Network Device Enroliment Service) IS
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CSRGetCertlInitial: CSR £ 04 & E{o]| CHEH %%‘GetCert L = GetCRL:@/1&Z M EE= CRL A4

. operation = GetCACert, GetNextCACert == (MEH ALEl) GetCACaps: [HIJKIJKIE MEFSHALE
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= =0

SCEP 8%
SE HAIXK] E4

SCEP 8SEH2 EZ HTTP 2EHI=XZ pret|H ¢l 2 4! gHeHE! o|o|E |3 a2t g2l Xle

Content-TypeO| At&ElL|C}.DER 2EH A= o CHEt Base647P ot O|FIS 2 HtetEL|Ct

PKCS#7 2EI=Z 0= %*?.ﬁPE._'/A‘IE'%E._ enveloped EIIOIE-|7P EEFEITILF EZEE|X| et —ﬂ“— %\'Q L|Ct
LIEM EEo

m
ok
m
Ral
el
ro
ox
-Io
o|>|
x
A
o
ro
Hel
ook
9
M
Q.
]
«Q
(0]
-
@
Q
o
(0]
'U
-~
9)
(@)
3
\I
2
o
I_
£
[u]l

application/x-pki-message:

- pkiMessage R 2 AFE310{ PKlOperation = 210f| S & & LICI PKCSReq, GetCertlnitial,
GetCert E= GetCRL
. S EE2 pkiMessage $&: Q18 M EHE X}
application/x-x509-ca-cert:

. GetCACert Zdof Clist SH2 2
- 85 EE2 DERZ QI E X.509 CA 21F A LICt.
application/x-x509-ca-ra-cert:



. GetCACert 240 CHEt SHSR
- S EE2 CAYRAQCIBSME Z&st= DERZE QZEE PKCS#7 I LICT.
application/x-x509-next-ca-cert:

. GetNextCACert &0l CHEt SEHS=Z
. SE B E2 pkiMessagel| & 0| B4 lL|Ct 2IE M EHE At

pkiMessage =

SCEP OID

2.16.840.1.113733.1.9.2 scep-messageType
2.16.840.1.113733.1.9.3 scep-pkiStatus
2.16.840.1.113733.1.9.4 scep-failInfo
2.16.840.1.113733.1.9.5 scep-senderNonce
2.16.840.1.113733.1.9.6 scep-recipientNonce
2.16.840.1.113733.1.9.7 scep-transId
2.16.840.1.113733.1.9.8 scep-extensionReq

SCEP pkiMessage

. PKCS#7 M| o|E
. PKCS#7 EnvelopedData(pkcsPKIEnvelope2h il & MEH AFEE HIA|X| 4= AlRFoI A & = 8}

messageData(CSR, 2/ A1, CRL, ...)

- 2IZEl §/40| /= Signerinfo:

transactionID, messageType, senderNoncepkiStatus, recipientNonce(S & 2t 3l )faillnfo(S
L__I' + A|_u_H|:I|-)

SCEP HIAIX| 5

L =F

PKCSReq(19):PKCS#10 CSRGetCertlnitial(20): 2/ 5 M S & Z2lGetCert(21): 215 A 7
GetCRL(22):CRL ZA4

2rCt.
NS I=

CertRep(3): 215 M = CRL 2%0of Cigt 2

SCEP pkiStatus

- 43(0):23 F0{E(pkcsPKIEnvelopel| &)

. &l (2):request rejected(faillnfo §432| M AHE)
. BH= ( ) =5 480 2
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