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Cisco ASA 5520

ci scoasa#show run
Saved

ASA Version 7.1(1)

]

host nane ci scoasa

!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.25.171.1 255.255.0.0
]

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0

nt erface Managemnent 0/ 0

shut down

no nanei f

no security-1Ievel

no i p address

!I-—- Output is suppressed. access-|i st

no- nat extended

10.10.10.0:24

PC2



permt ip 10.10.10.0 255.255.255.0 192.168.10.0
255. 255. 255. 0 access-list ezvpn extended permit ip
10.10.10.0 255.255.255.0 192.168.10.0 255.255.255.0

access-list Split_Tunnel_ List remark The corporate
network behind the ASA

access-list Split_Tunnel_ List standard permit 10.10.10.0
255.255.255.0

nat (inside) 0 access-list no-nat

access-group QUT in interface outside

route outside 0.0.0.0 0.0.0.0 172.25.171.2 1

!--- Use the group-policy attributes conmand in !---

gl obal configuration node to enter the group-policy
attri butes node.

group-policy DfltGrpPolicy attributes
banner none

W ns-server none
dns-server none

dhcp- net wor k- scope none
vpn- access- hours none
vpn-si mul t aneous- | ogi ns 3
vpn-idl e-tinmeout 30
vpn-sessi on-ti meout none
vpn-filter none
vpn-tunnel - prot ocol | PSec
passwor d- st orage enabl e

i p-conp di sabl e

re-xauth disable

group-1 ock none

pfs disable

i psec-udp enabl e

i psec-udp-port 10000

split-tunnel-policy tunnelspecified

split-tunnel-network-list value Split_Tunnel_List

def aul t - domai n none

split-dns none

secure-unit-authentication disable

user - aut henti cati on di sabl e

user - aut henti cation-idle-timeout 30

i p- phone- bypass di sabl e

| eap- bypass di sabl e

! --- Network Extension mode allows hardware clients to
present a single, !--- routable network to the remote
private network over the VPN tunnel. nem enable
backup-servers keep-client-config

client-firewall none

client-access-rule none
username cisco password 3USUcOPFUiMCO4Jk encrypted
http server enable

no snnp-server | ocation

no snnp-server contact
snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

! --- These are IPsec Phase I and Phase II parameters. !-
-- The parameters have to match in order for !--- the
IPsec tunnel to come up. crypto ipsec transform-set
mySET esp-des esp-md5-hmac
crypto dynamic-map myDYN-MAP 5 set transform-set mySET
crypto map myMAP 60 ipsec-isakmp dynamic myDYN-MAP
crypto map myMAP interface outside

isakmp identity address




isakmp enable outside

isakmp policy 1 authentication pre-share
encryption 3des

hash md5

group 2

lifetime 86400

isakmp policy
isakmp policy
isakmp policy
isakmp policy

tunnel-group DefaultRAGroup general-attributes
default-group-policy DfltGrpPolicy

tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *

telnet tinmeout 5
ssh tinmeout 5
consol e tineout 0O
!

end
ci scoasa#

Cisco 871 Router

C871#show running-config

Current configuration : 1639 bytes

!

version 12.4

no service pad

service timestanps debug dateti ne nsec

service timestanps | og datetime nsec

no service password-encryption

!

host nane C871

!

boot - st art - mar ker

boot - end- mar ker

1

1

ip cef

!

!--- Creates a Cisco Easy VPN Remote configuration and
enters the !--- Cisco Easy VPN Remote configuration
mode. crypto ipsec client ezvpn ASA

!--- The IPsec VPN tunnel 1is automatically connected
when the Cisco !--- Easy VPN Remote feature 1is
configured on an interface. connect auto

!--- The group name should match the remote group name.
group DefaultRAGroup key cisco

!--- Specifies that the router should become a remote
extension of the !--- enterprise network at the other
end of the VPN connection. mode network-extension

! --- Sets the peer IP address or hostname for the VPN
connection. peer 172.25.171.1

!--- Specifies how the Easy VPN Client handles extended
authentication (Xauth) requests. xauth userid mode

interactive

!-—- Output is suppressed. ! interface FastEthernetO !
interface FastEthernetl ! interface FastEthernet2
interface FastEthernet3 ! !--- Assigns a Cisco Easy VPN

Remote configuration to an outside interface. interface
Fast Ethernet4 ip address 172.30.171.1 255.255.0.0 ip
access-group 101 in no ip redirects no ip unreachabl es
no ip proxy-arp ip nat outside ip virtual -reassenbly ip
rout e-cache flow dupl ex auto speed auto crypto ipsec




client ezvpn ASA
!
!--—- Assigns a Cisco Easy VPN Rremote configuration to
an outside interface. interface Vlanl ip address
192.168.10.1 255.255.255.0 ip access-group 100 out no ip
redirects no ip unreachables no ip proxy-arp ip nat
inside ip virtual -reassenbly ip route-cache flowip tcp
adj ust-mss 1452 crypto ipsec client ezvpn ASA inside

!

ip classless

ip route 0.0.0.0 0.0.0.0 172.30.171.2

!

!--- Enables NAT on the inside source address. ip nat
inside source route-map EzVPN1l interface FastEthernet4
overload

!

access-list 100 pernit ip any any

access-list 101 pernit ip any any

access-list 103 permit ip 192.168.10.0 0.0.0.255 any

!

route-map EzVPN1l permit 1

match ip address 103
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Output Interpreter TF(SSE T2 1) (OIT)E S show HHES X|HELICLOITE AFE5H0d

show 24 S2do| M =1}

[ N —

= C|gtolA A5l Cisco 871 BFRE{= |01 IP FAE AFE501 ASA 552001 At S22
o4 745404 VPN |_=_.| 32 AE5te{ A= LCh 7| ISAKMP Oi7H8H =7 et =™ 2t E ol CFHS
HAIR|7} EAIE LIEP.

Pendi ng XAut h Request, Pl ease enter the
followi ng conmand: crypto ipsec client ezvpn xauth

AMEXt Ol W HIYUHS E 2=25tEt= HIAIX|IE EAISHE crypto ipsec client ezvpn xauth XS

2/235HoF BfLICE Ol= ASA 552001 &l ALEXt O|F J"—P HIZH S oF LUX[sHok &fLICHALEX} O
1 H|ZHE 7t = T|o{o| M 25 SolstH LIHX| oi7f#H47t S 2|21 IPsec VPN E{'20| LIEFEf
LICF.

EZVPN(ASA) : Pending XAuth Request, Please enter the following command:
EZVPN: crypto ipsec client ezvpn xauth

!--- Enter the crypto ipsec client ezvpn xauth conmand

crypto ipsec client ezvpn xauth

Enter Usernane and Password.: cisco
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Password: : test

ASA 5520 2! Cisco 871 EFE{0|A E{H0| MCHE ZS5t=X| EQlstz{m ClS HAS AF2EL
Ct.
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show crypto isakmp sa
I Pv4 Crypto | SAKMP SA
dst src state conn-id slot status
172.25.171.1 172.30.171.1 QM _IDLE 1011 0 ACTIVE

IPv6 Crypto | SAKMP SA

- show crypto ipsec sa - 4R SAOA AtE5t= M™HE EAIRLICLIO] IP F4, 24 & HH
DRM HMAE = e UEXHT, AASEl= By EE S =g LICtESP(Encapsulating
Security Protocol) SA= ZF &0t stLH] 271 R4& LICHAH(Authentication Header) 242t Al
EE= ASEX| fo2 2 Hlo{ U&LCH.

LS ——

show crypto ipsec sa

interface: FastEthernet4
Crypto map tag: FastEthernet4-head-0, |ocal addr 172.30.171.1

protected vrf: (none)
| ocal ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 172.25.171.1 port 500

PERM T, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 172.30.171.1, remote crypto endpt.: 172.25.171.1
path mu 1500, ip ntu 1500
current outbound spi: Ox2A9F7252(715092562)

inbound esp sas:
spi: 0x42A887CB(1118341067)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 39, flow_id: C87X MBRD:39, crypto map: FastEthernet4-head-0
sa timing: remaining key lifetime (k/sec): (4389903/28511)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

i nbound ah sas:
i nbound pcp sas:

outbound esp sas:
spi: 0x2A9F7252(715092562)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 40, flow_id: C87X MBRD:40, crypto map: FastEthernet4-head-0
sa timing: remaining key lifetime (k/sec): (4389903/28503)
IV size: 8 bytes
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replay detection support: Y
Status: ACTIVE

out bound ah sas:

out bound pcp sas:

- show ipsec sa - T4XH SAO|M At t= AHEE EAIELICLIO]IP T4, 24 & 7 B0l
DT HHAY = JE HESKZ, AISElE HE A S & LICLESP SAE ZF E&of stLt

M 270 A& LICH
ci scoasa##show ipsec sa
interface: outside
Crypto map tag: myDYN-MAP, seq num 5, |ocal addr: 172.25.171.1

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (192.168.10.0/255.255. 255. 0/ 0/ 0)
current_peer: 172.30.171.1, username: cisco

dynam c allocated peer ip: 0.0.0.0

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not compressed: 0, #pkts conp failed: 0, #pkts deconp failed: O
#send errors: 0O, #recv errors: O

local crypto endpt.: 172.25.171.1, remote crypto endpt.: 172.30.171.1

path mu 1500, ipsec overhead 60, nedia nmu 1500
current outbound spi: 42A887CB

i nbound esp sas
spi: O0x2A9F7252 (715092562)
transform esp-des esp-nd5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 8, crypto-map: myDYN MAP
sa timng: remaining key lifetine (sec): 28648
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: 0x42A887CB (1118341067)
transform esp-des esp-nd5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 8, crypto-map: myDYN MAP
sa timng: remaining key lifetinme (sec): 28644
IV size: 8 bytes
replay detection support: Y

. show isakmp sa - I|0{2| 34X 2 E IKE SAE EA|ELICI.AM_ACTIVE A Ej= Of7HEd4 m et
0fl Aggressive ZE 7} AFEE|AS S LIEFRLICEH
ci scoasa#show isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.30.171.1

Type . ouser Rol e . responder
Rekey > no State . AM_ACTIVE

=X =


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s3_72.html#wp1279340
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s4_72.html#wp1305713
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Output Interpreter _L-TL(%EE.J D8 ) (OIT)E EH show BHE X|HELICIOITE AFE
show BHE £39| 2MZ FLCt.

11 debug B-EES ALE5t7| Tol| ClH B0l CiEt S2 HEES HESAMA.

ct2E 24 4

- debug crypto isakmp - IKE 1EtAH|2] ISAKMP &2 E AlgfLCt
- debug crypto ipsec - IKE 2EH7H| 2] IPsec & & :

ASA 24| sl

Al

. debug crypto isakmp 127 - IKE 1E-7H[2] ISAKMP &4 2
- debug crypto ipsec 127 - IKE 2EHH|2] IPsec B 42 EA

2 HE

AlELct.
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