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show crypto isakmp sa
ol 5 3} ipsec sa Al

show crypto engine connection active
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O| Bt Ol &= 0{|AHE Cisco 10S® AZE Q0] C|HH1 Hdoi CHaH HHEELICH REAISH L
IPSec S{ANIKE Z2EZE X5 AAIL.

show crypto isakmp sa

o| |:1=|E=|

&L|Ct.

dst src state conn-id sl ot
10.1.0.2 10.1.0.1 QWIDLE 1 0
o} % 3} ipsec sa Al

O| HH 1loq Ztof| 2 FE
10.1.1.0 A}O|E 0|5 5tE

El IPsec SAE EA|EL|CH &5
EoH=lof CHEH 10.1.0.12 10.1

O| & 7}X|Z Encapsulating Security Payload (ESP) SAE @lHI 2
AH SA7} Qie o 2 AL E|X| St&LCh.

AH(Authentication Header)=

o| =5}

M3

interface: FastEthernetO
Crypto map tag: test, |

| ocal ident (addr/mask/
renote ident (addr/mask/
current _peer: 10.1.0.2
PERM T, flags={origin
#pkts encaps: 7767918,
#pkts decaps: 7760382,

o .
— 1= show crypto ipsec sa S

0424

fjo

A-ELICH

ocal addr. 10.1.0.1

prot/port): (10.1.0.0/255.255.
prot/port): (10.1.1.0/255.255.

_is_acl,}

#ipkts encrypt: 7767918, #pkts
#ipkts decrypt: 7760382, #pkts

#pkts conpressed: 0, #pkts deconpressed: 0
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 1, #recv errors O

local crypto endpt.: 10.1.0.1, remote crypto endpt.:

path mu 1500, nedia ntu 1500

current outbound spi:
i nbound esp sas:

303

spi: Ox136A010F(325714191)
transform esp-3des esp-md5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 3442, flow_.id: 1443, crypto nmap: test

sa timng: remaining key lifetime (k/sec):

IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:
i nbound pcp sas:
out bound esp sas:
spi: 0x3D3(979)

transform esp-3des esp-md5-hmac
in use settings ={Tunnel, }
flow_id: 1444, crypto nap: test

slot: 0, conn id: 3443,

sa timng: remaining key lifetime (k/sec):

IV size: 8 bytes
repl ay detection suppor

t: Y

S 1 Internet Security Association Management Protocol (ISAKMP) Security Associations (SAS) ‘_r"z—TT‘%EI'

SlEl HE2 UWER3= 10.1.0.02+
0.2 AbO|of| 2= =L},

= W olRH2EE TEYALIC

255.0/0/0)
255.0/0/0)

digest 7767918
verify 7760382

10.1.0.2

(4608000/52)

(4608000/52)

O
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out bound ah sas:
out bound pcp sas:

show crypto engine connection active
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ot % 3} isakmp C|H1

ol EH debug crypto isakmp S =2 AlSSrL|Ct.

processi ng SA payload. nessage ID =0
Checki ng | SAKMP transform agai nst priority 1 policy
encrypti on DES- CBC

hash SHA
default group 2
auth pre-share
life type in seconds
life duration (basic) of 240
atts are acceptable. Next payl oad i
processi ng KE payl oad. nessage ID =
processi ng NONCE payl oad. nmessage ID =0
processing | D payl oad. nessage ID =
SKEYI D st ate generated
processi ng HASH payl oad. nessage ID =0
SA has been aut henti cated
processi ng SA payl oad. nessage | D = 800032287

ot & 3} ipsec C|H

2 sacreated HIAIX|= ZF &2 2 StLIY LIEFELICH (ESP X AHE & otH 4719 HIA[X|7}F LEE}

Lict)

ol E8 debug crypto ipsec S

Checki ng | PSec proposal 1transform 1, ESP_DES
attributes in transform
encaps is 1
SAlife type in seconds
SA life duration (basic) of 3600
SA life type in kil obytes
SA life duration (VPI) of 0OxO 0x46 0x50 0x0
HVAC al gorithmis SHA
atts are acceptable.
Invalid attribute combinations between peers will show up as "atts
not acceptable".
| PSEC(val i dat e_proposal _request): proposal part #2,
(key eng. msg.) dest= 10.1.0.2, src=10.1.0.1,
dest _proxy= 10.1.1.0/0.0.0.0/0/0,
src_proxy= 10.1.0.0/0.0.0.16/0/0,
protocol = ESP, transform esp-des esp-sha- hmac



|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
| PSEC(key_engi ne): got a queue event...
| PSEC(spi _response): getting spi 203563166 for SA
from10.1.0.2 to 10.1.0.1 for prot 2
| PSEC(spi _response): getting spi 194838793 for SA
from10.1.0.2 to 10.1.0.1 for prot 3
| PSEC(key_engi ne): got a queue event...
IPSEC(initialize_sas): ,

(key eng. msg.) dest= 10.1.0.2, src=10.1.0.1,
dest_proxy= 10.1.1.0/255.255.255.0/0/0,
src_proxy= 10.1.0.0/255.255.255.0/0/0,
protocol = ESP, transforme esp-des esp-sha-hmac
|'i fedur= 3600s and 4608000kb,
spi = 0xC22209E(203563166), conn_id= 3,

keysi ze=0, flags= 0x4
IPSEC(initialize_sas): ,

(key eng. msg.) src=10.1.0.2, dest= 10.1.0.1,
src_proxy= 10.1.1.0/255.255.255.0/0/0,
dest_proxy= 10.1.0.0/255.255.255.0/0/0,
protocol = ESP, transforme esp-des esp-sha-hmac
|'i fedur= 3600s and 4608000kb,
spi = OxDEDOAB4(233638580), conn_id= 6,

keysi ze= 0, flags= 0x4

| PSEC(create_sa): sa created,

(sa) sa_dest= 10.1.0.2, sa_prot= 50,

sa_spi = 0xB9D0109(194838793),

sa_trans= esp-des esp-sha-hmac , sa_conn_id= 5
| PSEC(create_sa): sa created,

(sa) sa_dest= 10.1.0.2, sa_prot= 50,

sa_spi = OxDEDOAB4(233638580),

sa_trans= esp-des esp-sha-hmac , sa_conn_id= 6
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« debug crypto ipsec
- debug crypto isakmp
- debug crypt engine
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0| &34 Replay Check Failed 27

YCRYPTO 4- PKT_REPLAY_ERR: decrypt: replay check failed connection id=#.
O| 2 7= TS O|C|o{e| MHE(E3| EH B=7t Us B9) EEE Cisco I0S® LH0I|AM *E|E THZ!
ol Selstxl 2 HR(2 WA A2 U U 2E F)2 olaf WAL

LS - O

O|E BtFSt ||:|_:|§;| £t E HEELICE. Of reply check Ol(7F) transform-set esp-mds-hmac O[(7t) &+
SHEILICE o] 2F HIAIXRIE EAIGHK] et S 24™ disable(H|& A 3}) esp-mds-hmac 2 3F2F &S L
Ct.
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PIX &3}8d EE = ASAO] IPsec L2L VPN E{'0| EA|Z|X| &2 QM FSM 2 F HA|X|7} LIEFL
CF.

gt 7IX| 7t 8t ol & HIHAXQl EBHE!l Access Control List (AcL), EEE& &S 3 ACLS &% ZoilA
L[S X| f&LICt,

I CHE 7tSEh ol E B AE o7l M7t LR|stX| i 7] & Lict &% 20 VPN AH0|E
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| PSEC(val i date_proposal ): invalid | ocal address 10.2.0.2
| SAKMP (0:3): atts not acceptable. Next payload is O
I SAKMP (0:3): SA not acceptabl e!
Ol 2F MAIXl= CtZ F 7tx| LetHel 2x & stLtoll 7|I&FLIch.
. O| crypto map map-name local-address interface-id O| HHE2 E|'-<|:-E'|7|' 7(|7¢§5|E|_| TLE Af%ﬁ'i% A

NMSIEE BtREI HZE FAE dE AFSSHA gLt
- Cryptomap 7t 2R E QIE{H O|A 0 MBERHLE 5 M EIX| et&LICt ZHI|Tzi 0|2 &
Ql5to 2= 3 Wo| SHHE QIEHo|A M MBE|/R=X| & QIgFLCY.

XXXX8Q| IKE HIAIX|7} 2 AArol Alof#i7{Lt E4lo| &2 E

02| AT 3 & 7174 UXISHKR| &b = B0l LIEFHLICE o] EXME s ZstedH
olst

1d00H: UCRPTO- 4- | KMP_BAD_MESSAGE: | KE nessage from 198.51.100.1 failed its
sanity check or is nalforned

F o T2 NAT} o] 2o AmfF&LICH

2 Main Mode 27 HIAIX|7F EAIELICH £ 2E71 AU{stE 1EH HAo| FFolq LX|6HK]
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1d00h: | SAKMP (0:1): atts are not acceptable. Next payload is O

1d00h: | SAKMP (0:1); no offers accepted!

1d00h: | SAKMP (0:1): SA not acceptabl e!

1d00h: Y%CRYPTO- 6- | KMP_MODE_FAI LURE: Processing of Main Mdde failed with

peer at 198.51.100.1

show crypto isakmp sa BWE2 9| ISAKMP SAE EA|ELICH mm_No_sTATE. Ol & 2ETJF AIi#Y
=& °o|0lst7|x gfLich

dst src state conn-id sl ot
10.1.1.2 10.1.1.1 MM NO STATE 1

0
12t HHo| & mlo] 2ol UeX| &elstn 2 E §d0| Ux|st=K] #F gLt



Encryption DES or 3DES

Hash MD5 or SHA

Diffie-Hellman Group 1 or 2

Aut hentication {rsa-sig | rsa-encr | pre-share

ZE A ID7t X|HEX] k&

O] HIAIXI= IPsec ECiE ol CHEF AMA S 50| LRIsHX| ef= F2 ClHZ ol ZAELICH

1d00h: | PSec(validate_transform proposal): proxy identities not supported
1d00h: | SAKMP: | PSec policy invalidated proposa
1d00h: | SAKMP (0:2): SA not acceptabl e!

2t mojo| AUNA B2 MZ Dl2{sHor HLICHZE B2 7h24x0l0{of #). 0] ofloll A 0]
g ML

Peer A

access-list 150 permit ip 172.21.113.0 0.0.0.255 172.21.114.0 0.0.0. 255
access-list 150 permt ip host 10.2.0.8 host 172.21.114.123

Peer B

access-list 150 permit ip 172.21.114.0 0.0.0.255 172.21.113.0 0.0.0. 255
access-list 150 permt ip host 172.21.114.123 host 10.2.0.8

Bt xeto| x| LRl Z

1d00Oh: | PSec (validate_proposal): transform proposa

(port 3, trans 2, hrmac_alg 2) not supported
1d00Oh: | SAKMP (0:2) : atts not acceptable. Next payload is 0
1d00h: | SAKMP (0:2) SA not acceptable

e MEIF FHR0M UR|st=R] H LI

crypto i psec transformset transformset-name transforml
[transfornmR [transfornB]]
? ah-nd5- hmac

? ah-sha- hmac

? esp-des

? esp-des and esp-nd5- hnmac

? esp-des and esp-sha-hnmac

? esp-3des and esp-nmd5- hnac

? esp-3des and esp-sha- hnac

? conp-1zs

A mof7t e eIEM U 7| g

Ol HIAIX|= etREo 7 EEl |0 FATF R E[QAHL HEEIRSE S LIEHELICH T[o] AT S
A=

HHEX], 221 F40i ?é'%a* = AEX

1d00h: | SAKMP: No cert, and no keys (public or pre-shared) wth
renote peer 198.51.100. 2

Io] FAXXXXE 32 £+ 218



25 HIAIX[= vpeN 3000 concentrator 25F HIA|X|7F E A|E LICH Message: No proposal chosen(14). O|&
Zo| ZAE | ZAE0|7| HELILCE.
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o

20: 44: 44: | PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. msg.) dest= 192.0.2.15, src=198.51. 100. 6,
dest _proxy= 10. 0. 0. 76/ 255. 255. 255. 255/ 0/ 0 (type=1),
src_proxy= 198. 51. 100. 23/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
20: 44: 44: | PSEC(val i date_transform proposal):
peer address 198.51.100.6 not found

IPsec mjZ!of| &R &l SPI7} A&LICH

ol £82 27 HlAIX|2| oi| LC.

%P1 X| ASA- 4- 402101: decaps: recd | PSEC packet has

invalid spi for destaddr=dest_address, prot=protocol, spi=nunber

= 4E IPsec THZ2 Security Parameters Index (SPI) 0|(7|') Security Associations Database (SADB). i F=n gl

2 olf=z dAMel §&ol E = &Lt

. O| of|o|&lod| CHEF 2FZt2| RFO| security Sssociations (SAs) IPsec IL|0q ZF
- EZ SATH ATRIEI& LICH
- IPsec I|o{0i M ELH FZ2E %!

O|RX2 otote 33U ALCt.

W =XI: Zof7 24 SAT XIHFE S HstR| efE =+ U&LICH 24 2t EM A 4Z0]
HEE|H F mlof7t d3Me =z ChA| dHEE + A&LCh

OEX ef2 B2, M7 E2 7|2 oly &dstH M HZEE AlstAHLE siE I|o{9f 2| Xtoi[A|
Eolst A2

IPSEC(initialize_sas): & R E ZHA|ID

@] 21:57:57: IPSEC(initialize_sas): invalid proxy IDs T{E ZEA|id7F HMA SEof et +EHE =&
Alidet L x|5tX| &£&2 LIELICE
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|
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AMA SE2 8 Z Zols HEXILE O E F Zols 2AEE Lt



21:57:57: | PSEC(val i date_proposal _request): proposal part #1,
(key eng. nsg.) dest= 192.0.2.1, src=192.0. 2. 2,
dest _proxy= 10.1. 1.1/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 2. 0. 1/ 255. 255. 255. 0/ 0/ 0 (type=4)

Ho|2E 50| M =] X| QIS
= ISAKMP 7|7} L x|5tK| oS LI et e Ha6t7| 5l 7|2 ChA| U23/A A& 8tch,

HMZE HAl gnelFo| 2t ex|stx| & LCH

THE ISAKMP H20| 223 m|o{of| A Aot HAn UX|5HK| fofH BIRE{E 7|8 HAQl
655352 A|=&LICt.

£ & oLt UX|stX| f 2™ ISAKMP & &fof AlmfgfL|ch.

M%XPE Hash algorithm offered does not match policy! = Encryption algorithm offered does not match
policy! EFRE{0| 2F HIAIX|[7t EA|ELICH

=Rout er A=

3d01lh: | SAKMP (0:1): processing SA payl oad. nmessage ID =0

3d01lh: | SAKMP (0:1): found peer pre-shared key matched 203.0.113. 22
| SAKMP (0:1): Checking ISAKMP transform 1 against priority 1 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

| SAKMP (0:1): Hash algorithm offered does not match policy!
| SAKMP (0:1): atts are not acceptable. Next payload is 0

=Rout er B=

| SAKMP (0:1): Checking ISAKMP transform 1 against priority 65535 policy
| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

| SAKMP (0:1): Encryption algorithm offered does not match policy!
| SAKMP (0:1): atts are not acceptable. Next payload is 0

| SAKMP (0:1): no offers accepted!

| SAKMP (0:1): phase 1 SA not acceptable!

HMAC &2l Al

E T EILIC} Hash Message Authentication Code IPsec IHZ! 04| A
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Sep 22 11:02: 39 203.0.113.16 2435:

Sep 22 11:02: 39: %MOTCR-1-ERROR:motcr_crypto_callback() motcr return failure

Sep 22 11:02: 39 203.0.113.16 2436:

Sep 22 11:02: 39: %MOTCR-1-PKTENGRET ERROR: MOTCR PktEng Return Value = 0x20000,
PktEngReturn_MACMiscompare
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Ol 27 HIAIX|= 2Bt A IPSec OH7H#H 7t 2ZH ALO|E 2 274 AFO|E Zhoi| YR|sHX| XS f &
gfLick

Ol EXMIE sidsted™ LRIstE VPNE 3Mez HYstE S By MM S i7fHs-E
NES)- e

! e Es/AE S LR

ol £32 27 HlAIX|2| oi| LC.

HW VPN 1- HPRXERR: Virtual Private Network (VPN) Mdul e0/2: Packet Encryption/Decryption
error, status=4615

Ol 27 HAIX|= Ct5 el & stLt MEY = UA&LICH

ot

CEOMHES — ZfOHESE 2S5 IiFI2 TEAMA ARTELICH & T2 AMA AL
= A ECH iEH A9EE T30l HX VPN FtEE MESE LC.

=27 MetE Zlo] Z2EMA HME MZIEC HA Me|2lHH T2 MA e oiZlof chEt ESP e

= AH A|[HA HE 71 2AGHKX[T T{ZI0| VPN FHE0 &5 ST A|FHA HE I Y RIE2 2|

2o &Lt

O™ AL st= ZiEstol et AH EE= ESP A|HA 5 @7 (282 4615 2! 4612)7F S gt L(C.

. QEHE FHA| A EE| — 0| B 7158t EE CHE of = fast-switch FHA| FNE 2|7} EAISHK| T FHA|
=2to| Qe A il miZlo| TR MAE Metsts AL}

82 W

1. 3DES HE oM ZE 2| Q158 1117 ESP-DES/3DESE A LTt O|FH A 5tH ¢
S/MESE SR EE7 Mo 2 HIF E3H |0 = M7 XIEEIX]| 2 (EEE) IPsec EEHE
of gt E o2 AKX 2/ 7F K| ELICH %Hw_VPN-1-HPRXERR: Hardware VPNO/2: Packet
Encryption/Decryption error, status=4615.

2. 047|A‘| C.’_*E?J M"lc"ro‘" x_-llg |_ °|' 7|'X| OH?E=| %I":L'S Maximum Transmission Unit (MTU) o||:||'C> =
AERZ|9| 37|2 1400HI0|E O|Tte 2 MEtLICH QIHIR2E AE ROl MTU(ZICH T& EFHR)
3A7|E 1400HI0|E O|Rte 2 MHSie{H Ot WS =Lt
ip tcp adjust-nss 1300

3. AIM 7tEE H|EM5terL(Ct.

4. 2t 2B 2E{H 0| A 0| X fast/CEF AQ[& & BLICH HE AEE A7HstE{™ QIE{m|o|A
I agolM ZEM CHE BHEE AFSELICH
no i p route-cache



ESP AI2A AITYE QIft T Al 2 F

CHE2 27 AR of Lc.

%C1700_EM 1- ERROR packet-rx error: ESP sequence fail
Ol 2F HAIX|= YEtXo 2 ChE 7ts8h =4 & stLHE LIEFLICH
- IPsec §E3} HZI2 H X FHE QoS HAHLIE ME0 253 2tE{ol 2la =A7t 5o
MEELICH
- ol = 2HRE{7 =418 IPsec THZ! 0| &2F ClHIO|ANM THZ! &M HESZ Qs =A7t X
A& LI

. #2018 IPsec THZ!0| Z2t3tE|0f Q15 20l 9l o5 S5 ol CHA| ol of fLiCh.
aild Yy
1. 24535 F= 7t EHRE{0lM IPsec ECHZI0f CHEH QoSE H|E A&t ELICt
2. &5 3| Bt RE{0|A IPsec AFM ZZtSHE &M SHEL|CE.
Rout er (confi g-i f) #crypto ipsec fragmentation before-encryption

3.MTU &2 Z=Zt&t e 7t gl 3 7|2 d-gLch
Rout er (conf i g) #interface type [slot_#/lport_#

Rout er (config-if)#ip mtu MTU size_ in bytes

4. e L&tol| M Cisco I0S® O|O|X|E At 7tsEt 2[4 ot El O|0IX|2 ¥azio|=§LCt.
EFRE0MH MTU 27|17t ¢HEE[H ST IE{mH 0| A0 M stEIE 2 & 0| sHAIELICE.

OlorEl ChREY St 0] 317 Wie 2R e Amln

mo

7600 Series 2H*EI0A| VPN Elid& dEstE Sot L/ 7t &y &Lt

0| 2 F & 7600 Series 2FXE{0IAM VPN B{S MHA5te{D & i ehAigtL|ct.

crypt o_engi ne_sel ect _crypto_engine: can't handl e any nore

Ol 2F = LAZEQ| o] 23317} 7600 Series 2t E{0|A X|HE[X| 2£7] HZEof &ELICH 7600
Series 2 FE{= IPsec SPA StE9|04 810| IPsec B B2 & X|SHX| L&LICH VPN 7600 2t
S E{9| IPSEC-SPA 7t=E0{| Mt x| LICt.

PIX C|HH

show crypto isakmp sa

O| H 2 1loq Ztoll 2 FE! ISAKMP SAE E A|EL|Ct.

dst src state conn-id sl ot
10.1.0.2 10.1.0.1 QM I DLE 1

O| &ey oF % 3} isakmp saoutputOl A A Ef= &4 ou IDLEO|O{OF B LICtH & EN7} vy kEY EXCHO|H

o



M SR 717t 2HI2X| &AL T(o IP FA7t CHEE 2l0lgf L

Pl X(confi g) #show crypto isakmp sa

Tot al 12
Enbryonic : 1
dst src state pendi ng created
10.177. 243. 187 MM_KEY_EXCH 0 0

192. 168. 254. 250
+3E £ AsLich

718 #8¢ Ml 0|& =TE

EAELCH HWE23 10.1.0.02} 10.1.1.0 AO|E 0|55}

B0 -’JS.E. LICF.

O| A2 1|oq Ztol| 2= El IPsec SAE
= Eff=loll cisH 10.1.0.12+ 10.1.0.2 AtO|ol| & 5 5=
&O0lgh = QI&LICH AHE AH SA7L gl 2

PHI2E 3l ol RHIR2E0| 2 E 2742 ESP SAE

ArSE|X| b &LCt,
OJ 0| show crypto ipsec sa B 0| O] =230 E A|E/LIC}H

10.1.0.1
(10.1.0.0/255.255.255.0/0/0)

interface: outside
(10.1.0.2/255.255.255.255/0/0)

Crypto map tag: vpn,
| ocal ident (addr/nmask/prot/port):

renote ident (addr/nmask/prot/port):

current _peer: 10.2.1.1
dynamic allocated peer ip: 10.1.0.2
PERM T, flags={}
#ipkt s encaps: 345, #pkts encrypt: 345, #pkts digest O
#ipkt s decaps: 366, #pkts decrypt: 366, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O,
#ipkts deconpress failed: 0, #send errors 0, #recv errors O
|l ocal crypto endpt.: 10.1.0.1, renpte crypto endpt.: 10.1.0.2
i psec overhead 56, nedia ntu 1500

path mtu 1500
current outbound spi: 9a46ecae

i nbound esp sas:
spi: 0x50b98b5(84646069)
transform esp-3des esp-nd5-hnac ,

in use settings ={Tunnel, }
:vpn

| ocal addr.

slot: 0, connid: 1, crypto nap:
sa timng: remaining key lifetime (k/sec): (460800/21)
IV size: 8 bytes

Y

replay detection support:
i nbound ah sas:

i nbound pcp sas:

out bound esp sas:
0Ox9a4d6ecae(2588339374)

spi
transform esp-3des esp-nd5-hnac ,

in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: vpn
sa timng: remaining key lifetime (k/sec): (460800/21)
IV size: 8 bytes

Y

repl ay detection support:
out bound ah sas:

ot & 3} isakmp C|H1



ol

B2 [Pseo $20] CHE LI BEE EAISHL &5 Bl s nhol 7w E X ey
PN |
=

5 Hm 2 x| A|=(DES CH&I 3DESE ATt 11 secure Hash Algorithm (SHA) ISAKMP SA7| & ElL|Ct

ol ClHaE =8t 24 Z20|M IP £4(10.32.8.1)& = M3 <& 2Ct0[HE0 A 7HX{SLICEH
ISAKMP SA7} 5 E|H IPsec £40| H4 LT 58 7tset W2 &QlELct

O CHR PIXE 0470 EAIE! CHE IPsec SAE M EILICE O] 232 debug crypto isakmp HHEE
A|oHo|'|_|[___|.
=2O0OH- .

crypto_i saknmp_process_bl ock: src 10.1.0.1, dest 10.1.0.2

QAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 1 policy

| SAKMP: encrypti on DES- CBC
| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 1 policy

| SAKMP: encrypti on 3DES- CBC
| SAKMP: hash SHA

| SAKMP: default group 1

| SAKMP: aut h pre-share

| SAKMP (0): atts are acceptable. Next payload is 3

| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP: Created a peer node for 10.1.0.2

QAK_QM exchange

| SAKMP (0:0): Need config/address

I SAKMP (0:0): initiating peer config to 10.1.0.2. ID = 2607270170 (0x9b67c91la)

return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src 10.1.0.2, dest 10.1.0.1

| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad from 10. 1. 0. 2.
nmessage | D = 2156506360

| SAKMP:  Config payl oad CFG_ACK

| SAKMP (0:0): peer accepted the address!

| SAKMP (0:0): processing saved QM

oakl ey_process_qui ck_node:

OAK_QM I DLE

| SAKMP (0): processing SA payl oad. nessage | D = 818324052

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

| SAKMP: encaps is 1

| PSEC(val i dat e_proposal ): transform proposal
(prot 3, trans 2, hrmac_alg 1) not supported

| SAKMP (0): atts not acceptable. Next payload is O

| SAKMP : Checking | PSec proposal 2

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

| SAKMP: encaps is 1

| SAKMP (0): atts are acceptable.

I SAKMP (0): processi ng NONCE payl oad. nmessage | D = 818324052

| SAKMP (0): processing |ID payl oad. nessage ID = 81

| SAKMP (0): ID_IPV4A_ADDR src 10.32.8.1 prot 0 port O



| SAKMP (0): processing |ID payl oad. nessage ID = 81
| SAKMP (0): I1D_|I PV4_ADDR dst 10.1.0.1 prot O port O
I NI TI AL_CONTACTI PSEC( key_engi ne): got a queue event...

o} % 8} ipsec C|H

O| BE2 IPsec A0l CHEr CIHT HEE EAIRLICH

| PSEC(key_engi ne): got a queue event...
| PSEC(spi _response): getting spi 0xd532ef bd(3576885181) for SA
from 10.1.0.2 to 10.1.0.1 for prot 3
return status is | KMP_NO ERROR
crypto_i saknmp_process_bl ock: src 10.1.0.2, dest 10.1.0.1
OAK_QM exchange
oakl ey_process_qui ck_node:
OAK_QML AUTH_AWAI T
| SAKMP (0): Creating IPSec SAs
inbound SA from 10.1.0.2 to 10.1.0.1
(proxy 10.32.8.1 to 10.1.0.1.)
has spi 3576885181 and conn_id 2 and flags 4
outbound SA from 10.1.0.1 to 10.1.0.2
(proxy 10.1.0.1 to 10.32.8.1)
has spi 2749108168 and conn_id 1 and flags 4IPSEC(key engine):
got a queue event...
IPSEC(initialize_sas):@ ,
(key eng. msg.) dest= 10.1.0.1, src=10.1.0. 2,
dest _proxy= 10.1.0.1/0.0.0.0/0/0 (type=1),
src_proxy= 10.32.8.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0xd532ef bd(3576885181), conn_id= 2, keysize= 0, flags= 0x4
| PSEC( initialize_sas):@ |,
(key eng. msg.) src=10.1.0.1, dest= 10.1.0. 2,
src_proxy= 10.1.0.1/0.0.0.0/0/0 (type=1),
dest _proxy= 10.32.8.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = O0xa3dcOf c8(2749108168), conn_id= 1, keysize= 0, flags= 0x4
return status is | KMP_NO ERROR

lHIZ{0| g} RE{-VPN Z2I0|HE 2X
VPN E{'d Q|50 MELlo] HMASR 4 918: ABS B

ol Z ct2H ZI|Teiold £32 VPN 4o s 2AE2 B E & d&lsts YHS EoiEL
Ct.

0| split tunnel %'Ec;'go‘” ‘_r"gin_l :L‘E‘J_'—f Qjéiﬁl |—|L_-|'. crypto isakmp client configuration group hw-client-
O|Eé|7‘|| 6|'||:'_=| Cisco VPN Client VPN E‘l"é'-o—| OEI_l?’_7|- OH:' -7TS7|' A—|E'—;‘ﬂ0-|| C)—I|4A'||ﬁ3|'7| ‘?’IéH El“?"—'ﬂ% A"%
| &2 IPsec 2 EotollM ds Mot glo] ~~ELICH B{'E2 192.0.2.18 HIEL =0l SEE

|

EffEle AdSSEX| S MENRE access list 150 B QIL|CT

0



1
crypto isakmp client configuration group hw-client-groupname
key hw-client-password
dns 192.0.2.20 198.51.100.21
wins 192.0.2.22 192.0.2.23
domai n ci sco.com
pool dynpool
acl 150
!
!
access-list 150 permit ip 192.0.2.18 0.0.0.127 any
1

k=01 PIX-to-VPN 221 0| E 24

O| EH 2| #=0{ M= VPN Client 3.x2] =22 0} PIXE IPsecRZE 7AE I E5| &Mt
ME CtELICH PIXS| ME AT|adolMS T 6.xE 7|Ete = §hLCH

rr
MO

Ei'go| AYE ®ol= Ecf{Zo| 22X| &L PIXE S8l LIEXZ LIS oA
Ping® + Q1S

ols 2t e} BHeiE

z 22l 2] Slof| 27 AZEX| &1 LS ol
= dEiZ0l cfet B2} Q=R EelgtLic

9
SE
i
©
Ho
2
o
T
Il
Y
X
_C.>_
m
ok
x
|

st LR HEKIo|E ECI0|¢E T4 E9| A0 CHSH PIXE Sol7te Z=E7} lo{of grL|ct.

o

M
i

2 0|§ 2oiELIct

I--- Address of PIX inside interface.
ip address inside 10.1.1.1 255.255. 255. 240

l--- Route to the networks that are on the inside segnent. !--- The next hop is the router on
the inside.

route inside 172.16.0.0 255.255.0.0 10.1.1.2 1

I--- Pool of addresses defined on PIX fromwhich it assigns !--- addresses to the VPN dient
for the | Psec session.

ip local pool mypool 10.1.2.1-10.1.2.254

l--- On the internal router, if the default gateway is not !--- the PIX inside interface, then
the router needs to have route !--- for 10.1.2.0/24 network with next hop as the PI X inside
interface !.

ip route 10.1.2.0 255.255.255.0 10.1.1.1

E'd0| 7ISXIH Ar8XI7t QlEHE B Mg +~ glaLich 28R B

o| 2x|o| 7}EH YA

7 2l §QI2 VPN 22t0IUE|A PIXE OIS 3t IPsec B/ AR ZE E
ol EidE Sl

MEE|7| 2L|Ct.

>
oL
LOL
1T
[0
Hu

HO|AR CHA| MEE|IE & 385 K| et &LICt. [MatAM QIE
&LCc}.

_I_

PIX Z|s0ME EciZEo| £AIE QIE
HoZ #5le ECHEI2 & E5HK| s

)



O| EXIE & sEA™ spiittunner BES AlAELICH Ol2det =78 O|H0| U= ofo|C|o{= EfdE
Soll §E EciEE Elils EcfEHE I LHHA| ESiE2 E{E0o| ot QIEH e 2 %7 o|SEtCt
= 7d0]| |C}.

- Ak

vpngroup vpn3000 split-tunnel 90
access-list 90 permt ip 10.1.1.0 255.255.255.0 10. 255. 255. 255. 0
access-list 90 permt ip 172.16.0.0 255.255.0.0 10. 255. 255. 255. 0

0| vpngroup vpn3000 split-tunnel 90 %'Ec';'; A|'QO|'O=| % = E‘l‘é% access-list number 90.

P

1.2.0
1.2.0

O| access-list number 90 %'35'% E‘I"é-l

of 2o M HREELICH

fjo
O
ol

a}

rr

ENT 282 oI5, LIHK| EHTS AN~ S

HE 2™ HM A S F0| SLUMNOF FFLICH Network Address Translation (NAT) A S & LICF.

OII

E'do| 7tsElH &3 ofFclF|o|Mo| &S5 K| iU ct F2H0|HENM MTU =
LS

sted Flo| HE Ao Ues AARIN pingE® = UXIBH Microsoftet 242 &
gE|- -JF 32'%'—“3‘ Outlook.

E{gdo| AXT|H pIx g
Y oHEEIFolME M E

(Maximum Transfer Unit) 2 7|/L|C}. IPsec = ZICH 50~60H}O|
HAofl F=7HELICE.

mjZlol 27|71 1500(UE A ef 7|2 &) &t HX|H ClHO|A MM ZefTHES}SHoF B LICH IPsec
SIHE F7I8t Fo= 3 7|= 04T15] IPsec?| %|CHEL 21 1496 2Tt 2t &L CtH

O| show interface O] 22 HA|A 7}=6t Bt RE| EE= AHA| Zd|0|A 2| EFRE{MH EX 2IE{ T O]
A9 MTUE EAIFLICH

AAO|M CHA R A 22| MTUE ZAH5H| TIoH CIst 3 7|2| H|o|E{14 0| Do Not Fragment
oF) M&E Ho|E|aRo| MTUELE 2 B2 0| 2F HIAIX|7I AAZR CHA| MESEEE HEE MY
ghuict
= .

frag. needed and DF set
O| E2 IP £47110.1.1.2 ¥ 172.16.1.5621 SAE 7t Z2 9| MTUE 3= YO o E Ho{E
LICt.

Rout er #debug ip icmp
| CMP packet debugging is on

l--- Perform an extended ping.

Rout er #ping

Protocol [ip]:

Target | P address: 172.16.1.56
Repeat count [5]:

Dat agram si ze [100]: 1550

Ti meout in seconds [2]:

1--- Make sure you enter y for extended commands.



Ext ended conmands [n]: ¥
Source address or interface: 10.1.1.2
Type of service [0]:

l--- Set the DF bit as shown.

Set DF bit in |IP header? [no]: ¥

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 5, 1550-byte | CWMP Echos to 172.16.1.56, tinmeout is 2 seconds:

2wsd: 1 CWMP: dst (172.16.1.56): frag. needed and DF set.
2whsd: 1 CMP: dst (172.16.1.56): frag. needed and DF set.
2whsd: 1 CMP: dst (172.16.1.56): frag. needed and DF set.
2whsd: 1 CMP: dst (172.16.1.56): frag. needed and DF set.
2whsd: 1 CMP: dst (172.16.1.56): frag. needed and DF set.

Success rate is 0 percent (0/5)

I--- Reduce the datagram size further and perform extended ping again.

Rout er #ping

Protocol [ip]:

Target |P address: 172.16.1.56

Repeat count [5]:

Dat agram si ze [100]: 1500

Ti meout in seconds [2]:

Ext ended conmands [n]: ¥

Source address or interface: 10.1.1.2

Type of service [0]:

Set DF bit in |IP header? [no]: ¥

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 5, 1500-byte | CWMP Echos to 172.16.1.56, timeout is 2 seconds:

2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 380/ 383/384 ns

VPN 2Z2I0|1E|E AFE X7} Cisco VPN Z2t0|HEof CHst MTUE ZHE = A= MTU X

ElZ|E|7} A== L|C}.
PPPOE(PPP over Ethernet) 22t0|1E AF&XI2| A< PPPoE O{=HE{S| MTUE ZH &
VPN Z2t0|¢Eof CHE MTU R E2IEIE ZHStEdH ChE BAE =Ll

1. t' Bl start > Programs > Cisco System VPN Client > Set MTU.
2. MEH | ocal Area Connection® 228t CI= 1400 2IC| HE S Z=218L|Ct.



£ Cisco Systems SetMTU X
LAUTION: MTU changes: can atfect your PL's perormance on the nebyork.

— Mehwork Adapters (IP3ec only)

Dial-up Metworking
Local Area Connschion

— MTL Options

" Defaul " B7E ¥ MEIIZE " Custorn I

Qk Cancel | Help |

3. 22 ok
4. 1EHAIE BFS S0 pial-up Networking.
5.576 EI-IZIO I:HEO == I:|-§

& Cisco Systems SetMTU X

LAUTION: MTU change: can affect your PLs peflormance on the networnk.

— Mehwork Adapters [IPSec only)

Local Aiea onnecton

— MTU Options

(" Default {+ B7E (" 1400 € Customn I

k. Cancel | Relp |

OK

sysopt H& F+&

O| sysopt connection permit-ipsec IPsec EE{Zl0

| =2l Q0| PIX &St E2 S5 3{&35t7| 2I5H
PIX2| IPsec Z1I| 22| O|AM 0| M B conduit &

=
access-list HEE ILICTH.

r|r 1ot

7|8Mo 2 BE CHIRE MM con dun &= access-ist BEEQLICH IPsec E5 EBfZE0|ME
2X HNA 22 ZNE 28 4 UsLDh

IPsec 215/t 535} Qld

—_

2 MMo| &4 HEEL|TE 5t2{™ sysopt connection permit-ipsec HEE Al



SHBHL|C},
ACL(Access Control List) &¢I
~ =220 ABELICH

wMolste o shLkel A

B2 01 IPsec VPN Z1I|df|o|Mol= 2702 HMA S5
A S50| ASELICH

Mol &3t ACL B

old
= =
NAT ZZA|A0M VPN E{E2
CHE HAA B2 o2 8ty EBiTS HolshL
S 9474 N A 20| AES! B ACLO| ZEHEILICH
Ol2{8t ACLO| &2 PAE|HLt 2 ZQ, ESHT2 VPN Eid M0 & wiozpt 527
Lt Efd R0l M TS EIX| of2te & ABLIC
Psec VPN 4T 28|04 et sts O BR# BE AMlA S=g TAHOD Of2f8 AMA =
S| 2HHE E4TIS HolsH= K| HOISHAIAIL.
24910|2tT OlAElE HL Holg #20| LEE/0f L

0| 2£0f= ACLO| IPsec VPN £X|2| &
Ct.
. NAT 0 Q| 2! et 5 5} ACLOI SHIE EgjEE XA oIt}
. 042 VPN E{'&1} o2 & 53t ACLO| Qe B2 oHE* ACLO| S E|X| =X QIS AAI2
ACLo = |I:|_.| Al'ool'xl Dl.AIAlO NAT 0‘”9' ACLJ—" %I';él' ACLol %OEI?_I' EEH"A; x|o°|’t
JHel CIE HMA S ES AFSELICEH
St & FEklo] U=X| = elgLct. é route-map CHE{0]
LICH. NAT 04 2] ACL2 LAN-to-LAN ! 2174 M| A 1|2
EFEEFEM

Ao F

C|HFO|A7F NAT 02| ACLE At

CHet B2, O] nat (0) HHS AE

dlo|Mof| 25 ZeEhLct.

2 0I5t dhedo] ci st XFAMISH LH2 2 Most Common L2L and Remote Access IPsec
FR4O| | 2| 2l 2179 M| A |Psec VPN E 2

AR AR,

ACL &
VPN Troubleshooting Solutions(7} & &t

0{ A ACLO| Correct@l x| &Ql MMg 2
e HH

IPsec HAHKE ZE2EE& X|¥ HO|X|

- PIX X|¢ HO|X]
718 L E
. 7| X|®¥ 8! X - Cisco Systems
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