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Internet

Cisco 10S CA Server (R1) Cisco |10S Router (R2)
14.38.99.99/16 14.38.99.100/16

E7| 73
2 M F=lol Tt AFMIEH LIB 2 Cisco 71 & FEIS X5 AAIQ
CIEM Mol CHEt RSA 7| & MM 8l LIELHZ]

Hml CHA|E Cisco 10S CA MEH7H AL 3HE RSA 7| & M4t ZdLich2HE|(R1)0A
£240] EA|IEI CHZE RSA 7|2 MMELICEH

1j0 3

Rl(confi g) #crypto key generate rsa general-keys label ciscol exportable

The name for the keys will be: ciscol

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few mnutes.

How many bits in the nodulus [512]:
% Cenerating 512 bit RSA keys ...[OK]

Rl(config)#
*Jan 22 09:51:46.116: %8SH 5- ENABLED: SSH 1.99 has been enabl ed

:’EL"L PIZ M Mol ALE & 7| ‘& (key-label)ol| CHall S et Ol 2 At&dtoF & LICHLES ol X[ E
£ crypto pki server cs-label HE = &&f).

HHEE 7| LIS LT

7|2 H|Z|erd RAM(NVRAM) EE&= TFTP(9‘|JL|1E4IO|A=|01I ehz LHEHLICH o] ool ME
NVRAMO| AFS ElL|Ct T 8ol el RIZ M HEE K& st7| s Hxo| TFTP MHE AM8E £
A& LICEH

Rl(confi g) #crypto key export rsa ciscol pem url nvram: 3des ciscol23

% Key nane: ciscol

Usage: General Purpose Key
Exporting public key...
Destination filenane [ciscol.pub] ?
Witing file to nvram ciscol. pub
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Exporting private key...
Destination filenane [ciscol.prv]?
Witing file to nvramci scol. prv
Rl(config)#

TFTP MHE At8ete d< T

0jo

1 Zo| dEE 7| 2 ChA 7k E & J&LIoh

crypto key import rsa key-label pem [usage-keys] {terminal | url url} [exportable] passphrase

1 B M MM 718 LIELHX| foEi® LHEE £ gl 7| o2 LIEH £ oIEM MHE
CHAl 7FK4Z LICH Ol | 5t 7|18 CHAI & == §

MME 7| & &ol

MME 7| 42 £ 2I524T show crypto key mypubkey rsa B2 Al&EFL|CH
Output Interpreter TF(SEE T2 ) (OIT)E S show HHES X|HELICLOITE AFE5H0d
show B3 £3i9| A2 FLICt
Rl#show crypto key mypubkey rsa
% Key pair was generated at: 09:51:45 UTC Jan 22 2004
Key nane: ciscol
Usage: General Purpose Key
Key is exportable.
Key Dat a:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00CC2DC8 ED26163A
B3642376 FAA91C2F 93A3825B 3ABE6A55 CODD3E83 F7B2BD56 126EQ0F11 50552843
TF7CAADA 3EC3E2CE 0F42BD6F 4C585385 3CA3FF1E 04330AE3 37020301 0001
% Key pair was generated at: 09:51:54 UTC Jan 22 2004
Key nane: ciscol.server
Usage: Encryption Key
Key is exportable.
Key Dat a:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 O0EC5578 025D3066
72149A35 32224BC4 3E41DD68 38B08D39 93A1AA43 B353F112 1E56DA42 49741698
EBD02905 FE4EC392 7174EEBF D82B4475 2A2D7DEC 83E277F8 AECS590BE 124E00E1
C1607433 5C7BC549 D532D18C DDOB7AE3 AECDDE9C 07AD84DD 89020301 0001
(=) —
2t RE{HIMH HTTP M & 45}
Cisco I0S CA Server= SCEP(Simple Certificate Enroliment Protocol) & S3{AEF S x| E
LICt 2t M O| & 7ts3tAH| 5t2d™ 2tE 7t LHE Cisco IOS HTTP MEHE Al&i5Hok & LICHip http

server BH2 ALE5t0{ EM3tgFLICt.

Rl(confi g)#ip http server

B PE{0|M CA M &M35 5! 4

CHE EHAHIE 2t 26t MAIR

1. 2B MHE 43 +322 ddet 7| ¥t SUE 0| S AtS8liofF Bftte M2 7|qsH ok
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gLICheolg2 ddE 7| 4 Blolga YxIELICH.
R1(confi g) #crypto pki server ciscol

CIZEM MHE g4t 2ol= O|2] FAHE 7|27t AH25H7{LE CLIZ &8l 215 M M 2|
7lsof cHst 2t RIHE = &Lt
2. database url @@ 2 CA M| 2 E H|O|E{H|0|A &= 0| 7|E &= fXIE X|™gL|Ct o] &

P2 X|Estx| gfo™ 2 E Hlo|EHo|& & =0] SeiAlo 7S ELICH

R1l(cs-server) #database url nvram:

#I: TFTP MHHE AI& 3= 4 URL tftp://<ip_address>/directory0{OfF & L|C}.

3. Cllo|E{H|o| A efdl g F&gfLict

Rl(cs-server) #database level minimum

ol He 215 A 5= ClolE{# 0|40 M = ClOIE REES Mo{E LICHMinimum(Z|4) -
S8 HEJl MYEIDR 55 90| M QIBME A& Y5y 9IE Sxo=p SR

7|22t Names(0|&) - |4 BlEAM XIHE HE 2o Zf eI5 Mol Yzd HE o F&|| O|F &
LIC}.Complete(2 &) - |4 2! 0|8 Eﬂ”*'oﬂkl XHE HE Qlof ¢ZE 2t 1B M7t ol O|E{H|
O|Ao0i 7|ZEL|Ct310: complete 7| == CHE S| MEE MefLICt. ol BH 0| AAE 3
< database url B2 S35l CllOIE{E H”"* |2 TFTP A‘IH-I_'.:_ X|&d5HoF g Lt

4. X|HEl DN EAtLEE CA Y ZAt 0|F2 T I=LICH O] ofof| A= ciscol.cisco.com 2]
CN(Common Name), RTP2] L(Locality) & O|=2| C(Country)7} AL EILIC}

Rl(cs-server)#issuer-name CN=ciscol.cisco.com L=RTP C=US

5.CARIEM Ee QBEMO =FH ()2 X|EELICL. &8 L2 2/~182522/L|Ct. 7|2
CA Q1B M 432 3L10|2 7= Q15 M 2L 1delLich 2]k Q15 M 2L CA 15 M £
HECH 7702 OIRtLcho|E EH oS30 2 &Lt
R1(cs-server) #lifetime ca-certificate 365
R1(cs-server)#lifetime certificate 200

6. QIE M Mol M AF85HE CRLO| +HE Alzt ©9I2 HolgLich 2|c] £ g2 336Al2Zt
F)LIct 7|=2t2 168AI1ZH1F)ILICH.

Rl(cs-server)#lifetime crl 24

7. 2183 M Mol A eS8t QIS Moi| A& & CDP(Certificate-Revocation-List Distribution
Point)& o[ LICtURL2 HTTP URLO|0{0F B LICL. & E0{, MHO| IP F4E
172.18.108.26 I L|C}.

R1(cs-server) #cdp-url http://172.18.108.26/ciscolcdp.ciscol.crl

8. CA MHE &%l 5l24™ no shutdown BHES AMATLICEH.
R1l(cs-server)#no shutdown

B B M MHE 2HH3] 788 Folbt o] BHE A-dgfLCh

CIEM Mol & M 10S 2t E{(R2

Ct

it
0
N
on
i

0jo

HAE s

1. ZAE O|, THQ! O|§ 2 T35t R20IH RSA 7|& M/ EELICHEIRES] ZAE 0|8 E2

R22 F45l24H hostname Eg%‘é ArS gL,
Rout er (confi g) #hostname R2
R2(config)#



hostname E‘S'%'CE’ 2t & BIREQ| ZAE 0|50| SA| HEEIUELICHEIREAM =H 2
JE A35t24™ ip domain-name B2 AF &LICtH

R2(conf|g)#1p domain-name cisco.com

crypto key generate rsa BE S A& 6104 R2 7| &S A-HELICH
R2(confi g) #crypto key generate rsa

The name for the keys will be: R2.cisco.com

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few m nutes.

How many bits in the nodulus [512]:
% CGenerating 512 bit RSA keys ...[OK]

2. BHSEI7H AL H0F 5= CA(O] (ol M= Cisco 10S CA)O AMedatm AlZ| X5 CASl S48
X|&M5tdi 229 AHu|ad oM ZE|AM CFS HE 2 AL 8L Ct.

crypto ca trustpoint cisco

enrollment retry count 5

enrollment retry period 3

enrollment url http://14.38.99.99:80
revocation-check none

&1 crypto ca trustpoint HHEL2 7|E crypto ca identity & 2! crypto ca trusted-root BES
S350z el mWalof M ZstE 7= S M=)

3. crypto ca authenticate cisco & E='(C|sco'— AE| XM Blo|E)E Ar&3to{ CA ME{oMH R E ¢l
SME AMELICt
R2(confi g) #crypto ca authenticate cisco

4. CI2 2 5810 MM 2{H crypto ca enroll cisco B&(cisco= trustpoint label)2 AF2 &L
Ct.
R2(confi g) #crypto ca enroll cisco

Cisco I0S CA Mol & X o2 SE5 £ show crypto ca certificates B E AFE3510{ &2
IS ME &elafof BrLICH B ol £23]L|Ct.0] B2 Cisco I0S CA AE{of T+JE! Oi74
HHa0f G5t AHM[E Q1B M HEE EAIRLICH
R2#show crypto ca certificates
Certificate
Status: Avail abl e
Certificate Serial Nunmber: 02
Certificate Usage: Ceneral Purpose
| ssuer:
cn=ciscol.cisco.com
1=RTP
c=US
Subj ect :
Nanme: R2.cisco.com
host nane=R2.cisco.com
CRL Distribution Point:
http://172.18.108.26/ciscolcdp.ciscol.crl
Validity Date:
start date: 15:41:11 UTC Jan 21 2004
end date: 15:41:11 UTC Aug 8 2004
renew date: 00:00: 00 UTC Jan 1 1970
Associ ated Trustpoints: cisco

CA Certificate
St atus: Avail abl e
Certificate Serial Nunmber: 01



Certificate Usage: Signature
| ssuer:
cn=ciscol.cisco.com
1=RTP
c=US
Subj ect :
cn=ciscol.cisco.com
1=RTP
c=US
Validity Date:
start date: 15:39:00 UTC Jan 21 2004
end date: 15:39:00 UTC Jan 20 2005
Associ ated Trustpoints: cisco
5. 47 E2HAl =20l 718 XA staid ofe Fe eI
host nane(confi g) #write memory

6. Zx|ado|ME K& ste{H Cf g BHES =g Lt
host nane#copy run start
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Output Interpreter T 7(S
show B £l 2ME

ITHI | 4

LICH

. show crypto ca certificates— Q1S AMHE EAIELICH

- show crypto key mypubkey rsa - 7| 4 & T A|ELICt
1% Key pair was generated at: 09:28:16 EST Jan 30 2004
| Key nane: ese-ios-ca
I Usage: Ceneral Purpose Key
I Key is exportable.
! Key Dat a:
! 30819F30 0D0O6092A 864886F7 0D010101 05000381 8D003081 89028181 00AF2198
! C56F1A8F 5AC501FF ADFB1489 1F503F91 CA3C3FA3 9FB2Cl150 FFCBF815 2AA73060
I E79AF510 E292Cl171 C6804B45 OCAADAAF 5834AB85 B204208B 3960D20D 9B51AF7B
! ACF12D3D F5BC6EAE 77186AE9 1471F5A4 443CE5B5 1336EC33 5FEB3398 002C15EE
I 9F8FD331 83490D8A 983FBBE1 9E72A130 121A3B97 A3ACD147 C37DA3D6 77020301 0001
1% Key pair was generated at: 09:28:17 EST Jan 30 2004
I Key nane: ese-io0s-ca.server
I Usage: Encryption Key
I Key is exportable.
! Key Dat a:
I 307C300D 06092A86 4886F70D 01010105 00036B00 30680261 0096456A 01AECE6A5
I 0049CCA7 B41B675E 5317328D DF879CAE DB96A739 26F2A03E 09638A7A 99DFFSE9
! 18F7635D 6FB6EE27 EF93B3DE 336C148A 6A7A91CB 6A5F7E1B E0084174 2C22B3E2
! 3ABF260F 5C4498ED 20E76948 9BC2A360 1C799F8C 1B518DD8 D9020301 0001

- crypto pki server ese-ios-ca info crl—CRL (certificate revocation list)2 E A|EfLIC}.
I Certificate Revocation List:
! | ssuer: cn=ese-i o0s-ca, ou=ESE, 0=Ci sco Systens |nc, | =Ral ei gh, st=NC
! This Update: 09:58:27 EST Jan 30 2004
! Next Update: 09:58:27 EST Jan 31 2004
! Number of CRL entries: O
! CRL size: 300 bytes
. crypto pki server ese-ios-ca info requests - 27 5Q 8§ QXS EAIFLICH
I Enrol | ment Request Dat abase:
! ReqlD State Fi ngerpri nt Subj ect Nane

£l 14k siE)(OIT)E & show BHEE X|HELICHOITE A& 5t0d
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. show crypto pki server - 1A PKI(S7H 7| Q1ZE}) M & ElE E AR LICEH
Certificate Server status: enabled, configured
! Granting node is: manual
! Last certificate issued serial number: Ox1
! CA certificate expiration tinmer: 10:58:20 EDT Jun 21 2005
! CRL NextUpdate timer: 09:58:26 EST Jan 31 2004
! Current storage dir: nvram
! Dat abase Level : Nanes - subject nane data witten as .cnm

. crypto pki server cs-label grant { all | transaction-id }—=2. & £= 7 SCE
Ct.

. crypto pki server cs-label reject { all | transaction-id}—=. & == §7% SCEP L2 HE &L
Ct.

- crypto pki server cs-label password generate [ minutes] —H|ZE
CHEE OTP(Y 3| HIZHZ)E MMELICHE - AMIZHE)).7EE
22 602 UL|CH &1 B Hof stLte| OTPEF R E & LICES Wi OTP7I M- E A< o
OTP= [ O|& R &8t X| et &LICEH

. crypto pki server cs-label revoke certificate-serial-number—&® HEE 7|E2 2 QIS ME F|
A ghuct,

. crypto pki server cs-label request pkcs10 {url url | terminal} [pem]}—base64 == PEM
PKCS10 218 M S8 282 LE HO|EHI0|AH =522 FItgfLCH

- crypto pki server cs-label info crl - 31X CRLCO| 4 Eljoi| CHEt HEE E A[ELICEH

. crypto pki server cs-label info request - ZE O|HZ QIS M S5 2 S EAIELICH
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REMIEH 2Ol HE = 0] 2 A12| Verify the Generated Key Pair AME & X351 AAIL.
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