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BFE 1721-A

R-1721- Af{show run
Bui | di ng configuration...

Current configuration : 1706 bytes
|
I Last configuration change at 00:46:32 UTC Fri Sep 10
2004

I NVRAM config | ast updated at 00:45:48 UTC Fri Sep 10
2004

!
version 12.3

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

|

host nane R-1721-A

|
boot - start - mar ker
boot - end- mar ker

|
1
menory-size i onem 15

nmi  pol l'ing-interval 60

no nm auto-configure

no mm pvce

nm  snnp-timeout 180

no aaa new nodel

i p subnet-zero

ip cef

!

|

1

ip audit po nmax-events 100
no i p domain | ookup

no ftp-server wite-enable

!--- Define Internet Key Exchange (IKE) policy. crypto
isakmp policy 10

!--- Specify the 256-bit AES as the !--- encryption
algorithm within an IKE policy. encr aes 256

!--- Specify that pre-shared key authentication is used.

ol

jn
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authentication pre-share

!--- Specify the shared secret. crypto isakmp key
ciscol23 address 10.48.66.146
1
!
!--- Define the IPSec transform set. crypto ipsec
transform-set aesset esp-aes 256 esp-sha-hmac

1

!--—- Define crypto map entry name "aesmap" that will use
!--- IKE to establish the security associations (SA).
crypto map aesmap 10 ipsec-isakmp

!--- Specify remote IPSec peer. set peer 10.48.66.146
!--- Specify which transform sets !--- are allowed for
this crypto map entry. set transform-set aesset

!--- Name the access list that determines which traffic
! --- should be protected by IPSec. match address acl_vpn
1

1

!

interface ATM

no i p address

shut down

no atmil m-keepalive

dsl equi pnent-type CPE

dsl operating-nmde GSHDSL synmetric annex A

dsl linerate AUTO

!

interface EthernetO

i p address 192.168.100.1 255. 255.255.0

i p nat inside

hal f - dupl ex

!

interface FastEthernetO

i p address 10.48. 66.147 255. 255.254.0

i p nat outside

speed auto

!--- Apply crypto map to the interface. crypto map
aesmap

!

ip nat inside source list acl_nat interface
Fast Et her net 0 overl oad

ip classless

iproute 0.0.0.0 0.0.0.0 10.48.66.1

ip route 192.168.200.0 255.255.255.0 FastEthernet0

no ip http server

no ip http secure-server
!

i p access-list extended acl _nat

! --- Exclude protected traffic from being NAT'ed. deny

ip 192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255
permt ip 192.168.100.0 0.0.0.255 any

!--- Access 1list that defines traffic protected by
IPSec. ip access-list extended acl_vpn

permit ip 192.168.100.0 0.0.0.255 192.168.200.0
0.0.0.255

!

!

line con O

exec-timeout 0 O

line aux O




line vty 0 4
|

end

R-1721- A#

cHE 1721-B

R-1721- B#show run
Bui | di ng configuration...

Current configuration : 1492 bytes
|
I Last configuration change at 14:11:41 UTC Wed Sep 8
2004

!
version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

|

host nane R-1721-B

|
boot - start - mar ker
boot - end- mar ker

|
!
menory-size i onem 15
nmi  pol l'ing-interval 60
no nm auto-configure
no mm pvce

nm  snnp-ti meout 180

no aaa new nodel

i p subnet-zero

ip cef

!
|
1
ip audit po nmax-events 100
no i p domai n | ookup

no ftp-server wite-enable

!--- Define IKE policy. crypto isakmp policy 10

!--- Specify the 256-bit AES as the !--- encryption
algorithm within an IKE policy. encr aes 256

!--- Specify that pre-shared key authentication is used.
authentication pre-share

l--- Specify the shared secret. crypto isakmp key
ciscol23 address 10.48.66.147

|
!
!--- Define the IPSec transform set. crypto ipsec
transform-set aesset esp-aes 256 esp-sha-hmac

!
!--- Define crypto map entry name "aesmap" that uses !--
- IKE to establish the SA. crypto map aesmap 10 ipsec-
isakmp

!--- Specify remote IPSec peer. set peer 10.48.66.147




!--- Specify which transform sets !--- are allowed for
this crypto map entry. set transform-set aesset
!--- Name the access list that determines which traffic
! --- should be protected by IPSec. match address acl_vpn
]
]
!
interface EthernetO
i p address 192. 168. 200. 1 255. 255. 255.0
ip nat inside
hal f - dupl ex
]
i nterface FastEthernetO
i p address 10.48.66. 146 255.255.254.0
ip nat outside
speed auto
!--- Apply crypto map to the interface. crypto map
aesmap
!
ip nat inside source list acl_nat interface
Fast Et her net 0 overl oad
ip classless
iproute 0.0.0.0 0.0.0.0 10.48.66.1
ip route 192.168.100.0 255.255.255.0 FastEthernet0
no ip http server
no ip http secure-server
]
i p access-Ilist extended acl _nat
!--- Exclude protected traffic from being NAT'ed. deny
ip 192.168.200.0 0.0.0.255 192.168.100.0 0.0.0.255
permt ip 192.168.200.0 0.0.0.255 any

!--- Access 1list that defines traffic protected by
IPSec. ip access-list extended acl_vpn

permit ip 192.168.200.0 0.0.0.255 192.168.100.0
0.0.0.255

!

!

line con O

exec-timeout 0 O

line aux O

line vty 0 4

!

end

R-1721- B#

CtSS &QlgrL|Ct.

ol dMofM= Hu|aefo|Mo| Mz 2Sst=X| #Hlst= Ol ALY = Us SEE M3

U show BHEL £3 CIHIE|H £ oM X[MEI=H(STE T2EH, 0| ES AHE 5t show &H
HEHo M FE & = UaLICh

- show crypto isakmp sa - ISAKMP(Internet Security Association and Key Management
Protocol) SAS| & EHE E A|ELIC.

- show crypto ipsec sa - & E{'d9| §HE EAIFLICE

- show crypto engine connections active(2 Z3} ATl 244 &M EZA|) - SAY & S 3H/6l5
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=X sid EH

11 debug BHEE A=™sHT| ol ClHT B0l CHEt S HEES HEFAAL.

- debug crypto ipsec - IPSec O|HEE X A|EfLIC},
- debug crypto isakmp - IKE O|HIE 0| CHEt HA|X|E E AR LICEH
- debug crypto engine - & £ 35} 2 TIo| HWEHE F AIELICEH
IPSec A sHZ 0l CHEF REAIEH LHE 2 IP Security Troubleshooting - Understanding and Using

debug HHEHE HZTSHAAIL.
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